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NAT JL—&

interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 0 with an IP address and as a NAT inside interface.
interface ethernet 1

ip address 10.10.20.1 255.255.255.0

ip nat inside

I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.
interface serial 0

ip address 172.16.10.64 255.255.255.0

ip nat outside

!--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool no-overload 172.16.10.1 172.16.10.63 prefix 24

!--- Defines a NAT pool named no-overload with a range of addresses
l---172.16.10.1 - 172.16.10.63.

ip nat inside source list 7 pool no-overload

!--- Indicates that any packets received on the inside interface that
!I--- are permitted by access-1ist 7 has

I--- the source address translated to an address out of the

!--- NAT pool "no-overload".

access-1list 7 permit 10.10.10.0 0.0.0.31

access-1list 7 permit 10.10.20.0 0.0.0.31

!I--- Access-1ist 7 permits packets with source addresses ranging from
!I--- 10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.

~ ENATION Y RTSBENDTIOEAV AN ZpermitanyZEAL TRELBEVWC & ZE<
HRLET, NATCpermitanyZfERATHE, REDI—ZFVY—ANHEEh, XY KND
—ONRBEESIERCITAREEN BV ET,

FEROFBETEK. Y7XY 510.10.10.0ASBAIN3I2T RLAE, 7% Y K10.10.20.0H 5 4]
D327 RLAD & Haccess-list 7ICk 2 THAETNTVET, LENF2T, ChsOEERT R
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interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 0 with an IP address and as a NAT inside interface.

interface ethernet 1
ip address 10.10.20.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.

interface serial 0
ip address 172.16.10.64 255.255.255.0
ip nat outside

I--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool ovrld 172.16.10.1 172.16.10.1 prefix 24

!--- Defines a NAT pool named ovrid with a range of a single IP
!I--- address, 172.16.10.1.

ip nat inside source list 7 pool ovrld overload

!--- Indicates that any packets received on the inside interface that
!I--- are permitted by access-1ist 7 has the source address

!I--- translated to an address out of the NAT pool named ovrid.

!I--- Translations are overloaded, which allows multiple inside

!--- devices to be translated to the same valid IP address.

access-1list 7 permit 10.10.10.0 0.0.0.31

access-1list 7 permit 10.10.20.0 0.0.0.31

!--- Access-1ist 7 permits packets with source addresses ranging from
/---10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.

FERO2BBDRERETKE., NATZ7—)Lovid DOF RL AQEELE FTAEREENTVET, ip nat
inside source list 7 pool ovrld overload AX > RO XS ICF—"T— R overload ZEATD &, &
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In the abowve topology, devices on the
outside need the ahility to originate
communication with the mailserver on
the inside.
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In the abowve topology, devices on the
outside are sending weh traffic to TCP
port 80 bt the wehserver on the inside

is only listening on TCP port 3080
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interface ethernet 0
ip address 172.16.10.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 0 with an IP address and as a NAT inside interface.
interface serial 0

ip address 10.200.200.5 255.255.255.252
ip nat outside
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I--- Defines serial 0 with an IP address and as a NAT outside interface.

ip nat inside source static tcp 172.16.10.8 8080 172.16.10.8 80

I--- Static NAT command that states any packet received in the inside
!I--- interface with a source IP address of 172.16.10.8:8080 1is
!I--- translated to 172.16.10.8:80.

Nk REF AV INATIRY ROBEE. WHA 2 X—T A ATEHEEhi, RETT K
L AN172.16.10.8:8080TCH D /N7 Y RATXNT172.16.10.8:80IcEHfric hB & %EZRL T
WET. ChEEE, ABA Y A—7 I/ ATEEEAE, 55T KL AN 172.16.10.8:80
THD/INTY NHFTANT 172.16.10.8:8080 NHBEICERE D CEEEKRLET,

BEODATY7IE. NATAZERLEEBY ICBET R L ZERITBRETT,

show ip nat translations
Pro Inside global Inside local Outside Tlocal Outside global
tcp 172.16.10.8:80 172.16.10.8:8080 --- -—-

4.%Y NID—UDOBITICNATZFERT S

NATIE, RYRND—VLEOFNAADT RLAZEZEETDIVLENHBDHEX., H2T/N1 A%z 5|
DTFNARAICBERZIDGEICERNTT, EEAE, XY RNT—TRADIXNTOT/NA AN ER
LTVWBHEEOH—NE, FILLWIPT7RLAZFOFHLVFNAAICEEBRZIDEHE, INXTO
XYRD=0 FNAADEREZFHLVH—NTRLACZEETDICEEHEFRERI DAYV ET, T
OB, FVWT7RLAZERALTVWB TN AONT Y N Z2EHRTDELS NAT Z2RET L. T
NSOFNAAEFHFHLVH—NABEAEICEYET,
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172.16.10.0/24 are still
configured to send traffic to a

server with address
172.16.10.8/24. This address
must he translated to the new

address 172.16.50.8/24.
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172.16.50.8/29
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o, mWH—=NT7 RLRA(172.16.10.8)FTHO/NT Y RZEZBRL T, HILWH—NT RL RAIZEE
TBE) ERETEFRT, HFLLWH—NERIOLANLEIZHY), COLANEDOF/NA A, FkiF
COLANBHTEETELZT/NARA (XY NIT—J0OAHAICHDT/NM R ) &, AgETHNEE
FLOWH—NIPPRLAZFEATEIRSICRETADHLEN BB EICERELTLEEV,

LRDBEMNEZERTDICE, AXTAYINAT ZHEALET., RICHREHZRLET,

XY ND—OBITHRICEATINATORE

NAT JL—=&

interface ethernet 0
ip address 172.16.10.1 255.255.255.0
ip nat outside

!I--- Defines Ethernet 0 with an IP address and as a NAT outside interface.
interface ethernet 1
ip address 172.16.50.1 255.255.255.0

ip nat inside

I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.




interface serial 0
ip address 10.200.200.5 255.255.255.252

!I--- Defines serial 0 with an IP address. This interface is not
I--- participating in NAT.
ip nat inside source static 172.16.50.8 172.16.10.8

!I--- States that any packet received on the inside interface with a
!--- source IP address of 172.16.50.8 is translated to 172.16.10.8.

~ x - ZDflDinside source NATON > RiE, AL R—T I A ATEEETNE, BET
RL AAN172.16.10.8THB/NT Y "N, BET RL AN172.16.508IC BT NBD EEEE
LU ET,

BEOATY 7. NATAERULEEBYICEETR CEAEBBETRHETT,

54—NN—5YTFBFYND—YICNATEZEHRTS

BEETDIRYRND—TR, 13—V NROMBOFT/NA AICK2>TITICFERAETNTLVSRHE
FINAAZIPT RLAZEI)HTEEZLLRELET, ChSOXRYND—DF, XY RND—20
WTRFC 1918MIP7 RLAZFEAL TVR20N ¥ AL EBESICERELET, ch S

220DFY RD—=0k, IXTOFNA AN BUORBEEATVELSTE, BEITIHENfN GYET

o

IXIRYETEZXHBIVES T DEV

AZTAY IO NATRETE., 181 OIVEINFEREh, BEODT RLANBOT RL AIZ
EMENET, COXATDRETIE, RENEETSIRY., NATT—TIILICEANBEI N
FEREh, RERANEABRANDODIEAEN SEHEERBTEET, chik, EICX—)L,
Web, FTPBENT TV r—>3> H—ERZRBITDZIRANTEINERETT, f

<#root>

Router(config)#

ip nat inside source static 10.3.2.11 10.41.10.12
Router(config)#

ip nat inside source static 10.3.2.12 10.41.10.13

AAFZYUNAT &, BERENDFRANDOEBROBKRYFERATESDT7 RLANDBEWVEESICER
T9. RARNNELGZRHAIDENATT—7IICINUNERER, PRLABIC 110
NYEVINBIENET, EFEL,. NYETJRELTZIEEN HY, BEOBITO7—)
NOFERAEEEREXRT RLAICKELET, 4TI YU NAT Tk, NAT AFREESh TV
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RABEZTHLEVE, 4TIV INATOI N RBREBRT—TIASEIBREhET, COE
BIEERERRET T, XIC. PRLARZ7—INICRENT, BIOFRANNEATEDRSICEYE
9,

A, FHRETROFIEZRITLET,
1. 7RLADT =L ZEKLET,

<#root>
Router(config)#

ip nat pool MYPOOLEXAMPLE 10.41.10.1 10.41.10. 41 netmask 255.255.255.0

2.XYVETTB2HEDNH S Inside XY KT —2U D access-list ZEK L £T,

<#root>
Router(config)#

access-list 100 permit ip 10.3.2.0 0.0.0.255 any

3. NATHEROHIBZY NTJ—210.3.2.00.0.0255%BRIT BT IOEAUAKN00ET—)L
MYPOOLEXAMPLEIZBS:E(f ., ZFRLAZAHA—/N—O—RLET,

<#root>
Router(config)#

ip nat inside source list 100 pool MYPOOLEXAMPLE overl oad

NAT O B {E D FERE
NATEREL 5. BBEEY CHETHCE2RBLET, S, %Y RT—9T7F54

H, showdN > R, &hlFdebugAX > RZ2FEATHIFEN HYET. NATOBERZHICOWV
TOEME. "NATOEEQOHESREERNWABNAT, 2B L TS EETL,

e

CORFIXRNDHITIE, NATOREEEBEAICRIUDVAMYIARZ—NFIEZRLET,

94990 AZ—KFIERE, ROATYTHSBEEATVET,
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2.NATZEAL TRZERBLZWTTH,
B.ATYT2TERLUENZERTHI-HIC. NATZRELE T,
4.NAT OEIEERRLE T,

RO ZINhZFhOHITEE, EFELEERADip natinsidecommand A EAE N TVWET, ip nat
outsidecommand N> REZFEAL TRIUBEMNEZER TR LEETEERTH, NATOBEDIER
[Z3EZEL T &V, ip nat outside decommandsZ R T2 REFIC DOV TIE, FIP NAT
Outside Source List AN > RZFHATRREH 2SR T EE L,

BIOPITIE, CchsnT o azRki:

N>R Toa

RO SHBABBITDIPNTY NOREBERTEZERLET.

ip nat inside source NEASHIABEHITZIP/NTY NOREETHLET,

AEBA SABABE TS IPNTY NORBERTZEBRLET,

ip nat outside source NIASHEABETD IP/NTY NOREETHLET,

BYIE 5 2

e NAT : O—HAULBLTCITO-NILDEEESHE,
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