DMZ, R#%Y RD—0, AR Y NO—UT
D SMTP X—)L Y—/X FOEARD ASA &%
ETD

&

BE

HIIERH
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FHTRZAR—FK b

Tk

DMZEY D= D X—=)LH—N
XY RNID)=7

ASA DEETE

ESMTP TLS QO F&E

AEBRY RT—=TDX=)LH—=/\
XY RNID)=7

ASA DERTE

AHRY RIT—ODOX—=)LHF—N
XY RNI—=UK

ASA DEXTE

DMZEY RID—=O D X=)LH—/\
TCP ping
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Logging

NAT Z#: ( Xlate )

AEBRY RT—=TDX=)LH—=/\
TCP ping

Connection

Logging

NAT Z£#t ( Xlate )

AHRY RIT—ODOX—=)LHF—N
TCP ping

Connection

Logging

NAT Z#: ( Xlate )
NZ7)a—b

DMZEY RID—=O D X=)LH—/\




NTY b hL—=Y
NTYNRXYTTF¥

AFERY RT—=TDX=)LH—/\
NTY S RL—%

AHBRY RIDT—=IDAX=I Y=
NTY S RL—%

BSE

B=

CORFIXDNTE., BEMSF (DMZ) ., RFRY ND—0, FLEEABRY KO-V CEE
& 1z Simple Mail Transfer Protocol ( SMTP ) H—/XA\®D 7 Ut A% Cisco BB EF+1 )74
T7ZAT A (ASA) TRETHHEZBHALET,

LIE = 343

B

CORFIXVNIBBEOEHREHY REA

FERATDIVR—F2 b
CORFIAYNOBRE, ROYTRIIFEN-RITTON—DaVEETVTVET,

TR ITFT N—232 9.1 UAEEEITT S Cisco ASA

. Cisco 10S®Y 7 R T 7 1)1 —2Z15.1(4)M6H #E T % Cisco 2800C 1) — X)L — &
CORFIAIXNOBEREF, BENDTAREICHDT/NAAICESIVWTEREhELE, COR
FAXYRNTHEATZIRNTOFNA AR, D (F72IN ) REORELSEBLTVET
o MROZY ND—IFEHBPTHIBEICE., ENOLSBIOATVRIZODVTE, TOEEMN
BEEIIODVTHERIIERL THBENHYET,

REDE

RFIXDNREBEOFBICOVWTR, RO TIAINTAYTADOREHES 2ZRULTLE
=L,

RE

COEVS3TTRE, DMZRY RTD—U, ABERY RD—7, RERATFRY NT—0DX—)L
H—NICEETDRSICASAZRET D HEICODVWTHALET,


/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

X :Z20t02a THERAENTVSIONY ROFHEZFANSICIE. Command Lookup

Tool (BRI—YER ) ZEALTLLEZL,

DMZZY FO—0 DO X—=)L Y=\

KYRND—IK

COEIIIVTHATIRETK., RORY NT—D

ISP

203.0.113.2/24 —»

Outside
-— 203.0.113.1/24

DMZ

REZERALET,

T T T
10.1.1.1/24—» 172.16.31.1/24

Inside

Network
10.1.1.0/24

£

Mail Server
172.16.31.10

E:CORFIXIINTEAZNTVWAIPTRLYSVIARGE, 4122 —FY MNETER
=T AV TARBEENDTESL Y EEA, CNSIEF REC1918 THEAETMTVWAT RL



//tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://www.ietf.org/rfc/rfc1918.txt?number=1918

ATHY), FARRTEAENLEENTT,

COBITERATZRY ND—URER., AHRY NT—U510.1.1.024T, A&RY D=0 4
203.0.113.0/24 THBASATT, IP7 RL AH172.16.31.10TH S X —I)IL Y —/N\EDMZE Y N
—JLEBNET, ABRY RND—IASX=IY—NZTIEATBICE, IDRY NT—TTFR
L AZH(NAT) 2 RET D HLEAN B ET,

ABIL—HHFX=INF—=NICT IO ELRTBICE, AZTAYINATET VAV ARNCOBITR
outside_in) ZBXEBL T, ABIL—FHFX—IHF—NICTIOEAL, FOEAVANEATA &
—TJ7IAAINA2 RTEDRDICTRDHLENHYVET,

ASA OFE

Iz, COBIOASAREZRLET,

show run
: Saved

ASA Version 9.1(2)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
xlate per-session deny tcp any4d any4d

xlate per-session deny tcp any4 anyb6

xlate per-session deny tcp any6 any4d

xlate per-session deny tcp any6 anyb6

xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eq domain
xlate per-session deny udp any6 any4 eq domain
xlate per-session deny udp any6 any6 eq domain
passwd 2KFQnbNIdI.2KYOU encrypted

names

1--- Configure the dmz interface.

interface GigabitEthernet0/0
nameif dmz
security-level 50

ip address 172.16.31.1 255.255.255.0
!

1--- Configure the outside interface.

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 203.0.113.1 255.255.255.0

1--- Configure inside interface.

interface GigabitEthernet0/2
nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
1

boot system disk0:/asa912-k8.bin
ftp mode passive


http://www.ietf.org/rfc/rfc1918.txt?number=1918

!--- This access list allows hosts to access
!--- IP address 172.16.31.10 for the SMTP port from outside.

access-list outside_int extended permit tcp any4 host 172.16.31.10 eqg smtp

object network objl-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,outside) dynamic interface

!--- This network static does not use address translation.
!--- Inside hosts appear on the DMZ with their own addresses.

object network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,dmz) static obj-10.1.1.0

!--- This Auto-NAT uses address translation.
!--- Hosts that access the mail server from the outside
!--- use the 203.0.113.10 address.

object network obj-172.16.31.10
host 172.16.31.10
nat (dmz,outside) static 203.0.113.10

access-group outside_int in interface outside

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgecp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

1

class-map inspection_default

match default-inspection-traffic

1

1

policy-map type inspect dns preset_dns_map

parameters

message-length maximum client auto

message-length maximum 512

!--- The inspect esmtp command (included in the map) allows
!--- SMTP/ESMTP to inspect the application.

policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp inspect h323 h225
inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip



inspect xdmcp
1

!--- The inspect esmtp command (included in the map) allows
!--- SMTP/ESMTP to inspect the application.

service-policy global_policy global

ESMTP TLS DOFEE

EX—)L@&{ECTransport Layer Security(TLS)iES{t Z A T 53HBS. ASADExtended Simple
Mail Transfer Protocol(ESMTP) A > ARI S I VHEE (T7 2N TEHER ) KK 2TNT Y R
ROYZ7ENET, TLSHABMBEF AN ZFHFATITBZICE. ROBICRTRSICESMTPA A
RV AVHEEZEVICILET,

X : S DWW TIE, CiscoBug ID CSCtn08326 ( B I1—HEH ) #SBL TV

o

ciscoasa(config) #policy-map global policy
ciscoasa(config-pmap) #class inspection_ default

(
(
ciscoasa(config-pmap-c)#no inspect esmtp
ciscoasa (config-pmap-c) #fexit

(

ciscoasa(config-pmap) #exit

REBERY ND—0D0X=)LB—N

XY RNI—UK

COEIVDIVTHATIRETKE., RORY NI—IUREZEALET,


//www.cisco.com/c/ja_jp/td/docs/security/asa/asa-command-reference/I-R/cmdref2/i2.html
https://tools.cisco.com/bugsearch/bug/CSCtn08326
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/c/ja_jp/td/docs/security/asa/asa-command-reference/I-R/cmdref2/p1.html

10.1.2.1 203.0.113.1 203.0.113.2

Mail Server

10.1.2.10
NATIP: 203.0.113.10

COPITHERATZZRY ND—URERK. RERY NT—2U4101.1.024TL, &Y hD—D
7'203.0.113.0/24 THBASAT T, IP7 RLAH10.1.210TH 3 X =)L Y —/NBAFZRY D —
TEHBYERT,

ASA DERE

R, ZOBIOASAREZRLET,

ASA#show run
: Saved

ASA Version 9.1(2)
|

--Omitted--
|

!--- Define the IP address for the inside interface.

interface GigabitEthernet0/2
nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

!--- Define the IP address for the outside interface.
interface GigabitEthernetO0/1

nameif outside
security-level 0



ip address 203.0.113.1 255.255.255.0
!

--Omitted--

!--- Create an access list that permits Simple

!--- Mail Transfer Protocol (SMTP) traffic from anywhere

!--- to the host at 203.0.113.10 (our server). The name of this list is

!--- smtp. Add additional lines to this access list as required.

!--- Note: There is one and only one access list allowed per

!--- interface per direction, for example, inbound on the outside interface.
!--- Because of limitation, any additional lines that need placement in

!--- the access list need to be specified here. If the server

!--- in question is not SMTP, replace the occurrences of SMTP with

!--- www, DNS, POP3, or whatever else is required.

access-list smtp extended permit tcp any host 10.1.2.10 eg smtp
--Omitted--

!--- Specify that any traffic that originates inside from the

!1--- 10.1.2.x network NATs (PAT) to 203.0.113.9 if

!--- such traffic passes through the outside interface.

object network obj-10.1.2.0

subnet 10.1.2.0 255.255.255.0

nat (inside,outside) dynamic 203.0.113.9

!--- Define a static translation between 10.1.2.10 on the inside and
!--- 203.0.113.10 on the outside. These are the addresses to be used by
!--- the server located inside the ASA.

object network obj-10.1.2.10

host 10.1.2.10

nat (inside,outside) static 203.0.113.10

!--- Apply the access list named smtp inbound on the outside interface.

access-group smtp in interface outside

!--- Instruct the ASA to hand any traffic destined for 10.1.2.0
!--- to the router at 10.1.1.2.

route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

!--- Set the default route to 203.0.113.2.
!--- The ASA assumes that this address is a router address.

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

ABERY NI DX=)LY—N

XY RNI—UK

COEIVDIVTHATIRETKE., RORY NI—IUREZERALET,



203.0,113.2
10.1.2.1 10.1.1.1 203.0.113.1
10.1.1.2

RouterB

e —

Metwork L .
inside ; outside

Mail Server
203.1.1132.10

ASA DORERE

RIZ, COBIOASAREZRLET,

ASA#show run
Saved

ASA Version 9.1(2)

!

--Omitted--

I-—- Define the IP address for the inside interface.

interface GigabitEthernet0/2
nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

I-—- Define the IP address for the outside interface.

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 203.0.113.1 255.255.255.0
1

--Omitted--

!--- This command indicates that all addresses in the 10.1.2.x range

!--- that pass from the inside (GigabitEthernet0/2) to a corresponding global
!--- destination are done with dynamic PAT.

!--- As outbound traffic is permitted by default on the ASA, no

!--- static commands are needed.

object network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynamic interface

l--- Creates a static route for the 10.1.2.x network.
!--- The ASA forwards packets with these addresses to the router



!--- at 10.1.1.2
route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

!--- Sets the default route for the ASA Firewall at 203.0.113.2
route outside 0.0.0.0 0.0.0.0 203.0.113.2 1
--Omitted--

: end

TR

COEVTIAVICERBENATVAEREEAL T, RE/BENICHETIIRELET.
DMZZY D=9 D X—=)LH—N

TCP ping

TCP pinglt. TCPRHMDERETARNLET(F 7 AL MNIAVE—%Y MEIX Y £—2 70K
TJJL(ICMP)). TCP pinglkSYN/Y v N&EEL. 3B%ET/NA AFSYN-ACK/NT ¥ N ERETS
BER, pingMRIL EERBENET, FBICETTEBTCP pingk &ZA22 T,

LA —fITY,

ciscoasa(config)# ping tcp

Interface: outside

Target IP address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: vy

Source IP address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.0.113.10 port 25
from 203.0.113.2 starting port 1234, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Connection

ASABRAT—RNINTFZFATIx=)ILTHY, X=ILHY—NHLrS5OUVR—2NZFT714v 0, 7
FTAT I3 —ERT—TILOELKE—HTDED, 774TF7I74—I)ILE2RHLTRENET,
REOERIC—BIBDNT T4V IR, A VX—TIAAOT7EAANA=)ILUAN
(ACLIICX»T7/AOVIENBELL, T7ATIFA—)LE2BBTEET,

ROBITE, ALV E—TIAADTZ AT NADMZA 2 B —T T 4 A0203.0.113.1078 A
RADEREBILET, COELRZFITCPZ7ORNILTITON, 2WET A RIVRELCEZ>TVLE
T, BTV TR, COEROBEVCREZRLET,



ciscoasa(config)# show conn address 172.16.31.10
1 in use, 2 most used
TCP outside 203.0.113.2:16678 dmz 172.16.31.10:25, idle 0:00:02, bytes 921, flags UIO

Logging

ASA 77 AT I#—)LIEIEREEEFIC syslog ZERL £, Syslog DEFML ARIIEOTEREIC
HOZ2FT, XOHAE, LRIL6 (TBHRLARIL) ELRILT(F/INY FLRIL)YD2D Dsyslogk R
LTUET,

ciscoasa(config)# show logging | i 172.16.31.10
$ASA-7-609001: Built local-host dmz:172.16.31.10

$ASA-6-302013: Built inbound TCP connection 11 for outside:203.0.113.2/16678
(203.0.113.2/16678) to dmz:172.16.31.10/25 (203.0.113.10/25)

CDBID2EE Dsysloglk, V74T RNEH—NBOZOBEDRZ 74V IICHLT, 774
TOA—FERT—7INCERZBRELCEZRLTVET, COBRRATEZE/OYITS
KO TFATIA—IAREENLBER., TOROER (VY —AFNELRREIADOT
B ) LK 2T ZOEBDERN BT SND BRI, 7747 74— )LEEREIBUS AL
ERIOVZEBLERA, TORDYIL, BEFERESIIEH, TLEEROEXZLT
ERZ RIBWMALRENET,

EERE, ABOACLYNR—K25T172.16.31.10ZFATD LS CREBEET A TVWEVEEE. b
Z74YVINERENDEROOTNFERRENET,

%ASA-4-106100:access-list outside_int denied tcp outside/203.0.113.2(3756) ->
dmz/172.16.31.10(25) hit-cnt 5 300-second interval

ChiE, RIERTELSICACLARDOASBVA, RO TRESNTVRBEICRELET,

access-list outside_int extended permit tcp any4 host 172.16.31.10 eqg http

access-list outside_int extended deny ip any4 any4

NAT Z54 ( Xlate )

TWMAMERE N & 2RI DIIE, Xate (£ ) T—T I 2BRELET, I Rshow
xlateld. local¥F—T7— REBLVCAZTHRARNDIPT RLAEHAEDEDE, TORANDOERT
—TILICEETRIIRNTDI NI ERRLET, XOHDIE, DMZEAZBA > Z—T IAAD
BILCORANAICBEERETNATVDZEBNI HDEERLTVET, DMZH—/NNDIP7 RL
Ak, BIDFRET203.0.113.107 RLAILEREhET, VAREhTVWR 75T (COHITIR)E
EBMHNARTAVOTHBEEFLET,

ciscoasa(config)# show nat detail

Manual NAT Policies (Section 1)

1 (dmz) to (outside) source static obj-172.16.31.10 obj-203.0.113.10
translate_hits = 7, untranslate_hits = 6
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32

Auto NAT Policies (Section 2)
1 (dmz) to (outside) source static obj-172.16.31.10 203.0.113.10



translate_hits = 1, untranslate_hits = 5
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32
2 (inside) to (dmz) source static obj-10.1.1.0 obj-10.1.1.0
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24
3 (inside) to (outside) source dynamic 0b3jl-10.1.1.0 interface
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ciscoasa(config)# show xlate

4 in use, 4 most used

Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net

NAT from dmz:172.16.31.10 to outside:203.0.113.10
flags s idle 0:10:48 timeout 0:00:00

NAT from inside:10.1.1.0/24 to dmz:10.1.1.0/24
flags sI idle 79:56:17 timeout 0:00:00

NAT from dmz:172.16.31.10 to outside:203.0.113.10
flags sT idle 0:01:02 timeout 0:00:00

NAT from outside:0.0.0.0/0 to dmz:0.0.0.0/0
flags sIT idle 0:01:02 timeout 0:00:00

REBRY NO—T DO X—=)ILY—N

TCP ping

TCP ping® B 1 BlZRICRLET,

ciscoasa(config)# PING TCP

Interface: outside

Target IP address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: vy

Source IP address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.0.113.10 port 25
from 203.0.113.2 starting port 1234, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Connection

IR RERE B Z R LK T

ciscoasa(config)# show conn address 10.1.2.10
1 in use, 2 most used
TCP outside 203.0.113.2:5672 inside 10.1.2.10:25, idle 0:00:05, bytes 871,

Logging

syslogD Bl RIZCRLET,

flags UIO



$ASA-6-302013: Built inbound TCP connection 553 for outside:203.0.113.2/19198
(203.0.113.2/19198) to inside:10.1.2.10/25 (203.0.113.10/25)

NAT Z54 ( Xlate )

show nat detail VY > R&show xlate A RO B HFlERICRLET,

ciscoasa(config)# show nat detail

Auto NAT Policies (Section 2)

1 (inside) to (outside) source static obj-10.1.2.10 203.0.113.10
translate_hits = 0, untranslate_hits = 15
Source - Origin: 10.1.2.10/32, Translated: 203.0.113.10/32

2 (inside) to (dmz) source static obj-10.1.1.0 obj-10.1.1.0
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24

3 (inside) to (outside) source dynamic ob3jl-10.1.1.0 interface
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ciscoasa(config)# show xlate

NAT from inside:10.1.2.10 to outside:203.0.113.10
flags s idle 0:00:03 timeout 0:00:00

HABERY NI DX=)LY—NX

TCP ping

TCP ping®D H O HlZRICALET,

ciscoasa# PING TCP

Interface: inside

Target IP address: 203.1.113.10

Destination port: [80] 25

Specify source? [n]: vy

Source IP address: 10.1.2.10

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.1.113.10 port 25
from 10.1.2.10 starting port 1234, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Connection

RIS Z R LUK T,

ciscoasa# show conn address 203.1.113.10
1 in use, 2 most used



TCP inside 10.1.2.10:13539 outside 203.1.113.10:25, idle 0:00:02, bytes 898, flags UIO
Logging

syslogD Bl ZRIZCRLET,

ciscoasa# show logging | i 203.1.113.10

$ASA-6-302013: Built outbound TCP connection 590 for outside:203.1.113.10/25
(203.1.113.10/25) to inside:10.1.2.10/1234 (203.0.113.1/1234)

NAT Z5# ( Xlate )

show xlate N> RO B HBIEXRICRLET,

ciscoasa# show xlate | i 10.1.2.10

TCP PAT from inside:10.1.2.10/1234 to outside:203.0.113.1/1234 flags ri idle
0:00:04 timeout 0:00:30

NZ7L>1—b

ASARERERNTS I 1I—RIRLEHOEHROY - ZRHBLTVET., REZEIL. FIO
O3V THALLEDZHRBEL TEMBEIBRLEVERRE, ChonY—I)LETIZY D
ZHEALTEREEORRZRETERT,

DMZZY RO =0 DO X—=)LY =)\

NTY s ML—Y

ASAODNTY NRL—Y—HeeZEATRE, Ia1L—bhEhENTY RZEEELT, 774
TOA—NWDNRZT74Y IO ZNEIZEECBBIDEREERLEFIE, FIVD, SLUHEEZE
INTRRTEXT., COV—IINZHERATDIE, 774703/ OBBEZFATILEN HD
EBDNBRNTZ T4V ODBIEREL, TEDESXTNERALTARS 71 0%E>I2 L —ATE
F9. ROBFITE. NTY ML —YZEALT, AOEEZB L-IEEAITEZI1L—NL
i?o

L YZAL—RENENTY RAABICBRLET,
. ERAENB7ONILE TCP T,
CYZAL—RENEISATYRD P 7 RLAH 203.0.1132 TH 5.
COSATURNERETHR—N 1234 THDRNS T 1 v U BEELET,
- NZT74v O, IPF7RLZA203.0.113.10 DH—/NETICEFENET,
RS T74VORER—R 2BRHTTT.

N7y RRL—HOHEABIERICRLET.

packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detailed



--Omitted--

Phase: 2

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (dmz,outside) source static obj-172.16.31.10 0b3j-203.0.113.10
Additional Information:

NAT divert to egress interface dmz

Untranslate 203.0.113.10/25 to 172.16.31.10/25

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow

Cisco Adaptive Security Device Manager(ASDM)D il Z X ICRL £ 9,

Select the packet type and supply the packet parameters. Click Start to trace the packet.

interface: |outside i Packet Type @ TCP () UDP (CIICMP D) P
Source: TP Address v: 203.0.113.2 Destination: P Address * 203.0.113.10
Source Port: 1234 +  Destination Port: 25 -
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EROBHICE, DMZA U R—T I A AICETR BB BVEITFELTLSEZ Y, chi@EN
TYNRNL—HORFLCRDIEETT, SOV, 77AT 07— TORA T OEGEH
TeEDRSICRBIBZINZRLET, ChICE, L—TFTA2VIFEEEDAEZ—TIAAN
5NBEBEATZEENET,



EN:NTYRRNL—YHBBEEQMAIC OWTIE, CLI, 848 K&U8.6%EAL = FCisco
ASA 55002 ) —RXREH A Ra @ ")y NNL—YZEE#FEFLE/NTYADRL—X, &
023258l TSESL,

KTy N FvTF 4

ASAT7F7ATIA=)TR, 1 VF—T I/ AICBEFERIREITDINT 71V I0EFYTF
TEEXRT, COFYTTFYHEEF, NSZTAVINFTTATIOF—)ICEELEDA, T77AT
=)D SIEHENIEADZHEERICARATES D, FEICERTT, XDFIE, DMZE KV HE
AR —TI4ALEDcapd&capoutE V5200 F ¥ S F Y DEREZRL TVWET, capture 1N
> RTE, match¥F—D—REZFEAL T, FYTFVYITBDIRT T4V IERBRETEEXT,

< DOl D capture capdTlk, TCP7RAKN172.16.31.10/host 203.0.113.2IC— T BDMZA > X —7
IAARA(ANELEGHD ) TRRENDRNSTAVIEBETDIEN RENAhTVET, DFV)

. RAR172.16.31.10H SR A R203.0.113.2 ( £ Z D ) (DREEENBTCPRS 74 v o %
FY7FYLET, match F—TV—RZFEHITBDET, 77A4TIF—=)LTRTFT1v 0%
FRAITHFYTFYTEXRT, AFBAM U EX—T IS AICEZENT VW Bcapture AN Rik, 774
TOA=IHFEFOX=IHF—NOIP7 RLAICNATZETTD o, ABX—=ILH—NNDIPF7 R

LAZSRLEREA. TOHER, T—NNODIPFRLAE—HTEEFLEA. KDVYIC, ROBITE

 IXTOTERIPT RLANFEFORFIC—RTBDEZRTLOICanye WS EFEZFEAL TV
£9,

FYSFYERELER, EHRZBEMRIL, show capture <capture_name>AX > RTH v 7
FYORRPICEARAET, COHITRE, FY¥7FrICRENATVWBTCP3IVIA/N R IALDIC
EO2THSHBREISIZ, ABRARD A=Y —=NICEHETEDEI DALY ET,

ASA# capture capd interface dmz match tcp host 172.16.31.10 any
ASA# capture capout interface outside match tcp any host 203.0.113.10

ASA# show capture capd

3 packets captured

1: 11:31:23.432655 203.0.113.2.65281 > 172.16.31.10.25: S 780523448:
780523448 (0) win 8192 <mss 1460,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712518 172.16.31.10.25 > 203.0.113.2.65281: S 2123396067:
2123396067 (0) ack 780523449 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>
3: 11:31:23.712884 203.0.113.2.65281 > 172.16.31.10.25. ack 2123396068
win 32768

ASA# show capture capout

3 packets captured

1: 11:31:23.432869 203.0.113.2.65281 > 203.0.113.10.25: S 1633080465:
1633080465(0) win 8192 <mss 1380,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712472 203.0.113.10.25 > 203.0.113.2.65281: S 95714629:
95714629 (0) ack 1633080466 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>

3: 11:31:23.712914 203.0.113.2.65281 > 203.0.113.10.25: . ack 95714630
win 32768

REBRY NO—9D0X=)LHB—N
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CLI : packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detailed

--Omitted--

Phase: 2

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

object network obj-10.1.2.10

nat (inside,outside) static 203.0.113.10

Additional Information:
NAT divert to egress interface inside

Untranslate 203.0.113.10/25 to 10.1.2.10/25

Phase: 3

Type: ACCESS-LIST
Subtype: log
Result: ALLOW
Config:

access-group smtp in interface outside

access-list smtp extended permit tcp any4 host 10.1.2.10 eg smtp

Additional Information:

Forward Flow based lookup yields rule:
in 1id=0x77dd2c50, priority=13, domain=permit,

deny=false

hits=1, user_data=0x735dc880, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, tag=0
dst ip/id=10.1.2.10, mask=255.255.255.255, port=25, tag=0, dscp=0x0
input_ifc=outside, output_ifc=any

AEBEY NDT—D0DX—=)LHF—/¥

NTrYy N ML=

NTY NRL—HOHEIBIZRICTLET,

CLI : packet-tracer input inside tcp 10.1.2.10 1234 203.1.113.10 25 detailed

--Omitted--

Phase: 2

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 203.1.113.0 255.255.255.0 outside

Phase: 3
Type: NAT
Subtype:
Result: ALLOW
Config:



object network obj-10.1.2.0

nat (inside,outside) dynamic interface

Additional Information:

Dynamic translate 10.1.2.10/1234 to 203.0.113.1/1234

Forward Flow based lookup yields rule:

in 1d=0x778bl4a8, priority=6, domain=nat, deny=false

hits=11, user_data=0x778b0f48, cs_id=0x0, flags=0x0, protocol=0
src ip/id=10.1.2.0, mask=255.255.255.0, port=0, tag=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=0, dscp=0x0
input_ifc=inside, output_ifc=outside
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