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i guana#
show ip cef vrf custA 88.1.88.8
88.1.88.8/32, version 47, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag information set
local tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
via 88.1.11.5, O dependencies, recursive
next hop 88.1.3.2, Ethernetl1/0 via 88.1.11.5/32
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valid cached adjacency
tag rewrite with Et1/0, 88.1.3.2, tags inposed: {24}

i guana# show ip cef vrf custB 88.1.88.8
88.1.88.8/32, version 77, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag i nformation set
l ocal tag: VPN route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {28}
via 88.1.11.5, O dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewrite with Et1/0, 88.1.3.2, tags inposed: {28}
i guana#

FtOBEmERTRERDE, VRFcustA A SREENLENTY NMIXTE24 (0x18) AFEAE h,
VRF custB A SREETNLNT Y NMIHAZTE28 (0X1C ) AMEAERTVWAENDHAYET

o

COPITRE, FYRDT—=URIC TPy L—ZHFFELBEVDOT, TRHEAODZTEEAEIhEE
Ao LALOT7 L—2HEAZATLVAE, CCTARIRILABERE N, NTY N HD PE
CEETRET, A7 XY RMNT—TJATIRIL ADYEVTOBEOTOEANRITENET,

gila L—2 A HN PE CEEEREIATVD S, FTRBEMENDEIICRY TEhdlehb
MPYERT,

gi |l a#
show tag-switching forwarding-table
Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface
16 Pop tag 88.1.1.0/24 0 Et1/1 88.1.2.2
Pop tag 88.1.1.0/24 0 Et1/0 88.1.3.2
17 Pop tag 88.1.4.0/24 0 Et1/1 88.1.2.2
18 Pop tag 88.1.10.0/ 24 0 Et1/1 88.1.2.2
19 Pop tag 88.1.11.1/32 0 Et1/1 88.1.2.2
20 Pop tag 88.1.5.0/24 0 Et1/0 88.1.3.2
21 19 88.1.11.10/ 32 0 Et1/1 88.1.2.2
22 88.1.11.10/ 32 0 Et1/0 88.1.3.2
22 20 172.18.60.176/32 O Et1/1 88.1.2.2
23 172.18.60.176/32 O Et1/0 88.1.3.2
23 Unt agged 172.31.1.0/24[V] 4980 Fa0/ 0 10. 88. 162.6
24 Aggr egat e 10. 88.162. 4/ 30[ V] 1920
25 Aggregat e 10. 88.162. 8/ 30[ V] 137104
26 Unt agged 172.31.1.0/24[V] 570 Et1/2 10. 88. 162. 14
27 Aggr egat e 10. 88. 162. 12/ 30[ V] \
273480
30 Pop tag 88.1.11.5/32 0 Et1/0 88.1.3.2
31 Pop tag 88.1.88.0/24 0 Etl1l/0 88.1.3.2
32 16 88.1.97.0/ 24 0 Et1/0 88.1.3.2
33 Pop tag 88.1.99.0/24 0 Et1/0 88.1.3.2
gi |l a#
gi | a# show tag-switching forwarding-table 88.1.88.0 detail
Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface
31 Pop tag 88.1.88.0/24 0 Et1/0 88.1.3.2

MAC/ Encaps=14/ 14, NMRU=1504, Tag Stack{}
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005054D92A250090BF9C6C1C8847
No out put feature configured
Per - packet | oad-sharing
gi |l a#

ROBEEKRTE, HH0 PENAT JL—2Z (iguana D1 > X—7 T4 AE1/0/5) TREE IO
—NTYRZERLTVET,

From CustA:
DLC:  ----- DLC Header -----
DLC:
DLC: Frame 1 arrived at 16:21:34.8415; frame size is 118 (0076 hex)
byt es.
DLC: Destination = Station 005054D92A25
DLC. Source Stati on 0090BF9C6C1C
DLC. Ethertype 8847 (PLS)

MPLS: ----- MPLS Label Stack -----

00018

0

1 (Bottom of Stack)
254 (hops)

MPLS: Label Value
MPLS: Reserved For Experinental Use
MPLS: Stack Val ue
MPLS: Tinme to Live

1P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

I P: Total length = 100 bytes

IP: ldentification = 175

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 5ECO (correct)

IP: Source address = [172.31.1.1]

I P: Destination address = [88.1.88. 8]
I P: No options

| P:

ICOWP; ----- | CVMP header -----
| CIVP:
| CVMP: Type = 8 (Echo)

I CWP: Code = 0

| CMP: Checksum = 4AF1 (correct)
ICVWP: Identifier = 4713

| CMP: Sequence nunber = 6957
ICVMP: [72 bytes of data]

I CVP: [ Normal end of "I1CMP header".]



From CustB:

DLC  ----- DLC Header -----
DLC:
DLC: Frame 11 arrived at 16:21:37.1558; frame size is 118 (0076 hex)
byt es.

DLC. Destination = Station 005054D92A25
DLC: Source = Station 0090BF9C6C1C
DLC. Ethertype = 8847 (MPLS)
DLC:

MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 0001C
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Time to Live = 254 (hops)
MPLS

P ----- | P Header -----
| P:
IP: Version = 4, header length = 20 bytes
I P: Type of service = 00
| P 000. .... = routine
I P: ...0 .... = normal del ay
I P: ... 0... = normal throughput
I P: ... .0.. =normal reliability
I P: .... ..0. = ECT bit - transport protocol wll ignore the CE

bi t

I P: .... ...0 =CEDbit - no congestion
IP: Total length = 100 bytes
IP: ldentification = 165
I P: Fl ags = 0X
I P: .0.. .... = may fragnent
I P: ..0. .... = last fragnent
I P: Fragment offset = 0 bytes
IP: Time to live = 254 seconds/ hops
I P: Protocol =1 (law)
| P: Header checksum = 5ECA (correct)
IP: Source address = [172.31.1.1]

I P: Destination address = [88.1
I P: No options

| P:

ICOWP; ----- | CVMP header -----
| CIVP:
| CVMP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = AD5E (correct)
ICVWP: Identifier = 3365

| CMP: Sequence nunber = 7935
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP head

chsO®pinglcky), HAOPEIIL—X

. 88. 8]

er".]

iguana IC%» 3 NAT T—7IILICAO I N FERE hE

¥, LIERINTY MWL THERENEREOI MU DKRRICIEK, ICMP &BEFZEATE

9,

i guana#

show ip nat translations

Pro | nside gl obal I nsi de | ocal

icmp 192.168.1.3:3365 172.31.1.1:3365
icnp 192.168.1.3:3366 172.31.1.1:3366

Qut si de | ocal Cut si de gl obal
88.1.88.8:3365 88.1.88.8:3365
88. 1. 88. 8: 3366 88. 1. 88. 8: 3366
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icnp 192.168.1.3:3367 172.31.1.1:3367 88. 1. 88. 8: 3367 88. 1. 88. 8: 3367
icnp 192.168.1.3:3368 172.31.1.1:3368 88. 1. 88. 8: 3368 88. 1. 88. 8: 3368
icnp 192.168.1.3:3369 172.31.1.1:3369 88. 1. 88. 8: 3369 88. 1. 88. 8: 3369
icmp 192.168.1.1:4713 172.31.1.1:4713 88.1.88.8:4713 88.1.88.8:4713
icnp 192.168.1.1:4714 172.31.1.1:4714 88.1.88.8:4714 88.1.88.8:4714
icnp 192.168.1.1:4715 172.31.1.1:4715 88.1.88.8:4715 88.1.88.8:4715
icnp 192.168.1.1:4716 172.31.1.1:4716 88.1.88.8:4716 88.1.88.8:4716
icnp 192.168.1.1:4717 172.31.1.1:4717 88.1.88.8:4717 88.1.88.8:4717
i guana#

show ip nat translations verbose

Pro I nside gl obal
icnp 192.168.1.3:3365 172.31.1.1:3365

I nsi de | ocal

Cut si de | ocal
88. 1. 88. 8: 3365

Cut si de gl obal
88. 1. 88. 8: 3365

create 00: 00: 34, use 00:00: 34, left 00:00:25, Map-ld(ln): 2,
fl ags:
ext ended, use_count: 0, VRF : custB

icnp 192.168.1.3:3366 172.31.1.1:3366

88. 1. 88. 8: 3366

88. 1. 88. 8: 3366

create 00: 00: 34, use 00:00: 34, left 00:00:25, Map-ld(ln): 2,
fl ags:
ext ended, use_count: 0, VRF : custB

icnp 192.168.1.3:3367 172.31.1.1:3367

88. 1. 88. 8: 3367

88. 1. 88. 8: 3367

create 00: 00: 34, use 00:00: 34, left 00:00:25, Map-ld(ln): 2,
fl ags:
ext ended, use_count: 0, VRF : custB

icnp 192.168.1.3:3368 172.31.1.1:3368

88. 1. 88. 8: 3368

88. 1. 88. 8: 3368

create 00: 00: 34, use 00:00: 34, left 00:00:25, Map-ld(ln): 2,
fl ags:
ext ended, use_count: 0, VRF : custB

icnp 192.168.1.3:3369 172.31.1.1:3369

88. 1. 88. 8: 3369

88. 1. 88. 8: 3369

create 00: 00: 34, use 00:00: 34, left 00:00:25, Map-ld(In): 2,
fl ags:
ext ended, use_count: 0, VRF : custB

icnp 192.168.1.1:4713 172.31.1.1:4713

create 00:00: 37

Pro I nside gl obal
flags:

ext ended,

use_count:

use 00: 00: 37,

0, VRF :

I nsi de | ocal

custA

icnp 192.168.1.1:4714 172.31.1.1:4714

| eft

88.1.88.8:4713

00: 00: 22, Map-ld(In):

Cut si de | ocal

88.1.88.8:4714

88.1.88.8:4713
1,
Cut si de gl obal

88.1.88.8:4714

create 00:00: 37, use 00:00:37, left 00:00:22, Map-ld(ln): 1,
flags:
extended, use_count: 0, VRF : custA

icnp 192.168.1.1:4715 172.31.1.1:4715

88. 1. 88.8:4715

88.1.88.8:4715

create 00:00: 37, use 00:00:37, left 00:00:22, Map-ld(ln): 1,
fl ags:
extended, use_count: 0, VRF : custA

icnp 192.168.1.1:4716 172.31.1.1:4716

88. 1. 88.8:4716

88.1.88.8:4716

create 00:00: 37, use 00:00:37, left 00:00:22, Map-ld(ln): 1,
fl ags:
extended, use_count: 0, VRF : custA

icnp 192.168.1.1:4717 172.31.1.1:4717

88. 1. 88.8:4717

88.1.88.8:4717

create 00:00: 37, use 00:00:37, left 00:00:22, Map-ld(ln): 1,
fl ags:

extended, use_count: 0, VRF : custA

i guana#

HEG—EADPSTO VPN AOEENTY N 70—

HEY—ERRANITIOEALEFNARICNTY R REEhDEERG, L—FT12TI0%
2T NAT T—7IIUARBRERENET (/N7 Y MME. NATO Toutsides 1 Z—T T4 ANS T
inside; 1A —7IARIZEFENET ), —BEOFIMNJICRETS VRF BRI FAEFEN



TWB0T, NT7Y RYBYICERLTIL—F 12 TENET,

B7:8H—EAOI—HADONT Y NDE*
Shared Sendce

—— To 182 16811
[ IFF&_| To 192.168.1.3

nutsidap - Hﬁ
MNAT-PE

. PE Inside global |nside local el Oubside glabal
192 16811 | 172.31 11 Jcusta | 881888
19716813 172.31.1.1 |cusiD | BE1.8E8

MPLS
NETWORK

From 1723111
Customer A

Fram 1723111
Customer B

R7IERTESIIC, VE—=2 RTTAVIRBEFNATICEK>THAXNS K, —BIHEBRIN
DARRENET., LEXE, NTY NEEE192.16811IEFENET, NATT—TILIBRE
TENET, BIBIMUNRHEENDE, Tinsidelocaly 7 KL R (172.31.1.1 ) ANOiEY]

BEBPFITONERT, NATIV NI CHIEEN TSN VRFID ZEAL T, BEILY O7
YA RITENET,

i guana# show ip cef vrf custA 172.31.1.0
172.31.1.0/ 24, version 12, epoch 0, cached adjacency 88.1.3.1
0 packets, 0 bytes
tag information set
l ocal tag: VPN route-head
fast tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {23}
via 88.1.11.9, 0 dependencies, recursive
next hop 88.1.3.1, Ethernetl1/0/5 via 88.1.11.9/32
valid cached adjacency
tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {23}

i guana# show ip cef vrf custB 172.31.1.0
172.31.1.0/ 24, version 18, epoch 0, cached adjacency 88.1.3.1
0 packets, 0 bytes
tag information set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {26}
via 88.1.11.9, 0 dependencies, recursive
next hop 88.1.3.1, Ethernetl1/0/5 via 88.1.11.9/32
valid cached adjacency
tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {26}
i guana#



VRF custA @ 172.31.1.024 BTDOKRZ 7 1 Y VIZETRI)L 23 (0x17 ) AEAE ., VRF custB
D 172.31.1.024 BTINT Y MZEZARI 26 (Ox1A ) FEAET A TVET,

J—Riguana A SREEENEII—IEBENT Y hOBRIE. ROXSICEERRENET,

To custA:

DLC.  ----- DLC Header -----
DLC:
DLC. Frane 2 arrived at 16:21:34.8436; frame size is 118 (0076 hex)
byt es.

DLC. Destination = Station 0090BF9C6C1C
DLC. Source St ati on 005054D92A25
DLC. Ethertype 8847 (PLS)

MPLS: ----- MPLS Label Stack -----

00017

0

1 (Bottom of Stack)
254 (hops)

MPLS: Label Value

MPLS: Reserved For Experinental Use
MPLS: Stack Val ue

MPLS: Tinme to Live

| P
IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

I P 000. .... = routine

1 P: ...0 .... = normal delay

1 P: .... 0... = normal throughput

1 P: ... .0.. = normal reliability

1 P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

1 P: .... ...0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: lIdentification = 56893

I P: Flags = 4X

1 P: .1.. .... =don't fragment

1 P: ..0. .... = last fragnent

I P: Fragnment offset = 0 bytes

IP. Time to live = 254 seconds/ hops

I P: Protocol =1 (Iaw)

| P: Header checksum = 4131 (correct)

I P: Source address = [88. 1. 88. 8]
IP: Destination address = [172.31.1.1]
I P: No options

| P
VP - ---- | CMP header -----
| CIVP.
ICVMP: Type = 0 (Echo reply)

| CMP: Code = 0

| CVMP: Checksum = 52F1 (correct)
ICWP: Identifier = 4713

| CMP: Sequence nunber = 6957
ICVP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

CONTYRMABEPEIIL—RICHETRE, NTYRNEEETRLEOOEYRVRF &M/ X —
T7IARN, FRIWEERALTHEEINKT,



gi |l a#
show mpls forwarding-table

Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface
16 Pop tag 88.1.1.0/24 0 Et1/1 88.1.2.2
Pop tag 88.1.1.0/24 0 Et1/0 88.1.3.2
17 Pop tag 88.1.4.0/24 0 Et1/1 88.1.2.2
18 Pop tag 88.1.10.0/ 24 0 Et1/1 88.1.2.2
19 Pop tag 88.1.11.1/32 0 Et1/1 88.1.2.2
20 Pop tag 88.1.5.0/24 0 Et1/0 88.1.3.2
21 19 88.1.11.10/ 32 0 Et1/1 88.1.2.2
22 88.1.11.10/ 32 0 Et1/0 88.1.3.2
22 20 172.18.60.176/32 O Et1/1 88.1.2.2
23 172.18.60.176/32 O Et1/0 88.1.3.2
23 Untagged 172.31.1.0/24[V] 6306 Fa0/0 10.88.162.6
24 Aggr egat e 10. 88.162. 4/ 30[ V] 1920
25 Aggregate  10.88.162.8/30[V] 487120
26 Untagged 172.31.1.0/24[V] 1896 Etl/2 10.88.162.14
27 Aggr egat e 10. 88. 162. 12/ 30[ V] \
972200
30 Pop tag 88.1.11.5/32 0 Et1/0 88.1.3.2
31 Pop tag 88.1.88.0/24 0 Et1/0 88.1.3.2
32 16 88.1.97.0/ 24 0 Et1/0 88.1.3.2
33 Pop tag 88.1.99.0/24 0 Et1/0 88.1.3.2
gi |l a#
BE

CCWKRIAV74F1L—232 TR, BRLOLH ICFLEZFEREERENATVRT,

| GUANA:

!

ip vrf custA

rd 65002: 100

route-target export 65002: 100
route-target inport 65002:100
!

ip vrf custB

rd 65002: 200

route-target export 65002: 200
route-target inport 65002: 200
!

ip cef

npl s | abel protocol |dp

tag-switching tdp router-id LoopbackO
!

nterface LoopbackO
ip address 88.1.11.5 255. 255. 255. 255
no i p route-cache
no i p nroute-cache

nterface Loopbackll
ip vrf forwardi ng custA
ip address 172.16. 1.1 255. 255. 255. 255

nterface Ethernet1/0/0

ip vrf forwarding custB

i p address 10.88.163.5 255. 255. 255. 252
no i p route-cache

no i p nroute-cache
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1
interface Ethernetl/0/4

ip address 88.1.1.1 255.255.255.0
i p nat inside

no i p nroute-cache

tag-switching ip

1
interface Ethernet1/0/5

i p address 88.1.3.2 255.255.255.0
i p nat inside

no i p nroute-cache

tag-switching ip

1

!
interface FastEthernetl1l/1/0

ip address 88.1.88.1 255.255.255.0
i p nat outside

full-dupl ex

1

interface FastEthernet5/0/0

ip address 88.1.99.1 255.255.255.0
speed 100

full-dupl ex

1

router ospf 881

| og- adj acency- changes

redistribute static subnets
network 88.1.0.0 0.0.255.255 area 0
1

router bgp 65002

no synchroni zation

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.9 renote-as 65002
nei ghbor 88.1.11.9 update-source LoopbackO
nei ghbor 88.1.11. 10 renote-as 65002
nei ghbor 88.1.11. 10 updat e- source LoopbackO

no aut o- sunmary

!

address-fam |y ipv4 nulticast
no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate
nei ghbor 88.1.11.1 send-community extended
nei ghbor 88.1.11.9 activate
nei ghbor 88.1.11.9 send-comunity extended
no aut o- sunmary
exit-address-famly

!

address-famly ipv4

nei ghbor 88.1.11.1 activate
nei ghbor 88.1.11.9 activate
nei ghbor 88.1.11.10 activate
no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y ipv4 vrf custB
redi stribute connected



redistribute static

no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-famly ipv4d vrf custA
redistribute static

no aut o- sunmary

no synchroni zation
exit-address-famly

1

ip nat pool SSPOOL1 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1 vrf custA overl oad
ip nat inside source list 181 pool SSPOOL1 vrf custB overl oad
ip classless

ip route 88.1.88.0 255.255.255.0 FastEthernet1/1/0

ip route 88.1.97.0 255.255.255.0 FastEthernet5/0/0 88.1.99.2
ip route 88.1.99.0 255.255.255.0 FastEthernet5/0/0 88.1.99.2
ip route 192.168.1.0 255.255.255.0 NullO

ip route vrf custA 88.1.88.8 255. 255. 255. 255 FastEthernet1/1/0 88.1.88.8 gl obal

ip route vrf custB 10.88.208.0 255.255.240.0 10.88.163.6
ip route vrf custB 64.102.0.0 255.255.0.0 10.88.163.6

ip route vrf custB 88.1.88.8 255. 255. 255. 255 FastEthernet1/1/0 88.1.88.8 gl obal

ip route vrf custB 128.0.0.0 255.0.0.0 10.88.163.6
no ip http server
!

access-list 181 pernmit ip any host 88.1.88.8
!

G LA

!
ip vrf custA
rd 65002: 100
route-target export 65002: 100
route-target inport 65002: 100
!
ip vrf custB
rd 65002: 200
route-target export 65002: 200
route-target inport 65002: 200
|
ip cef
npl s | abel protocol |dp
tag-switching tdp router-id LoopbackO
!
interface LoopbackO
ip address 88.1.11.9 255. 255. 255. 255
!
i nterface FastEthernet0/0
ip vrf forwardi ng custA
i p address 10.88.162.5 255. 255. 255. 252
dupl ex ful
!
interface Ethernetl/0
i p address 88.1.3.1 255.255.255.0
no i p nroute-cache
dupl ex hal f
tag-switching ip
!
interface Ethernetl/1
i p address 88.1.2.1 255.255.255.0



no i p nroute-cache

dupl ex hal f

tag-switching ip
1
interface Ethernetl/2

ip vrf forwarding custB

i p address 10.88.162. 13 255. 255. 255. 252
i p ospf cost 100

dupl ex hal f
1
i nterface FastEthernet2/0

ip vrf forwardi ng custA

i p address 10.88.162.9 255. 255. 255. 252
dupl ex ful

1
router ospf 881

| og- adj acency- changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area 0
default-nmetric 30

1
router bgp 65002

no synchroni zation

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.5 renpte-as 65002

nei ghbor 88.1.11.5 updat e-source LoopbackO
nei ghbor 88.1.11.5 activate

no aut o- sunmary

!

address-fam |y ipv4 vrf custB

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-famly ipv4d vrf custA

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.1 send-community extended
nei ghbor 88.1.11.5 activate

nei ghbor 88.1.11.5 send-community extended
no aut o- sunmary

exit-address-famly

1
ip classless
ip route vrf custA 172.31.1.0 255.255.255.0 FastEthernet0/0 10.88. 162.6

ip route vrf custB 172.31.1.0 255.255.255.0 Ethernet1/2 10. 88.162. 14
1

JL—2A dragon OFREIE. gila DRELRFERLU T,

V=K B—TFYNDAVR=BNTIAR—EFRTA




HEH—ERAZRXRYRND—DZVRFAAZRABHKELTRETZDHES. FRONAT 2H A
PEICBL CEWRETEELELEA. HIPENAT TREADBE/NTY NOEBVWHNXBITE T, XS
TTOHTZY RMAFE 1 2OIL—KMLABFEELBEVEHTT,

A IRORTE, BMNERENFEREZRIELZANELTVERT,

BTN ZYRD—UDRETRE, HKEH—ERAXYRNI—IF VRF A ARXA (VRF &
csserver ) ELTERENTVET, TZT, AZJPEDOCEF 7—7I)LIF. ROKXSICEEE
RENFET,

gi |l a# show ip cef vrf custA 88.1.88.0
88. 1.88.0/ 24, version 45, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag information set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
gil a#

gi | a# show ip cef vrf custB 88.1.88.0
88.1.88.0/24, version 71, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag information set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}

gil a#

i guana#

show tag-switching forwarding vrftags 24

Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface

24 Aggr egat e 88. 1. 88. 0/ 24[ V] 10988

i guana#

X : AU E24H'VRF custAEVRF custBO A ICKH L TRENTVWA ZEIFEELTLSEEL,

LUToBEERRE. HEY—EATHB VRF A AR A Tsservery DIL—F 14259 7—T )L
ZRULET,

i guana#
show ip route vrf sserver 172.31.1.1
Routing entry for 172.31.1.0/24
Known via "bgp 65002", distance 200, metric 0, type interna
Last update from 88.1.11.9 1d01h ago
Routi ng Descriptor Bl ocks:
* 88.1.11.9 (Default-1P-Routing-Table), from88.1.11.9, 1d0lh ago
Route netric is 0, traffic share count is 1
AS Hops O
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& HAPEIL—Z(iguana) DEBRASRBE, BERY RT—JICXHLTIDOIIL—KULAFEEL
Ft A

TDEH, BROBEEROVPNASORNS 71 v 0 ZXBITET, VUER—2 NZ 714V 0 %HE

Y7 VPN ICIRIET D CENTEERA, HEY—EAZVRFAVARAELTERTINE
FH2BSE, NAT#EEZ A D PE CBEILET.

A PE NAT

ZOBITE. gila & dragon ® 2 DOTONA A — Iy L—5H, NAT ELTHREENTUVE
T, HEH—EAANOT I LRAEBEETIBEHEDSE VPN ICHL T, 1 20 NAT 7—ILAE
BZ2ThTVET, NATLET DB EEOZERY ND—0 P RLAICHL T, BYET—ILNE
FEngd, NAT k. 7 RL AN 88.1.88.8 DHEH—E R RANIETENYT Y MCHLTO
HEFTENET,

ip nat pool sspooLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat pool sspooL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source |ist 181 pool sspoonLl vrf custaA overl oad
ip nat inside source |ist 181 pool sspoonL2 vrf custB overl oad

E:2OIFIATR, RES—ILEHR—REnhTVELA, HEY—EXLAN ( 5 PE IC
H5)FRAODA 2V EZ—T7IA ABHTERENTVWEESE. NAT7—I)LZ2HETEET,

neuse & capefear8 IC#EHL TVWB XY NI —JADOEERLET RLA (17231.1.1) A5
ping ZXETDE, XONAT IV NUNBBENET,

gilahsnHh :
gil a#

show ip nat translations
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba

icmp 192.168.1.1:2139 172.31.1.1:2139 88.1.88.8:2139 88.1.88.8:2139
icmp 192.168.1.1:2140 172.31.1.1:2140 88.1.88.8:2140 88.1.88.8:2140
icmp 192.168.1.1:2141 172.31.1.1:2141 88.1.88.8:2141 88.1.88.8:2141
icmp 192.168.1.1:2142 172.31.1.1:2142 88.1.88.8:2142 88.1.88.8:2142
icmp 192.168.1.1:2143 172.31.1.1:2143 88.1.88.8:2143 88.1.88.8:2143
icmp 192.168.2.2:676 172.31.1.1:676 88.1.88.8:676 88.1.88.8:676
icmp 192.168.2.2:677 172.31.1.1:677 88.1.88.8:677 88.1.88.8:677
icmp 192.168.2.2:678 172.31.1.1:678 88.1.88.8:678 88.1.88.8:678
icmp 192.168.2.2:679 172.31.1.1:679 88.1.88.8:679 88.1.88.8:679
icmp 192.168.2.2:680 172.31.1.1:680 88.1.88.8:680 88.1.88.8:680

E:RUAIIA—DLT RLA172.31ANH, YV—AVRFICHE > TEEE N EE T —IILICEHE
NE T, VRF [&. show ip nat translation verbose 1Y > RTRIRTEEXT,

gi | a# show ip nat translations verbose

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba
icnp 192.168.1.1:2139 172.31.1.1:2139 88. 1. 88.8:2139 88. 1. 88.8:2139
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 3,
flags:

extended, use_count: 0, VRF : custA
icnp 192.168.1.1:2140 172.31.1.1:2140 88. 1. 88.8:2140 88. 1. 88.8: 2140
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create 00: 00: 08, use 00:00:08, left 00:00:51, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:2141 172.31.1.1:2141 88. 1. 88.8:2141 88. 1. 88. 8: 2141
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:2142 172.31.1.1:2142 88. 1. 88.8:2142 88. 1. 88. 8: 2142
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:2143 172.31.1.1:2143 88. 1. 88.8:2143 88. 1. 88. 8: 2143
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.2.2: 676 172.31.1.1:676 88.1.88.8:676 88.1.88.8:676
create 00: 00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnp 192.168. 2. 2: 677 172.31.1.1:677 88.1.88.8:677 88.1.88.8:677
create 00:00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnp 192.168.2.2: 678 172.31.1.1:678 88.1.88.8:678 88.1.88.8:678
create 00:00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnp 192.168.2.2: 679 172.31.1.1:679 88.1.88.8:679 88.1.88.8:679
create 00:00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168. 2. 2: 680 172.31.1.1:680 88. 1. 88.8:680 88. 1. 88. 8:680
create 00:00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

LTO&EHNE, BEALBEEBOO-NILICERENE,

BHRZRLET,

gi | a# show ip route vrf custA

TRENO VPN ADIL—TFT 12T

Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
| - 1S1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia - IS |ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route
Gateway of last resort is 88.1.11.1 to network 0.0.0.0

172.18.0.0/32 is subnetted, 2 subnets
172.18.60.179 [200/0] via 88.1.11.1, 00:03:59
172.18.60.176 [200/0] via 88.1.11.1, 00:03:59
172.31.0.0/24 is subnetted, 1 subnets
172.31.1.0 [1/0] via 10.88.162.6, FastEthernet0/0
10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
10.88.0.0/20 [200/0] via 88.1.11.1, 00:03:59
10.88.32.0/20 [200/0] via 88.1.11.1, 00:03:59
10. 88.162.4/30 is directly connected, FastEthernet0/0
10.88.162.8/30 is directly connected, FastEthernet2/0
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B 10. 88.161.8/30 [200/0] via 88.1.11.1, 00:04:00
88.0.0.0/24 is subnetted, 2 subnets

B 88.1.88.0 [200/0] via 88.1.11.5, 00:04:00

B 88.1.99.0 [200/0] via 88.1.11.5, 00:04:00

s 192.168.1.0/24 is directly connected, NulloO

B* 0.0.0.0/0 [200/0] via 88.1.11.1, 00:04:00

gi | a# show ip route vrf custB
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
| - 1S1S, L1 - IS IS level-1, L2 - IS IS level-2, ia - IS |ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of l|ast resort is not set

64.0.0.0/16 is subnetted, 1 subnets

B 64.102.0.0 [200/0] via 88.1.11.5, 1d21h
172.18.0.0/32 is subnetted, 2 subnets

B 172.18.60.179 [200/0] via 88.1.11.1, 1d21h

B 172.18.60.176 [200/0] via 88.1.11.1, 1d21h

172.31.0.0/24 is subnetted, 1 subnets

172.31.1.0 [1/0] via 10.88.162.14, Ethernetl/2
10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks

10. 88.194. 16/ 28 [200/100] via 88.1.11.1, 1d20h

10.88.208.0/20 [200/0] via 88.1.11.5, 1d21h

10. 88.194. 4/ 30 [200/100] via 88.1.11.1, 1d20h

10.88.163.4/30 [200/0] via 88.1.11.5, 1d21h

10.88.161.4/30 [200/0] via 88.1.11.1, 1d21h

10. 88.162.12/30 is directly connected, Ethernetl/2
11.0.0.0/24 is subnetted, 1 subnets

11.1.1.0 [200/100] via 88.1.11.1, 1d20h
88.0.0.0/24 is subnetted, 2 subnets

88.1.88.0 [200/0] via 88.1.11.5, 1d21h

88.1.99.0 [200/0] via 88.1.11.5, 1d21h
192.168.2.0/24 is directly connected, NulloO
128.0.0.0/8 [200/0] via 88.1.11.5, 1d21h

[o9) Ol T Wwm® 0]
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¥ BNAT7—ILDOII—KE, AZTAYVIRELNSEBMENRTVET, ChosOY7TxY KNE
. TDE, HHPEI)—2Ziguana THEH—/NVRFIZAVR—KhENET,

i guana# show ip route vrf sserver

Routi ng Tabl e: sserver
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
| - 1S1S, L1 - IS IS level-1, L2 - IS IS level-2, ia - IS |ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set



64.0.0.0/16 is subnetted, 1 subnets

B 64.102.0.0 [20/0] via 10.88.163.6 (custB), 1d20h
172.18.0.0/32 is subnetted, 2 subnets

B 172.18.60.179 [200/0] via 88.1.11.1, 1d20h

B 172.18.60.176 [200/0] via 88.1.11.1, 1d20h

172.31.0.0/24 is subnetted, 1 subnets
172.31.1.0 [200/0] via 88.1.11.9, 1dO5h
10.0.0.0/8 is variably subnetted, 8 subnets, 3 masks
10. 88.194. 16/ 28 [200/100] via 88.1.11.1, 1d20h
10.88.208.0/20 [20/0] via 10.88.163.6 (custB), 1d20h
10. 88.194. 4/ 30 [200/100] via 88.1.11.1, 1d20h
10.88.162.4/30 [200/0] via 88.1.11.9, 1d20h
10.88.163.4/30 is directly connected, 1d20h, Ethernet1/0/0
10.88.161.4/30 [200/0] via 88.1.11.1, 1d20h
10.88.162.8/30 [200/0] via 88.1.11.9, 1d20h
10.88.162.12/30 [200/0] via 88.1.11.9, 1d20h
11.0.0.0/24 is subnetted, 1 subnets
11.1.1.0 [200/100] via 88.1.11.1, 1d20h
12.0.0.0/24 is subnetted, 1 subnets
12.12.12.0 [1/0] via 88.1.99.10
88.0.0.0/24 is subnetted, 3 subnets
88.1.88.0 is directly connected, FastEthernetl1/1/0
88.1.97.0 [1/0] via 88.1.99.10
88.1.99.0 is directly connected, FastEthernet5/0/0
192.168.1.0/24 [200/0] via 88.1.11.9, 1d20h
192.168.2.0/24 [200/0] via 88.1.11.9, 01:59:23
128.0.0.0/8 [20/0] via 10.88.163.6 (custB), 1d20h
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ip vrf custA
rd 65002: 100
route-target export 65002: 100
route-target export 65002: 1001
route-target inport 65002:100

1

ip vrf custB
rd 65002: 200
route-target export 65002: 200
route-target export 65002: 2001
route-target inport 65002: 200
route-target inport 65002: 10

1

ip cef

npl s | abel protocol |dp

1

interface LoopbackO

ip address 88.1.11.9 255. 255. 255. 255
!
interface FastEthernet0/0

ip vrf forwarding custA

i p address 10.88.162.5 255. 255. 255. 252
ip nat inside

dupl ex ful

!
interface Ethernetl/0

i p address 88.1.3.1 255.255.255.0



ip nat outside

no i p nroute-cache
dupl ex hal f
tag-switching ip

nterface Ethernetl/1

i p address 88.1.2.1 255.255.255.0
ip nat outside

no i p nroute-cache

dupl ex hal f

tag-switching ip

nterface Ethernetl1/2

ip vrf forwarding custB

i p address 10.88. 162. 13 255. 255. 255. 252
ip nat inside

dupl ex hal f

1

router ospf 881
| og- adj acency- changes
redistribute static subnets
network 88.1.0.0 0.0.255.255 area 0
default-nmetric 30
1
router bgp 65002
no synchroni zation
no bgp default ipv4-unicast
bgp | og- nei ghbor - changes
nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.5 renpte-as 65002

nei ghbor 88.1.11.5 updat e-source LoopbackO
nei ghbor 88.1.11.5 activate

no aut o- sunmary

!

address-fam |y ipv4 vrf custB

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-famly ipv4d vrf custA

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.1 send-community extended

nei ghbor 88.1.11.5 activate

nei ghbor 88.1.11.5 send-community extended

no aut o- sunmary

exit-address-famly

1
ip nat pool sspooLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat pool sspooL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source |ist 181 pool sspooLl vrf custA overl oad
ip nat inside source |ist 181 pool sspooL2 vrf custB overl oad
ip classless
ip route vrf custA 172.31.1.0 255.255.255.0 FastEthernet0/0 10.88. 162.6



ip route vrf custA 192.168.1.0 255.255.255.0 NulloO

ip route vrf custB 172.31.1.0 255.255.255.0 Ethernet1/2 10. 88.162. 14
ip route vrf custB 192.168.2.0 255.255.255.0 NulloO

|

access-list 181 pernit ip any host 88.1.88.8

ﬁ  REROXY MNI—VCHTBIAVE—TIA AR, NATO "HE, 18— T4 AREL
TEEEN, MPLSA > Z—T7 T4 ARNATD "B, /1> B2—T7 T4 RAELTHEEENET,

i guana:

ip vrf custB

rd 65002: 200

route-target export 65002: 200
route-target export 65002: 2001
route-target inport 65002: 200
route-target inport 65002:10

|

ip vrf sserver

rd 65002: 10

route-target export 65002:10
route-target inport 65002: 2001
route-target inport 65002: 1001
|

ip cef distributed

npl s | abel protocol |dp
!

nterface LoopbackO
ip address 88.1.11.5 255. 255. 255. 255
no i p route-cache
no i p nroute-cache

nterface Ethernet1/0/0

ip vrf forwarding custB

i p address 10.88.163.5 255. 255. 255. 252
no i p route-cache

no i p nroute-cache

nterface Ethernetl1/0/4

ip address 88.1.1.1 255.255.255.0
no i p route-cache

no i p nroute-cache

tag-switching ip

|

nterface Ethernet1/0/5

i p address 88.1.3.2 255.255.255.0
no i p route-cache

no i p nroute-cache

tag-switching ip

nterface FastEthernetl/1/0

ip vrf forwarding sserver

ip address 88.1.88.1 255.255.255.0
no ip route-cache

no i p nroute-cache

full -dupl ex
|

router ospf 881
| og- adj acency- changes
redistribute static subnets

network 88.1.0.0 0.0.255.255 area 0
1



router bgp 65002

no synchroni zation

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.9 renote-as 65002
nei ghbor 88.1.11.9 update-source LoopbackO
nei ghbor 88.1.11. 10 renote-as 65002
nei ghbor 88.1.11. 10 updat e- source LoopbackO

no aut o- sunmary

!

address-fam |y ipv4 nulticast
no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate
nei ghbor 88.1.11.1 send-community extended
nei ghbor 88.1.11.9 activate
nei ghbor 88.1.11.9 send-community extended
no aut o- sunmary
exit-address-famly

!

address-famly ipv4d

nei ghbor 88.1.11.1 activate
nei ghbor 88.1.11.9 activate
nei ghbor 88.1.11.10 activate
no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y ipv4 vrf sserver
redi stribute connected

no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y ipv4 vrf custB
redi stribute connected
redistribute static

no aut o- sunmary

no synchroni zation
exit-address-famly
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ip nat pool SSPOOL1 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1 vrf custA overl oad

DLC:  ----- DLC Header -----
DLC:
DLC: Frame 1 arrived at 09:15:29.8157; frame size is 118 (0076 hex)
byt es.
DLC: Destination = Station 005054D92A25
DLC. Source Stati on 0090BF9C6C1C
DLC. Ethertype 8847 (IPLS)

MPLS: ----- MPLS Label Stack -----

MPLS: Label Value
MPLS: Reserved For Experinental Use
MPLS: Stack Val ue
MPLS: Tinme to Live

00019

0

1 (Bottom of Stack)
254 (hops)

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

I P: Total length = 100 bytes

IP: lIdentification =20

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 4AE6 (correct)

IP: Source address = [192.168.1.1]

I P: Destination address = [88.1.88. 8]
I P: No options

| P:

WP - ---- | CMP header -----
| CVP:
| CVMP: Type = 8 (Echo)

I CWP: Code = 0

| CMP: Checksum = 932D (correct)
ICVP: Identifier = 3046

| CMP: Sequence nunber = 3245
ICVMP: [72 bytes of data]

I CVP: [ Normal end of "I1CMP header".]

EEZBOVPNASOHOIO—

ZZTlk. VRFcustB MIEETIP 7 RLA 1723111 ASEEeNEII—EROEHZERL
£29, EETT RLAK, NATEREDIEEICHL, 192.168.2.1 ILEBREhTVET,



ip nat pool SSPOOL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL2 vrf custB overl oad

DLC:  ----- DLC Header -----
DLC:
DLC: Frame 11 arrived at 09:15:49.6623; frame size is 118 (0076 hex)
byt es.
DLC: Destination = Station 005054D92A25
DLC. Source Stati on 0090BF9C6C1C
DLC. Ethertype 8847 (IPLS)

MPLS: ----- MPLS Label Stack -----

00019

0

1 (Bottom of Stack)
254 (hops)

MPLS: Label Value
MPLS: Reserved For Experinental Use
MPLS: Stack Val ue
MPLS: Tinme to Live

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

I P: Total length = 100 bytes

IP: ldentification = 15

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 49D6 (correct)

IP: Source address = [192.168.2.2]

I P: Destination address = [88.1.88. 8]
I P: No options

| P:

WP - ---- | CMP header -----
| CVP:
| CVMP: Type = 8 (Echo)

I CWP: Code = 0

| CMP: Checksum = AB9A (correct)
ICVP: Identifier = 4173

| CMP: Sequence nunber = 4212
ICVMP: [72 bytes of data]

I CVP: [ Normal end of "I1CMP header".]
X EERIENTY NOMPLSSXI)LERK0019T T,
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To VRF custA:

DLC  ----- DLC Header -----
DLC:
DLC: Frame 2 arrived at 09:15:29.8198; frame size is 118 (0076 hex)
byt es.

DLC. Destination = Station 0090BF9C6C1C
DLC. Source St ati on 005054D92A25
DLC. Ethertype 8847 (IPLS)

MPLS: ----- MPLS Label Stack -----

0001A

0

1 (Bottom of Stack)
254 (hops)

MPLS: Label Value
MPLS: Reserved For Experinental Use
MPLS: Stack Val ue
MPLS: Tinme to Live

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 = CEDbit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 18075

I P: Fl ags = 4X

I P: .1.. .... =don't fragment

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = C44A (correct)

| P: Source address = [88.1.88.8]

IP: Destination address = [192.168.1.1]
I P: No options

I P:
WP - ---- | CMP header -----
| CVP:
I CVMP: Type = 0 (Echo reply)

I CWP: Code = 0

| CMP: Checksum = 9B2D (correct)
ICVP: Identifier = 3046

| CMP: Sequence nunber = 3245
ICVMP: [72 bytes of data]

I CVP: [ Normal end of "I1CMP header".]

BEZB®OVPNAQOIO—RBE
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To VRF custB:
DLC. ----- DLC Header -----

DLC: Frame 12 arrived at 09:15:49.6635; frame size is 118 (0076 hex) bytes.
DLC. Destination = Station 0090BF9C6CLC

DLC. Source = Station 005054D92A25
DLC. Ethertype = 8847 (MPLS)
DLC:
MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 0001D
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Time to Live = 254 (hops)
MPLS
P ----- | P Header -----
| P:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: .... ...0 = CEDbit - no congestion
IP: Total length = 100 bytes

IP: ldentification = 37925

I P: Fl ags = 4X

I P: .1.. .... =don't fragment

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 75BF (correct)

I P: Source address = [88.1.88.8]

IP: Destination address = [192.168.2.2]
I P: No options

I P:
WP - ---- | CMP header -----
| CVP:
I CVMP: Type = 0 (Echo reply)

I CVWP: Code = 0

| CMP: Checksum = B39A (correct)
ICVP: Identifier = 4173

| CMP: Sequence nunber = 4212
ICVMP: [72 bytes of data]

I CVP: [Normal end of "I1CMP header".]

FRYNTY RTWR., MPLSRIDOENEEN, BBV ET, VRFcustA DSAXJ/LIESH 001A
THHANDICXL., VRFCustB l& 001D £75V), BRB2IRIMENFBEENTVET,
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ip nat pool sspoorLl 192.168.1.1 192.168.1.254 prefix-length 24
sspooLl vrf custA overl oad
sspooLl vrf custB overl oad

ip nat inside source I|ist
ip nat inside source I|ist

181 pool
181 pool

DLC. ----- DLC Header -----

DLC:

DLC. Frane 1 arri
byt es.

DLC. Destination

DLC. Source

ved at

09:

39:19.6580; frame size is 118 (0076 hex)

St ati on 005054D92A25
St ati on 0090BF9C6C1C

DLC. Ethertype = 8847 (MPLS)
DLC:

MPLS: ----- MPLS Label Stack -----
MPLS

MPLS: Label Value
MPLS: Reserved For
MPLS: Stack Val ue
MPLS: Tinme to Live
MPLS:

P ----- | P Header ----

Experimental Use

00019

0

1 (Bottom of Stack)
254 (hops)

IP: Version = 4, header length = 20 bytes

I P: Type of servic
| P: 000.

e

| P: .. 0L

bi t

I P: Total length
IP: ldentification
I P: Fl ags

| P: .0..

| P: .00 L
I P: Fragment offse
IP: Time to live

I P: Protocol

.0

t

| P. Header checksum =

IP: Source address
I P: No options

ICVP: - ---- | CMP header

00

= routine

nor mal del ay

nor mal t hr oughput

normal reliability

ECT bit - transport protocol will ignore the CE
CE bit - no congestion

100 bytes

55

0X

may fragment

| ast fragnent

0 bytes

254 seconds/ hops
1 (1Ccw)

4AAF (correct)
[192.168.1.1]
I P: Destination address = [88.1.88. 8]

| CVMP: Type = 8 (Echo)

|CMP: Code = 0

| CMP: Checksum = 0905 (correct)
ICVP: ldentifier = 874
| CMP: Sequence nunber
ICVMP: [72 bytes of data]

I CVMP: [ Normal end of

= 37

27

"I CMP header".]
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ip nat pool sspoorLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool sspoonLl vrf custA overl oad
ip nat inside source list 181 pool sspoonLl vrf custB overl oad

DLC:  ----- DLC Header -----
DLC:
DLC: Frame 11 arrived at 09:39:26.4971; frame size is 118 (0076 hex)
byt es.
DLC: Destination = Station 005054D92A25
DLC. Source Stati on 0090BF9C6C1C
DLC. Ethertype 8847 (PLS)

MPLS: ----- MPLS Label Stack -----

0001F

0

1 (Bottom of Stack)
254 (hops)

MPLS: Label Value
MPLS: Reserved For Experinental Use
MPLS: Stack Val ue
MPLS: Tinme to Live

1P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

I P: Total length = 100 bytes

IP: ldentification = 75

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

I P: Header checksum = 4A99 (correct)

IP: Source address = [192.168.1.3]

I P: Destination address = [88.1.88. 8]
I P: No options

ICVP: - ---- | CMP header -----

| CVMP: Type = 8 (Echo)

I CWP: Code = 0

| CMP: Checksum = 5783 (correct)
I CVP: Identifier = 4237

| CMP: Sequence nunber = 977
ICVMP: [72 bytes of data]

I CVP: [ Normal end of "I1CMP header".]

E HHIPEOA U R—TIA AN (VRFA VARV ATREBELS )RAAVE—T7IAATH 35
B, RENBINILEEBVET, COBITE, 0x19& 0xIFTT,

EZAQOVPNADOTITO—RBE : BEFXFRABAVE—T7ILADEE




IRIZ, VRF custA MFEE IP 7 RLA192.168.1.1 IZIREENETOA—BEOEIZRLET, 3
£T7 RLAE. A PENAT #BEICK 2T 172.31.1.1 ILEHBEhFET,

DLC. Frane 2 arrived at 09:39:19.6621; frame size is 114 (0072 hex)
byt es.

DLC. Destination = Station 0090BF9C6C1C

DLC. Source Stati on 005054D92A25

DLC. Ethertype = 0800 (IP)
DLC:

1P ----- | P Header -----
| P

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

I P 000. .... = routine

1 P: ...0 .... = normal delay

1 P: .... 0... = normal throughput

1 P: ... .0.. = normal reliability

1 P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

1 P: .... ...0 = CEbit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 54387

I P: Flags = 4X

1 P: .1.. .... =don't fragment

1 P: ..0. .... = last fragnent

I P: Fragnment offset = 0 bytes

IP. Time to live = 254 seconds/ hops

I P: Protocol =1 (Iaw)

| P: Header checksum = 3672 (correct)

I P: Source address = [88.1.88. 8]
IP: Destination address = [192.168.1.1]
I P: No options

| P
VP - ---- | CMP header -----
| CIVP.
ICVMP: Type = 0 (Echo reply)

| CMP: Code = 0

| CVMP: Checksum = 1105 (correct)
ICWP: ldentifier = 874

| CMP: Sequence nunber = 3727
ICVP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

EZBOVPNAQTITO—RBE : BEFRBAVE—T7ILADEE

CC Tk, VRFcustB M35k IP 7 RLA192.168.1.3 ICIREENATIA—WEOHIZRLET
o BET RLAWE., AN PENAT #EEICK 2T 1723111 LEBE I KT,

DLC:  ----- DLC Header -----
DLC:
DLC: Frame 12 arrived at 09:39:26.4978; frame size is 114 (0072 hex)
byt es.
DLC: Destination = Station 0090BF9C6C1C
DLC. Source Stati on 005054D92A25
DLC. Ethertype 0800 (IP)
DLC:



1P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

I P: Total length = 100 bytes

IP: ldentification = 61227

I P: Fl ags = 4X

I P: .1.. .... =don't fragment

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 1BB8 (correct)

I P: Source address = [88.1.88.8]

IP: Destination address = [192.168.1.3]
I P: No options

ICVP: - ---- | CMP header -----

I CVMP: Type = 0 (Echo reply)

I CVWP: Code = 0

| CMP: Checksum = 5F83 (correct)
I CVP: Identifier = 4237

| CMP: Sequence nunber = 977
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

FE RBERIO-NILTRLAETTHD 1S, VREZRILEAMELREE A
HEY—EALAN EIXY MAOHAA Y E—TIAANRNBAZ—TIAAELTERS T

TVWB0DT, HBE7—IILZFEATEET, COping k2T, IL—RgilalcZhs5n NAT I
NUNRENET,

gi | a# show ip nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | ocal CQut si de gl obal
icmp 192.168.1.3:4237 172.31.1.1:4237 88.1.88.8:4237 88.1.88.8:4237
icmp 192.168.1.3:4238 172.31.1.1:4238 88.1.88.8:4238 88.1.88.8:4238
icmp 192.168.1.3:4239 172.31.1.1:4239 88.1.88.8:4239 88.1.88.8:4239
icmp 192.168.1.3:4240 172.31.1.1:4240 88.1.88.8:4240 88.1.88.8:4240
icmp 192.168.1.3:4241 172.31.1.1:4241 88.1.88.8:4241 88.1.88.8:4241
icmp 192.168.1.1:874 172.31.1.1:874 88.1.88.8:874 88.1.88.8:874

icmp 192.168.1.1:875 172.31.1.1:875 88.1.88.8:875 88.1.88.8:875

icmp 192.168.1.1:876 172.31.1.1:876 88.1.88.8:876 88.1.88.8:876

icmp 192.168.1.1:877 172.31.1.1:877 88.1.88.8:877 88.1.88.8:877

icmp 192.168.1.1:878 172.31.1.1:878 88.1.88.8:878 88.1.88.8:878

gil a#

gila# showip nat tr ver

Pro I nside gl obal I nsi de | ocal Qut si de | ocal CQut si de gl obal
icnp 192.168.1.3:4237 172.31.1.1:4237 88. 1. 88. 8: 4237 88. 1. 88. 8: 4237
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 2,
flags:

extended, use_count: 0, VRF : custB



icnp 192.168.1.3:4238 172.31.1.1:4238

create 00: 00: 08
flags:

ext ended, use_count:

icnp 192.168.1.3:4239 172.31.1.1:4239

create 00: 00: 08
flags:

ext ended, use_count:

icnp 192.168.1.3:4240 172.31.1.1:4240

create 00: 00: 08
flags:

ext ended, use_count:

icnp 192.168. 1. 3: 4241
create 00: 00: 08
flags:

ext ended, use_count:

icnp 192.168.1.1:874
create 00:00: 16,

Pro | nside gl obal
flags:

ext ended, use_count:

icnp 192.168.1.1:875
create 00:00: 18,
flags:

ext ended, use_count:

icnp 192.168.1.1:876
create 00:00: 18,
flags:

ext ended, use_count:

icnp 192.168.1.1:877
create 00:00: 18,
flags:

ext ended, use_count:

icnp 192.168.1.1:878
create 00:00: 18,

flags:

ext ended, use_count:
gi |l a#

debug ip nat vrf

I P NAT VRF debuggi ng
gi |l a#

.Jan 2 09:34:54 EST:
.Jan 2 09:35:02 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:12 EST:
.Jan 2 09:35:19 EST:
.Jan 2 09:35:19 EST:
.Jan 2 09:35:19 EST:
.Jan 2 09:35:19 EST:
.Jan 2 09:35:19 EST:
.Jan 2 09:35:19 EST:
.Jan 2 09:35:19 EST:
.Jan 2 09:35:19 EST:

88. 1. 88. 8: 4238
use 00:00: 08, left 00:00:51, Map-ld(ln):
0, VRF : custB
88. 1. 88. 8: 4239
use 00:00: 08, left 00:00:51, Map-ld(ln):
0, VRF : custB
88. 1. 88.8:4240
use 00:00: 08, left 00:00:51, Map-ld(ln):
0, VRF : custB
172.31.1.1:4241 88.1.88.8:4241
use 00:00: 08, left 00:00:51, Map-ld(ln):
0, VRF : custB
172.31.1.1:874 88. 1. 88.8:874
use 00:00: 16, left 00:00:43, Map-1d(In):
I nsi de | ocal Qut si de | ocal
0, VRF : custa
172.31.1.1:875 88. 1. 88.8:875
use 00:00: 18, left 00:00:41, Map-ld(ln):
0, VRF : custa
172.31.1.1:876 88. 1. 88.8:876
use 00:00: 18, left 00:00:41, Map-ld(ln):
0, VRF : custa
172.31.1.1:877 88.1.88.8:877
use 00:00: 18, left 00:00:41, Map-ld(ln):
0, VRF : custa
172.31.1.1:878 88. 1. 88.8:878
use 00:00: 18, left 00:00:41, Map-ld(ln):
0, VRF : custa
is on
NAT- TAGSW( p) Tag Pkt s=172.18.60.179,
NAT- TAGSW( p) Tag Pkt s=172.18.60.179,
NAT-i p2tag : Tag Pkt s=172.31.1.1, d=88.
NAT-i p2tag: Punting to process
NAT-i p2tag : Tag Pkt s=172.31.1.1, d=88.
NAT-i p2tag: Punting to process
NAT-i p2tag : Tag Pkt s=172.31.1.1, d=88.
NAT-i p2tag: Punting to process
NAT-i p2tag : Tag Pkt s=172.31.1.1, d=88.
NAT-i p2tag: Punting to process
NAT-i p2tag : Tag Pkt s=172.31.1.1, d=88.
NAT-i p2tag: Punting to process
NAT-i p2tag : Tag Pkt s=172.31.1.1, d=88.
NAT-i p2tag: Punting to process
NAT-i p2tag : Tag Pkt s=172.31.1.1, d=88.
NAT-i p2tag: Punting to process
NAT-i p2tag : Tag Pkt s=172.31.1.1, d=88.
NAT-i p2tag: Punting to process
NAT-i p2tag : Tag Pkt s=172.31.1.1, d=88.
NAT-i p2tag: Punting to process

88.1.88.8:4238
2,
88.1.88.8:4239
2,
88. 1. 88.8:4240
2,
88.1.88.8:4241
2,
88.1.88.8:874
3,
Cut si de gl obal
88. 1. 88. 8: 875
3,
88.1.88.8:876
3,
88.1.88.8:877
3,
88.1.88.8:878
3,
d=10. 88. 162. 9,
d=10. 88. 162. 13,
1.88.8, vrf=custA
1.88.8, vrf=custA
1.88.8, vrf=custA
1.88.8, vrf=custA
1.88.8, vrf=custA
1.88.8, vrf=custB
1.88.8, vrf=custB
1.88.8, vrf=custB
1.88.8, vrf=custB

vrf=cust A
vrf=custB


//www.cisco.com/en/US/docs/ios/12_3/debug/command/reference/dbg_i2g.html#wp1069195

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process
gil a#

H—EADHI

HERBIP PBXY—EADHZRBIZRLET, Chld, BFIROADEHIOBONVT > N%E
RULTVWET,

CHDEGETTIE, HEVoIPHY—EAO7ORIRELT, NAT#EEZERITIT S —EDI—Z
AEAENATVET, chsDIL—RIZIE., VRF-Lite EVWSHEEEFEA T HEHD VRF 1 X

—TIAANBYVET, chiZkY, NTT7 1Y IHHE Cisco CallManager 7 7 AR IZEFE
NET, FEQHRICT7ATIoFa—)l Y —EANRHEATVWET, £EBI-IUNFT7A47
VA=) Z2BBITRIMXENHHIOICHL., 2ERNI-IILE. 2EORAIBTRLYVITARERE
ALTHEER VPN BICABEhET,

8 : EENRO{RE PBX H—EADHI
101.1.x 1011.x

MPLS VPN

j
:
[

VRF-Lite Per Custun'ler
10.1.1.x CEs Firewalls

FRAZGEDUT A

MPLS VPN (Z%t9 % Cisco IOS NAT OH#R— KNIk, CiscolOS U 1J—2R 12.2(13)T TRMEENT
WET, MPLS Z2HR—KNT2IXTDTSYRNTF—LTRATE, CORHEAUU—A K
LA>TEITTEET,
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Cisco IOS NAT IZIF, HRMEICEALABY —ERZISICEATERIRENARTATVERT
o VAR, BERICETEEAZTONILZYR—RNTDINAT TP 7UT—232 LRILYT
—RhJIA (ALG) 2SRERRELETERT, BREEONT A X ABLEN-RIIT T
7EIL—232IC&N, NATHITALG B HENE, FFETEDVYV1-32 2R HMHIS
CENTERT, YAOR, BEITZIHEELFHPIIIZFTAOBECOVT, BICEEZM
FTVWET, HOBEENFERENLZEELCR, BFEROEBE, ——X, $LVARICESVTE
DEALFMENhET,

B 18 #§
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//www.cisco.com/en/US/technologies/tk648/tk361/tk438/technologies_white_paper09186a00801af2b9.html?referring_site=bodynav
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