Nexus 3000CONNTFF Y ANT—EAUTL
233 MERE

2E
B=

B
=
FHYZIVR—F b

=5E~§\EEE

HR— b & hBCisco Nexus 30007°T Y N7 A—1A

HR—bEhaH—ERVT7L 923V HRK
BEE-—RIINFH£+ABNAT
EEMATEONNFEYAINATZFERALIET 7T ANNAB L7 7 ARNA

RO

AAYFOBE (DS AL =R )

ALY FIQEEE (L—)V)

B—ERVT7L 9> 3 H#EORER
24 Y F1QHEER
A4 Y F2OMHEER
A4 Y FIOHEER
[Nl | el
3
BEER

B=E

CORFIXDNTE, CiscoNexus 3000 ( BEE—R)ZU—ARAYFTH—ERVTL Y
SAVSRMEZRESLUVER TS AEICODVTHALET,

AR SR
EH

ROERICETZ —MNBHEREREZSRL TLEET L,

» Protocol Independent Multicast ( PIM )
* Open Shortest Path First ( OSPF )
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Eth1/47 Ethl1/47 Ethl/23

Eender Translator
(§1,G1=>52,G2)

ZAF AT YIN—7 :239.194.169.1(G1)
TMEBENOY )L—7 : 233.193.40.196(G2)
FTOY—2A :10.11.11.1(S1)

BRI : 172.16.0.1(S2)
d>74F21L—>3>

ALY F1ORE (EEMQ)

SW1# show run int ethl/47

interface Ethernetl/47

no switchport

ip address 10.11.11.1/24

ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

SW1# show run ospf

feature ospf

router ospf 1

router-id 192.168.1.1
interface Ethernetl/47

ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0

SW1# show run pim

feature pim

ip pim rp-address 10.10.10.10 group-Tist 239.194.169.1/32
ip pim ssm range 232.0.0.0/8

interface Ethernetl/47

ip pim sparse-mode

Ethl/ 24

Receiver
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SW2# show run int eth 1/23,ethl/47
interface Ethernetl/23

no switchport

ip address 10.0.0.1/24

ip ospf network point-to-point

ip router ospf 1 area 0.0.0.0

ip pim sparse-mode

no shutdown

interface Ethernetl/47
no switchport
ip address 10.11.11.2/24
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode
no shutdown

SW2# show run int 100,To411
interface loopback0

ip address 10.10.10.10/32

ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

interface loopback411l

ip address 172.16.0.1/32

ip router ospf 1 area 0.0.0.0

ip pim sparse-mode

ip igmp join-group 239.194.169.1

SW2# show run ospf
feature ospf

router ospf 1
router-id 192.168.1.2

interface loopback0
ip router ospf 1 area 0.0.0.0

interface loopback411l
ip router ospf 1 area 0.0.0.0

interface Ethernetl/23
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0

interface Ethernetl/47
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0

SW2# show run pim
feature pim

ip pim rp-address 10.10.10.10 group-Tist 239.194.169.1/32
ip pim rp-address 172.16.0.1 group-Tist 233.193.40.196/32



ip pim ssm range 232.0.0.0/8

interface loopback0
ip pim sparse-mode

interface Tloopback41l
ip pim sparse-mode

interface Ethernetl/23
ip pim sparse-mode

interface Ethernetl/47
ip pim sparse-mode

ip service-reflect mode regular
ip service-reflect destination 239.194.169.1 to 233.193.40.196 mask-Ten 32 source 172.16.0.1
hardware profile multicast service-reflect port 7

AAYFIDKRE (LZ—/V)

SW3# show run int eth 1/24
interface Ethernetl/24

ip address 10.0.0.2/24

ip ospf network point-to-point

ip router ospf 1 area 0.0.0.0

ip pim sparse-mode

ip igmp join-group 233.193.40.196
no shutdown

SW3# show run ospf
feature ospf

router ospf 1
router-id 192.168.1.3

interface Ethernetl/24
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0

SW3# show run pim
feature pim
ip pim rp-address 172.16.0.1 group-Tist 233.193.40.196/32

ip pim ssm range 232.0.0.0/8

interface Ethernetl/24
ip pim sparse-mode
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SW1# show ip mroute
IP Multicast Routing Table for VRF "default"

(*, 232.0.0.0/8), uptime: 3wbd, pim 1ip
Incoming interface: Null, RPF nbr: 0.0.0.0
Outgoing interface list: (count: 0)

(10.11.11.1/32, 239.194.169.1/32), uptime: 00:06:57, pim ip
Incoming interface: Ethernetl/47, RPF nbr: 10.11.11.1
Outgoing interface list: (count: 1)

Ethernetl/47, uptime: 00:06:57, pim, (RPF)

AAY F20OHER

<tfroot>

SW2# show 1ip mroute
IP Multicast Routing Table for VRF "default"

(*, 232.0.0.0/8), uptime: 00:04:39, pim 1ip
Incoming interface: Null, RPF nbr: 0.0.0.0
Outgoing interface list: (count: 0)

(*, 233.193.40.196/32), uptime: 00:04:11, pim 1ip

Incom ng interface: |oopback4ll

, RPF nbr: 172.16.0.1 <--

Transl ation (ingress) Loopback interface

Outgoing interface list: (count: 1)
Ethernetl/23, uptime: 00:03:59, pim <--

Egress interface for S2, &

(172.16.0.1/32, 233.193.40.196/32), uptime: 00:00:15, ip mrib pim
Incoming interface: Toopback41ll, RPF nbr: 172.16.0.1
Outgoing interface list: (count: 1)
Ethernetl/23, uptime: 00:00:15, pim

(*, 239.194.169.1/32), uptime: 00:04:34, static pim ip <-- (The NAT router would pull the traffic by u
Incoming interface: loopbackO, RPF nbr: 10.10.10.10



Outgoing interface list: (count: 1)
| oopback411,
uptime: 00:04:34, static <--

Transl ation (egress) Loopback interface

(10.11.11.1/32, 239.194.169.1/32), uptime: 00:00:17, ip mrib pim
Incoming interface: Ethernetl/47, RPF nbr: 10.11.11.1, internal

Ingress interface for Si, Gl

Outgoing interface list: (count: 1)
loopback411l, uptime: 00:00:17, mrib

SW2# show ip mroute sr <--

(Only SR nat routes)

IP Multicast Routing Table for VRF "default"

(
*, 239.194.169. 1/ 32

), uptime: 00:09:29, static pim ip
NAT Mode: Ingress
NAT Route Type: Pre
Incoming interface:

| oopback0

, RPF nbr: 10.10.10.10
Translation list: (count: 1)
SR: (

172.16.0.1, 233.193.40.196

)
(

10.11.11.1/32, 239.194.169.1/32

), uptime: 00:05:12, ip mrib pim
NAT Mode: Ingress
NAT Route Type: Pre
Incoming interface:

Et her net 1/ 47

, RPF nbr: 10.11.11.1, 1internal
Translation Tist: (count: 1)
SR: (

172.16.0.1, 233.193.40.196

)
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SW3# show ip mroute

IP Multicast Routing Table for VRF "default"
(*, 232.0.0.0/8), uptime: 02:45:09, pim 1ip
Incoming interface: Null, RPF nbr: 0.0.0.0
Outgoing interface 1ist: (count: 0)

(*, 233.193.40.196/32), uptime: 01:47:02, ip pim igmp
Incoming interface: Ethernetl/24, RPF nbr: 10.0.0.1
Outgoing interface 1list: (count: 1)

Ethernetl/24, uptime: 01:43:27, igmp, (RPF)

(172.16.0.1/32, 233.193.40.196/32), uptime: 00:02:59, ip mrib pim
Incoming interface: Ethernetl/24, RPF nbr: 10.0.0.1

Outgoing interface 1list: (count: 1)

Ethernetl/24, uptime: 00:02:59, mrib, (RPF)
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4 MRIB event-history:

<tfroot>

SW2# show system internal mfwd ip mroute -->

Packets Punted in Mast Forwarding.

MCASTFWD Multicast Routing Table for VRF "default"
(0.0.0.0/0, 232.0.0.0/8)

Software switched packets: 0, bytes: 0

RPF fail packets: 0, bytes: 0
(0.0.0.0/0, 233.193.40.196/32)

Software switched



packets: 1

, bytes: 84
RPF fail packets: 0, bytes: 0
(172.16.0.1/32, 233.193.40.196/32), data-alive
Software switched

packets: 1

, bytes: 84
RPF fail packets: 8, bytes: 672
(0.0.0.0/0, 239.194.169.1/32)
Software switched

packets: 1

, bytes: 84

RPF fail packets: 0, bytes: 0

(10.11.11.1/32, 239.194.169.1/32), data-alive
Software switched

packets: 10

, bytes: 840
RPF fail packets: 0, bytes: 0

<{froot>

SW2# show ip access-1lists test
IP access list test
statistics per-entry
10 permit ip any 239.194.169.1/32 [match=105] <--

Intrested traffic hitting ingress interface

20 permit ip any any [match=11]

interface Ethernetl/47
no switchport
ip access-group test in <--

ACL applied on ingress interface

ip address 10.11.11.2/24

ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

no shutdown

<#root>

SW2# ethanalyzer loca int inband display-filter "ip.addr == 239.194.169.1" limit-captured-frames 0

--> Confirm (S1, Gl) seen on CPU



Capturing on inband

wireshark-cisco-mtc-dissector:
04:
04:
04:
04:
04:
04:

2022-09-18
2022-09-18
2022-09-18
2022-09-18
2022-09-18
2022-09-18

21:
21
21:
21:
21
21:

37.
:37.
37.
37.
:37.
37.

840227
841275
860153
861199
880072
881113

SW2# ethanalyzer local dinterface

10.
10.
10.
10.
10.
10.

11.
11.
11.
11.
11.
11.

11.
11.
11.
11.
11.
11.

--> Confirm (S2, &) seen on CPU

Capturing on inband

1

s

ethertype=0xde09,
239.
239.
239.
239.
239.
239.

194.
194.
194.
194.
194.
194.

devicetype=0x0

169.
169.
169.
169.
169.
169.

1 ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

el

Echo
Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)
(ping)

request
request
request
request
request

Echo (ping) request

inband capture-filter "host 172.16.0.1" Timit-captured-frames 0

wireshark-cisco-mtc-dissector: ethertype=0xde09, devicetype=0x0
1 -> 233.193.40.196 ICMP Echo (ping) request
-> 172.16.0.1 ICMP Echo (ping) reply

2022-09-18 03:12:51.423484
2022-09-18 03:12:51.423978
2022-09-18 03:12:53.425754
2022-09-18 03:12:53.425761
2022-09-18 03:12:55.426719
2022-09-18 03:12:55.426726
2022-09-18 03:12:57.428669
2022-09-18 03:12:57.429175
2022-09-18 03:12:59.429890
2022-09-18 03:12:59.430386
10 packets captured

<{froot>

17
10
17
10
17
10
17
10
17
10

2.16.0.
.0.0.2
2.16.0
.0.0.2
2.16.0
.0.0.2
2.16.0
.0.0.2
2.16.0
.0.0.2

SW2# show ip pim event-history mrib

.1 -> 233.193.40.196 ICMP Echo (ping) request

-> 172.16.0.1 ICMP Echo (ping) reply

.1 -> 233.193.40.196 ICMP Echo (ping) request

-> 172.16.0.1 ICMP Echo (ping) reply

.1 -> 233.193.40.196 ICMP Echo (ping) request

-> 172.16.0.1 ICMP Echo (ping) reply

.1 -> 233.193.40.196 ICMP Echo (ping) request

-> 172.16.0.1 ICMP Echo (ping) reply

--> Event history to confirmthat the translation is being done

2022 Sep 18 04:28:39.970688:

2022 Sep 18 04: 28: 39. 970255:

2022 Sep 18 04:28:39.968875:
2022 Sep 18 04:28:39.968859:

: 0.0.0.0, route-type 1

2022 Sep 18 04:28:39.968307:
2022 Sep 18 04:28:39.968301:
2022 Sep 18 04:28:39.968294:
2022 Sep 18 04:28:35.904652:
2022 Sep 18 04:28:35.904625:
e RLOC address: 0.0.0.0, route-type O

2022 Sep 18 04:28:35.904484
ype 0

E_DEBUG

E_DEBUG

E_DEBUG
E_DEBUG

E_DEBUG
E_DEBUG
E_DEBUG
E_DEBUG
E_DEBUG

E_DEBUG

2022 Sep 18 04:28:35.904476: E_DEBUG

.0.0.0, route-type 0O

2022 Sep 18 04: 28: 35.904400: E_DEBUG

2022 Sep 18 04: 28: 35.904343: E_DEBUG

pim [19433]:

pi m[19433]:

pim [19433]:
pim [19433]:

pim [19433]:
pim [19433]:
pim [19433]:
pim [19433]:
pim [19433]:

pim [19433]:

pim [19433]:

pi m[19433]:

pi m[19433]:

Sending ack: xid: Oxeeee00d2

MRIB Join notify for (10.11.11.1/32, 239.194. 169.

MRIB sr route type notif for (10.11.11.1/32, 239.
pim_process_mrib_rpf_notify: MRIB RPF notify for
Copied the flags from MRIB for route (10.11.11.1/
MRIB Join notify for (10.11.11.1/32, 239.194.169.
Received a notify message from MRIB xid: Oxeeee0Oc
Sending ack: xid: Oxeeee0OOcc
pim_process_mrib_rpf_notify: MRIB RPF notify for
pim_process_mrib_rpf_notify: After copying the va

pim_process_mrib_rpf_notify: MRIB RPF notify for

MRIB Join notify for (172.16.0.1/32, 233.193.40. 1¢

MRI B Join notify for (0.0.0.0/32, 233.193.40. 196/



2022 Sep 18 04:27:49.862827: E_DEBUG pim [19433]: pim_process_mrib_rpf_notify: After copying the va
2022 Sep 18 04:27:49.862812: E_DEBUG pim [19433]: pim_process_mrib_rpf_notify: MRIB RPF notify for
type 0

2022 Sep 18 04:27:49.862798: E_DEBUG pim [19433]: MRIB Join notify for (*, 239.194.169.1/32)

2022 Sep 18 04:27:49.862795: E DEBUG  pim[19433]: MRIB Join notify for (172.16.0.1/32, 233.193.40. 1¢
2022 Sep 18 04:27:49.862789: E DEBUG  pim[19433]: MRIB Join notify for (0.0.0.0/32, 233.193.40.196/:

2022 Sep 18 04:27:49.861870: E_DEBUG pim[19433]: Creating PIMroute for (*, 239.194.169.1/32)

2022 Sep 18 04:27:49.861868: E_DEBUG pim [19433]: MRIB Join notify for (*, 239.194.169.1/32)
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