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T show Idap attribute AX > RZEA DTS E, ROHIFREREIET,

LDAP & B vaEs
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airespaceBwDataBurstC | Ulo | bsn- data-bandwidth-
ontract ng | burst-contr
userPassword fgl password
airespaceBwRealBurstC |Ulo | bsn-realtime-bandwidth-
ontract ng |[burst-c
Stri
employeeType ng employee-type
, . Ulo .
airespaceServiceType ng service-type
, Stri
airespaceACLName ng bsn-acl-name
riv-Ivl Ulo riv-Ivl
p ng p
Stri
memberOf ng |[supplicant-group
DN
Stri
cn username
ng
airespaceDSCP ;JQI]O bsn-dscp
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Stri

policyTag ng tag-name

. Ulo
airespaceQOSLevel ng bsn-qos-level

. Ulo
airespace8021PType ng bsn-8021p-type
airespaceBwRealAveCo |Ulo | bsn-realtime-bandwidth-
ntract ng |average

airespaceVlaninterface | Stri .
bsn-vlan-interface-name

Name ng
, Ulo .
airespaceVapld ng bsn-wlan-id
airespaceBwDataAveCo |Ulo |bsn-data-bandwidth-
ntract ng |[average-con
sAMAccountName fg' sam-account-name
. Stri .
meetingContactinfo ng contact-info
Stri
telephoneNumber ng telephone-number
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*Jul 24 11:04:50.568: LDAP: Check the default map for aaa type=username
*Jul 24 11:04:50.568: LDAP: Ldap Search Req sent

1d 1054176200

base dn DC=csco,DC=com

scope 2

filter (&(objectclass=*) (cn=xyz))ldap_req encode

put_filter " (&(objectclass=person) (cn=xyz))"

put_filter: AND

put_filter_list " (objectclass=person) (cn=xyz)"

put_filter " (objectclass=person)"

put_filter: simple

put_filter " (cn=xyz)"

put_filter: simple

Doing socket write

*Jul 24 11:04:50.568: LDAP: LDAP search request sent successfully (reqgid:13)

COBEZZEL, 1—BOESRIZ sAMAccountName DEHZFEA T2 LD IR THHE
i, Idap attribute map username Y > RZANL T, cOHXALFIYVIRHEIY TEZFTTHER
LEY,

ldap attribute map username
map type sAMAccountName username

COERMNY 7&Z2E&KL =S, attribute map <dynamic-attribute-map-name> 11X > RZEA DL T
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CBRAFIVIOBRBMN YT ZERTAICE. XROOANRZAHLLET,
ldap attribute map

map type sAMAccountName username

CAAA =N TIN—T%ZE&ETHICEF. ROOXREAHILET,
aaa group server ldap

server

CH—NZEERITDICE., KOO RZADLET,

ldap server

ipvd
attribute map

bind authentication root-dn password

base-dn
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aaa authentication login group
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I—HOERNHBE (DN) ZF IV U932}, ADOIOXY R Z7OVTRASKOVTALD
O REAHDLET,

dsquery user -name userl

FhE

dsquery user -samid userl

X BT Tuserty EregexXF5I T, regex XEFHIC Tuser; AL T, user A SE
BENDI—HEEFOIXNTODN ZERIDCEETEET,

VTN A—HOIRNTORMEZERTZICE, ADOIONYR O MTROONY RZEA
HLET,

dsquery * -filter " (&(objectCategory=Person) (sAMAccountName=username))" -attr *
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LDAP BATIE, REBRENRIICETE N, NA 2 RBENFBTRITENAET, COREHNR
TENZ0R. REBED-MELTNAT—REMEANBRENBBEIC, LDAP VZAT KT
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A—HYZ2EMOIYYETORA NE2ZETHI—HEREME & EI(C authentication bind-
first AN REFEHITDIEABHF OIS BYVET, LexAF, COREEFERATRHE, &R
AERTLEEZECBEFRBLUET,

ldap server ss-1ldap

ipvd 192.168.1.3

attribute map ad-map

transport port 3268

bind authenticate root-dn CN=abcd, OU=Employees,OU=gwrt Users,DC=gwrt, DC=com
password blabla

base-dn DC=gwrt, DC=com

authentication bind-first

ldap attribute-map ad-map

map type sAMAccountName username

%@ﬁ%\ Invalid credentials, Result code =49 KU)J’«B’&EI’? )( b4 t_yb‘HjjJéhi?o

Oct 4 13:03:08.503: LDAP: LDAP: Queuing AAA request 0 for processing
Oct 4 13:03:08.503: LDAP: Received queue event, new AAA request

Oct 4 13:03:08.503: LDAP: LDAP authentication request

Oct 4 13:03:08.503: LDAP: Attempting first next available LDAP server



Oct 4 13:03:08.503: LDAP: Got next LDAP server :ss-1ldap

Oct 4 13:03:08.503: LDAP: First Task: Send bind req

Oct 4 13:03:08.503: LDAP: Authentication policy: bind-first

Oct 4 13:03:08.503: LDAP: Dynamic map configured

Oct 4 13:03:08.503: LDAP: Dynamic map found for aaa type=username

Oct 4 13:03:08.503: LDAP: Bind: User-DN=sAMAccountName=abcd, DC=qwrt,DC=com

ldap_reqg encode
Doing socket write

Oct 4 13:03:08.503: LDAP: LDAP bind request sent successfully (reqid=36)
Oct 4 13:03:08.503: LDAP: Sent the LDAP request to server

Oct 4 13:03:08.951: LDAP: Received socket event

Oct 4 13:03:08.951: LDAP: Checking the conn status

Oct 4 13:03:08.951: LDAP: Socket read event socket=0

Oct 4 13:03:08.951: LDAP: Found socket ctx

Oct 4 13:03:08.951: LDAP: Receive event: read=1l, errno=9 (Bad file number)

Oct 4 13:03:08.951: LDAP: Passing the client ctx=314BA6ECldap_result

waitdmsg (timeout 0 sec, 1 usec)

ldap_select_fd_wait (select)

ldap_read_activity lc 0x296EA104

Doing socket read

LDAP-TCP:Bytes read = 109

ldap_match_request succeeded for msgid 36 h 0

changing lr 0x300519E0 to COMPLETE as no continuations

removing request 0x300519E0 from list as 1m 0x296C5170 all 0

ldap_msgfree

ldap_msgfree

Oct 4 13:03:08.951: LDAP:LDAP Messages to be processed: 1

Oct 4 13:03:08.951: LDAP: LDAP Message type: 97

Oct 4 13:03:08.951: LDAP: Got ldap transaction context from regid
36ldap_parse_result

Oct 4 13:03:08.951: LDAP: resultCode: 49 (Invalid credentials)

Oct 4 13:03:08.951: LDAP: Received Bind Responseldap_parse_result
ldap_err2string

Oct 4 13:03:08.951: LDAP: Ldap Result Msg: FAILED:Invalid credentials,
Result code =49

Oct 4 13:03:08.951: LDAP: LDAP Bind operation result : failed

Oct 4 13:03:08.951: LDAP: Restoring root bind status of the connection

Oct 4 13:03:08.951: LDAP: Performing Root-Dn bind operationldap_req encode

Doing socket write

Oct 4 13:03:08.951: LDAP: Root Bind on CN=abcd, DC=gwrt, DC=com

initiated.ldap_msgfree

Oct 4 13:03:08.951: LDAP: Closing transaction and reporting error to AAA

Oct 4 13:03:08.951: LDAP: Transaction context removed from list [ldap reqgid=36]
Oct 4 13:03:08.951: LDAP: Notifying AAA: REQUEST FAILED

Oct 4 13:03:08.951: LDAP: Received socket event

Oct 4 13:03:09.491: LDAP: Received socket event

Oct 4 13:03:09.491: LDAP: Checking the conn status

Oct 4 13:03:09.491: LDAP: Socket read event socket=0

Oct 4 13:03:09.491: LDAP: Found socket ctx

Oct 4 13:03:09.495: LDAP: Receive event: read=1l, errno=9 (Bad file number)

Oct 4 13:03:09.495: LDAP: Passing the client ctx=314BA6ECldap_result
waitdmsg (timeout 0 sec, 1 usec)

ldap_select_fd_wait (select)

ldap_read_activity lc 0x296EA104

Doing socket read

LDAP-TCP:Bytes read= 22

ldap_match_request succeeded for msgid 37 h 0

changing 1lr 0x300519E0 to COMPLETE as no continuations

removing request 0x300519E0 from list as 1m 0x296C5170 all 0
ldap_msgfree

ldap_msgfree

Oct 4 13:03:09.495: LDAP: LDAP Messages to be processed: 1

Oct 4 13:03:09.495: LDAP: LDAP Message type: 97

Oct 4 13:03:09.495: LDAP: Got ldap transaction context from regid



371dap_parse_result

Oct 4 13:03:09.495: LDAP: resultCode: 0 (Success)P: Received Bind
Response

Oct 4 13:03:09.495: LDAP: Received Root Bind Response ldap_parse_result

Oct 4 13:03:09.495: LDAP: Ldap Result Msg: SUCCESS, Result code =0

Oct 4 13:03:09.495: LDAP: Root DN bind Successful on:CN=abcd,DC=gwrt, DC=com

Oct 4 13:03:09.495: LDAP: Transaction context removed from list [ldap reqgid=37]

ldap_msgfree

ldap_result

waitdmsg (timeout 0 sec, 1 usec)

ldap_select_fd_wait (select)

ldap_err2string

Oct 4 13:03:09.495: LDAP: Finished processing ldap msg, Result:Success

Oct 4 13:03:09.495: LDAP: Received socket event

BPARRESNETE., REAEOFIICEIONA > RTRABEOH 3 EMERLET, LEEDERELS
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R—KLEFT, OIT ZFEHAL T, show AN ROBIOoHZERRLET,

- show Idap attributes
- show Idap server all

hZ7L0231—b

CCTR, BEODRNZ AN A—TFT 4V J I ERATERBHRERLET,

NSNS 2A—F 42 0DESOOIN R

TORTYINAVER=TVR Y= (BFRI—FERH) (OIT) F, HEND show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

X debug ONY RZFEATSHEIIC., Tdebug X ROEEZEH. 2FRLTSLEEL,

- debug Idap all

- debug Idap event

. aaa BREDTFT/NY T

- debug aaa authorization

BAE1E R
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. ASA 8.0 : WebVPN 1—H D =8 ® LDAP REEDERE
- TOZAHI YR—=BME RF 21 XM - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_usr_ldap/configuration/15-1mt/sec-usr-ldap-15-1mt-book.pdf?referring_site=bodynav
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98625-asa-ldap-authentication.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ダイナミックな属性マップを使用した IOS デバイス上の LDAP の設定例
	内容
	概要
	前提条件
	要件
	使用するコンポーネント
	表記法

	主な問題
	解決方法
	設定
	サンプル コンフィギュレーション
	AD ツール
	潜在的な問題

	確認
	トラブルシュート
	トラブルシューティングのためのコマンド

	関連情報


