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NZBITHERFBUNICEYYET,

CDEAR—E, AZUNA N—RZ2ERITDEDICEHAEAET, RAEZVNA )
—& M helloNTY hE2ZETHE, BLZODRAN—HNEBEBLET, CORAI—
k. B helo/NTY MMIREETWAR—IR R AENFZBTDERBINICKY)

Standby
timer




£9,

NO— &
1~X—

CNDEAI—IE, heloNTY RDRAZ T %5ADEHICEREAET, WThHo
HSRPIREEICH D T NTMO HSRP IL—Z Tk, CO/N\NO— ZAN—IEEINICKE
& helo/NTY RAERENET,

HSRP 4 X2 k

CORIE, HSRP BRREY>Z D TOAR N ZRLEEDTT,

+

ARV KN

1

BMBEAB—T7IAATHSRP AREE NI,

2

AVB—TIAATHSRP EMICBE2Ieh, REBAVE—T I AANEMCBZ O,

w

TOF47T BAI—OBEEYIN, FOTF14T RAI—F. FUOF1T IL—E2HhS5HKBED
hello XY E—I N BETHIEICKA—IL R ZALLICEKREENATVWS,

~

ABZUINA BAI—OEBYIN, AZVINA BAX—F. RAZVNA IL—Z2HS5HED
hello XY £—U A BEFTDIRICK—IL R ZALICREENATVD,

Hello 24 X — OB, hello XY E—2AERAOERHRA Y —NFEBEYINICE S 1,

speak *E DL —7 067734 F)F 4 DFW hello # v =Y PXRE Ik

TFIOTFATIN—3BS5TSAAVF14DOEWhelo XY tE—IHASEEhE

FOFA7 L—BASTSAAUT 1A DE hello XY t—I FSEE hi-

O[N] |,

TOTAT =3NS resign XV E—I A ZEEC -

10

TZ2AFVTADFWVWIL—FAS coup XY =N EZEEIE

11

AEZNA N=BHS5TZAF)T14OEWV hello XY —TIHFZEEN:

12

ABZUINAN—=BDSTZ4F )T 1 DIEV hello XY E—I A ZEEhic

HSRP 7o >3~

CORE, REXZDO—HELTRITENDT O3> ZRLTVET,

X
=

FToay

>

TOFATRAAR—ORE : FOT 47 L—5h50REHIheloX y t—I FBEE N
ER, COTIVIVHRIOLBE, helloX Y E—I0R—IL REA LT 4 —)L KOEH
TOFATRAR—CREENET, ThUAOBE, COL—2THEAENATVIRED
A=K RS LEFTIFAT BAI—CBEENET. BUTTIT 17 RAI—HEH
LET,

ABZUNABAI—DRE : ARVNAIN—2H S OEREE &heloX Yy E—I N REFEEShic
BR. COTI3AVHRI2IEHBE. heloXY = DR—ILREALT 1 —)L ROEN
ABUNABAI—ICREENE T, ThHUADBEE, COIL—FTHEAETNTVRIRED
K= R ZALBHAAZNA BAI—ICREETENE T, HEWTAZNA ZAX—HER
LET,

@)

TOTAT BAR—OFL : TOT147T RAI—HFFELELET,

O

AZVNA ZAI—DFIE : AZVNA ZAI—=HFILELEXT,

NFZX=—BOFE . cOF02a2v@, POTA7 LN—3NSRHIABREXY E—INFEEE




NitEEBLRTEhET, COTIL—TTORBIPTRLANFHTHREE N TLEVERR
XYV E—DASRBIPTRLAZZFETEXRT, L—2EF, XvE-—IA5/NO— 21 A
ER—ILR BALDEZFETEXT,

hello XY =2 MEFE 1 L—&E. BEOHREDIRE, hello AL, BFTPF—IR ZA
LZzET helo XY E—TJZEEFELET,

coup XY E—CDEF  IN—FE., T4 AFAVTAOREVWIL—ZNERTETHD L
BTOTA7 IIN—RICBATDLEHIC, coup XY E—TFEELET,

resign XY= 0EE  IL—2E@, BOIL—ZFTIT7147 L—RIBENDESICTHE
HIZ, resign XY - &REELET,

gratuitous ARP XY — MIEfE - L—&E&F. JIL—T7T0OREBIP 7 RLAE MAC 7 RL A
BETRNRZRAXTSARP SBENT Y N2T7O—RFYARNLET, CONT Y NOEREEEIC
k. V>IBAY A —&E ARP NTY NAZBOEE T MAC 7 RLAELTRE MAC 7 RL
ANEREIhET,

HSRP IREEFT— )L

COEVIVORIE, HSRPIRENS D OREEBBEZRL TVERT, IRV MBI DLETIC
MISTRDT IO IVHFRTEN, L—FNF RO HSRP REIZBITLET, RFTREESF IR
hNERL, XEAFRETBITI32ERLET, THSRPARU KN 923 VICESDES
ERIRNBYVEF, e, "HSRP 79232 ) IS IVIENFOERERIRIHYET

c CORRSHBALELTEFICERALTLSEEZY, CORGHMABHBEATHY)., —BRHNERNST
N1 —F AT ICRERYESHY)EBA.

ROEREEERICOVTERE, THSRP “REC0 "8#", #8BLTIEEL,

HSRP States Operation

b A
i EpkS

NTY N 70—



http://www.abdorefky.com/wp-content/uploads/2017/05/HSRP-States-for-Cisco.png
http://www.abdorefky.com/wp-content/uploads/2017/05/HSRP-States-for-Cisco.png
http://www.abdorefky.com/wp-content/uploads/2017/05/HSRP-States-for-Cisco.png
http://www.abdorefky.com/wp-content/uploads/2017/05/HSRP-States-for-Cisco.png

10.1.1.10

Router A

Router B
FNAAMACT RLA[IPT7RLAMTZRY N Y AY|[Default Gateway]
PC1 0000.0c00.0001|10.1.1.10 |255.255.255.0 10.1.1.1
PC2 0000.0c00.1110{10.1.2.10 |255.255.255.0 10.1.2.1

L—R2ADRE(TIT147 IL—5)

interface GigabitEthernet 0/0

ip address 10.1.1.2 255.255.255.0
mac-address 4000.0000.0010
standby 1 ip 10.1.1.1

standby 1 priority 200

interface GigabitEthernet 0/1

ip address 10.1.2.2 255.255.255.0
mac-address 4000.0000.0011
standby 1 ip 10.1.2.1

standby 1 priority 200

IW—Z2BORE (AZUNA I—7)

interface GigabitEthernet 0/0
ip address 10.1.1.3 255.255.225.0
mac-address 4000.0000.0020
standby 1 ip 10.1.1.1

interface GigabitEthernet 0/1
ip address 10.1.2.3 255.255.255.0
mac-address 4000.0000.0021
standby 1 ip 10.1.2.1

10.1.2.10




N CchoofiTE. BHEOBMTOARRT A Y IMACT RLAERELTVET, &
BHRVEY. AEF4Y 9 MAC 7 RLARBRELAVT HE W,

HSRPREAED NS 7N 1 —F 14T &8T5 EHICAZTI7NL—RAEWMBTIEEF., NT v
R7O—NERICHIBSEEBBIDVENHYNET, L—FAICRKETSA4F )T 1 200 HFE&E
ENTVWBESD, MADA UV R—TIAATTITAT IL—RIZBEVET, COEIZ3a>nfl
T, L—BABEKRAN J—IRAF—I3aVETICREEET B /N Y MO, EET MAC 7 R
LAELTIL—2OYE MAC P RLA (BIA) FE8FEhET, RAN I UAS HSRPIP 7 K
LABTICEEEND/NT Y MZIE, %B%E MAC 7 RLAELTHSRP 1/* MAC 7 RL AKNE
FhET, LI—FERANEOZETO—TMAC T RLANELBDRICEEN BETT,

COXREF, 7JO—CEDEMACTRLAEIP7RLADEHRZRLTVERT, COFHRIEF, A
1Y FXTHEBEENDAZT7 NL—RICESVWTLWET,

- e
Sy N 70— ®ET MAC 535 MAC upm 5% IP

L=ZADARZ=TI(AA
PC1 ( 0000.0c00.0001 ) |Ethernet 0 ® HSRP {R4& MAC [10.1.1.10[10.1.2.10
7 RL A (0000.0c07.ac01 )

PC1 A5 PC2
BTONTY R

IL—2 A &#2H
LTE2T<LK% |[Jl—X A® Ethernet0 ®

. PC2 #'5 PC1 [BIA (4000.0000.0010) PC1 ( 0000.0c00.0001 ) 10.1.2.10{10.1.1.10
BTO/NTY

PC1 A5 HSRP

AZNNALIPTF LWN—=BZADAEZ—TIAA

RLABETOH/N |PC1(0000.0c00.0001) |[Ethernet 0 ® HSRP {R#& MAC |10.1.1.10[10.1.1.1
TY K~ (ICMP, 7 KL A (0000.0c07.ac01)

Telnet )

TOT47 )L—

XOEBEOIPT
KL AZET®H/S |PC1 ( 0000.0¢00.0001 ) ()L’OO:O/SOGJ Eg?g;”eto DBIA 140.1.1.10/10.1.1.2
TY KN (ICMP, ' '

Telnet )

AZNA I—

ZDOEBEDIPT
KL AZETH/S |PC1 ( 0000.0c00.0001 ) zzoogoioag gg;g;”eto PBIA 1101.1.1010.1.13
TY N (ICMP, ' '

Telnet )

HSRP O RTINS 1—F 14> JEH

T—AAZTA#IHSRPAZ NAIPT RLAANEEIPF RLAELTLR—KE
na

RDLIZ— XY E—IHFRRENDARUEAN BV KT,



Oct 12 13:15:41: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl19

Oct 13 16:25:41: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl19

Oct 15 22:31:02: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl19

Oct 15 22:41:01: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl19

ChesDITZ— XAV tE—2lk, #FLE HSRP ORBAEZRLTVWADIFTREHYEEA, L
A, Ch5OIT— XY +E—2 &, Spanning-Tree Protocol ( STP; AN Z>4 Y1) — 70Ok
) IL—=THRELTWVWBED, FLERIL—Z/AAMYFICEREOEBEN BB UEMEERLTVE
T IT7— XV E—JRBIOBENERICBEEE A,

T, chsOITZ— XV E—IHFRELTE, HSRP DBEOEHESf HIFSshde@H Y E
HAh, BEELIEHSRPNNTY NIEHREIhETT, ChSOIT— XVvE—T2OREHEG I0R
BRICHASNTVWET, L, HSRP 7 RL A STANDBY-3-DUPADDR =5 — £ & —3 45 51T % v
T —7h 3 FRUH D BRUIR Y R T =T DR T 4= Y ZADPET U h ~ Sy NFAHES LahF37 i aish &
F .

cnsDOXYyvtE—>T2R%dE, VLAN25 D HSRPIP 7 RLA (MAC 7 RL A

0000.0c07.ac19 ) ZRERETEIT—XNTY RDIL—BZTEZEENTVBRENDAYET,
HSRP MAC 7 RL A# 0000.0c07.ac19 THD o, BEDOIIL—2NFBEBEONTY NEZEL
A, FEEEHSRP I —7HOEIDIL—2D active #iiztr-cwi+ - L—REFEBEONTY N
ZEELTVRLEY, BFS<KIL—RTRE<SZYNIT—JICEAENHYVET, COBEOERER
ICREERTEBBENfr ZFZASNET, I7— XVE—T0RAELEEASNDIRY ND—TJDOBE
CERRXDEDHNDY)ET,

- BREMNZ STPIL—7

« EtherChannel D& E D&

- 7JL—LOEE
ChesDIZ—AYE—SORTSTND1—F 40T %T5BICE, CORFIXIRAD T
Catalyst AL Y FOHSRPO NS IV 21—=F 4200, 023> ThSTINP1—FT1 I F|E
ESRBLTILKEETVY, 2ot avick@E, BEICEIZDED1—-I)LZ2EH, IXNTORNTTI

A—TAVIEDI-I)NZEBATEET, T, AM/YyFOJERERRENLEIZ—ICEEL,
BEICHUTHOSBFESRL TSLEEL,

TFOTA7 L—3HFBEOIILFFY AN helo NTY NEZFELBEVWKRSICTRIEY, 7Ot

AVANEZEATEERY, £EL, ChRIZ— XVE—20EBRICTET, XRCEEED
ERERBIENTI, COEBRIEF, HSRP A X—T I A AILHRBEFET7 VA VAN ZEH
IR2ENDTT, TUVERAVARNE, MEIPT7RLAASEHETNEL-ZADIILFF ¥ AL

T RLAR224002NEFENDIXNTORT 71V IV ZBEMLET,

access-1list 101 deny ip host 172.16.12.3 host 224.0.0.2



access-1list 101 permit ip any any

interface GigabitEthernet 0/0

ip address 172.16.12.3 255.255.255.0
standby 1 ip 172.16.12.1

ip access-group 101 1in

T—AAZT 1 #2:HSRPIREN G I ZITD (TOT17. AZVN414, AE
—72 ) #*. %HSRP-6-STATECHANGE

RDIZ— XY =N RRENDAREAN B KT,

Jan 9 08:00:42.623: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Standby -> Active

Jan 9 08:00:56.011: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Active -> Speak

Jan 9 08:01:03.011: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Speak -> Standby

Jan 9 08:01:29.427: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Standby -> Active

Jan 9 08:01:36.808: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Active -> Speak

Jan 9 08:01:43.808: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Speak -> Standby

Jul 29 14:03:19.441: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Standby -> Active
Jul 29 16:27:04.133: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Active -> Spesk
Jul 29 16:31:49.035: %HSRP-5-STATECHANGE: VIan10 Grp 110 state Speak -> Standby

ChoNIT— XvtE—2lk, AR /NA HSRP JL—& T HSRP E7 A S M HSRP hello /N

YN 3EEHRLTEZEEhBL > EREERLET, HAHK., RZ2/NA IL—2H standby »
A6 active MEITH AL - %@?<f§‘:‘ standby Ml ok L &7 LTM~i?‘°7‘D§H’f>7\ F—)Lﬂ%

ICRETEIHEEZRE, HSRPEEN COIT— XV E—2C0RRAICHED CERFRETSL<HYF
BA, COIT— XY tE—JREEFTRETHSRP helo /N7 Y R TWVWAZEEZRLTVE
T, COBBEORNZIIN1—FT 400 %2T5KIF. HSRPETREIOEBEZHBRITIHEN H V)
F9, cnSOAYE—DEBIZRECITRE—MRNOEBER., E7EHOF—2BEICEFZS
A ALATHREWNZIBATYT, HSRPIREDZLIE, § CPUERARIZLDENTHD N KD

WET, IZ— AV E—IHNBECPUBHRICKDENTHIERRK., RYRNIT—VICAZT7

ZEBEVT, SCPUBAERNRERERB>TWVWEATLAZRNL—ALET,

E7ETHSRP NTY RFRDhBZFRRICEESRERBZEDNHY T, HE ROV SEER.
YEEOEE, AN V) —OBBICLPBRBRYRND)—T RF74v 0, FEEE
VIAN IC L2 BRBENT T4V I TY, BH1ERKIC, HSRPRREDE(L ZHRTDLHINT
DTN 1—FAVTED 1)\ %Z2BHATERTH, HILAVIHSRPTNY INBEHT
ER




TRETO HSRP N7y MNEXA, BIRDE VLAN IZ&BBRBERZ 714 Y INFRRTHDHE
l&. Selective Packet Discard ( SPD; IBIRI/NT Y NEE ) EREF1—OH A XZ2HREITZH
BYLT, A BWF1—0EZEOREZMATEEXT,

Selective Packet Discard ( SPD ; IR/NTY RNEE ) DB A X ZKELTBICE, O 71F2
L—>3>EF—RICBITL T, Cate500 A Y FTROIAN RZRITLET,

(config)#ip spd queue max-threshold 600
!--- Hidden Command
(config)#ip spd queue min-threshold 500

l--- Hidden Command

REBF1-—DH A XZEXTICE, VLANA 2 R—T I/ AE—RICAVY, ROOX Y RZER{T
LET,

(config-if)#hold-queue 500 in

SPDERBFI—DHA XZEX L%, clear counter interface AN RZEETITDEAMX—
J7IAAND RO )FTEEXRY,

T—AAZTA#3HSRPTE 7 A FR&EE hx

Ot asol—2EHICE@E, I—FZTHSRP FREETNTVBICENMAMDHDST, HSRP E
THREBENTVRBRVIEN REATVET, ChAHFRELTVDHE, L—XTRBEIL—2Z
A5 M HSRP hello DEENKKBMLET, COBBORN T TIN1—FT14 00 %2T58EF. 0
RFIXND "YEBEQEGHOEERE ) 93 8L "HSRP L —XBXEOHERE | +072
AESBLTILKESV, YEEOEGICAEN EVEEE., VIPE—ROIAIY Y FEFANE
£

V1an8 - Group 8

Local state 1is Active, priority 110, may preempt
Hellotime 3 holdtime 10

Next hello sent in 00:00:01.168

Hot standby IP address is 10.1.2.2 configured
Active router is local

Standby router is unknown expired

Standby virtual mac address is 0000.0c07.ac08

5 state changes, Tast state change 00:05:03



HF—AABRT A #4HSRPIREEAZILL . A4 ¥ FDsyslogh- SYS-4-P2_WARN:
1/Host <mac_address> Is Flapping Between Port <port_1> and Port <port_2>#"L 7R
—hkEhd

RDLIZ— XY E—IHFRRENDABUEA BV KT,

2001 Jan 03 14:18:43 %SYS-4-P2_WARN: 1/Host 00:00:0c:14:9d:08
is flapping between port 2/4 and port 2/3

Feb 4 07:17:44 AST: %SW_MATM-4-MACFLAP_NOTIF: Host 0050.56a9.1f28 in vlan 1027 is flapping between port Tel/0/7 and port Te2/0/2

CatalystA4A Y FTlE, FARDODMACT RLANMSHBUAIL2EBHTHE, A/ YFHSKAR
OMACT7 RLADBENAHREETIhET, EREL TR, STPIL—THFEZShET, A4 YFIF
CSTPIIL—TOELEZIRICHAZ O, CORARDPSONTY NEH LT 15 DREFEEL

£9, 2 O2OR—RMNOBETBELTVWRELR—RENTWVWS MAC 7 RL AH HSRP {R%8 MAC
TFRLADOEZE., COBBEEFRBETS<MAED HSRP JL—2 D active Miiizs zics -

LAR—KRENTWS MAC 7 RL AA"HSRP R MAC 7 RLATHWEE, CORBERERY N
D—ORATOIN—7, EE, FLEENTYNOVTL Y>3 &R RLTVDAEENF HY)ET,
COEORAN, HSRP BENRHE BB AREMN BV ET, MACTRLADBEH ZSIER_T
BRE—MWERERRE, AN IV —0BEEFFEYEEOBETT,

COIZ— AV E—PORZTLNI1—TFT 142 T%T52EF. ROFIEZTVET,

2\ EZORFIXY MO TCatalystAA Y FOHSRPO RS TN a—F4>T 0> 3
VICHBIFIEEREL TSEET W,

1.RANMAC 7 RLADEBRBRET (R—bK ) ZHELET,
2. RARNDOMACT RLADRERICEBEIABEVR—NOEGEZBRLET,
3.VLAN Z &2 STP MAROD ZHAMICL T, STPEENBEWALAZFIVILET,
4. R—F FYRIUVIREZHIELET,
1.R—K FYRILFREABR>TVDE, RAMNMACTRLAILKDIZ— XvE—

DTISYTHRETHEN BYET, Chid, F—K FrRUSTOO—K N5
SUURBENERTY .

T—AARAZT1#5 : IEHIL—T 4 > EHSRP (HSRPZ XTI —2 = FEH
LEXYRND—OTOIA_FYANNT 74V IODBRBTIZYTF12T)



ERMIIN—T 12T, BENTYREZENTY RNE, RANEBEEFOETHETELS
NAZEALET, CONTY 70—, HSRP7S A4 FUF 4 ICETSVWTHSRPIL—&2BIZO
— RSO TEEREL, HSRPET VT A T EER AR NAILRELEHERTT, RAM4 Y
FUOORBKETOBONTY N 7O0—I2kVY, FHBEIZFYARNDTZYTFA TN BRICK
£TRHEENHYET, £/, Multilayer Switching ( MLS; XILFLAY AAYFT )T~
DARETDIHEEEHYET, THAIZFYANDTISYVFA42T@F, A4 YTFHFIXNTOR
—KASIAZFYANNTYRNETSYVFAIULESEICECYWET, A/ Y FiE, FBE
MACZRLADIVRKNIUNBVEDICNTY NEZTSYFAILET, ThTENTY NEER
REENDLED, COBEICE > TEGIMETZIZEEHY)ERA, LAL, COFEICKDT
RAN R=RNICKTWVWEBENTY R T7SYTFa TdEnET, COEHITE, ER[HIL—FT1>
TJOEMEE, IZFYANTSYVTFAVINRIBDEBERICOVTRIELET,

ERMMIL—T AT OERICFRDEDH HVET,
s AZFYANNTY NOBRBZT7ZYT420
- 7JO0-THEATNDMLISIVNUDORKE
« RAMR=BPEDONTY RARAREBTTREVWCEZRTIAZTI7? ML—RA

c H=—NNO—RNZ>H, WebF¥vv21 FNAAR, RYNDT=D FTTZATARE,
L2R—=ADONTYNDVZA NIV ZERALESEED, XY ND—TEEQIEM

( $5 : Cisco LocalDirector, Cisco Cache Engine )

c AZFYRAN TSYTFAUYT RST4VOOAROENERBTE R VERERANS &
CI—9AT—23avTO, NTY NOEE

N EA—BTOARPEF Y YV IOFTANNOI—T YR LRIBEETT . A1 Y FO
content-addressable memory ( CAM; B XED )T NJUDOFT7A)INNOI—2200 &4
LFS59TT, CCTlE, RAND—=OARAT—32OARPNDI—S20 ZBALREE
TRBVELBADN, HITEARPDI—22T BA LR 4ARBICREENTVET,

RO, COBEBZRLET, CORROZHORSY FIFESLSE, Multilayer Switch
Feature Card ( MSFC; NILFLAY AAYF 714 —F v H— R ) ZHEHKL 1= Catalyst 6500 T
T, cOHITEMSFC ZFEALTVERTAH, MSFC ORDYICEEDIIN—REFERTHEET
BEY, LA, EATES)L—XIZIE Route Switch Module (RSM; L— N A4 Y F ED 2
—JL ) . Gigabit Switch Router ( GSR; ¥ HEY N A4 Y F JL—& ), KT Cisco 7500 A'H V)
F9. RANRFARASMYTFOR—RNIEEEREEIATVET, A4 Y FE, VLAN1 &E VLAN2 O
NS74v0EBETRINTVZBU THEERENTVETD,



MSFC-2

1M 1M

Catalyst 6500 Trunk Catalyst 6500
21
VLAH 1 VLAH 2

Host A Host B
10.1.1.10 10.1.2.10
0000 000 0001 0000 000 0002

cOEBIE, & MSF O showstandby AN R I 74F1L—23 A8 KBRLEEDTT

o

MSFC1

interface Vlan 1

mac-address 0003.6bf1.2a01

ip address 10.1.1.2 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

standby 1 priority 110

interface Vlan 2

mac-address 0003.6bf1.2a01

ip address 10.1.2.2 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

MSFCl#show standby

Vlanl - Group 1

Local state 1is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.696

Hot standby IP address is 10.1.1.1 configured
Active router is Tocal

Standby router is 10.1.1.3 expires in 00:00:07
Standby virtual mac address is 0000.0c07.ac01l
2 state changes, last state change 00:20:40
Vlan2 - Group 2

Local state 1is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.776

Hot standby IP address is 10.1.2.1 configured
Active router is 10.1.2.3 expires in 00:00:09, priority 110
Standby router is Tlocal



4 state changes, last state change 00:00:51

MSFCl#exit
Console> (enable)

MSFC2

interface Vlan 1

mac-address 0003.6bf1.2a02

ip address 10.1.1.3 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

interface Vlan 2

mac-address 0003.6bf1.2a02

ip address 10.1.2.3 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

standby 2 priority 110

MSFC2#show standby

Vlanl - Group 1

Local state is Standby, priority 100
Hellotime 3 holdtime 10

Next hello sent in 00:00:01.242

Hot standby IP address is 10.1.1.1 configured
Active router is 10.1.1.2 expires in 00:00:09, priority 110

Standby router is Tocal

7 state changes, last state change 00:01:17

V1an2 - Group 2

Local state is Active, priority 110
Hellotime 3 holdtime 10

Next hello sent in 00:00:00.924

Hot standby IP address is 10.1.2.1 configured

Active router 1is local

Standby router is 10.1.2.2 expires in 00:00:09
Standby virtual mac address is 0000.0c07.ac02
2 state changes, Tast state change 00:40:08

MSFC2#exit

% JE:MSFC1Tl&. VLAN 11ZHSRP activelREET. VLAN 2IEHSRP standbyRBET T, MSFC2
TlE. VLAN 2 (& HSRP active /<« -VLAN 1 & HSRP standby ~i<c4 - FIRANDT 7 %)L
NTP—RIITAFEEFRhTFNOAEZNAIP 7 RLATT,

1. BRI EDF Y Y ALEMEA>TVWEREA, FAMARTI7AILN TF—KhDITAEL
TMSFC1 ZERAL &3, RAKB & MSFC2 ZERAL £7,

ARP 8L MAC 7 RLA T—7) : ping ZRITT 28I

RARNAIRALAYF1DOMAC 7R
DARP| LAF—7J)LMAC
F—7I VLAN 7R— K~

MSFC1
ARP F—
7

MSFC2
ARP 7 —
70

AA4YF 20O MAC 7 R
LA F—7)L MAC
VLAN 7R— K~

RANB
® ARP
T=7)




0003.6bf1.2a01 1 15/1

0003.6bf1.2a02 1 15/1

0003.6bf1.2a01 2 15/1

0003.6bf1.2a02 2 15/1

0000.0c07.ac01 1 15/1

0000.0c07.ac01 1 1/1

0000.0c07.ac02 2 1/1

0000.0c07.ac02 2 15/1

0003.6bf1.2a02 1 1/1

0003.6bf1.2a01 1 1/1

0003.6bf1.2a02 2 1/1

0003.6bf1.2a01 2 1/1

N EEBTRED. ALY F10IL—KZHSRPAMACT KL ZAEMACT KL Ak,
COEIIAVICEBENTVBMBORIZEEENhTVEE A,

2.RANARKRARNBIC ping ZITVWET, DEYARANAR ICMP IO— N7 VY NZEE
LET. RANEZENEFLBIDOVLAN CHB 12, RANARKRANBRETONTY b2
TF7F2LNT—RIIAZEELET, COTOEANFTHONZEHICRE., RANART
72N T—RIJIAOMACT RLRA, 10111 ZfERTB 1% ARP ZEETHLEN
HV)ERT,

ARP B LU MAC 7 RLAT—TIL i IRANANTFTIAILNTF—RNTIAIZ ARP ZiXE
L%

AAYF2D K2R
W 74 T R
A2k ADARP|IZTITIOMAC T oot arp 5 | MSFC2 | MAC 77 KL 10 o
_ [ RLAF =T MAC Zon ARP F—| A F=F | oo
7 VLAN R— K~ 7). | MAC VLAN 7
. —7)
HK— K
10111 10.1.1.10 :
0000.0c07.aco1 |°000-0¢00.00011.27 15544 470 0001

3. MSFC1RENTY hZ2ZEL. NTY NEBEMAT, RARBLEEBELET, NTYNEE
EMRDHIC, MSFCIFRARBIENTDARPERZEFELE T, Chik, RARBY,
EEEREINEAE—TIAALCBVESTY, COT7O—T, MSFC2 BEENT Y
hE128EREFELTVEREA, MSFC1 A7RARNBAS D ARP BREZZFETD L, £55
DALY TFERANBIZEEIHFSNTVWADY —RAR—NEEBLET,

ARPBELUV MACTRLATFTF—TIL i IRANANTFTIAINNTF—RNITIAIINTY N&ZE
EL. MSFC1 ARANBIZXIT% ARP Zix{EL =%

ALYF1D MSFCa AT F20
FARNAD IMACTRLA| oo ion=_—) |arp 5| MACTKLA| KZAKB®
ARP 7—7)L | 7—7 )L MAC —5 7—7 )L MAC | ARP 7—7)L
VLAN R— k VLAN R— k

0000.0c00.0002|10.1.2.2 :
2 2/1 0003.6bf1.2a0

0000.0c00.0001
12/1
0000.0c00.0002
211

10.1.1.10:
0000.0c00.0001

10.1.1.1;
0000.0c07.ac01

10.1.2.10:0000.0c00.0002

4. RANBIF. MSFC1 ZBLUTHRANALPSOIO-NTY hZ2ZELET. RANBE
RARNALCKHULTIO-—RELZEEIDHENHBYET. RAMNARRERZS VLAN LICF



EIBRH, RANBRTF7AIBN F—HhDI A MSFC2 Z2BLU TRHEZEHELET,
MSFC2 ZBUTNT Y RZEHETRDLHIC, RANBRERTF7AILNTF—RNIIADIPT
RLA, 10.1.21 O ARP ZEFETRDXEN HVYET,

ARPBELUV MACTRLATFT—TIL : IRARBHANZEDF7AILN Y —RIIAICARP %
EELEE

AAYF1D AAYF2D
RANA® |MACT7KRLA — MSFC2 ARP 7| MAC 7 RL A
ARP ¥—7 I | 7—7 )L MAC MSFC1 ARP T—7 )L —7) F—7 )L MAC RA
VLAN 7R— N VLAN 7R— N
10.1.1.1 : 0000.0c00.0001|10.1.1.10 : 10.1.2.10 0000.0coo.oooz10 19
0000.0c07.ac01|1 2/1 0000.0c00.0001 0000.0c00.0002[2 2/1 o
203?'0"00'0002 10.1.2.10:0000.0c00.0001 10.1.2
5 RANBEFZZTMSFC2IZCTIO—ENYTY REEZELET, MSFC2 Ik, RAKNA A
VLAN 1 [CEEEEENATVD 0, RANMNAICK TS ARPERERXRELET, RIYF
2OMACT7RLAF—7IICIE, RARNB® MAC 7 RLANBIMENET,
ARPB LUV MACT7RLAF—TIL i A RANATIO—NNTY NS EEThi#
AAYF1D AAYF2D
RANA® |MACT7KRLA — MSFC2 ARP 7| MAC 7 RL A
ARP ¥—7 ) | 7—7 )L MAC MSFC1 ARP 7—7 )L —7) F—7 )L MAC K7
VLAN 7R— N VLAN 7R— N
10.1.1.1 : 0000.0c00.0001|10.1.1.10 : 10.1.2.10 0000.0c00.0002 101
0000.0c07.ac01|1 2/1 0000.0c00.0001 0000.0c00.0002[2 2/1 o
10.1.1.3 : 0000.0c00.0002 10.1.1.10 0000.0c00.00001
0003.6bf1.2a0 |2 1/1 10.1.2.10:0000.0c00.0001 0000.0c00.0001(1 1/1 101.

6. LTI—RWEANRANAICTEL, 7JO-HFETLERT,
ERMIL—T 1T DER

RANADNRANBICHU TGEFENIC ping ZRITIBIERICODVTEAET, RANARIO
— N7V R% MSFC1 ICEEL. FARBIRRIO—Z% MSFC2 ICIXET R %ERXD L,
CNEFERHIL—TFT A TORETT, AMYF1HHRANBDEETMAC 2FETEDNIE
. RARBA MSFC1 250D ARP ERIZHETHEELEITTYT, chldk, RAK B A MSFC2
ET7ANNT—RIDIAELTERALTEY, NTY RZE MSFC1 A\ (BROICAAIYF 1A
YEFLTWEVWESHTT, ARPRAALATINETF7AINTREH4BEZEOT, A/1YF1ET
T7AILRTSE5DBICAARNRBOMACT RLAZI—S2TULET, A4 Y F2R50RICKAR
AZT—220LFET, TOHER, AAYVF1REFAANBDO MACTETO/NT Y N&ETNTHEA
DIZFYANELTREBIBDMEN HGVET, AAYVF1IE. RANANSKANBRETICIE
BEehdaNTyhzE, IXNTOR—MDSTSVTFAILET, o, AAYF1ICFKANB
OMACT7RLAIVRNUNEWES, BERICMLSIRJEHYEEBA,

ARP 8L MAC 7 RLAT—TI : RAMANFKRAN B IZKUELHHIC ping ZRITLAD T



A5 59%
AAYF 1D AAYF 2D
RKANA® |MACT7 RLA _ MSFC2 ARP | MAC 7 RLA| &FAAKNB
ARP ¥—7 ) | 7—7)L MAC MSFC1 ARP 7 =7l —7) F—7 )L MAC | ARP &—7
VLAN 7R— N VLAN 7R— N
10.1.1.1 : 0000.0c00.0001|10.1.1.10 : 10.1.2.10 0000.0c00.0002[10.1.2.2 :
0000.0c07.ac01|1 2/1 0000.0c00.0001 0000.0c00.0002[2 2/1 0003.6bf1.2
10.1.1.3 : 10.1.1.10 10.1.2.1 :
0003.6bf1.2a0 10'1'2'10'0000'0000'0001oooo.oCoo.ooo1 0000.0c07.2

RARNBASEEENZTII—RNENTYNE, A/AYF2THRANADOMACTRLA I
NRUNTI—200 0%, BUBEBAICEELET, RANBRIO—EE% MSFC2 ICEXL
MSFC2 G ZONT Y REI—FT 4> LTVLANT LIZEHLET, AAYFOMAC T RLA
F—7ILIZRARANADOIRNIUAFBVESD, VLAN1 LOITXRTOR—RASNTY NH TS
YFATENEKT,

ERHIL—T 1 TORBICL > TEENFNADIhBZEREHYEEA. LAL, FERFFIL—T 4
VIONTONBEBEBIZFYAN TSYFAUTAREL, MISTNUATETZES

AFHNVET, CORRICHRTBICEE,

S

XD 3BV D

RERBENEZASNKT,

« BALYFOMACI—S Y BA L% 144008 (4 B ) LLCHETS,

* IL—BDARP ZALTIRES55 (3008 ) ICEET S,

s MACI—22YU BA4ALEARP BA LT IRNERAURALTINMEICEET S,

RERZFERF. MACI—2T B4 L% 14400 WICEETBHETT,

RICRUET,

* Cisco IOS

VA Nk

mac address-table aging-time <seconds> vlan <vlan_id>

SN

AxX A

DHARZA 2%

T—AAZT A#6HSRPREIP7 RL AN EBLBIPT RLAELTLR—FEhD

AAYFTOTIYS T )L—THBREET VLAN BEiRHEA &S &, STANDBY-3-DIFFVIPL =5— +

=V EFINEF o

COXYE—IHFRRENT, RAYFRICTVY ST I—TI1C&% VLAN BiREN HB5E
 ROFIRETIZ—%@RLET,

1. I R/—RETNTY RFUBNAZBFELET,
FTONALLZIL—ZHFHZDEEE. XOFIEEZEITLET,
A BUDARLYFHASIL—BFRETCONADORNS TN 1—F1209%T5,

b.)L—EZAS2BBDAAYFETCONADRNTTIN>1—FT120T9%1T5,



2 NALEDBERAY FEHRLT, IVR /—REODNATEAZNTVZR—MOR
REZ2FAND,

T—RAARZTAH#7 : EF¥F 1T R— BN THSRPICKVMACIERNFHRET S

HSRP A"BRICB > TVRIIL—RICEHRENIZASYF R—KIR—K EF21UTIHARESE
NTVBRHE. BROAME—T I/ ACALUEFI7MACTRLAZNTRZERETERV
26, MACERICEYWET, ROVThADEFERIC, EF17 R—bTEF1VFT 1 ERIH
£LERT,

« TRLAT—=7LNICEEF17 MAC 7 RLANFBREA > TVSBRET, MAC 7 RL A
ATRLAT=TILCBRENTVWEVARAT—23AVN( U E—TIAALT VALK&
S&li,

c BRI EFIT AVE—TIAATEBREERESNLET RLAY, EU VLAN RO B D
EFIT7 AR—TIAATHREENEEE

FIFIRNT, R—NEFIUTFIERICEKY, RAYTFOA>R—T ITAAlF error-disable
DIREE(Z7x V), BIEICS vy Y NA I VENET, CchniCkY), IL—2BO HSRPIREO X Y £—
sR7OvoEnxd,

(o] 38 5%

« )L—A& T, standby use-bia AN RERITLET, chiZkl), IL—2TE. 1k4E MAC
7 RLATEEZL, HSRP ADN—2 R4 PRLANERAENDRSICHEYET,

s HSRP A"BMICE N TVBIIL—RIZERENIZAS Y FOR—KNT, R—K~ EF21UFT4
ZEMPIZLET,

T—AAZT 1#9: %interface/ \— ROV I TFEEBOIIN—T%2HYR—NTEFEE
A

A2B2—TITARAIZEHO HSRP FIL—THAERE N TWVWRHERF. ROIZ— XY E—IK
RRENKT,

%Interface hardware cannot support multiple groups

CHOIZ— AV E—IHFRRENDEBRE, —BOIL—FPASYFTON-—RIITOFRT
T, VIRNIJITTIDHRZRBRIDERTEREA, I VZ—TIAATEHSRP J)L—
THF1DOOEBMMAC 7 RLAZFEALTVSD S, 1 —HXRY N MAC FY 7 TR, B8O
HSRP I —7ZBMCT R LHICEHBOTOTSNYTI MAC 7 RLAZHR—NTDHEN
HBdZEN, BEKTT,

standby use-bia 1 R —T7 IA A A7 4F1L—23> ANV ROEHNFBRRET, T0I5
B, EAICEIYETSNEMAC T RLATREEBL, (REMACT7RLAELTDA 2 R—TITA



ADN—2RA2 TRLA(BIA) FEAEhET,

CatalystA4 Y FICHFBHSRPO NS I a1—F 1425

A. HSRP)L — Z X E D HERR

1ILIN—=—BAE—TILAO—ED IP 7 RL AHER

FEHSRPIIL—2T, H7XY RZEIL—EDIPTRLANFREENTVWREZAVR—T T
A ABMTHALET, €L, FIVE—T I/ AQERTORNILS w THDZELERALE

To BAIVE—TIAAOBREDREZEE(CFHEFE T SICIE. show ip interface brief Y > R%&
RITLET, VAL TF—ROHIFRODESY TT,

Router_1#show ip interface brief

Interface IP-Address  OK? Method Status Protocol
Vianl 192.168.1.1 YES manua up up
Vlan10 192.168.10.1 YES manua up up
Vlanll 192.168.11.1 YES manual up up

Router_2#show ip interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.2 YES manual up up
Vlan10 192.168.10.2 YES manua up up
Vlanll 192.168.11.2 YESmanua up up

2. A2 NNA (HSRP)IP 7 RLAERZINA TFIN—TBES DR

BREENTVWEIAZY/NA (HSRP)IP 7 RLAERZRINA FI—TFFAH. HSRP ST
BDHEIN—FZET—HLTVWBEEBRBLET. AZXNA TI—TFlE HSRP AR /)NA
T RLAF—HLTVWEVE, HSRP ICEBAELDBETNNHYET, BEAEX—T I AD
AREUNA TN=TERZNAIP T RLADHKREDFHMERRTSIZIE. show standby I
VRERITLET, UL TF—ROHlIEROEBY) TT,

Router_1#show standby
Vlan10 - Group 110
Stateis Active
2 state changes, last state change 00:01:34
Virtual 1P addressis 192.168.10.100
Active virtual MAC addressis 0000.0c07.ac6e (MAC In Usg)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.144 secs
Preemption enabled
Activerouter islocal
Standby router is 192.168.10.2, priority 109 (expiresin 10.784 sec)
Priority 110 (configured 110)
Group nameis "hsrp-V110-110" (default)



FLAGS: 0/1
Vlanll - Group 111
Stateis Active
2 state changes, last state change 00:00:27
Virtual 1P addressis 192.168.11.100
Active virtual MAC addressis 0000.0c07.ac6f (MAC In Use)
Local virtual MAC addressis 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.096 secs
Preemption enabled
Activerouter islocal
Standby router is 192.168.11.2, priority 109 (expiresin 8.944 sec)
Priority 110 (configured 110)
Group nameis "hsrp-V111-111" (default)
FLAGS: 0/1

Router_2#show standby
Vlan10 - Group 110
State is Standby
1 state change, last state change 00:03:15
Virtual |P addressis 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.088 secs
Preemption disabled
Active router is192.168.10.1, priority 110 (expiresin 11.584 sec)
Standby router is local
Priority 109 (configured 109)
Group nameis "hsrp-VI110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
State is Standby
1 state change, last state change 00:02:53
Virtual |P addressis 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.352 secs
Preemption disabled
Activerouter is 192.168.11.1, priority 110 (expiresin 9.120 sec)
Standby router islocal
Priority 109 (configured 109)
Group nameis "hsrp-V111-111" (default)
FLAGS: 0/1

B.AZUNA (HSRP)IP P RLANA UV R—TIAAZEICRBD L2

A1 (HSRP)IP 7 RLAN, 1 3—T I 4 ARBNT

S

AX

TNhTVWBIPT7RLAT—E

THAEZRALET, COBHMEBMEICKRTITDICIE, showstandby AN RZRITLET

o 3)9‘1\ 5_“_9 0)15'“3))’30)3:33 L) -tl‘j-o

Router_1#show standby



Vlan10 - Group 110
Stateis Active
2 state changes, last state change 00:01:34
Virtual |P addressis 192.168.10.100
Active virtual MAC addressis 0000.0c07.ac6e (MAC In Usg)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.144 secs
Preemption enabled
Activerouter islocal
Standby router is 192.168.10.2, priority 109 (expiresin 10.784 sec)
Priority 110 (configured 110)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
Stateis Active
2 state changes, last state change 00:00:27
Virtual 1P addressis 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC addressis 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.096 secs
Preemption enabled
Activerouter islocal
Standby router is 192.168.11.2, priority 109 (expiresin 8.944 sec)
Priority 110 (configured 110)
Group nameis "hsrp-V111-111" (default)
FLAGS: 0/1

Router_2#show standby
Vlan10 - Group 110
State is Standby
1 state change, last state change 00:03:15
Virtual |P addressis 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.088 secs
Preemption disabled
Active router is192.168.10.1, priority 110 (expiresin 11.584 sec)
Standby router is local
Priority 109 (configured 109)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanil - Group 111
State is Standby
1 state change, last state change 00:02:53
Virtual |P addressis 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.352 secs
Preemption disabled
Active router is192.168.11.1, priority 110 (expiresin 9.120 sec)
Standby router is local
Priority 109 (configured 109)
Group nameis "hsrp-VI111-111" (default)
FLAGS: 0/1



4. standy use-bia N> REFRTD T —R

N=02> V2T A2 R—T I A ATHSRP FRREETNTVSRHEZEKRE., standby use-bia I~V
VREFERATIOER. FRARRTETTYT, cOOAX Y REFIL—FICHL T, HSRP I —7
DR HSRP MAC 7 RL AT ALK IL—FZDBIAZFEATEIESICIERLET, k=02 U2
JZxYRNI=0TR, V=AIL—KTUYZ>2UY (SRB) ZFEAL TLV31FE, standby use-
bia AX> RIC&KkVY, FILWFUFT 147 )L—AR T gratuitous ARP 2L THERARNDIL—FT 1>
TBHR7IA—ILR(RIF)DFYYII1ZEHTEET, LEL, IXTORANDEET
gratuitous ARP A"IEL <MEBE D L [FRVY EFE A, standby use-bia ANV RIZBITDES 1D
DEERZ7OFZ ARP ICBRTRENTT, RAEAUNA -3, MELETIT147 )L—&
D7 0F> ARP F—RAR—ANKDNIEFE., ThZE@S N TEFRE A,

5. 77 tA )ARNREDHEE

INXNTOHSRPETIZEREENTVWATIEAVARNIKY, BETDA 2 RX—T I 14 ALK
EENTWVWBREDHSRP PRLARAETZAINZU D TENTVBRVWCEEZBRELET, #FI2, 7
XYRNEDIRTOIN—BRICRTTAVIRREETDEDOIILFFYANTRLA
(224.0.02) EBRBL T EE W, €5(, HSRP R—h 198558 TH UDP RS 74 Y 9K 7
AR TENTVEVCEEEELET, HSRP TR, COF7 RLAER—RNZFEHAL T,
E7EThello/NTY REEEBFLET, I—XTREETNTVWBRTIELA VAN EHRICSET
BI(CI&. show access-lists AN RZRITLET, FUXAL TF—ROFIRRXDEH TT,

Router_l#show access-1ists
Standard IP access list 77
deny 10.19.0.0, wildcard bits 0.0.255.255
permit any
Extended IP access 1ist 144
deny pim 238.0.10.0 0.0.0.255 any
permit ip any any (58 matches)

B. Catalyst @ Fast EtherChannel 3R & KT 2 F 2 JREDHERR

1. N F 2 TREDHR

HSRP L—Z2DOEHEICKRZ VIV ZEALTVWRHERE., L—RERAMYTFORTUFUIRE
BELKXT, REARBINZVFVT E-—RESBEDHYN XTI,

* on
« EELL
- B8



« X7
* nonegotiate

REENTVWBRIUFUYT E—RIZEL2T, BEBRNTFVFUITARNRERENDZ 2R
LEXY,

HSRP &0 |\57)L:/1_7_'4>7E?f5|$\ AA Y FREDIELHLTIE desirable % TEE LT
2x0 o CORDICERETDE, AMYF R—RTERICNZ VIV EZBAUTERVEEZYY 2
BENTEXRT, I REAAMYTFHEDRETE, FBEAED CiscolOS L—FENFRNZ2UD
ZFATI—RZ2HYR—KNL TV Z® nonegotiate IZEREL T T o

|IEEE 802.1Q(dot1q) RV F VT E—RDOFEE., NSO VOABINEALURA T 1 7VLANE S
Tt EFERTEIEIIICERETNTVRCEEZBRALET, PAOAHRRET 72 MNTRERA
F4 7 VLAN ICZTHFTFLEVES, Z4T 17 VLANREREN —BLTLWELE, Zhs0
VLAN L TEHETEFTFEA. RRIC, L—FXTHREENTVS VLAN BEETEIRSICNT D
FREThTVWBRZEE, ZOVLANATIN—Z2T02nhTHST, II—2EHEAR—NT STP
NREICHDCEZHRLET, COBREHEICSE T SI(CIE. show interfaces <interface>
trunk AN RERITLET, 0L TF—20HIRRODEBY) T,

L2Switch_1#show interfaces gigabitEthernet1/0/13 trunk Port Mode Encapsulation Status Native vian Gi1/0/13 on 802.1q trunking 1 Port VVlans allowed o
Router_1#show interfaces gigabitEthernet1/0/1 trunk Port Mode Encapsulation Status Native vlian Gi1/0/1 on 802.1q trunking 1 Port Vlans allowed on trur

2. Fast EtherChannel ( R— Kk Fv¥ XU 2T ) FREDHER

HSRP IL— R M#EFICR—N FyRILZFEALTVERBEE., L—RERMYFEED
EtherChannel 5XEZBERLET. AMYFENDAR—N FYXRIL TR, 2B<EE—F*%
desirable IZERELE T, €5 —FHlk. XOE—ROVThAIZERETEEXT,

* on
« EFXLL
- BE

EIEL, COBITR, AVF—TIAABRKR—KRFY¥RILOXNTRBIEEA,

Router_1#show etherchannel summary
Flags: D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R-Layer3 S-Layer2
U-inuse f-failedto allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated



d - default port

A - formed by Auto LAG
Number of channel-groupsin use: 0
Number of aggregators: 0

Group Port-channel Protocol Ports
------ + + +

Router_1#

Router_2#show etherchannel summary
Flags: D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R-Layer3 S-Layer2
U-inuse f-failedto allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG
Number of channel-groupsin use: 0
Number of aggregators: 0

Group Port-channel Protocol Ports

+. + +.
1 t 1

Router_2#

3. AMYFDOMAC T RLAEGET—TILOESR

HSRP L—ZDAAYF DO MACT RLA FT—TILIC, HSRP M1{R4E MAC 7 RL AHB &K ¥
BADIVRNUNFEETHDCEZHIBLET, I—F LT showstandby N> RERKITIT S ER
HMAC 7 RLANRIRENET, showinterface X RERKITITDEYEBIANRRENE
T, RICHABIERLET,

Router_1#show standby
Vlan10 - Group 110
Stateis Active
2 state changes, last state change 00:37:03
Virtual 1P addressis 192.168.10.100
Active virtual MAC addressis 0000.0c07.ac6e (MAC In Usg)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.768 secs
Preemption enabled



Active router islocal
Standby router is 192.168.10.2, priority 109 (expiresin 10.368 sec)
Priority 110 (configured 110)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanil - Group 111
Stateis Active
2 state changes, last state change 00:35:56
Virtual IP addressis 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.472 secs
Preemption enabled
Active router islocal
Standby router is 192.168.11.2, priority 109 (expiresin 8.336 sec)
Priority 110 (configured 110)
Group nameis "hsrp-VI111-111" (default)
FLAGS: 0/1

Router_1#show interfaces vlian 10
Vlan10 is up, line protocol isup , Autostate Enabled
Hardwareis Ethernet SVI, address is d4e8.801f.4846 (bia d4e8.801f.4846)
Internet addressis 192.168.10.1/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:01, output hang never
Last clearing of "show interface”" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, O packets/sec
5 minute output rate O bits/sec, O packets/sec
9258 packets input, 803066 bytes, 0 no buffer
Received 0 broadcasts (0 | P multicasts)
0 runts, 0 giants, O throttles
O input errors, 0 CRC, 0 frame, 0 overrun, O ignored
3034 packets output, 368908 bytes, 0 underruns
Output O broadcasts (0 1P multicasts)
0 output errors, 2 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out

L 2Switch_1#show mac address-table address 0000.0c07.ac6e
Mac Address Table

Vlan MacAddress Type Ports

10 0000.0c07.ac6e  DYNAMIC Gi1/0/13
Total Mac Addresses for this criterion: 1

L2Switch_1#show mac address-table address 0000.0c07.ac6f
Mac Address Table




Vlan MacAddress  Type Ports

Total Mac Addresses for thiscriterion: 1

IVRNIFENKSVOKBTI-O2JEN2 D 2B IZDEHIC, CAMI—J2T 844
ZFTIVIOLTLKEEY, COREAN, STPEEBEICREENTVSE, DEWTFTFILKT
15MERUTHDHERF. RYRNIT—TJRICSTPIIL—FHARELTVDAREMENE<BEYET
o ANV RENBIZFETRT,

L2Switch_1#show mac address-table aging-time vlan 10
Global Aging Time: 300
Vlan Aging Time

L2Switch_1#show mac address-table aging-time vlan 11
Global Aging Time: 300
Vlan Aging Time

C. YIIEE D H=HuE D FERE

HSRP I —T7 A TERDOIN—EZNTIOTATICBE2EBE. CThoDI—2TEfEd HSRP E
THS5Dhelo/NTY hZ2EENICEZELBLSLZYET, WEEBOBEICL>T, E7ED K
STAVIDEENBENAN BTSN, COF AN RETEIHEEN HYET, HSRPDO KT
TN21—FT 1420 %T5BICIE. HSRPETHEOYMEBNAEREMELE IP 0EGEMERREL TLE
TV, EHMEEETSICE, showstandby IN > RERITLET., FUF L F—20OHIER
DEHBVYTT,

Router_1#show standby
Vlan10 - Group 110
Stateis Active
2 state changes, last state change 00:54:03
Virtual |P addressis 192.168.10.100
Active virtual MAC addressis 0000.0c07.ac6e (MAC In Usg)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.848 secs
Preemption enabled
Activerouter islocal
Standby router is unknown
Priority 110 (configured 110)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
Stateis Active



2 state changes, last state change 00:52:56
Virtual IP addressis 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.512 secs
Preemption enabled
Active router islocal
Standby router is unknown
Priority 110 (configured 110)
Group nameis"hsrp-VI111-111" (default)
FLAGS: 0/1

Router_2#show standby
Vlan10 - Group 110
Stateis Init (interface down)
2 state changes, last state change 00:00:42
Virtual 1P addressis 192.168.10.100
Active virtual MAC addressis unknown (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Preemption disabled
Active router is unknown
Standby router is unknown
Priority 109 (configured 109)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
Stateis Init (interface down)
2 state changes, last state change 00:00:36
Virtual |P addressis 192.168.11.100
Active virtual MAC addressis unknown (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Preemption disabled
Active router is unknown
Standby router is unknown
Priority 109 (configured 109)
Group nameis "hsrp-VI111-111" (default)
FLAGS: 0/1

1LAVER=—TIAADAT—RADFIVY

AVB—TIAAZHBLET, ADBFDELSIZ, HSRP ABREET A TVWR A2 Z—T I /4 AN

FAXT up/up THBD_EEERELET

Router_1#show ip interface brief

Interface IP-Address  OK? Method Status Protocol
Vlanl 192.168.1.1 YES manua up up
Vlan10 192.168.10.1 YES manua up up
Vlanll 192.168.11.1 YES manua up up

Router_2#show ip interface brief
Interface IP-Address OK? Method Status Protocol



Vlanl 192.168.1.2 YES manual up up
Vlan10 192.168.10.2 YES manua administratively down down
Vlianll 192.168.11.2 YES manua administratively down down

AR—TIAAOVTNHOHIEEL down/down EBZ2TVWBEEEF. TOI—XTEHREE—R
CAW, A2 —T7IAABENOIY R noshutdown Z2FITLET, T2 L F—2OHIFRX
DEHBVY)TT,

Router_2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router_2(config)#interface vlan 10

Router_2(config-if)#no shutdown

Router_2(config-if)#end

Router_2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router_2(config)#interface vian 11

Router_2(config-if)#no shutdown

Router_2(config-if)#end

Router_2#show ip interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.2 YES manua up up
Vlan10 192.168.10.2 YES manua up down
Vlianll 192.168.11.2 YES manua up up

AR—=TIAAOVTND D down/down % 213 up/down DIJBEIE, MSHADA 2 EZ—T T4 AL
EBRANZERIOTZHRELET, CiscolOSYTIRNITIT R—ADAAYFTlk, UDIHK
up/down JREEICBED ERXRDAY E—IHNRRENET,

%LINK-3-UPDOWN: Interface "interface", changed state to up
%LINK-3-UPDOWN: Interface "interface", changed state to down

Router_1l#show log

3d04h: %STANDBY-6-STATECHANGE: Standby: 0: VlanlO state Active-> Speak

3d04h: %LINK-5-CHANGED: Interface Vl1anlO, changed state to down

3d04h: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl0, changed state to down

HSRP E7RBICHS., R—K, =TI, RSN TOMOT/INA AZBRELET, Y
AEhTVWEY), EENFMBAEYLTVBREDREEWVWD, BYBRLD D IONFKbnD A 2—7
IAARBEWVWD, BYBERATOT—TIHFEREATVE L, COFIOXSIC, 1F2—TI
AACIT—HFBVWAFIVILET,

Router_2#show interface vian 10
Vlan10 is down, line protocol is down , Autostate Enabled
Hardwareis Ethernet SVI, address is 1880.90d8.5946 (bia 1880.90d8.5946)



Internet addressis 192.168.10.2/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:10, output 00:00:08, output hang never
Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Qutput queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
1243 packets input, 87214 bytes, 0 no buffer
Received 0 broadcasts (O | P multicasts)
0 runts, 0 giants, O throttles
O input errors, 0 CRC, 0 frame, 0 overrun, O ignored
23 packets output, 1628 bytes, 0 underruns
Output O broadcasts (0 1P multicasts)
0 output errors, 2 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out

2 VVOBEBLTR—NIT—

AAYFR=—RTOVVIEERTOMHOIZ—HFRELTVEVWAZFIVILET, RO
N RZR{TL, HOZEBEBLET,

+ show logging
+ show interfaces <4 > X—7 I 4 A> counters

» show interfaces <interface> A7—2X A

ChSDORY REF, A4V FEMOT/NA AOEOEGECEEN BZVA ZHETDOICRKRIL
5%&7,

') DA up/down IRETE, RDOXY E—JRBEETT,

L2Switch_1#show logging
Syslog logging: enabled (0O messages dropped, 5 messages rate-limited, O flushes, 0 overruns, xml disabled, filtering disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: level informational, 319 messages logged, xml disabled,
filtering disabled
Monitor logging: level debugging, 0 messages logged, xml disabled,



filtering disabled

Buffer logging: level debugging, 467 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

File logging: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 327 message lines logged
Logging Source-Interface:. VRF Name:

Log Buffer (10000 bytes):

*Jul 26 17:52:07.526: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to up

*Jul 26 17:52:09.747: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to down

*Jul 26 17:57:11.716: %SPANTREE-7-RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307.
*Jul 26 17:57:11.716: %SPANTREE-7-BLOCK_PORT_TY PE: Blocking GigabitEthernet1/0/16 on VLANO307. Inconsistent port type.

*Jul 26 17:57:13.583: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up

*Jul 26 17:57:16.237: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to down

*Jul 26 18:02:16.481: %SPANTREE-7-RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307.
*Jul 26 18:02:16.481: %SPANTREE-7-BLOCK_PORT_TY PE: Blocking GigabitEthernet1/0/16 on VLANO307. Inconsistent port type.

*Jul 26 18:02:18.367: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up

*Jul 26 18:02:20.561: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to down

R—BMO—MEE2EZHEIETSICIE. show interfaces <interface> status 1N > RZHITL E
To DL TF—R2OBIFXDEBY)TT,

L2Switch_1#show interfaces gigabitEthernet 1/0/13 status

Port  Name Status  Vlan  Duplex Speed Type
Gil/0/13 connected trunk  afull a1000 10/100/1000BaseT X

AR =TI A ADAT—R AN connected, notconnect, & lderrdisabledWVTNTH S H &
U ET, REN notconnect DTS, MBITT—T N ZLRAFTFIATVR L EZBRELET, B
P —TINERAENTVWIAERLET, READ errdisable DFEF. WUV NFBEOTL
Z—Z2RLTVERWA ZEFELET, F#MlIE. TCiscolOS7TZ Y k7 # — /AT Derrdisable7R—
NREQOEE, ZZRBL TEEL,

R—KRHFEDVLAN ICREETNTVBLFANE T, EHRENTVASHEFAERELU VLAN ICREE
NTWBCEREERLET, VVINRNTUIILBBESICERETNTVWEHEE. NZ200
ﬁﬁ -Cl_.IL/ VLAN (r-—{K RENBDEDICBEL>TVSHh%Z ﬁEwuL/gEj-o

BEEZET—ROBEEZFANET, REN a- THE>TVWRHEE, TOR—MNEIEEEZETE
—I\EZI'—I\?j/I—I\'d'éaﬁfiL&?T\,\i‘d'o ThEADEE, XY RND—DUEEEICK
THRENBHICERENATVET, VDIDOEEEZEET— R%: ;"i'd'%)i%ALLd:\ V20 Mm
ﬁlﬁﬁfaﬁii—ﬁéﬁ%%%b‘aﬂ)iﬁo —FDARAYF R—RHFA—rZIZI—->32ICRK
EENTVREE, UDIDES—AEAFA—RROAII-2aVIIRETIHLEN B ET, —
FORAFFENEELEZEET—RICN—RI-—REATVRHEEE. €5 —FOAEEKIC/\—
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RIO—RENTVRBENH)ET, —HFORZ/N—RI—RL, £5-F0flEex—rxId>
I-RMOFFRIILTHKE, A—MRIZI—232 J7O0EAGHLEELZFET,

<#root>

L2Switch_1#show interfaces gil/0/13 counters errors Port Align-Err FCS-Err Xmit-Err Rev-Err UnderSize OutDiscards Gil/0/13
0000O00O
Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Gil/0/13

0000O0O

Align-Erry FCS-Err, EHIE Runts A REICREL TVWEWHAZFRAXNET, ChslE, R—ME&iE
BETNAAEDETRERELEZET—RAN—HLTVWEWVWIEZRLET, COIS—0OMEHEIC
. BEOR—NOREELZEE—ROBREZZEL TLKEEL,

R—=KARSTAVIDZFELETOTVD L EZBETBICIE, showmac IX > RERT
LET, milEoutdlid, BENDR—NTEZEFEENLEIZF Y AN YILFFY¥AN, BLUVT
A—RFF¥ARNTY ROBZRLTVET, REODITOHIRE, BEEIALZNTY NEX
ONENTY RO, BRTEETNSONTY RFBERNS 74V IERERNZ 714000 T N
D—ZTH 2N RENTWVWET, Lrn-Discrd, In-Lost, B KD Out-Lost &~ 5y 7 » 4 T4 R FT
FoTEEFTLRIEIIRANYy bOdE ATy P LES -

L2Swi tch_1#show interfaces gi1/0/13 counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/0/13 304933333 1180453 1082538 14978

Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gil/0/13 282752538 276716 824562 588960

3. IP it o RERR

IP #ZHiZHRELET. EEMITShIEIL—FHS)E—BMHSRPF/N1 AICIP pingZHITL T
T, BENGERGEOEARFGNE, ChICK>THASHIZEY FT, R ping FERATEZD
& enable E—RTEFTT, ON REDHlIEZETET,

Router_1#show run interface vlan 10
Building configuration...

Current configuration : 141 bytes

!

interface VIan10

ip address 192.168.10.1 255.255.255.0
standby 110 ip 192.168.10.100



standby 110 priority 110
standby 110 preempt
end

Router_2#show run interface vlan 10
Building configuration...

Current configuration : 120 bytes

|

interface VIan10

ip address 192.168.10.2 255.255.255.0
standby 110 ip 192.168.10.100
standby 110 priority 109

end

Router_1#ping 192.168.10.2 repeat 1500
Type escape seguence to abort.

Sending 1500, 100-byte ICMP Echos to 192.168.10.2, timeout is 2 seconds:
T

Successrate is 100 percent (1500/1500), round-trip minfavg/max = 1/2/9 ms

B HSRP IL—ZLSETICHL Tping ZFRITL., BEREOEEOHSEMERELE T,
A BFEUIODFIVY

AAYFICHSRPETENOEOREFRAI INFBVHAZFIVILET, BARUINKET
0. A=A FNAAF V2 OZBUTEBLERNTZ 74V VRBEFNAATERFE NS
CELMDDHST, BETFNAANREBLERNS 71498 FOO—NI FNAATRZEESNE
WBATT, COBAEEIE, UniDirectional Link Detection ( UDLD; B 5@ > I%HE ) 7oL v
7 E-REFENRTVWET, UDLD A ATREADIE, FEHROMIK T OBEN T R—hEhTVS
BAEKEFITT, UDLDT7ILY>T7 E—RE L2 TEMEL, UDINEREICEREATVIHE
SH. BRERNT 714V I BEUBBEET/NA ABTRNEEICRENTVWAAZHITLE T, RIC



O REDBIZRLET,

N ROUYYICBE LT, UDLDEEDEREBEEFTVET. chid. BREhTLD
TSYRTA—LICEK2TERYET,

UDLDA'EATERWVWBERICEFEMY Y VOBEICRIUDES1D2OFTS 3 IF, Cisco
Discovery Protocol(CDP)& 9§25 5% T9, COP 2BMICITBHE&TE, BAMUIDOEE
ZRETEERT, VIOFRAIEGTHIETNA AZRBTERHER. N1 AZERLTVL
2T—7INERBL, A VEF—T I/ AN HELTVAEVWVAEFIVILET,

Router_1#show cdp

Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds
Sending CDPv2 advertisementsis enabled

Router_1#show cdp neighbors gi1/0/1 detail

Device ID: L2Switch_1.cisco.com
Entry address(es):

IP address: 192.168.70.1

IPv6 address; 2001:420:140E:2101::1 (global unicast)

IPv6 address. FE80::2FE:C8FF.:FED3:86C7 (link-local)
Platform: cisco WS-C3650-12X48UR, Capabilities: Router Switch IGMP
Interface: GigabitEthernet1/0/1, Port ID (outgoing port): GigabitEthernet1/0/13
Holdtime: 173 sec

Version:

Cisco |0S Software [Dendi], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.3.8, RELEASE SOFTWARE (fc3)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Wed 13-Feb-19 03:00 by mcpre

advertisement version: 2
VTP Management Domain: 'CALOnet'
Native VLAN: 1
Duplex: full
Management address(es):
IP address: 192.168.70.1
Spare Pair PoE: Y es, Spare Pair Detection Required: No
Spare Pair PD Config: Disable, Spare Pair PSE Operational: No

Total cdp entries displayed : 1

5 MEBREODNZ TN 1—FT42JICBTRZOMOITTLURA
RDORFIXRNEZZRLTLSEZ W,

« {—HZY K~ 10/100/1000 Mbps ¥ =B/ —BHHFAST—3aOBREERSTTILY
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1—FT142Y

Cisco I0S 7S5 v N 7 #— A T® Errdisable R— MNREEDQ EIE

» Troubleshooting Cisco Catalyst Switches to NIC Compatibility Issues ( Cisco Catalyst A A
YFENCEDERMICBEIRIEBEONS TN I1—FT142T) |

Cisco Catalyst A4 Y F& NIC E DERMICETEDIEEORNT /N2 1—F142090 "F—
XV TITT5—IcO2\WT, o3>

c RITNA—F AT ALYV F R BROPAVR—T I ADEE

D.LA4¥ 3HSRP F/\v 7

HSRPIREED ZL A EEICE ZBF A, L—F THSRP debugdAN > R (A ZX—TI)E—R

) EFEAL T, HSRPOTITAET A ZERLET. COBRE. EOLKSEHSRP AT Y ~
AFIL—BTHESEENTVIH ERRBIDLTRISET, YAAFTI-HIL YR—KTH—E
AVIOTIANEZERTZHERE. CORHRERELET, /Ny ITHAICIE, HSRPRAEICEET
ZIEMEEEIC, FHMA HSRP hello N7 Y ROTHI Y RERRENET,

1. BE HSRP /Ny J

Cisco IOST&. debug standbydX > RZFEAL T, HSRPFNNY JHEZEMICLET, D
BRiE. BENMGEHNT, RENFNrVPBOA O R—TIAAEFICRARSBIFEICRIEERT,
ZOFNYFIC&2T, BED HSRP L—2/ —EOMIT HSRP hello /N7 ¥ NERZEELT
WBHLESHDIDAYET, L—FD hello/NTY RHFZELBEVBEAK, E7H helo/NT Y ~
ZEELTVEVS, FEERYRND=I9FNTY REREZELTVIHIDESSHNHBEIENE
CB

ONVR =]
debug standby|HSRP 7/\Y J &2 BT %

O REDBIZHETRT,

Router_1#debug standby

HSRP debugging is on

Jul 29 16:12:16.889: HSRP: VI10 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:12:16.996: HSRP: VI11 Grp 111 Hello in 192.168.11.2 Standby pri 109 vIP 192.168.11.100
Jul 29 16:12:17.183: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100
Jul 29 16:12:17.366: HSRP: VI11 Grp 111 Hello out 192.168.11.1 Active pri 110 vIP 192.168.11.100
Jul 29 16:12:18.736: HSRP: V110 Interface adv in, Passive, active O, passive 1, from 192.168.10.2

Jul 29 16:12:19.622: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100

2. &MAFE HSRP NV 4 ( RZVINA FL—7"% VLAN ICES< H A0 #IR )

CiscolOS Y7 hIxTF7 UU—RA12.03) TRHRTF/NY TRHEANEAEhIZZO, 1 R2—T 14
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AN R B
FINY J S&pstandby <A X —T T A |FIL—7 (0 ~ 255) IZXF B HSRP &MEFE F/\Y
A><TI)N—=7"> TJaEAZ—TIILTS

interface &, HSRP ZHR—KNTERZBXMBA UV RX—T IAATHBIVENHET, group IC

&, 025 255 DEBZEDITIN—TZEETEET.,. FELBWIIL—TICFNYIT&HGZRET
BEETEFRT, ik, HILLWIIIL—TOHHBILFOTNY TZMETHENABET

To TNYITHIEERTDEHICIE, debug standby ZEMICL THELKBENHWET, AX

DI FNYTRBENBEELBEVEESRE, IXTOA U EZ—TIA ALILHZIXNTOTIL—T
WCOVWTTFNY THANERENET, REZVNA FNYITEKHEN 1 DU LEEETZHEERE. T
RNKTCODAZUNA FNYTRHEICHLT, AZNA FNYTOEIN T ARV TENET
o ANV RENBIZZETET,

Router_l#debug condition standby vlan 10 110

Condition 1 set

Router_1#

Jul 29 16:16:20.284: V110 HSRP110 Debug: Condition 1, hsrp V110 HSRP110 triggered, count 1
Router_1#debug standby

HSRP debugging is on

Router_1#

Jul 29 16:16:44.797: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:16:45.381: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100
Jul 29 16:16:47.231: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:16:48.248: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100

3. #L5R HSRP 7/\v &

CiscolOS Y7 RhITF U)—RX121(1) Tlk, IR HSRP NV I EBEAEThEL Ik, BAK
BHRERODFTHEES KRS, #R HSRP FNNY I TRREHHE helo XY E2—20 /4 AN HIRE
n3FEH, REICHEIZBEHRNIEMENETT., COBHRIE, —ERAVITIANEERTZES
CIVAODTFIZHALYR—RNOIVS T EHEEREZTSBICEBICRIEET,

IXZR =Ry
debug standby HSRP O L7 —, ARV, BRENTY
NEIXTKRTRTS
debug standby errors HSRP IS—%%XTR~95

debug standby events [[all] | [hsrp | redundancy |
track]] [detail]

debug standby packets [[all | terse] | [advertise |
coup | hello | resign]] [detail]

HSRP /1 RV N ERTRT S

HSRP NTY NZ2RTRT D

HSRPIZ—, ARV K, 8LTNT Y B
NHEHEAPRSNAhTVD

debug standby terse




AR RN ZHET R,

Router_2#debug standby terse

HSRP:

HSRP Errors debugging ison
HSRP Events debugging is on

(protocol, neighbor, redundancy, track, ha, arp, interface)
HSRP Packets debugging ison

(Coup, Resign)
Router_2#

*Jul 29 16:49:35.416:
*Jul 29 16:49:35.416:
*Jul 29 16:49:35.416:
*Jul 29 16:49:35.416:
*Jul 29 16:49:35.417:
*Jul 29 16:49:35.417:
*Jul 29 16:49:35.417:
*Jul 29 16:49:35.418:
*Jul 29 16:49:35.418:
*Jul 29 16:49:35.418:
*Jul 29 16:49:35.419:
*Jul 29 16:49:35.420:
*Jul 29 16:49:35.421.
*Jul 29 16:49:38.422:

HSRP: V110 Grp 110 Resign in 192.168.10.1 Active pri 110 vIP 192.168.10.100
HSRP: V110 Grp 110 Standby: i/Resign rcvd (110/192.168.10.1)

HSRP: VI10 Grp 110 Activerouter islocal, was 192.168.10.1

HSRP: V110 Nbr 192.168.10.1 no longer active for group 110 (Standby)
HSRP: VI10 Nbr 192.168.10.1 Was active or standby - start passive holddown
HSRP: VI10 Grp 110 Standby router is unknown, was local

HSRP: VI10 Grp 110 Standby -> Active

%HSRP-5-STATECHANGE: Vlan10 Grp 110 state Standby -> Active
HSRP: Peer not present

HSRP: V110 Grp 110 Redundancy "hsrp-V110-110" state Standby -> Active
HSRP: V110 Grp 110 Added 192.168.10.100 to ARP (0000.0c07.ac6e)

HSRP: V110 IP Redundancy "hsrp-V110-110" standby, local -> unknown
HSRP: V110 IP Redundancy "hsrp-V110-110" update, Standby -> Active
HSRP: V110 IP Redundancy "hsrp-V110-110" update, Active -> Active

COFNYTHAZETANRITIBIEH, A2R2—TIAAX HSRP J)IL—TIC LB &M
ETNYTZFERATERT,

N R EL:)

debug condition interface interface

A2B—TIAADFRUENETNY T 28N
93

_7°>

TINY T ZRstandby <A > RX—T T4 A><T)

HSRP ORH¥FETFNY T2BMICTS

COBITE, L—2HBFEDO HSRP -T2 ML TVET,

Rotuer_2#debug condition standby vlian 10 110

Condition 1 set

Router_2#debug condition interface gigabitEthernet 1/0/1 vlan-id 10

Condition 2 set

Router_2#debug standby
HSRP debugging is on

Router_2#

*Jul 29 16:54:12.496:
*Jul 29 16:54:15.122:
*Jul 29 16:54:17.737:
*Jul 29 16:54:18.880:
*Jul 29 16:54:20.316:
*Jul 29 16:54:20.322:
*Jul 29 16:54:20.323:

HSRP: VI10 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100
HSRP: V110 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100
HSRP: V110 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100
HSRP: V110 Nbr 192.168.10.1 is passive

HSRP: V110 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100
HSRP: V110 Grp 110 Coup in 192.168.10.1 Listen pri 110 vIP 192.168.10.100
HSRP: V110 Grp 110 Active: j/Coup rcvd from higher pri router (110/192.168.10.1)




*Jul 29 16:54:20.323:
*Jul 29 16:54:20.323:
*Jul 29 16:54:20.324:
*Jul 29 16:54:20.324:
*Jul 29 16:54:20.325:
*Jul 29 16:54:20.325:
*Jul 29 16:54:20.325:
*Jul 29 16:54:20.326:
*Jul 29 16:54:20.326:
*Jul 29 16:54:20.327:
*Jul 29 16:54:20.328:
*Jul 29 16:54:20.328:
*Jul 29 16:54:23.104:
*Jul 29 16:54:23.226:
*Jul 29 16:54:25.825:
*Jul 29 16:54:25.952:
*Jul 29 16:54:28.427.
*Jul 29 16:54:28.772:
*Jul 29 16:54:30.727:
*Jul 29 16:54:30.727:
*Jul 29 16:54:30.727:
*Jul 29 16:54:30.727:
*Jul 29 16:54:30.728:
*Jul 29 16:54:30.728:
*Jul 29 16:54:30.728:
*Jul 29 16:54:31.082:
*Jul 29 16:54:33.459:
*Jul 29 16:54:33.811:
*Jul 29 16:54:36.344:
*Jul 29 16:54:36.378:
*Jul 29 16:54:38.856:
*Jul 29 16:54:38.876:
*Jul 29 16:54:41.688:
*Jul 29 16:54:41.717:

HSRP: V110 Grp 110 Activerouter is 192.168.10.1, was local

HSRP: V110 Nbr 192.168.10.1 is no longer passive

HSRP: V110 Nbr 192.168.10.1 active for group 110

HSRP: V110 Grp 110 Active -> Speak

%HSRP-5-STATECHANGE: VIan10 Grp 110 state Active -> Speak

HSRP: Peer not present

HSRP: V110 Grp 110 Redundancy "hsrp-V110-110" state Active -> Speak
HSRP: VI10 Grp 110 Removed 192.168.10.100 from ARP

HSRP: VI10 Grp 110 Deactivating MAC 0000.0c07.ac6e

HSRP: VI10 Grp 110 Removing 0000.0c07.ac6e from MAC address filter

HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello

out 192.168.10.2 Speak pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Speak pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Speak pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Speak pri 109 vIP 192.168.10.100

HSRP: VI10 Grp 110 Speak: d/Standby timer expired (unknown)
HSRP: V110 Grp 110 Standby router is local

HSRP: V110 Grp 110 Speak -> Standby

%HSRP-5-STATECHANGE: Vlan10 Grp 110 state Speak -> Standby

HSRP: Peer not present

HSRP: V110 Grp 110 Redundancy "hsrp-V110-110" state Speak -> Standby

HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello

out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
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BIBDBENHYNVET, EORAYTFNIL—NTVYDTHY, A4V FLEOEDR—IHFTO
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ZRALET, SRAAYTFH. L—RTUYDRECLHDERBLTVBAICERELE T, &
2. ROZAIN—DEICEZEELET,

* Root Max Age
* Hello¥ A1 &
* i

COBEW/INTESET S I(CIEshow spanning-tree ANV RERITLET. F7AILRNTR,
OIAXR Y RIFIXNTOVLANICEBTBEHRERRLET, L, OV RZFEAL TVLANES
ZEETDE, HOVLANBERZ 7 1IN EZVTTBEETEXRT, COFERIE. STPREAED
RTINS A—FA2TETSBICHBEICRICAIBET,

show spanning-treeMH D IZRREND, CNESD3D2NEAI—., I—KRT UV DhsRHE
hET, ChoNEAI—F, BEOTVYDICERETNTVWREZAN—E—HBIZDHEEHY)
FthA. LAL, CORSMYFHASHBIBEATIL—N TVIYDICBDIELSBHERE. Chsoxq
N=HFIL—KN TV DE—FBLTWBREEZBABLTILKEETV, RAX—NI—KNTVyvDE&—
BLTWRE, " EMFfEFENEENBSICBYET, T, B2 EZAN—ZF O DA(YTF
CEK2TRY RND—IONBBEDLDNBIENFLEENET,

N E RYRNTI—IHEREU L IFBRAES A CEERL. BIEFXNTOVLANTSTPE
BEMILTLEEW, ¥TEXY NJ—STSTP 2AMCTHE, BEAFBLEENET.
ALY FESLRRAYFENT BTV, B TYEBIL—THFEREhEBEEICEE
FRETDBANBYET, STP IBEOHBEETIY S H b B B/UEET,
STP AAMIC LR, 2Y NT—SHOBASHDEEICEENECEEEE. VS
HARERBEEOREN 52 TR SN ET.

show spanning-tree 1Y > ROH A HIZRICRLET,

L2Switch_1#show spanning-tree vlan 10

VLANOO010
Spanning tree enabled protocol rstp
Root ID  Priority 32778
Address  00fe.c8d3.8680
This bridge is the root
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 00fe.c8d3.8680
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type

Gil/o/3 DesgFWD4 1283 P2p
Gi1/0/10 DesgFWD 4  128.10 P2p Edge
Givor11 DesgFWD4 12811 P2p

Gi1/0/13 Desg FWD 4 128.13 P2p



Gil/0/14 Desg FWD 4 128.14 P2p

Gil/0/15 DesgFWD4 12815 P2p
Gi1/0/16 DesgFWD4 12816 P2p
Gi1/0/35 DesgFWD 4 12835 P2p

L2Switch_1#show spanning-tree vian 11

VLANOO11
Spanning tree enabled protocol rstp
Root ID  Priority 32779
Address 00fe.c8d3.8680
This bridge is the root
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32779 (priority 32768 sys-id-ext 11)
Address  00fe.c8d3.8680
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type

Gil/o/3 DesgFWD4 1283 P2p
Gi1/0/10 DesgFWD 4  128.10 P2p Edge
Givo/11 DesgFWD 4 12811 P2p
Gi1/0/13 DesgFWD 4 12813 P2p
Gil/o/14 DesgFWD 4 12814 P2p
Gil0/15 DesyFWD 4 12815 P2p
Gi1/0/16 DesyFWD 4 12816 P2p
Gil/0/35 DesyFWD 4 12835 P2p

AA Y FL2Switch_1(FVLAN 10EVLAN 11D )L — K TT,
2. ANZ2 T V)= )L—TRE&
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N 2AYFTR. INFFTARNTL—ALELTESEEMBSTPTU Y S 7O RNILT
—2I1ZY NBPDU)EATYRENET, R—KNTR, STP7AOYF U ITREICE>TE
. BlEHZE STPBPDU WRiEZEEThEd,

Router_2#show interfaces gi1/0/1 controller
GigabitEthernet1/0/1 is up, line protocol is up (connected)
Hardware is Gigabit Ethernet, address is 1880.90d8.5901 (bia 1880.90d8.5901)
Description: PNP STARTUP VLAN
MTU 1500 bytes, BW 1000000 Kbhit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 1000Mb/s, media type is 10/100/1000BaseTX
input flow-control is on, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:04, output hang never
Last clearing of "show interface”" counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops. O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 33000 bits/sec, 31 packets/sec
5 minute output rate 116000 bits/sec, 33 packets/sec
9641686 packets input, 1477317083 bytes, 0 no buffer
Received 1913802 broadcasts (1151766 multicasts)
0 runts, 0 giants, O throttles
Oinput errors, 0 CRC, 0 frame, 0 overrun, O ignored
0 watchdog, 1151766 multicast, 0 pause input
0 input packets with dribble condition detected
10702696 packets output, 4241534645 bytes, O underruns
Output 3432 broadcasts (0 multicasts)
0 output errors, O collisions, 2 interface resets
9582 unknown protocol drops
0 babbles, 0 late collision, O deferred
O lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out

0 Cos 7 Pause frames
0 Oam frames

Transmit GigabitEthernet1/0/1 Receive
4241534645 Tota bytes 1477317083 Tota bytes
10562003 Unicast frames 7727884 Unicast frames
4229489212 Unicast bytes 1291270617 Unicast bytes
137261 Multicast frames 1151766 Multicast frames
11812065 Multicast bytes 91096867 Multicast bytes
3432 Broadcast frames 762036 Broadcast frames
233368 Broadcast bytes 94949599 Broadcast bytes
0 System FCS error frames 0 IpgViolation frames
0 MacUnderrun frames 0 MacOverrun frames
0 Pause frames 0 Pause frames
0 Cos 0 Pause frames 0 Cos 0 Pause frames
0 Cos 1 Pause frames 0 Cos 1 Pause frames
0 Cos 2 Pause frames 0 Cos 2 Pause frames
0 Cos 3 Pause frames 0 Cos 3 Pause frames
0 Cos 4 Pause frames 0 Cos 4 Pause frames
0 Cos 5 Pause frames 0 Cos 5 Pause frames
0 Cos 6 Pause frames 0 Cos 6 Pause frames

0 Cos 7 Pause frames

0 OamProcessed frames



0 Oam frames 0 OamDropped frames
38144 Minimum size frames 4165201 Minimum size frames
4910833 65 to 127 byte frames 3126489 65 to 127 byte frames
1237675 128 to 255 byte frames 750243 128 to 255 byte frames
1029126 256 to 511 byte frames 1279281 256 to 511 byte frames
2205966 512 to 1023 byte frames 103668 512 to 1023 byte frames
1280952 1024 to 1518 byte frames 205229 1024 to 1518 byte frames
0 1519 to 2047 byte frames 11575 1519 to 2047 byte frames

0 2048 to 4095 byte frames 0 2048 to 4095 byte frames

0 4096 to 8191 byte frames 0 4096 to 8191 byte frames
08192 to 16383 byte frames 08192 to 16383 byte frames
0 16384 to 32767 byte frame 016384 to 32767 byte frame
0 > 32768 byte frames 0 > 32768 byte frames

0 Late collision frames 0 Symbol Err frames

0 Excess Defer frames 0 Collision fragments

0 Good (1 coll) frames 0 VaidUnderSize frames

0 Good (>1 coll) frames 0 InvalidOverSize frames

0 Deferred frames 0 ValidOverSize frames

0 Gold frames dropped 0 FcsErr frames

0 Gold frames truncated

0 Gold frames successful
01 collision frames

0 2 collision frames

0 3 collision frames

04 collision frames

05 collision frames

0 6 collision frames

07 collision frames

0 8 collision frames

09 collision frames
010 collision frames
011 collision frames
012 collision frames
013 collision frames

0 14 collision frames
015 collision frames

0 Excess collision frames

LAST UPDATE 2384 msecs AGO

3. NROPEEBEA

STPEIEOZMICEELZE 512NN KA, show spanning-tree detail 1N > RTF, <M
Y~ RiE, Topology Change Notification ( TCN; NZAROZEEBEH ) XAV E—J 2 REBETE
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71 v <&, Topology Change Acknowledgement ( TCA; RO EEHBERLE ) EWVWSES 1
DOHBE BPDU ZIXTOR—RMASEHLET, L—KNTJUYDRFOAVTa4F1L -3
~YBPDUIZCTCNEY RERELE T, ChiZ&lY, IXTOFIL—K TUYZREED MAC
TFRLRAT=TIOI—-S20T BARX—2A74F1L—232 STPEAEBEICERELET
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COBBEEYVDTBICE, FEVLANOIL—RTUYDIZTIEAL, A4 Y FHAERE LR
— M IZ% LU Tshow spanning-tree <interface> detail 1N > RZ31TL £9, last change
occurred L NUIZ, RBOTCNAZEENEBZIANr RRENET, CORRTIE., TCN 2ZF
LTHASEHEABRBLBETCVWSED, EOFNA AN STPIL—TOEREKRSD TCN Z2F1TL
EAEHA Y EB A, Number of topology changesT RUA S, HELETCNOFZHBTE X
T STPIL—T0OB., COAITRFE 19 EICEBDPENDAEMENHY) ET, FHEME,
Spanning Tree Protocol Problems and Related Design Considerations ( A/N_>FY )— 7Ok

NORSTINA=—FAVTERGFIOEREBE ) ) ZZRL T LTV,

ZTDEDL. ROXDSBRIDBEHBIHYET,
- BIEI® TCN MR— K
- BIE® TCN OB
- WED TCN O

AR REDFIZETRT,

L2Switch_1#show spanning-tree vlan 10 detail

VLANOO10 is executing the rstp compatible Spanning Tree protocol

Bridge Identifier has priority 32768, sysid 10, address 00fe.c8d3.8680

Configured hello time 2, max age 20, forward delay 15, transmit hold-count 6

We are the root of the spanning tree

Topology change flag not set, detected flag not set

Number of topology changes 8 last change occurred 03:21:48 ago
from GigabitEthernet1/0/35

Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15

Timers: hello 0, topology change O, notification 0, aging 300

Port 3 (GigabitEthernet1/0/3) of VLANOO10 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.3.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.3, designated path cost 0
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6066, received O

Port 10 (GigabitEthernet1/0/10) of VLANOO1O0 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.10.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.10, designated path cost O
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
The port isin the portfast mode by portfast trunk configuration
Link type is point-to-point by default
BPDU: sent 6063, received O

Port 11 (GigabitEthernet1/0/11) of VLANOO10 is designated forwarding
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Port path cost 4, Port priority 128, Port Identifier 128.11.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.11, designated path cost 0

Timers: message age 0, forward delay 0, hold O

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 6066, received O

Port 13 (GigabitEthernet1/0/13) of VLANOO10 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.13.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.13, designated path cost 0
Timers: message age 0, forward delay O, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6066, received 3

Port 14 (GigabitEthernet1/0/14) of VLANOO10 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.14.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.14, designated path cost 0
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link typeis point-to-point by default
BPDU: sent 6066, received 3

Port 15 (GigabitEthernet1/0/15) of VLANOO10 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.15.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.15, designated path cost O
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6067, received O

Port 16 (GigabitEthernet1/0/16) of VLANOO10 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.16.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.16, designated path cost 0
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6067, received O

Port 35 (GigabitEthernet1/0/35) of VLANOO1O0 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.35.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.35, designated path cost O
Timers: message age 0, forward delay O, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6067, received O
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L2Switch_1#show run interface TenGigabitEthernetl/1/5
Building configuration...

Current configuration : 279 bytes

|

interface TenGigabitEthernet/1/5
switchport trunk allowed vlian 300-309
switchport mode trunk

storm-control broadcast level 30.00
storm-control multicast level 30.00
storm-control unicast level 30.00
spanning-tree guard root

end
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L2Switch_1#show storm-control broadcast
Key: U - Unicast, B - Broadcast, M - Multicast
Interface Filter State Upper Lower Current Action Type

Tel/1/5 Forwarding 30.00% 30.00% 0.00% None B
Tel/1/7 Link Down 30.00%  30.00% 0.00% None B
Tel/1/8 Forwarding 10.00%  10.00%  0.00% None B

L2Switch_1#show storm-control multicast
Key: U - Unicast, B - Broadcast, M - Multicast
Interface Filter State Upper Lower Current Action Type

Tel/1/5 Forwarding 30.00%  30.00%  0.00% None M
Tel/U/7 Link Down 30.00% 30.00% 0.00% None M
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L2Switch_1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
L2Switch_1(config)#spanning-tree portfast bpduguard
L2Switch_1(config)#end
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