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CHORFIXAKRTI., WANRETRS 714y O kbnizAs, SD-WANIYZTROYTHER
ShEVEAIC., F—XEBRALTPRETZAEICODVWTHBLET,
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B

ROEBICEIRHANI DN #HEEIET,

- Cisco Software-Defined Wide Area Network(SD-WAN)
CHAHAKRNTY NF ¥ TF ¥ ElEvManage/NT Y RF ¥ TS F ¥
- Wireshark

- Microsoft Excel

ERAITDIAVR—FT b
CORFIXYNOBERE. ROYTZRTITEN—RIITON—DIAVIZETVTVET,

. C8000V/N\—>3>,17.03.04

- vManage/\—2 32/20.3.4

. Wireshark/\—>32/2.6.3
CORFIAIXNOBERIEF, BENDTAREICHDTNAAICESIVWTEREhELE, COR
FAXKNTERATEDZINTOFNA AR, DB (F72)N ) REORELSEBLTVET
o ABFEBHORY ND—IUTIE, BANVRICE>TRHAEMNIHIFEE +9BEREL TL
e\,



R

COREEBRIBDEDIC, CORFIXNTHBIDFIETE., FEORNZT 71V 0%
DiffServJ— RKRA > NDSCP)TY—V L TEHONT Y h2BR T2 52 RLET, CDIE
ERZBINTY MAY A =D SIPsecAY R —ICIE—c B8, DSCPEFERALTRNT 714v 9
EBEBATEET, BHONT Y RFBEBEEhES, 20OWANF Y IFYBTRS 71 v O &R
BL., REXDSHBEETCORNT T4V I %ERIDHEEZRLET,

CORNTZTNDA—FAVIT OV IRRTEDIZ. 200R—DIIL—2Y A N2FEALET,
BT, RICRTKRSIC, 10.0.0.104 510.0.2.10NDICMP ~Z 7 1 ¥ 7 A"100[E @ ping D 2
XNTEBENET, COFITREREHNEEAN, BREREITILOICBANIHDH5EE.
CORUNZ TN 1—F4VIFOZY O BERALET,

10.0.0.10 v . 192.168.23.149 192.168.28.240 10.0.2.10
N 8y,
LAY "4
cEdge1 cEdge3

NZTMN2a1-F42070tA
7O0tAOBE

1.WANETRL—RENB RS T4V IDBE, READODSCPEEFEALTRNS 71V 9%
I—F25F3ICk. POEAUANACL) (X-RERERA)S— ) FRETT, OF
Tld. DSCP27THERE hET,

2.8NZ T4V IONN—FT0cnde, BAERAKNTY NFYTFryHAERESH, EETIL—
REBENL—BDORNTAR—RNAER—TIAALEONTY NFFYTFrEahEd,

F.vManage/N\TY RF YT FAYEFERATEETITN, FT—FOLEREFESMBELERKT XA A
NHEER}SD T,

1. F Y7 F v HFEBENES, WireshartkTHRWTRRLULET,
2. Wireshark T 7 14 L2 ZEBAL T, ¥BRNTY NERRL, KBLET,
3. Microsoft Excelld, BEZBRTAEHICAKELZRF Y TFYICEAETILET,

BERORNZT7 1Y U %EDSCPTY—F2T9%

BllsDESIBTIEAVARNE, RETI—2 ( ZOHITIEcEdge! ) THREE N, RICRT LS
CIL—REEDSD-WANZBD DA R—T I AICHEATNET,

FA72320HNIREBERALT. RZ 714V IFBHEEBYICRIS—CEYNTR &R



#LET, <hik. show sdwan policy access-list-counters 1Y > R CHRETE LT,

policy

access-1list mark_dscp_27
sequence 10

mat ch

source-ip 10.0.0.10/32
destination-ip 10.0.2.10/32
|

action accept

count MARK DSCP_27 COUNT (optional counter to verify packets that hit the policy)
set

dscp 27

|

|

1

defaul t-action accept

sdwan
interface G gabitEthernet3
access-list mark_dscp_27 in

HAARBEY TSFYICEKRBDRNTTAVYIDOFYTF¥

FEWANZBBTAESHUNTY NEF ¥ 7F ¥ F5K5ICCisco IOS XETIEHIAHK/NT ¥
R¥EY7FYABETDHEICDOVTIE. TCisco I0OSEH & UCisco I0S XEDE HIAHK /N
YRFYTTFYOREH, ICBBILTSEETL,

FEPCOL—NHIFRA1000 PPSEEZ D AEEMN HBD -, WANLEDEPCEZHFIRT S I
FACLZFHTAUENHYET,

Bl

COPITR. RZTAYIREBRASHEENDFTEATHOHF IV IEND -, ACLIF
cEdge1&cEdge3 TRREENE T,

FEWANIPP RLAR, F¥T7F+Y+EZTAINEZIVVITTREOICEREhET, RFT1Y
IHBEINAZHRETDLEOICEATEDIRBOELIN B, ACL7ANLRICHLTELWV
WAN IPEZHETEEXT., COHIOEKICEATES IV RiE. show sdwan app-fwd
cflowd flows# & U'show sdwan policy service pathT 3, F/N\Y J&HICODVWTIEE, T&#%
HFENTYRBRL—RA EBEHLTSEZL,

ip access-list extended CAP-Filter
10 permit ip host 192.168.23.149 host 192. 168. 28. 240

CORFRT, MADIL—ZRTEYTFrAEBEN., 100EOpinghH F—N—L A BHTHEEFEE
-3

#ping vrf 10 10.0.2.10 rep 100
Type escape sequence to abort.

Sendi ng 100, 100-byte | CWP Echos to 10.0.2.10, tineout is 2 seconds:
NEREREERN RN R RN R RN RN RN R RN RN RN RN R EE!


https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/ja_jp/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/ja_jp/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

Success rate is 100 percent (100/100), round-trip mn/avg/max = 1/1/4 ns
HWEDIL—FDSF ¥ TFIYHNELEBRTREENLER, FvYTF ¥ ZEZRRT SICIEWiresharkT
A< BENHVET,

Wiresharkic &k % 94T

Wireshark CcEdge1F ¥ 7F v ZH< &, IXTORZT 71V UFBESHLENTVSD Z ENFER
TE, EONTY RFEBENpIngTHIN ZBZICHITEEREE AL

ol chppom - o
e fdt Vew Go Copure Anshoe Stattics Tebphony Winelen Took  Help
dm:@ BB == idEeaan
[} ~
Froacnl  Leng ESF Sequence Differentated Serices Codkpont  SourcePort  Destrafon Port  Sequencedumber I
e 173 Class Selector & 22386 = 12487 Len-133
H oe us €lass Selector & 21384 - ]
1o e 173 Class Selector & 12384 =
LY we 148 Claze Selacter & 12384 =
51 e 17 Class Selecter & 22384 »
5 2. e 18 Clase Selector & 12386 =
7 2. 700858 we 1% Clazs Selecter & 22386 =
83,3207 [ 168 Clazs Salacter & 2238 =
7 2. 70557 e s Class Selectsr & 22386 =
10 4245580 e 18 Class Selector & 2238 +
e 7% Class Selector & 22386 =
e 18 Class Selector & 22286 +
e 173 Class Selector & 1238 -
e 18 Class Selector & 12386 +
o 73 €lass Selector & 22086 =
e 168 Class Selector & 12386 =
e 175 Class Selector & 12386 +
o 168 Class Selector & 1286 -
e 7% Class Selectar & 12386 =
0 8.77455) e 168 Class Selector & 12386 +
3 3.3515%1 e 175 Class Selector & 12365 -
22 9.653857 e 168 Class Selector & 12386 -
23 10082988 292 e 175 Class Selecter 6 12386 -
34 10.564957 152 e 168 Class Selector & 11385 -
15 10945999 292 102.168.28. 248 e 175 Class Selectsr & 12386 =
26 11416970 292 28200 e 168 Class Selecter 6 12386 -
7 11937991 292 e 175 £lass Selectsr & 12385 =
1 12400964 292 e 168 Class Selector & 12385 =
I 12.8%6998 192, o 175 Class Selecter & 1IBBE =
W 13266984 202 e 168 Class Selecter & 12385 =
n o 175 Class Selsector & 22386 -
2 o 17 Befault 13386 =
n o 176 Default 12385 =
2 192.168.28. 240 o 176 Default 12386 -
" 192_168.28_348 e 178 Default 12386 -
% o 176 Default 12386 =
7 e 178 Default 12384 =
1 o 178 Default 12384 -
» e 178 Default 12384 =

FKR7 1) Rip.dsfield.dscp ==272 AL TCODF ¥ 7Fy 2 T74)NRVTTDE, BEROT
EBIZ100fEDNT Y REEFFRIE N, DSCPHIDEN ITNT2TTHBDEN DAY EFET,

Adm @ -

i pdsfeid docp = 37 <=k
=, Tre sorce Erstrusen Prowol  Lengh £ Sequnr fuaon port t s
45155491963 192.168.33.145 152.168.28. 208 e 176 n - 12487 Lene13s
452 55445576 192.168.73.149 192.168.28. 248 3 17 n + 12407 LenelM4
453 55448366 192,168.23,149 192,168.28.248 \ee 17 7 = 22407 Lene1}4
454 5540565 192.149.20.140 192.168.28.240 e It kel ~ 33407 Len=l}4
L1048 192.143.28.240 e 17 7 + 13407 Lene134
192.160.28. 290 e 7 7 - 22487 Lenaa3e
102,148 ee 1 » - 22487 Lens1t
192.168. ee 176 n « 12487 Lenml®4
162,164, e 17 ] - 13487 LeneiBé
192.168. e 176 n « 12487 Lenm124
192,168, e 176 z = 12487 Lene134
192,168 e 7 n + 12407 LenslM4
192,168 e 17 7 = 22407 Lene1}4
192.168. we 176 7 <+ 22407 Lene13a
192.168. e 17 n < 22487 Lene1ls
192.148. e 17 z 22487 Lene134
102.148. e 1 » - 23487 Lenut
468 55471975 192.168. s 176 n « 12487 Lenm134
465 55472967 192.168. e 17 n - 12487 Lene134
470 55474566 192.168. ee It n - 12487 Lene134
471 35475573 192,168.28.248 e 17 7 = 12487 Lene134
472 55476385 152.168.28. 248 we 76 n ~ 13407 Len=1M
473 55.478961 192.168. we 176 7 + 12407 Len=l}4
474 35, 400962 192,268, we e 7 - 32407 Len-13a
478 35481968 192,148 ee 7 » - 233487 Lens34
476 35484075 192.148. e 176 7 + 12407 Lenwl34
477 $5.485067 162,164 e 17 n - 13487 Lenei®é
478 55.487966 192.168. s 176 n « 12487 Lene124
479 55,488973 192,168, 1ee 176 z - 12487 Lenw134
488 55491363 152,164, e It n - 13487 LenelBd
481 55, 508361 192.168. we 17 7 = 12487 Lene134
482 55, 500958 192,268, we 176 7 - 22407 Lenella
83 55.511966 192.168. we 7 n + 12407 Lene1a
B4 35, 303965 192,168 we 17 z + 22407 Lene134
88 55, 504972 102,148 s 17 » - 22487 Lena134
486 35.500971 192.168. e 176 n « 12407 Lenwl34
487 55.517963 192.168. ee 176 n - 12487 Lene134
488 55.520958 192.168. 1ee 17 n - 12487 Lenm134
489 55,524966 192,168 e 17 z + 12487 Lene134 =
| e s = = =2 cierhimacirs .
Frame 431: 176 bytes on wire (1480 bitr), 176 byter captured (1488 bits)
Etharnat 11, Src: Wheare B4iafidd (00:30:30:04209245), Duts Vkeare S4iedibT (00:50:56:B4cedibT)
Intarnat Protocol Versdon &, Src: 193.165.23.149, Dat: 203.168.28.340
User Dutagran Protsesl, fre Pern: 1138, Due Poet: 10487
Duta (134 bytes)
B 5o 56 B4 e b7 GHSE SE A4 AT SSEB OO AS 6 PV PV £ EL 2
@ 7 cwpas Profie: Detait

DSCPEAWANZ A THFENDHERE, BAEF YT FYTRAL 7L ZZFEATERT,

T NTVYOA42 2 —FY NEHRTDSCPENA V)T ENDRAEE, COLSBERTIEH
YLFEBA,



ESPY—T 2V ALKRDBEHNDORZ T4V IDT4NRI YT
WIFNDOBEE., N7 1Y URESPY—T U AESTHEITERT,

NTY NHOESPY —T VABSERRTDICEK., FYT7FyYEEIIUYIL, RICRTKRSIC
[Decode] Z#IRL £T,

12386
12386
Mark/Unmark Packet Ctrl+M LESH0
12386
Ignore/Unignore Packet Ctrl+D 12386
Set/Unset Time Reference Ctrl+T 12386
Time Shift... Ctrl+Shift+T 12386
12386

»
Packet Comments 12386
Edit Resolved Name 123656
12386
Apply as Filter » 12386
12386

: »
Prepare as Filter 12386
Conversation Filter 4 12386
Colorize Conversation » 12386
SCTP \ 12386
12386
FD'IOW » 12386
12386

3
LORY, 12386
Protocol Preferences » 12386
12386
Show Packet in New Window 12386

[Currentfield RAY 7H O X "1 —%FRL, TN/ 1 —J)L RICUDPENCAPE A LTS A, KR
Oy 7Aoo SBIRLET,



M Wireshark - Decode As... X

Field Value Type Default Current
UDP port 12386 Integer, base 10 (none) |(none) v

0 el
3GPP2 A11
A1
ACDR
ACtrace
ADP
ADwin
ALC
AMP v

(] =] =] B

[oc ]I save |[conyfion | cancel || rebp

CHATETLEES, [OK ZBRLEKT,

M Wireshark - Decode As... X

Field Value Type Default Current
UDP port 12386 Integer, base 10 (none) UDPENCAP

Wireshark®[Packet Details]|z9 > 3> T, /N7 Y ~®[Encapsulating Security Payload] 4% Z &
ML, ESP>—T > AZRTRLET,



A7Q B8 ARRGTR 147 1AR 23 144 142 1AR 2R 244 Fsp 17/

> Frame 464: 176 bytes on wire (1408 bits), 176 bytes captured (1488 bits)
> Ethernet II, Src: VMware_84:af:45 (©0:50:56:84:af:45), Dst: VMware_84:e2:b7 (00:50:56:84:e2:b7)

Internet Protocol Version 4, Src: 192.168.23.149, Dst: 192.168.28.240
> User Datagram Protocol, Src Port: 12386, Dst Port: 12487

UDP Encapsulation of IPsec Packets

Encapsulating Security Payload

ESP Sequence: 319

[ESP Sequence] 252 Y 2 L. [apply as column] ZIBIRL E T, <Nl KV, WiresharkEH
D EZFIZH B[Packet Listizo>a i, ESPY—T 2V ANFELTRRENET,

456 55.4 ESP
457 55. Expand Subtrees ESP
458 55.¢ Collapse Subtrees ESP
459 55.¢ Expand All ESP
i I Collapse All ESP
461 55. ESP
462 55. Apply as Column Ctrl+Shift+ ESP
463 55. ESP
464 55.¢ Apply as Filter > ESP
465 55.4 Prepare as Filter » ESP
466 55.4 ESP
467 55.¢ Conversation Filter » ESp
468 55.¢ Colorize with Filter » ESP
469 55.¢ Follow ) ESP
478 55.4 ESP
471 55.4 Copy 3 ESP
472 55.¢ ESP
473 55.¢ Show Packet Bytes... Ctrl+Shift+0 ESP
474 55.¢ Export Packet Bytes... Ctrl+Shift+X EsP
Wiki Protocol Page -
Frame 464: 176 byt - 8 bits)
Ethernet II, Src: ' Filter Field Reference e _84:e2:b7 (@
Internet Protocol ' Protocol Preferences » .240

User Datagram Prot:
UDP Encapsulation
Encapsulating Secu Go to Linked Packet

20400 , d Packet in New Window
ESP Sequence: 3.

Decode As... Ctrl+Shift+U

3¥:cEdge1 LM /N Y N MESP SPIE0x040001dcTd ., chid, BAF Y TF YD T 1IAR
ICEAENET,



Frame 464: 176 bytes on wire (1408 bits), 176 bytes captured (1408 bits)
Ethernet II, Src: VMware_84:af:45 (@0:50:56:84:af:45), Dst: VMware_84:e2:b7
Internet Protocol Version 4, Src: 192.168.23.149, Dst: 192.168.28.240

User Datagram Protocol, Src Port: 12386, Dst Port: 12407

UDP Encapsulation of IPsec Packets

a4 - =& . = H - L}

SP SPI: @x@40@0ldc (67109340

ESP Sequence: 319

AT ¥ 7T FvZEFHE, UDPENCAPE LTFI—RIBFIEZKEVIEL. NTY NHOESP> —
TOABESERRFLET,

INTY NCESPY =T ABENRRENDE, RIODF Y 7F Y DESPSPIZ2EBOF v 7 F
YOT74I)IRELTHEALT, TOSPIRTERNORNT 714V IIC—HTBDIRNTTAVINDHIh%E
RRCTEEXT,

MAEEE—HITDINTY RN —T 2V ABEFIIDSCP27THAN—IVENTWVWAEITEFBELTLKEE
W

[ - - a
Fie Bdt View Go Cophwe Ansbre Sistnbics Teephony W ook M
imi@ BB is-ETiTHaaan
LI =T - [= KL BEl o)+

[y Offwoutind tarvces Codpont. SoucePort  Ombnelonbol  Sequmncelusber b —m - T T =1
jre T R TR Y 1. 2 -' 303 pefault e (s
2% auassazic) 2 X e % ey
» s 3 1 (STsamsimmeiaey 7 ———— L1082 g Fet
i I ESF [ SPTeudai g e 3 P “_,;_&
e 56 37 ESP [SFT o ) 14828, » B (ShI-
e ni 7 ESP (SPTepaLéc ) St : — et
6 a2 37 EEP (PTG 1ds ) = ¥ » e vy :u:—o
% s 2 Ee> (Srfombansanic) 2 - hoadoc Y G
L6 38 37 £ WL ndubb 14 ) = 1
e s 2 P rowmenn : a2 Exflay
™ e 27 ISP (ST ML) ny 27 15 (seien
™ nr / 5P (ST ) »na 2w 1 (so1ea
» s 3 159 (371 abieeotde) el iyt
L6 e 37 / £ [WPTedubbtba1de) 1
e 37 ESP [SPT-ube i ) ::: :; :: E:Z:
i wmm / ESP [SPT-autatdldi) ME 17 [373 tu:-‘
i a7 5P (ST ) e 27 15 (91
e 323 37 /// 5P (ST iildc) S =
i XM 27 ELP (U0 eud00014 ) 4 % 17 B (51
i+ = T 143148, 38. 360 £ss 1 32 17 [T
e S = :”'r_""‘“:«] 192.148.28. 268 s 1 ay S (ShIa
b = = Iw_‘:"""m: 192.140.28.200 ese 176 24 27 e (S

e 19214828 180 e m Fre) [

i il E5F: [SPT-bibinLic) i~ 192,148 28, 240 e e 0e 17 5 (R e
« » »

Frame 4311 176 bytes on wire (1688 BIRS), 176 bytes capfured (LOBE Bits) Prame 4437 176 bytes on wire (1488 bits), 376 bytes coptured (1888 bits)

Ethermet 11, Srcn Vebeare_B4af 45 (80:500560841a1 045, Dutn Vieare BA1e21B7 (BOES01561B41621T) Btharnat 11, Src: Whamre_S4:af145 (00:50:56:84:a1145), Dut: Vasre_SAte2tb7 (00:50:56:B4te2tbT)

Intermet Protecel Version 4, Srei I00.168.20,140 Deti 192.160.20. 240 Internet Protocel Version 4, Srct 192,164.23.049, Dat: 192.168,20. 340

Uer Outagram Protocal, Sre Port: 12386, Dut Perts 10607 Usér Betagres Pratocsl, See hort: 12046, Dat Port: 13407

0P Entapiulation of Piec Packets - \oP Encapsulation of IPsec Packets
- Encaprulating Secerity Paylosd

ESP SPI1 MwbAOMIISC (6THORIR)

CDOEBIE., WiresharkTFEEITITS & E, Microsoft Excel 2L TITSCEETEET,

Microsoft ExcelZ L THBT2IZIE,. MADF Y T FYICEFThBINTYNEFEETLS
CHEEOF Y TFYEATAATIHEN HV)ET,

V—AF¥7F+ TR, RAICEETDINT Y MMIESPY—T 2V A306HEENTHY, ChH
NTY REFASICHISLTVET,

A
Am:© RBReccs=TaEEaaan
N |ip.dsfield.dscp == 27 -] +
Mo. Time Source Destination Protocol  Length ESP Sequence Different "
| 451 55.441963 192.168.23.149 192.168.28.240 ESP 176 306 27

452 55.445976 192.168.23.149 192.168.28.248 ESP 176 387 27

453 55.448966 192.168.23.149 192.168.28.248 ESP 176 3es8 27

454 55.450965 192.168.23.149 192.168.28.248 ESP 176 3e9 27

455 55.452964 192.168.23.149 192.168.28.240 ESP 176 310 27

456 55.454963 192.168.23.149 192.168.28.249 ESP 176 311 27

457 55.455970 192.168.23.149 192.168.28.240 ESP 176 312 27

458 55.456977 192.168.23.149 192.168.28.248 ESP 176 313 27



548 55.608962
549 55.6@9969

550 55.61096@ 192.168.23.149

192.168.23.149 192.168.28.240
192.168.23.149 192.168.28.240
192.168.28.240

ESP
ESP
ESP

V—AF ¥ 7 F v+ OREOBEENT Y NFESPS—7T 2 R405T, NTY NES5E50TY,

176 403 27
176 484 27
176 405 27

BWEFY7F v TR, RYOBEENT Y NMFESPY—T 2 A306ICKDEETF ¥ 7F v ICHG
LETH. COF¥7TFyTRR/INTY M463TY,

REOBEENT Y NEESPY—T 2 R405IC8FENTHY) . ChF/NTY R564TT,

461 60.522028
462 60.715026
463 60.9990e8
464 61.003006

192.168.23.149
192.168.23.149
192.168.23.149
192.168.23.149

192.168.28.240
192.168.28.240
192.168.28.240
192.168.28.240

ESP
ESP
ESP
ESP

5be bl.1lb5¥>Z
561 61.166043
562 61.166043
563 61.431029
564 61.584021

192,
192.
192.
192.
192.

1b8.2L3
168.23
168.23
168.23
168.23

-149
. 149
.149
-149
.149

1¥2,.1b8.25.290
192.168.28.240
192.168.28.240
192.168.28.240
192.168.28.240

ENF
ESP
ESP
ESP
ESP

168
175
176
176

1/6
176
176
168
175

487 Class S¢
488 Class Se¢
3e6 27
3e7 27

483 2/
44 27
485 27
489 Class St
41@ Class 5S¢

BIOFYTTFviE, BETDINTYRNDHKEBULELSICATAIATRIVENHYET,

[File] > [Export Packet Dissections] > [As CSV...]|lcBEL £ 7.

A CAP.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 ED D SIE QA H
Open Recent »
Merge... Destination Protocol Length E
Import from Hex Dump... 149 192.168.28.240 ESP 176
Close Ctrl+ W 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
Save Ctrl+S 149 192.168.28.240 ESP 176
Save As.. Ctrl+Shift+S 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
File Set » 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
Export Specified Packets... 149 192.168.28.240 ESP 176
Export Packet Dissections » As Plain Text... -240 ESP 176
_ .240 ESP 176
Export Packet Bytes... Ctrl+Shift+X As CSV... 240 ESp 176
Export PDUs to File... As "C" Arrays... .240 ESP 176
Export TLS Session Keys... .240 ESP 176
po ession Reys As PSML XML... .240 ESP 176
i >
Export Objects AsPDMLXML..  |.240 ESP 176
Print... Ctrl+P As JSON... SEas 22 LTi
. 240 ESP 176
Quit Ctri+Q 149 192.168.28.240 ESP 176
DFTIS T 237149 192.168.28.240 ESP 176
548 55.608962 192.168.23.149 192.168.28.240 ESP 176

Captured® & U'RangeZiZIRL . Range” 1 — /)L RIZ, RAICBEETEZ/NT Y Mh SHKRERICEE
TAINTYRNETOEHBEZANLET,



[File Name] 71 —)LRIZ7 7 A ) BZAHL, [Save] 20UV I LET,

*

Quick access

Desktop

Libraries

=

This PC

S 4

Network

M Wireshark . Export Packet Dissections

Save in:

X
. Desktop W 6 :j' ® v
Name B Status Date modified
No items match your search.
< >
File name: CAP1_slice v Save
Saveastype: SV (Comma Separated Values summary) ("csv v Cancel
Hep
Packet Range Pack
@® Captured O Displayed vl
(O All packets 880 100 E
(O Selected packet 1 1 1 P:
Marked packets 0 0 [ ;
First to last marked 0 0 .
(® Range: |451-550 100 100 1P
(e

Remove Ignored packets 0

ZUTBHINTYNIOVWT, FY¥y7Fy2TcEALU7OERAZRY)IERLET,



Ml Wireshark « Export Packet Dissections "
Save i: | I Deskice ] @& &= @
* Mame Ctatus Date miodified

M ernd sl oar feafch
Cuick acoess

il |cAP2_shce «| [ save |
Save & fype: C5V [Comma Separated Valsss summany) " on Cancel
Help
Packet Farge Packe
®Cactured () Dplaryed EHra
() Ml packets £t - E
() Salactied packest i Pa
Mok e pachets A
Hrel io Lasl markoed
®) Range: (453554 102 C1Pa
Remgve lgrored packets LlEa
M DCSVT 7 A )L & Microsoft Excel CHE £9 .
V—AF ¥ 7F¥CSVT, XLSXERXTHREFELET,
Save As
@ et ’T‘ & Desktop
Cisco ihc:l;;cr:book('xlsx} -i . [EF save

EEOTHT, +5ZBRLUTHOS—FhZ2EBMLET, CHICCAP2 slicek WS ERIZ (T
x9,

P | 485 55.51497 192.168.2:192.168.2£ ESP 176 340 27 ESP (SP1=0x040001dc)

486 55.51697 192.168.2:192.168.2E ESP 176 341 27 ESP (SP1=0x040001dc)

487 55.51796 192.168.2:192.168.2LESP 176 342 27 ESP (SPI=0x040001dc)
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CAP2CSV7 74 ) ZME, Ctrl+aZ L TIXKTEEBRL, Ctrl+cEHLTIE—-LEFT,
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Formulas

C
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CAPT_sheesxb = Say

View Help
#r - 3 Wrap Text General -
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Time

" - e

Source

1 No

2 463 60.99901 192.168.2:192.168.2¢ ESP
3 464 61.00301 192.168.2:192.168.2{ ESP
4 465 61.00506 192.168.2:192.168.2{ ESP
5| 466 61.00706 192.168.2:192.168.2¢ ESP
6 | 467 61.00905 192.168.2:192.168.2¢ ESP
7] 468 61.01006 192.168.2:192.168.2{ ESP
8 | 469 61.01105 192.168.2:152.168.2¢ ESP
9 | 470 61.01305 192.168.2:192.168.2¢ ESP
10 471 61.01406 192.168.2:152.168.2¢ ESP
1 472 61.01606 192.168.2:192.168.2f ESP
12] 473 61.01806 192.168.2:192.168.2¢ ESP
13 474 61.02106 192.168.2:192.168.2¢ ESP
14 475 61.02205 192.168.2:192.168.2f ESP
15 476 61.02306 192.168.2:192.168.2¢ ESP
16 477 61.02506 192.168.2:192.168.2f ESP
17 478 61.02605 192.168.2:192.168.2¢ ESP
18 479 61.02805 192.168.2:192.168.2{ ESP
19 480 61.02906 192.168.2:192.168.2¢L ESP
20 481 61.02906 192.168.2:192.168.2{ ESP
21 482 61.03005 192.168.2:192.168.2{ ESP
22 483 61.03206 192.168.2:192.168.2{ ESP
23 484 61.03306 192.168.2:192.168.2{ ESP
24 485 61.03505 192.168.2:192.168.2¢ ESP
25 486 61.03606 192.168.2:192.168.2{ ESP
26 487 61.03905 192.168.2:192.168.2¢ ESP
27 488 61.04105 192.168.2:192.168.2{ ESP
28 489 61.04206 192.168.2:192.168.2¢ ESP
29| 450 61.04406 192.168.2:192.168.2¢ ESP
30 | 491 61.04606 192.168.2:192.168.2¢ ESP
31 492 61.06305 192.168.2:192.168.2¢ ESP
32| 493 61.06505 192.168.2:152.168.2¢ ESP
33| 454 61.06705 192.168.2:192.168.2¢ ESP
34 495 61.06905 192.168.22192.168.2¢ ESP
35 496 61.07105 192.168.2:192.168.2¢ ESP
36. 497 61.07105 192.168.2:192.168.2¢ ESP
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Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info

-SequencelN
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)

ren CNnl—NanAnnNa ==\

CAP1_slice>— N IZER') ., COMPARE_ESP_SEQUENCEE WS EHIDFTL LIl ZERL £T,

A B | ¢c D E | F | 6 | | | J |
1 |No. Time Source  Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info
2 451 55.44196 192.168.2:192.168.2£ ESP 176 306
3 452 55.44598 192.168.2:192.168.2£ ESP 176 307
. AEA EE 4AOAT 1A% 1£0 A% 1A% 1£0 AErEn 17e ana

L

Sequence Number
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)

FERE R AL AR

P a | R

COMPARE_ESP_SEQUENCE

ESPS—T 2 ABESNIGIEH B, RICRTLSICVLOOKUPON Y RZEEKL T20ND —
hRZLEL., ZEXDIICGHDINTOTF—ENFRBEDIIGHICHD L ZHELERT,

=IF(ISNA(VLOOKUP(G2,CAP2_slice!G:G,1,FALSE)),"MISSING","PRESENT")

x v K

] c 1]
‘ime Source

=IF{ISNA|VLOOKUP|G2,CAP2_slice!G:G,1,FALSE)),"MISSING","PRESENT")

E F G H 1 J

55.44196 192.168.2:192.168.2{ ESP 176] 306] 7

55,4455 192.168.2: 192, 168, 2L ESP 176.

307 27

Destinatic Protocol  Length .ESP Seguelﬂllfzremn Source Po Destinatic Info

M
Sequence Number
ESP (5P I=0x040001dc])
ESP [SPI=0x040001dc)

N

COMPA | ESP_SEQUENCE

u v w X

l;IFI ISNAIVLOOKUR(G2,CAPZ_slicelG:G,1,FALSE)),"MISSING™,"PRESENT")

[Enter]Z:#IRT B &, PRESENTE VS BEFENARTENET, chlk, ESP>—47 2 A3060/\T
YRABEDY—RNIBFEETDICEZERLET, chldk, NTY RNNFEBERASHEEICEIEL
CCLEERTRH, EETT,



A | 8 | ¢ | o | &€ | ¥ | & | ®H | v | ¥ | K | L | M | N | o PPN Q | R

1No.  Time Source DestinaticProtocol Length  ESP Seque Differenti Source Po Destinaticinfo  Sequence Number 'COMPA - |_ESP_SEQUENCE
2 451 55.44196 192.168.23192.168.26ESP 17 306 27 ESP (SPI=0x040001d) PRESENT
3| 452 55.44598 192.168.2: 192.168.26 ESP 176 307 27 ESP (SPI=0x040001dk)

[Column O Row 2] Z3BIRL ., ZTOEIIZETCEREDARY JAOATBICA—VIZEHEFRT,

N 0 P Q R S
COMPARE_ESP_SEQUENCE
3

BEEEFEODEILOTHICCOBERNZIE—TBICEFE. YTAZTICRZYILET,

X Fe || =IF(ISNA(VLOOKUP(G2,CAPZ_slice!G:G,1,FALSE]),"MISSING","PRESENT")
B C D E F G H | 1) K L M M Q P Q R 35 T u v w

Time Source  Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info Sequence Number COMPARE _ESP_SEQUENCE

31 55.44196 192.168.2: 192.168.2EESP 176 306 7 ESP (SPI=0x040001dc) PRESENT

52 55.445598 192.168.2% 192.168.2EESP 176 307 27 ESP (SP=0n040001dc)

¥3 5544897 192.168.2:192.168.20ESP 176 308 7 ESP |SP1=0x040001dc)

3 5545097 192.168.2: 192.168.2E ESP 176 309 7 ESP (SPI=0x040001dc)

35 5545296 192.168.2: 192.168.2E ESP 176 310 27 ESP (SPI=0x040000dc)

36 55.45496 192.168.2: 192.168.2EESP 176 311 27 ESP [SP=0n040001dc)

37 55.45597 192.168.27 192.168.2E ESP 176 312 7 ESP (SPI=0x040001dc)

¥ 5545698 192.168.2: 192.168.2(ESP 176 313 7 ESP (5P1=0x040001dc)

59 55.45797 192.168.2: 192.168.2EESP 176 314 27 ESP (SP=0n020001dc)

30 55.45898 192.168.27 192.168.26ESP 176 315 27 ESP (SPI=0x040001dc)

31 55.45197 192.168.2: 192.168.2E ESP 176 316 7 ESP (SPI=0x040001dc)

52 55.46397 192.168.2: 192.168.2EESP 176 317 27 ESP SP1=0x080001dc)

53 55.46596 192.168.2: 192.168.2EESP 176 318 27 ESP [SP1=0x040001dc)

¥ 5546697 192.168.27 192.168.2E ESP 176 319 7 ESP (5PI1=0x040001dc)

¥ 5546796 192.168.2: 192.168.2E ESP 176 3N 7 ESP | SPI=0x040001dc)

36 55.46996 192.168.2: 192.168.2EESP 176 n 27 ESP (SP=0n040001dc)

37 5547097 192.168.2% 192.168.2E ESP 176 322 27 ESP [SPI=0x040001dc)
2T DIUULT T ATLAVOLD LTLAUO. LLCOF armw 7% “r COF | IF I=UAsUUUAUL | .I'I\ml 1
540 55.60496 192.168.27192.168.2 ESP 176 395 27 ESP (SPI=0x040001dc) _PRESENT
541 55.60596 192.168.2:192.168.2¢{ ESP 176 396 27 ESP (SPI=0x040001dc) PRESENT
542 55.60696 192.168.2:192.168.2{ ESP 176 397 27 ESP (SPI=0x040001dc) PRESENT
543 55.60696 192.168.2:192.168.2{ ESP 176 398 27 ESP (SPI=0x040001dc) PRESENT
544 55.60696 192.168.2:192.168.2{ ESP 176 399 27 ESP (SPI=0x040001dc) PRESENT
545 55.60796 192.168.2:192.168.2{ ESP 176 400 27 ESP (SPI=0x040001dc) PRESENT
546 55.60796 192.168.2:192.168.2 ESP 176 401 27 ESP (SPI=0x040001dc) _PRESENT
547 55.60896 192.168.2:192.168.2{ ESP 176 402 27 ESP (SPI=0x040001dc) PRESENT
548 55.60896 192.168.2:192.168.2{ ESP 176 403 27 ESP (SPI=0x040001dc) PRESENT
549 55.60997 192.168.2:192.168.2{ ESP 176 404 27 ESP (SPI=0x040001dc) PRESENT
550 55.61096 192.168.2:192.168.2{ ESP 176 405 27 ESP (SPI=0x040001dc) PRESENT
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REOHZ0EERTBICE,. CAP2 sliceh S10D/NT Y N&BIBRLET, Chik, —ZpD/N

ES
ES
ES
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ES
ES
ES
ES
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L

Sequence Number

EJ, Sort Ato Z

2] setZtoa

Sort by Color

Text Filters

Search

I¥] (Select All)
| PRESENT

M

0

[compAa~] esi
T

TYRNFRELTWRTANTCNABETSZFEERLET,

4/Z DLULDUD 19Z2.108.2: 192.108.2¢ ESV 1/0 315 27 ESF [dPI=UXuguuULac)
473 61.01806 192.168.2:192.168.2¢ ESP 176 316 27 ESP (SPI=0x040001dc)
474_61.02106 192.168.2: 192.168.26 ESP 176 317 27 ESP (SPI=0x040001dc
475 61.02205 192.168.2:192.168.26 ESP 176 318 27 ESP (SPI=0x040001d(
476 61.02306 192.168.2:192.168.28 ESP 176 319 27 ESP (SPI=0x040001d
477 61.02506 192.168.2:192.168.26 ESP 176 320 27 ESP (SPI=0x040001d(
478 61.02605 192.168.2:192.168.26 ESP 176 321 27 ESP (SPI=0x040001d(
479 61.02805 192.168.2:192.168.2¢ ESP 176 322 27 ESP (SPI=0x040001d(
480 61.02906 192.168.2:192.168.28 ESP 176 323 27 ESP (SPI=0x040001d«
481 61.02906 192.168.2:192.168.26 ESP 176 324 27 ESP (SPI=0x040001d(
482 61.03005 192.168.2:192.168.2¢ ESP 176 325 27 ESP (SPI=0x040001d(
483 61.03206 192.168.2:192.168.2¢ ESP 176 326 27 ESP (SPI=0x040001d(
484 61.03306 192.168.2:192.168.28 ESP 176 327 27 ESP (SPI=0x040001d¢
485 61.03505 192.168.2:192.168.2¢ ESP 176 328 27 ESP (SPI=0x040001dc)
436 61.03606 192.168.2:192.168.26 ESP 176 329 27 ESP (SPI=0x040001dc)
487 61.03905 192.168.2:192.168.2¢ ESP 176 330 27 ESP (SPI=0x040001dc)
488 61.04105 192.168.2:192.168.2¢ ESP 176 331 27 ESP (SPI=0x040001dc)
489 61.04206 192.168.2:192.168.2¢ ESP 176 332 27 ESP (SPI=0x040001dc)
430 61.04406 192.168.2:192.168.2¢ ESP 176 333 27 ESP (SPI=0x040001dc)
491 61.04606 192.168.2:192.168.2€ ESP 176 334 27 ESP (SPI=0x040001dc)
492 61.06305 192.168.2:192.168.2¢ ESP 176 335 27 ESP (SPI=0x040001dc)
493 61.06505 192.168.2:192.168.2¢ ESP 176 336 27 ESP (SPI=0x040001dc)
434 61.06705 192.168.2:192.168.2¢ ESP 176 337 27 ESP (SPI=0x040001dc)
495 61.06905 192.168.2:192.168.2¢ ESP 176 338 27 ESP (SPI=0x040001dc)
496 61.07105 192.168.23192.168.2¢ ESP 176 339 27 ESP (SPI=0x040001dc)
497 61.07105 192.168.2:192.168.2¢ ESP 176 340 27 ESP (SPI=0x040001dc)
498 61.07205 192.168.23192.168.26 ESP 176 341 27 ESP (SPI=0x040001dc)
499 61.07605 192.168.2:192.168.2£ ESP 176 342 27 ESP (SPI=0x040001dc)

AP slice | CAP2 slice |

@



CAP1_slice>—RNICED &, 10BONT Y RAKELTWBZENEETEERT,

U S 1 A AL &S e ANRSL Lt asu wam p Lt s L PRTT
460 55.45898 192.168.2:192.168.2¢ ESP 176 315 27 ESP (SPI=0x040001dc) PRESENT
461 55.46197 192.168.2:192.168.2¢ ESP 176 316 27 ESP (SPI1=0x040001dc) PRESENT
462 55.46397 192.168.2:192.168.2¢ ESP 176 317 27 ESP (SPI1=0x040001dc) PRESENT
463 55.46596 192.168.2:192.168.2¢ ESP 176 318 27 ESP (SPI=0x040001dc) MISSING
464 55.46697 192.168.2:192.168.2¢ ESP 176 319 27 ESP (SPI=0x040001dc) MISSING
465 55.46796 192.168.2:192.168.2¢ ESP 176 320 27 ESP (SPI1=0x040001dc) MISSING
466 55.46996 192.168.2: 192.168.2¢ ESP 176 321 27 ESP (SPI=0x040001dc) MISSING
467 55.47097 192.168.2:192.168.2¢ ESP 176 322 27 ESP (SPI=0x040001dc) MISSING
468 55.47198 192.168.2:192.168.2¢ ESP 176 323 27 ESP (SPI1=0x040001dc) MISSING
469 55.47297 192.168.2:192.168.2¢ ESP 176 324 27 ESP (5P1=0x040001dc) MISSING
470 55.47497 192.168.2:192.168.2¢ ESP 176 325 27 ESP (SPI1=0x040001dc) MISSING
471 55.47597 192.168.2:192.168.2¢ ESP 176 326 27 ESP (SPI1=0x040001dc) MISSING
472 55.47697 192.168.2:192.168.2¢ ESP 176 327 27 ESP (5PI1=0x040001dc) MISSING
473 55.47896 192.168.2:192.168.2£ ESP 176 328 27 ESP (SPI1=0x040001dc) PRESENT
474 55.48096 192.168.2:192.168.2¢L ESP 176 329 27 ESP (SPI=0x040001dc) PRESENT
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. Cisco Embedded Packet Capture

| B | C L |

Time Source  Destinatic Protocol Length
55.46596 192.168.2:192.168.28 ESP 176
55.46697 192.168.2:192.168.28 ESP 176
55.46796 192.168.2:192.168.2{ ESP 176
55.46996 192.168.2:192.168.2 ESP 176
55.47097 192.168.2:192.168.2 ESP 176
55.47198 192.168.2:192.168.28 ESP 176
55.47297 192.168.2:192.168.28 ESP 176
55.47497 192.168.2:192.168.2§ ESP 176
55.47597 192.168.2:192.168.2 ESP 176
55.47697 192.168.2:192.168.2¢ ESP 176

cTOZ_AI YR—BE RF I XN —Cisco Systems

318
319
320
321
322
323
324
325
326
327

ESP Seque- Differenti Source Po Destinatic Info

27
27
27
27
27
27
27
27
27
27

K L

ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)

Sequence Number

(8] P

'COMPA.T,_ESP_SEQI

MISSING
MISSING
MISSING
MISSING
MISSING
MISSING
MISSING
MISSING
MISSING
MISSING


https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/ja_jp/support/index.html
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