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1. Enable DHCP snooping globally on the switch
switch(config)#

i p dhcp snoopi ng

2. Designate ports that forward traffic toward the DHCP server as trusted
switch(config-if)#

i p dhcp snooping trust

(Addi tional verification)

- List uplink ports according to the topology, ensure all the uplink ports toward the DHCP server a
trusted

- List the port where the Legitimate DHCP Server is connected (include any Secondary DHCP Server)
- Ensure that no other port is configured as trusted

3. Configure DHCP rate 1limiting on each untrusted port (Optional)
switch(config-if)#

ip dhcp snooping limt rate 10 << ----- 10 packets per second (pps)

4. Enable DHCP snooping in specific VLAN
switch(config)#

i p dhcp snooping vlian 10

<< ----- Al'low the switch to snoop the traffic for that specific VLAN

5. Enable the insertion and removal of option-82 information DHCP packets
switch(config)#

i p dhcp snooping informati on option

<-- Enable insertion of option 82

switch(config)#

no i p dhcp snooping information option

<-- Disable insertion of option 82

### Exanpl e ###

Legitimate DHCP Server Interface and Secondary DHCP Server, if available



Server Interface

interface FortyGigabitEthernetl/0/5
switchport mode access

switchport mode access vlan 11

i p dhcp snooping trust

end

Uplink interface

interface FortyGigabitEthernetl/0/10
switchport mode trunk

i p dhcp snooping trust

end

User Interface

<< ----- Al interfaces are UNTRUSTED by default

interface FortyGigabitEthernetl/0/2
switchport access vlan 10
switchport mode access

ip dhcp snooping limt rate 10

<< ----- Opti ona

end

~ 7E : option-82/NT Y N ZFFAI ¥ B IZ (&, ip dhcp snooping information option allow-
untrustedZ BXIC T D HRENf BV ET,

R
G
B OVLANTDHCPARX—EVINFBRICHZ>TVRIAESH 2HEL., EETED (2 X2—7

IAAREFBETEBVAE—TIAANBYICVARENTVWR L ZBELET. L—KAH
REENTVEHEERF. TOL—FEUARNEATVREZHIELET,

<tfroot>



swi t ch#show i p dhcp snoopi ng

Switch DHCP snooping is

enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:

10-11

DHCP

snooping i s operational on follow ng VLANs

<<---- Configured and operational on Vlan 10 & 11

10-11

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is disabled

<<---- Option 82 can not be added to DHCP packet

circuit-id default format: vlan-mod-port
remote-id: 00a3.d144.1a80 (MAC)
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:

Interface

Trust ed

Allow option Rate Timit (pps)

FortyGigabitEthernetl/0/2
no
no 10

<<--- Trust is NOT set on this interface

Custom circuit-ids:
FortyGigabitEthernetl1/0/10

yes
yes unlimited

<<--- Trust is set on this interface



Custom circuit-ids:

A—YADHCPIZ& 2 TIPZZFEIRHE, KOHAICVARNENKT,

* DHCPAX—E> T, IP7 RLADY—AANHRIINIZZD A, AAYFHFRARDS
DHCPRELEASEXY t—Y #ZET2 L., T—EXR—ARNDIY NI ZHIBRLE T,
« IV RI—YOMACT RLALLVARENRTVRHEBIELWVWC L ZHRBLET,

<tfroot>

c9500#show i p dhcp snoopi ng bi ndi ng

MacAddress IpAddress

00:A3:D1:44:20:46 10.0.0.3

85556

Lease(sec) Type VLAN Interface

dhcp-snooping 10 FortyGigabitEthernetl/0/2

Total number of bindings: 1

RDRERIC, DHCPARX—E VI IEHOERICEATEZ ST ELOATVRERLET,

N>R

B RY

show ip dhcp snooping binding

show ip dhcp snooping binding
[IP7 RLAIIMACT RL A][1 >
F—T7IAARA—HBxY NAOY
N /7R— K] [vlan-id]

DHCPAX—EVINAVTFA VT F—EIR—A(NL VT
A2 TF—TINEELHEND ) ATBNICREENiZ/NM Y
TAVTETERRLET,

-T2 MJIP7RLADNAZ R

-IMUOMACT RLADINA T 42T

- IRV AARAAZ=TILADNA2 R

-T2 NUVLANONA T4 2T

show ip dhcp snooping database

DHCPAX—EVINAVTA VT F—EIR—ADAT—Z
ALFERBERTLET,

show ip dhcp snooping
statistics ( DHCPAX—E > J#k
FHEHORKRTR )

DHCPARX—EZJ DR EREZBMERFFMEOERATE
~LET,




show ip source binding

BB RTBNICREENENAOTA 2T ZRTRLET,

show interface vlan xyz

show buffer input-interface Vian
xyz dump

DHCPINT Y Ni&. 2547~ NVLANSVIZHT, 754
7> RVLANICRREE i L—I—2 12 NIEFEhE
I, ABF1—IC rdropJ £ & Treach maximum limit_
FRRENTVBES, 94T D SODHCPNT Y b
AFrOv7Eh, BEEhEVL—I—->1 > MNCE)ETE
BA2IAgEMN B ET,

N ANFI—CROYTHFERENEVNC & &R
LT,

switch#show int vlan 670
S5PEOER : 13 %/0%. 108 :10%. 598 : 10 %
BEZIR : NTP, 18:39:52.476 UTC Thu Sep 10 2020

VIan670 is up, line protocol is up , Autostate

Enabled ( VLANG70 7Y 7', Z4>7ORINEGT Y7,
BERAT—RNEAXR—TI)

N=—RIITEA—HYZY RSVI, 7RLAK
00fd.227a.5920(bia 00fd.227a.5920)

B : ion_media_client

Internet address is 10.27.49.254/23

MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set

Keepalive not supported

ARP#Z A 7" : ARPA, ARPZ A AT ™ N04:00:00

Last input 03:01:29, output 00:00:02, output hang never
Last clearing of "show interface" counters never

AJF 31— : 375/375/4020251/0(size/max/drops/flushes).
BRI ROY7TH : 0<-F1—OAHDRDITENT Y b
/40202514 RAY & h ik

NSTLTI—RK

V7IRNIDIT7ORNSZTIINa—F42Y

AAYFHNESETINEEEAELETT., Chsn/Nry NECcPUO NO—IL7L—>ToEE
Ndrkd, AT ORNARENNFROINTONT Y NZHEREL, BHRAELVWC L&

L T<EZL,

AN\ EEdebug Y Y REEELTEALTLEE W, $< DdebugdX Y REEBHBHOZ Y




AN Ro—vpBsExs 0. BEFBRENDSABETOAEATACLARELET

FUERETNY THEZERATIE, ERLE—EORGICEIVT, BREOHEDOTNY T L
O7ZBROICEMICTERT, . BEOKRARNKERNZ 7 1Y JEFICTNY THE#R
ZEHRIHEICENTY,

KL, 1F2—TITA4AR, IPPRLA, FEEMACT7 RLABEDODTATFOTATA2EL
BEXERETATT1T71&EBLET,

DHCPARX—EV T RTINS 1—T 12 TF2EHIC. NTYRTFNYTEARY RFTINY
TORBENETNY T ZBNCT B F %

N R B

FINY F%4mac <macT RL A>

UTCHz%TRT, EEUIEMACT RLADZRHENETNY TZRELF
EE

switch#debug condition mac
bc16.6509.3314

debug condition vlan <VLAN ID>
ATRIEHZETET, EEULVLANORHER/RETNY TZRELXT,

switch#debug condition vlan 10

debug condition interface <4 > 2 —7
IAR>
BELEAEZ—T7 T4 ADEXERETNY T 2HRE

UTICHZHETRT, LET

switch#debug condition interface
twentyFiveGigE 1/0/8

DHCPAX—E2JZFNY TIBICE, RORICRIIN REZEALET,

N R B

debug dhcp [detail | BI< | dhcp/YT Y b OAE D

redundancy] oper DHCPPIZBOPER




TRMEDHCPO ZAT7 > MO TRMEY R— K

debug ip dhcp server packet detail (XY E—2 OZELEEEFHFMICTI—RTS

debug ip dhcp server events

FFROEIVET, V-AOBEMBRBEZLR-MLET

o

debug ip dhcp snooping agent

Debug dhcp snooping database read and write ( DHCP A X
—EVITF—ER—ADHEHIY) EEEIAKOTNY D)

debug ip dhcp snooping event FAVKR—ZXBNEOTFNY TARY K

debug ip dhcp snooping packet

DHCPAX—EYJED 1 —)LTODHCP/NTY RDT/\NY
o

R\, debug ip dhcp snooping N> ROEHFIO—EFZERLET,

<#froot>

Apr

14 16:16:46.835: DHCP_SNOOPING: process new DHCP packet,

nessage type: DHCPDI SCOVER, input interface: Fol/0/2

, MAC da: fFFF.fFFF.FFFF, MAC

sa:

IpP
Apr

Apr

00a3. d144. 2046

da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0
14 16:16:46.835: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is floo

14 16:16:48.837: DHCP_SNOOPING:

recei ved new DHCP packet frominput interface (Fortyd gabitEthernet1/0/10)

Apr

14 16:16:48.837: DHCP_SNOOPING:

process new DHCP packet, nessage type: DHCPOFFER, input interface: Fol/0/10,

MAC
sa:

IpP
Apr
Apr
Apr
Apr

Apr

da: fFFF.FFFF.FFFF, MAC

701f . 539a. f e46,

da: 255.255.255.255, IP sa: 10.0.0.1, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.0.0.5, DHCP siaddr: 0.0
14 16:16:48.837: platform Tookup dest vlan for input_if: FortyGigabitEthernetl/0/10, is NOT tunnel,
14 16:16:48.837: DHCP_SNOOPING: direct forward dhcp replyto output port: FortyGigabitEthernetl/0/2.
14 16:16:48.838: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet
14 16:16:48.838: Performing rate Timit check

14 16:16:48.838: DHCP_SNOOPING: process new DHCP packet,

nessage type: DHCPREQUEST, input interface: Fol/0/2,



MAC da: ffff.FFFf.FFFF, MAC

sa: 00a3.d144. 2046,

IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0
Apr 14 16:16:48.838: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is floo
Apr 14 16:16:48.839: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet

Apr 14 16:16:48.840: DHCP_SNOOPING: process new DHCP packet,
nessage type: DHCPACK, input interface: Fol/0/10

MAC da: ffff.ffff.ffff, MAC
sa: 701f.539a. f e46,

IP da: 255.255.255.255, IP

sa: 10.0.0.1,

DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.0.0.5, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr:
Apr 14 16:16:48.840: DHCP_SNOOPING: add binding on port FortyGigabitEthernetl/0/2 ckt_id O FortyGigabit
Apr 14 16:16:48.840: DHCP_SNOOPING: added entry to table (index 331)

Apr 14 16:16:48.840:
DHCP_SNOOPI NG dunp binding entry: Mac=00: A3: D1: 44: 20: 46 1 p=10.0.0.5
Lease=86400 Type=dhcp-snooping

VI an=10 | f=FortyG gabi t Et hernet 1/ 0/ 2

Apr 14 16:16:48.840: No entry found for mac(00a3.d144.2046) vlan(10) FortyGigabitEthernetl/0/2

Apr 14 16:16:48.840: host tracking not found for update add dynamic (10.0.0.5, 0.0.0.0, 00a3.d144.2046)
Apr 14 16:16:48.840: platform lookup dest vlan for input_if: FortyGigabitEthernetl/0/10, is NOT tunnel,
Apr 14 16:16:48.840: DHCP_SNOOPING: direct forward dhcp replyto output port: FortyGigabitEthernetl/0/2.

DHCPAX—E>VITANRNEFNYVITTBICIE. XOFIEZFEALET,

/N 5EEdebugdY Y REEBELTHEAL T EE L, debugdYY ROS< REEHOZ Y k
D—OICEHEREZ3-0., BENBRENDSARETOAMEATAHCEEZHRBLET,

FIEDOHE

. enable

. debug platform condition mac {mac-address }

. debug platform condition start

. show platform condition& 7= (& show debug

. debug platform condition stop

. show platform software trace message ios RO reverse | DHCPZ & % %
. clear platform condition all ( 772 ¥Y N7 # —A%HZIXTOUT)

~No b WON -

F &0 ¥4



AR REEEGET O3>

BRY

FIE 1

enable
LLTFICHZZETFET,

switch#enable

BHEXECE—RZBMIZLET

o

« NAD—READLET
(BERENEBE),

FIE 2

debug platform condition mac {mac-address} ( 7°Z ¥
N7 —LOREET/NY T T Bmac7 RLR)

ATCHz%TERT,

switch#debug platform condition mac
0001.6509.3314

BELEMACT RL AD A
ETFNYVITEZRELET,

FIE 3

debug platform condition start
DTICHleZEFET,

switch#debug platform condition start

FENEFNY T ZRBLET
(WIFhPOFRHIC—HT D5
B, BHEENL—AZHRHART
EFET ),

F g 4

show platform condition3& 7= (& show debug
UTICHZZETET,
switch#show platform condition

switch#show debug

REOFRHEEY RIFRRENZF
ER

FIES5

debug platform condition stop
UTICHZETET,

switch#debug platform condition stop

KUEREFNYIEELLES
(Shicky), HEHENL—R
EELTEET ),

FIE6

show platform software trace message ios RO reverse
| DHCPZ & & %

UTCHlzETRT,

switch#show platform software trace message ios RO
reverse | DHCPZ & &% %

BHMONL—AT77A4ILHSEX
—JENHPOV Z2RRLET

o




AR REEEGET O3> B &Y

ATV

77

clear platform condition all ( 7’2 Y N7 # —L%MK %
FRTHUT )

: -
Ty T TRTORBEIUTLET,

switch# clear platform condition all

dOEABIO—FZERIZRLEIBugZ'ZY N7 F—L dhep-snoop all AN REFEALET,

<tfroot>

debug pl atf orm dhcp-snoop al

DHCP Se

(67)

DHCP C1

(68)

RELEASE

Apr 14
Apr 14
Apr 14
Apr 14

DI SCOVE

Apr 14
Apr 14
Apr 14
Apr 14
Apr 14

OFFER

Apr 14
Apr 14
Apr 14

REQUEST

Apr 14

rver UDP port

ient UDP port

16:44:18.629: pak->vlan_id = 10

16:44:18.629: dhcp packet src_ip(10.0.0.6) dest_ip(10.0.0.1) src_udp(68) dest_udp(67) src_mac(00
16:44:18.629: ngwc_dhcpsn_process_pak(305): Packet handedover to SISF on vlan 10

16:44:18.629: dhcp pkt processing routine is called for pak with SMAC = 00a3.d144.2046{mac} and

R

16:44:24.637: dhcp packet src_ip(0.0.0.0) dest_ip(255.255.255.255) src_udp(68) dest_udp(67) src_
16:44:24.637: ngwc_dhcpsn_process_pak(305): Packet handedover to SISF on vlan 10

16:44:24.637: dhcp pkt processing routine is called for pak with SMAC = 00a3.d144.2046{mac} and
16:44:24.637: sending dhcp packet out after processing with SMAC = 00a3.d144.2046{mac} and SRC_A
16:44:24.638: pak->vlan_id = 10

16:44:24.638: dhcp packet src_ip(10.0.0.1) dest_ip(255.255.255.255) src_udp(67) dest_udp(68) src
16:44:24.638: ngwc_dhcpsn_process_pak(305): Packet handedover to SISF on vlan 10
16:44:24.638: dhcp pkt processing routine is called for pak with SMAC = 701f.539a.fe46{mac} and

16:44:24.638: ngwc_dhcpsn_process_pak(284): Packet handedover to SISF on vlan 10



c9500#dhcp pkt processing routine is called for pak with SMAC = 0a3.d144.2046{mac} and SRC_ADDR = 0.0.0

ACK

Apr 14 16:44:24.640: dhcp paket src_ip(10.10.10.1) dest_ip(255.255.255.255) src_udp(67) dest_udp(68) s
Apr 14 16:44:24.640: ngwc_dhcpsn_process_pak(284): Packet handedover to SISF on vlan 10dhcp pkt process

RORIZ, 7Y RNT A —LTDHCPARXR—EIOFNY JIZFERATEREXTELIATUR
Z2RULET,

A FE:debug AV Y RIFZFEBELTHEAL TLKEEW, < NDdebug N> REIEFEHFOZXY
RO—DILEE%ZEA% 1LY, SARETCHAENIBREILESICOAFERATI I 2HR
LET,

X2 R =]y

FNTONGWC DHCPAX—E> Y

INTY RNGWC DHCPAX—EINT Y N

switch#debug platform dhcp-snoop [all | /NT Y ~ S\ LR

| pd-shim]
pd-shim NGWC DHCPAX—E > J10S
Shim7*/\ Y JE#&

switch#debug platform software infrastructure FPTZE{EEh, I NO—-LTL—2ICNNY
punt dhcp-snoop RENBNTYN)

switch#debug platform software infrastructure O MA—=IL7TL—2HDSFPIZEAET IS/
inject TY BN

NRNINARNTZ 749 OCPUD KNS TINa—F142Y

FEDDERASEDRT 714 Y UNFBZCPUF I —TERFENB2H) ZHEEL T (DHCPAX—K
YORIAVMNO-LTL—2TREBENDRNZTAVIDRATTT ),

« RSTAVYIRAAYFICEE TS E, PUNTHE TCPUIZEEE ., dhep snoopF 1 —IZ
EEEhET,

s NSTAVINARAYFTREETNDE, NTZT714YIRINIECTFRZRHL TEEET N
£9, DHCP OFFERB KU'ACK/NT Y NEL2HIH/L AP —F 1 —ICpBEEThhET,

<#root>



c9500#show pl atform software fed switch active punt

Statistics for all causes

Cause Cause Info

21 RP<->QFP keepalive

79 dhcp snoop

96 Layer2 control protocols
109 snoop packets

c9500#show pl atform software fed sw active inject

Statistics for all causes

Cause Cause Info

1 L2 control /| egacy
128354 0

2 QFP destination Tookup

5 QFP <->RP keepalive

12 ARP request or response

25 Layer2 frame to BD

<< - -

18

cause sunmmary

<< - -

Dropped

dropped counter

8585

68

nmust

NOT i ncrease

If drop counter

cause summary

i ncreases,

there can be

COONZY RZFERALT, CPUICNY RENENTT7 1Y U%ZFERL, DHCPAX—E> TN~
Z74VUZROYILTVRHLESHERIETEET,

<tfroot>

c9500#

show platform software fed switch active punt cpuqg rates

Punt Rate CPU Q Statistics

Packets per second averaged over 10 seconds, 1 min and 5 mins

Q | Queue

no | Name

Rx
10s

Rx |
Imin |

Rx
Smin

Drop
10s

Drop
Imin

Drop
Smin

0 CPU_Q_DOT1X_AUTH

1 CPU_Q_L2_CONTROL

2 CPU_Q_FORUS_TRAFFIC

3 CPU_Q_ICMP_CEN

4 CPU_Q_ROUTING_CONTROL

5 CPU_Q_FORUS_ADDR_RESOLUTION
6 CPU_Q_ICMP_REDIRECT

[eNeNeNoNoNeNol

[eNeNolelNolNo N

[eNeNolelNolNo N

[eNeNolNelNolNoNe]

[eNeNeNoNoNeNel

[eNeNeNeNoNeNel

C



7 CPU_Q_INTER_FED_TRAFFIC 0 0 0 0 0 0
8 CPU_Q_L2LVX_CONTROL_PKT 0 0 0 0 0 0
9 CPU_Q_EWLC_CONTROL 0 0 0 0 0 0
10 CPU_Q_EWLC_DATA 0 0 0 0 0 0
11 CPU_Q_L2LVX_DATA_PKT 0 0 0 0 0 0
12 CPU_Q_BROADCAST 0 0 0 0 0 0
13 CPU_Q_LEARNING_CACHE_OVFL 0 0 0 0 0 0
14 CPU_Q_SW_FORWARDING 0 0 0 0 0 0
15 CPU_Q_TOPOLOGY_CONTROL 2 2 2 0 0 0
16 CPU_Q_PROTO_SNOOPING 0 0 0 0 0 0
17 CPU_Q DHCP_SNOOPI NG

0 0 0 0 0

0 <<---- drop counter nust NOT increase

18 CPU_Q_TRANSIT_TRAFFIC 0 0 0 0 0 0
19 CPU_Q_RPF_FAILED 0 0 0 0 0 0
20 CPU_Q_MCAST_END_STATION_SERVICE 0 0 0 0 0 0
21 CPU_Q_LOGGING 0 0 0 0 0 0
22 CPU_Q_PUNT_WEBAUTH 0 0 0 0 0 0
23 CPU_Q_HIGH_RATE_APP 0 0 0 0 0 0
24 CPU_Q_EXCEPTION 0 0 0 0 0 0
25 CPU_Q_SYSTEM_CRITICAL 8 8 8 0 0 0
26 CPU_Q_NFL_SAMPLED_DATA 0 0 0 0 0 0
27 CPU_Q_LOW_LATENCY 0 0 0 0 0 0
28 CPU_Q_EGR_EXCEPTION 0 0 0 0 0 0
29 CPU_Q_FSS 0 0 0 0 0 0
30 CPU_Q_MCAST_DATA 0 0 0 0 0 0
31 CPU_Q_GOLD_PKT 0 0 0 0 0 0

N—=—RIODITTFRZTIN21—F14>2T
74)—F 49T RS 4 /\N(FED)

FEDIX., ASICZ7 O7Z L3 RTIANTT, FEDINY RIF, N—RITITFEVTIRIITD
REF —BLTWR L ZBBITILEHICHEAETIET,

DI_HandlefEZEREL £ T

s DINRILE, BEODR—BNDEESA > TY IRESRLET,
<#root>
c9500#show pl atform software fed switch active security-fed dhcp-snoop vlan vlian-id 10
Platform Security DHCP Snooping Vlan Information

Val ue of Snooping DI handl e

is::



OX7F7FAC23E438 <<---- |f DHCP Snhooping is not enabled the hardware handl e can not be present

Port Trust Mode

FortyGigabitEthernetl/0/10

trust <<---- Ensure TRUSTED ports are |isted

MY YE>TZFIVOLT, R—RMNDAsice A7 ZHBILET,

« IFMIE, BEDOR—KN/ATIASICIEIYE TENIZNBA 2 R—T IA ALV TYIAT
EE

<#root>

c9500#show pl atform software fed switch active i fm mappi ngs

Interface IF_ID 1Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
FortyGigabitEthernetl/0/10
Oxa
3
1 1
1 0 4 4 2 2 NIF Y

DI_HandleZEAL T, N—ROIF7AFYIRAZRELET,

<#root>
c9500#show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e Ox7F7FAC23E43¢

0
Handle:0x7f7fac23e438 Res-Type:ASIC_RSC_DI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_DHCPSNOOPI
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles:

i ndex0: 0x5f 03

mtu_index/13u_ri_index0:0x0 index1:0x5f03 mtu_index/13u_ri_index1:0x0 index2:0x5f03 mtu_index/T13u_ri_i
<SNIP>

<-- Index is 0x5f03

427 7 AMEOX5f03Z 16 E A S 10ERICEHL T,

0x5f03 = 24323



DA TYIRAEZIOERTERAL, OO ROASICIEE ITEZERAL T, R—bICER
EENTWB TSI ZRRELET,

<#root>

c9500#show pl atform hardware fed switch 1 fwd-asic regi read register-nane SifDestinationlndexTabl e-243:
asic

1

core

For asic 1 core 1
Module 0 - SifDestinationIndexTable[0][
24323

]

<-- the decimal hardware index matches 0x5f03 = 24323

copySegment0

0x1 <<---- If you find this as 0x0, nmeans that the traffic is not forwarded out of this port. (refer tc

CSCvi39202)copySegmentl : Ox1

dpuSegment0 : 0x0
dpuSegmentl : 0x0
ecUnicast : 0x0

etherChannel0 : 0x0
etherChannell : 0x0
hashPtrl : 0x0
stripSegment : 0x0

DHCPAX—E VI NFEEDVLANICK L THEMICBE > TVWB L Z2EELE T,

<{froot>

c9500#show pl atform software fed switch 1 vlan 10

VLAN Fed Information

Vlan Id IF Id LE Handle STP Handle L3 IF Handle SVI IF

10 0x0000000000420011

0x00007f 7f ac235f a8

0x00007f7fac236798 0x0000000000000000 0x0000000000000000 15


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi39202/?rfs=iqvred

c9500#

show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e

0x00007f 7fac235fa8 1 <<---- Last number might be 1 or 0, 1 neans detailed, O neans brief output

Handle:0x7f7fac235fa8 Res-Type:ASIC_RSC_VLAN_LE Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L2 Lk
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: index0:0xf mtu_index/13u_ri_index0:0x0 sm handle
Cookie length: 56

00 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 00 OO OO OO OO OO OO 00 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

LEAD VLAN | GW_M.D_SNOOPI NG ENABLED | PV4 val ue 1 Pass <<---- Verify the highlighted values, if any are

LEAD_VLAN_ICGMP_MLD_SNOOPING_ENABLED_IPV6 value O Pass

LEAD VLAN_ARP_OR ND_SNOOPI NG ENABLED | PV4 val ue 1 Pass

LEAD_VLAN_ARP_OR_ND_SNOOPING_ENABLED_IPV6 value 1 Pass
LEAD_VLAN_BLOCK_L2_LEARN value 0 Pass
LEAD_VLAN_CONTENT_MATCHING_ENABLED value O Pass
LEAD_VLAN_DEST_MOD_INDEX_TVLAN_LE value 0 Pass

LEAD_VLAN_DHCP_SNOOPI NG _ENABLED | PV4 val ue 1 Pass

LEAD_VLAN_DHCP_SNOOPING_ENABLED_IPV6 value 1 Pass
LEAD_VLAN_ENABLE_SECURE_VLAN_LEARNING_IPV4 value 0 Pass
LEAD_VLAN_ENABLE_SECURE_VLAN_LEARNING_IPV6 value 0 Pass
LEAD_VLAN_EPOCH value 0 Pass

LEAD_VLAN_L2_PROCESSING_STP_TCN value 0O Pass
LEAD_VLAN_L2FORWARD_IPV4_MULTICAST_PKT value O Pass
LEAD_VLAN_L2FORWARD_IPV6_MULTICAST_PKT value O Pass
LEAD_VLAN_L3_IF_LE_INDEX_PRIO value 0 Pass
LEAD_VLAN_L3IF_LE_INDEX value O Pass

LEAD_VLAN_LOOKUP_VLAN value 15 Pass

LEAD_VLAN_MCAST_LOOKUP_VLAN value 15 Pass

LEAD_VLAN_RIET_OFFSET value 4095 Pass
LEAD_VLAN_SNOOPING_FLOODING_ENABLED_IGMP_OR_MLD_IPV4 value 1 Pass
LEAD_VLAN_SNOOPING_FLOODING_ENABLED_IGMP_OR_MLD_IPV6 value 1 Pass
LEAD_VLAN_SNOOPING_PROCESSING_STP_TCN_IGMP_OR_MLD_IPV4 value 0 Pass
LEAD_VLAN_SNOOPING_PROCESSING_STP_TCN_IGMP_OR_MLD_IPV6 value 0 Pass
LEAD_VLAN_VLAN_CLIENT_LABEL value O Pass

LEAD_VLAN_VLAN_CONFIG value 0 Pass

LEAD_VLAN_VLAN_FLOOD_ENABLED value 0 Pass

LEAD_VLAN_VLAN_ID_VALID value 1 Pass
LEAD_VLAN_VLAN_LOAD_BALANCE_GROUP value 15 Pass
LEAD_VLAN_VLAN_ROLE value 2 Pass

LEAD_VLAN_VLAN_FLOOD_MODE_BITS value 3 Pass

LEAD_VLAN_LVX_VLAN value 0 Pass

LEAD_VLAN_EGRESS_DEJAVU_CANON value 0 Pass
LEAD_VLAN_EGRESS_INGRESS_VLAN_MODE value O Pass
LEAD_VLAN_EGRESS_LOOKUP_VLAN value 0 Pass
LEAD_VLAN_EGRESS_LVX_VLAN value 0 Pass
LEAD_VLAN_EGRESS_SGACL_DISABLED value 3 Pass
LEAD_VLAN_EGRESS_VLAN_CLIENT_LABEL value O Pass



LEAD_VLAN_EGRESS_VLAN_ID_VALID value 1 Pass
LEAD_VLAN_EGRESS_VLAN_LOAD_BALANCE_GROUP value 15 Pass
LEAD_VLAN_EGRESS_INTRA_POD_BCAST value 0 Pass

LEAD_VLAN_EGRESS DHCP_SNOOPI NG ENABLED | PV4 val ue 1 Pass

LEAD_VLAN_EGRESS_DHCP_SNOOPING_ENABLED_IPV6 value 1 Pass
LEAD_VLAN_EGRESS_VXLAN_FLOOD_MODE value 0 Pass
LEAD_VLAN_MAX value 0 Pass

<SNIP>

RORIZ, ZA4TZY RD—Y EODHCPNT Y RONAZRNL—ATBLEHICHEATEDEE
T F 5 — A %5 Punject show/debug X > KRZRLE T,

—MREVEIN> NA 22 T U hshowd & ¥debugdN > R

debug plat soft fed swit acti inject add-filter cause 255 sub_cause 0 src_mac 0 0 dst_ mac 000
src_ipv4 192.168.12.1 dst_ipv4 0.0.0 if_id Oxf

set platform software trace fed [switch<num|active|standby>] inject verbose — >k R&E hd 7 «
L ZcpmmandZ AL T, NL—RAZZOEBEDRANIEYNET

set platform software trace fed [switch<num|active|standby>] inject debug boot — > for reload
set platform software trace fed [switch<num|active|standby>] punt noise

show platform software fed [switch<num|active|standby>] inject cause summary

show platform software fed [switch<num|active|standby>] punt cause summary

show platform software fed [switch<num|active|standby>] inject cpuqg O

show platform software fed [switch<num|active|standby>] punt cpuq 17 (dhcp queue)
show platform software fed [switch<num|active|standby>] active inject packet-capture det
show platform software infrastructure inject ( 2|1 —%EH )

show platform software infrastructure/\>/

show platform software infrastructure Ismpi R Z 1 /\

debug platform software infra punt dhcp

debug platform software infra inject

ChSOOXRY RIE. BEDIZA T2 MU TDHCPNT Y RAFZFEEhTVWRHES L %
BEITIDICRIEET,



s ZOMEEEFERTSDE, IOS-DHCPY 7RI IT7ZNLTCPUICK > TREE D, FED
95A4AT>MMACT RLAICEERNITSNETXNTODHCPAX—EV IV BEEZF YT F v
TZZEY,

o COBEEE, IPAEIPVEODESEDNT 74 Y O THR—RNEhET,

s COKEEFBEBNICEMCEYET,

%ﬁ BEE . ZhsmMdY > RiE. Cisco IOS XE Gibraltar 16.12. XA SEHTE £ T,

switch#show platform dhcpsnooping client stats {mac-address}

switch#show platform dhcpv6snooping ipv6 client stats {mac-address}

<#root>

C9300#

show pl at f orm dhcpsnoopi ng client stats 0000. 1AC2. C148

DHCPSN: DHCP snooping server

DHCPD: DHCP protocol daemen

L2FWD: Transmit Packet to driver in L2 format

FWD: Transmit Packet to driver

Packet Trace for client MAC 0000.1AC2.C148:

Timestamp Destination MAC Destination Ip VLAN Message Handler:Action
06-27-2019 20:48:28 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPDISCOVER PUNT:RECEIVED
06-27-2019 20:48:28 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPDISCOVER PUNT:TO_DHCPSN
06-27-2019 20:48:28 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPDISCOVER BRIDGE:RECEIVED
06-27-2019 20:48:28 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPDISCOVER BRIDGE:TO_DHCPD
06-27-2019 20:48:28 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPDISCOVER BRIDGE:TO_INJECT
06-27-2019 20:48:28 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPDISCOVER L2INJECT:TO_FWD
06-27-2019 20:48:28 0000.0000.0000 192.168.1.1 0 DHCPDISCOVER INJECT:RECEIVED
06-27-2019 20:48:28 0000.0000.0000 192.168.1.1 0 DHCPDISCOVER INJECT:TO_L2FWD
06-27-2019 20:48:30 0000.0000.0000 10.1.1.3 0 DHCPOFFER INJECT:RECEIVED
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 0 DHCPOFFER INTERCEPT:RECEIVED
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 88  DHCPOFFER INTERCEPT : TO_DHCPSN
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 88  DHCPOFFER INJECT : CONSUMED
06-27-2019 20:48:30 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPREQUEST PUNT:RECEIVED
06-27-2019 20:48:30 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPREQUEST PUNT:TO_DHCPSN
06-27-2019 20:48:30 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPREQUEST BRIDGE:RECEIVED
06-27-2019 20:48:30 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPREQUEST BRIDGE:TO_DHCPD
06-27-2019 20:48:30 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPREQUEST BRIDGE:TO_INJECT
06-27-2019 20:48:30 FFFF.FFFF.FFFF 255.255.255.255 88 DHCPREQUEST L2INJECT:TO_FWD
06-27-2019 20:48:30 0000.0000.0000 192.168.1.1 0 DHCPREQUEST INJECT:RECEIVED
06-27-2019 20:48:30 0000.0000.0000 192.168.1.1 0 DHCPREQUEST INJECT:TO_L2FWD
06-27-2019 20:48:30 0000.0000.0000 10.1.1.3 0 DHCPACK INJECT:RECEIVED
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 0 DHCPACK INTERCEPT:RECEIVED
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 88  DHCPACK INTERCEPT : TO_DHCPSN

NL—RZ2JUT7TBICEF. XKOOIX>Y RZFEALET,



switch#clear platform dhcpsnooping pkt-trace ipv4

switch#clear platform dhcpsnooping pkt-trace ipv6

CPUNANT Y RF+TF+

DHCPAX—EZINTY RABBLEAESHZHEL., I MNO—-LTL—2ZELBEL
£9,

~ ETAD—FATIVS U RSANCPUF Y 7 F Y —I)LOERAZEICETSEMNDS
ZERICOVTR., "200ER,, O0twI2arzEzSRBLTLEEL,

<#root>
debug platform software fed
[switch<num|active|standby>]
punt/inj ect
packet-capture start
debug platform software fed
[switch<num|active|standby>]
punt/inj ect
packet-capture stop
show pl atform software fed
[switch<num|active|standby>]
punt/inj ect

packet-capture brief

### PUNT ###

DI SCOVER

—————— Punt Packet Number: 16, Timestamp: 2021/04/14 19:10:09.924 ------
interface :

physi cal : FortyG gabit Et hernet1/0/2

[if-id: 0x0000000a], pal: FortyGigabitEthernetl/0/2 [if-id: 0x0000000a]
metadata : cause: 79

[ dhcp snoop],



sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet len: 347, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

OFFER

—————— Punt Packet Number: 23, Timestamp: 2021/04/14 19:10:11.926 ------
interface :

physi cal : FortyG gabitEt hernet1/0/ 10

[if-id: 0x00000012], pal: FortyGigabitEthernetl/0/10 [if-id: 0x00000012]
metadata : cause: 79

[ dhcp snoop]

, Sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a. fe46

ether hdr : vlan: 10, ethertype: 0x8100
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68
, Src port:

67

REQUEST

—————— Punt Packet Number: 24, Timestamp: 2021/04/14 19:10:11.927 ------
interface :

physi cal : FortyG gabitEthernet1/0/2

[if-id: 0x0000000a], pal: FortyGigabitEthernetl/0/2 [if-id: 0x0000000a]



metadata : cause: 79
[ dhcp snoop]

, Sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet Ten: 365, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

ACK

—————— Punt Packet Number: 25, Timestamp: 2021/04/14 19:10:11.929 ------
interface :

physi cal : FortyG gabitEt hernet1/0/ 10

[if-id: 0x00000012], pal: FortyGigabitEthernetl/0/10 [if-id: 0x00000012]
metadata : cause: 79

[ dhcp snoop]

, Sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a. fe46

ether hdr : vlan: 10, ethertype: 0x8100
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68

, Src port:

67

### | NJECT ###

DI SCOVER



—————— Inject Packet Number: 33, Timestamp: 2021/04/14 19:53:01.273 ------
interface : pal:

FortyG gabi t Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 25 [Layer2 frame to BD], sub-cause: 1, g-no: 0, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet len: 347, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

OFFER

—————— Inject Packet Number: 51, Timestamp: 2021/04/14 19:53:03.275 ------
interface : pal:

FortyG gabi t Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 1 [L2 control/legacy], sub-cause: 0, g-no: 0, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a. fe46

ether hdr : ethertype: 0x0800 (IPv4)
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68,
src port:

67

REQUEST

—————— Inject Packet Number: 52, Timestamp: 2021/04/14 19:53:03.276 ------
interface : pal:

FortyG gabi t Et hernet 1/ 0/ 2



[if-id: 0x0000000a]
metadata : cause: 25 [Layer2 frame to BD], sub-cause: 1, g-no: 0, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet Ten: 365, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

ACK

—————— Inject Packet Number: 53, Timestamp: 2021/04/14 19:53:03.278 ------
interface : pal:

FortyG gabi t Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 1 [L2 control/legacy], sub-cause: 0, g-no: 0, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a. f e46

ether hdr : ethertype: 0x0800 (IPv4)
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68

, Src port:

67

ERERNL—A

Chol, TOERFLRIAVA—RYNZEDIRY NERTRTBNAFUNL—RTT, C
OBITIE. NL—RkdhcpsnI> K—%> MNMIETHBHRERLET,

- NL—ARFHTEEGTEET, 2FY., NZTLS1—F1 2T =2zRBITREICHLWVT
TANLNEERLT, KUV BERESODZENTEXRT,

<ffroot>



9500#

request platformsoftware trace rotate al

9500#

set platformsoftware trace fed [switch

] dhcpsn verbose

c9500#show | oggi ng proc fed internal | inc dhcp

<<---- DI _Handle nust match with the output which retrieves the D handle

2021/04/14 19:24:19.159536 {fed_F0-0}{1}: [dhcpsn] [17035]: (info):

VLAN event on vlan 10, enabled 1

2021/04/14 19:24:19.159975 {fed_F0-0}{1}: [dhcpsn] [17035]: (debug): Program trust ports for this vlan
2021/04/14 19:24:19.159978 {fed_F0-0}{1}: [dhcpsn] [17035]: (debug):

GPN (10) if_id (0x0000000000000012) <<---- if_id nust match with the TRUSTED port

2021/04/14 19:24:19.160029 {fed_F0-0}{1}: [dhcpsn] [17035]: (debug): trusted_if_q size=1 for vlan=10
2021/04/14 19:24:19.160041 {fed_FO0-0}{1}: [dhcpsn] [17035]: (ERR): update ri has failed vlanid[10]
2021/04/14 19:24:19.160042 {fed_F0-0}{1}: [dhcpsn] [17035]: (debug): vlan mode changed to enable
2021/04/14 19:24:27.507358 {fed_F0-0}{1}: [dhcpsn] [23451]: (debug): get di for vlan_id 10

2021/04/14 19:24:27.507365 {fed_F0-0}{1}: [dhcpsn] [23451]: (debug): Allocated rep_ri for vlan_id 10
2021/04/14 19:24:27.507366 {fed_FO0-0}{1}: [inject] [23451]: (verbose): Changing di_handle from 0x7f7fac

Ox7f 7f ac23e438

by dhcp snooping

2021/04/14 19:24:27.507394 {fed_FO0-0}{1}: [inject] [23451]: (debug): TX: getting REP RI from dhcpsn fai
2021/04/14 19:24:29.511774 {fed_FO0-0}{1}: [dhcpsn] [23451]: (debug): get di for vlan_id 10

2021/04/14 19:24:29.511780 {fed_F0-0}{1}: [dhcpsn] [23451]: (debug): Allocated rep_ri for vlan_id 10
2021/04/14 19:24:29.511780 {fed_FO0-0}{1}: [inject] [23451]: (verbose): Changing di_handle from 0x7f7fac

Ox7f 7f ac23e438

by dhcp snooping
2021/04/14 19:24:29.511802 {fed_FO0-0}{1}: [inject] [23451]: (debug): TX: getting REP RI from dhcpsn fai

c9500#set platformsoftware trace fed [switch



] asic_app verbose

c9500#show | oggi ng proc fed internal

2021/04/14 20:13:56.742637 {fed_FO0-03}{1}:

VLAN event on vlan 10

, enabled 0O

2021/04/14 20:13:56.742783 {fed_FO0-03}{1}:
2021/04/14 20:14:13.948214 {fed_FO0-03}{1}:
2021/04/14 20:14:13.948686 {fed_FO0-03}{1}:

Program trust

2021/04/14 20:14:13.948688 {fed_FO0-03}{1}:

GPN (10)

2021/04/14 20:14:13.948740 {fed_FO0-03}{1}:
2021/04/14 20:14:13.948753 {fed_FO0-03}{1}:
2021/04/14 20:14:13.948754 {fed_FO0-03}{1}:

i nc dhcp

[dhcpsn] [17035]:

[dhcpsn] [17035]:

[dhcpsn] [17035]:
[dhcpsn] [17035]:

ports for this vlan

Suggest ed Traces

set platform
set platform
set platform

I NDECT

set platform
set platform
set platform

PUNT

set platform
set platform
set platform

software
software
software

software
software
software

software
software
software

trace
trace
trace

trace
trace
trace

trace
trace
trace

if_id (0x0000000000000012) <<----

fed
fed
fed

fed
fed
fed

fed
fed
fed

[dhcpsn] [17035]:

if_id nust

[dhcpsn] [17035]:
[dhcpsn] [17035]:
[dhcpsn] [17035]:

[switch<num|active|standby>]
[switch<num|active|standby>]
[switch<num|active|standby>]

[switch<num|active|standby>]
[switch<num|active|standby>]
[switch<num|active|standby>]

[switch<num|active|standby>]
[switch<num|active|standby>]
[switch<num|active|standby>]

(info):

(debug) : vlan mode changed to disable
(info): VLAN event on vlan 10, enabled 1
(debug):

(debug):

match with the TRUSTED port

(debug): trusted_if_qgq size=1 for vlan=10
(ERR) : update ri has failed vlanid[10]
(debug) : vlan mode changed to enable

pm_td1 verbose
pm_vec verbose
pm_vlan verbose

dhcpsn verbose
asic_app verbose
inject verbose

dhcpsn verbose
asic_app verbse
punt ver
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%DHCP_SNOOPING-4-DHCP_SNOOPING_ERRDISABLE_WARNING: DHCP Snooping received 300 DHCP packets on interface
%DHCP_SNOOPING-4-DHCP_SNOOPING_RATE_LIMIT_EXCEEDED: The interface Fa0/2 is receiving more than the thre
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%DHCP_SNOOPING-5-DHCP_SNOOPING_MATCH_MAC_FAIL: DHCP_SNOOPING drop message because the chaddr doesn't ma
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%DHCP_SNOOPING-5-DHCP_SNOOPING_NONZERO_GIADDR: DHCP_SNOOPING drop message with non-zero giaddr or optio
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%DHCP_SNOOPING-4-AGENT_OPERATION_FAILED: DHCP snooping binding transfer failed. Unable to access URL
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi39202/?rfs=iqvred
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switch#show platform fabric border dhcp snooping ipv4 statistics

switch#show platform fabric border dhcp snooping ipv6 statistics

<tfroot>

SDA-9300-BORDER#

show pl atform fabric border dhcp

Timestamp

Source IP

08-05-2019 00:24:16 10.30.
08-05-2019 00:24:16 10.30.

SDA-9300-BORDER#
show platformfabric

Timestamp

08-05-2019 00:41:46
08-05-2019 00:41:47

border dhcp

Source IP

11:11:11:11:
11:11:11:11:

snoopi ng i pv4d statistics

Destination IP Source Remote Locator Lisp Instance ID VLAN PROCESS

10.40.4
10.40.4

A 192.168.0.1 8189 88 10
A 192.168.0.1 8189 88 11

snoopi ng i pv6 statistics

Destination IP Source Remote Locator Lisp Instanc

11:11:11:1 22:22:22:22:22:22:22:1 192.168.0.3 8089
11:11:11:1 22:22:22:22:22:22:22:1 192.168.0.3 8089
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