Understanding BGP RPKI With XR7 Cisco8000
Whitepaper
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eBGP advertisement for
10.0.0.0/24

AS_Path 1,5,2,3

Longer path, less preferred
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End Users
eBGP advertisement for 10.0.0.0/24

AS_Path 1,54
Shorter path, more preferred
lllegal advertisement
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10.0.0.024
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Less preferred longer
AS_Path route for 10.0.0.0/24

End Users
1. Causes route flap between two
available paths.

2. Dampening feature if
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Server IP | [=] Advertised prefix:
10.0.0.1 10.0.0.0/24

\\\
AS3
>
eBGP Advertisement for 10.0.0.0/24 S
Leonger path, less preferred
AS2 J
/_/ __j

End Use
i{ Router prefers more precise
(10.0.0.0/28)

\ advertisement received from attacker.
\ eBGP Advertisement for 10.0.0.0/28 DDoS Attacker
More precise advertisement )
lllegal Advertisement J
AS4
4 s
/ d
~ Traffic directed to attacker g
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RPKI

RPKIlE, ROAZELVRS NI ZFERALET, ROAILIEK, L7 1 0REEFNICEHAENFHS T
7=BGP ASESICEHTRBEHAEENTVET, LI—NDES(origin)fBA Ik, BSBEEFEOX
T,

5044 > 2 —FY L AKNURIR)IE, RPKIOD KRS ARNT > H—TT, Internet Assigned
Numbers Authority(IANA)I&. IP7L 7 1 VAZBATEY ) —ORLEIBTT. RIRFEFEEBDIXRIC
HYVET, O—HINAVEZ—FXY RLPZARNJ(LIREXRBEZ AV EZ—FY NF—ER7ONA
A—(SP)WHT L7141V IREE)ETET, cNSOTLT71YIADRHEICBELET
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ROAZFRANLE T, FHAAEICEF., BRALEFIHHAZEOLHARSA M —BERRENET, L
2T, RPKIKIPZ RLAEIWHETOY ) —235— U JFHAAEBEOVI—ZFEHRLET



o AIAERRAENFIETBARPKINUTF—RIE, IXTOLRARA NER—)TLT, EHFE
N/I-SIBEEROA (BLUCRLERZTJIARN ) ZRELEY., EHET7VH—ASEKBL. FiF
BEODARRA MO IICRVET,

ROARRIRZBLU TURIS NRIVICADENEIAN, HOLPARNY (BERFRLRFO—HIL ) 28
UTRUCENTEXRT, cOEFERE. RRICKZPBEUAERERIEICE > TISPICEET S L
ETEET,

REFRTIE, RIPENCE. ARIN, APNIC, LACNIC, AFRINICD5DMOROAVRT N AFiftFEh
TWET,

ZXYRNDT—VICEETEINITF—RE, ChSsOURSKNYEBEL, EETEDROAT—EN
—AZAIO0—-RLTHF Y21 2BELET, ChEFRPKIOESIE—THY, JO-N)
RPKIN S EEXEEBEENICEHNIC7IYF/IVUILY 1EhhET, RICNVF—RFEZD
BHEII—RICEEL., REBHMETITLEOICEEBBGPT7F U AERPKIT—7 I 2B TE
BESICLET,

Repositories

BGP RPKI
enabled router

RIPE NCC Ripe Network coordination center
ARIN American Registry for Internet Numbers
) APNIC Asia Pacific Network Information Centre
4
I _//‘ LACNIC Latin America and Caribbean Network Information
Centre
AFRINIC African Network Information Centre

RPKIA 27 ZRNZ OF + i

NUF—=2

COTFEVANL—232 TR, RIPENUTF—RZFEALEXY, NUF—REE, TCPEY> 3>
ERUITDCELIP>TIL—ZEBELET.,. COTFEANL—232 TR, NUF—REIP
192.168.122.1208 L V'7R— K3323%2 U Y AV L& T,



routinator server --rtr 192.168.122.120: 3323 --refresh=900
IANAE C DBFEICR—R323ZEBEL TVWET, EFXAN—E, O—HILURD NUHNEHE
h, EFZHEZEIZLHICEHFECNDETCOREBEREZERELET,

BGP RPKIOFEZAML—>32

hROS

Cisco 8000
' eBGP peer
BOPADA00 BGP AS 8100

E’ ROAs fed to router @ eBGP CSRA
FE—

Validator iﬁ;‘:""‘h enabled 43.230.26.0/24 — Valid advertisement

103.10.39.0/24 - Invalid advertisement

iBGP

- =~

iBGP peer
BGP AS 100

rROZ

X ZOFEVARL—Y3 TR, BIZBGPRPKIXAZALZZATHEHIC, SUX
LBNTVYOASEBSETL 71 OAEEALET, N7V Y JIPIERPKICZ&K 2 TEIC/N
TVYOTLT7A4YIOAREBEDLEDICERAE N, RRTEREND TXTOROARK/NT U Y
D7T7LTAYVIATT, BREIC, CORFIXNTHES A TWVWER T I I XRRELRL
. ChSONTUY UIPPASICASEEERZEZEH A,

RE

router bgp 100

bgp router-id 10.1.1.1

rpki server 192.168.122.120
transport tcp port 3323

refresh-tinme 900

address-fanmily ipv4 unicast



nei ghbor 10.0.12.2
renote-as 8100

address-fam |y ipv4 unicast
route-policy Pass in

rout e-policy Pass out

nei ghbor 10.0.13.3
renot e-as 100

address-fam |y ipv4 unicast

/1 *Pass’ is a permt all route-policy.
BGP RPKIZY > 3>

L—2iE, ROAF Y Y2 1EL—BOXEVICAIVO-KRTBEHIC, NUF—&
(IP:192.168.122.120, R—NK3323 ) EDTCPEY > 3V EBIULE T,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server 192.168.122.120

Wed Jan 20 22:54:15.763 UTC

RPKI Cache- Server 192.168.122.120
Transport: TCP port 3323

Bi nd source: (not configured)

Connect state: ESTAB

Conn attenpts: 1

Total byte RX: 4428792

Total byte TX: 1400

Last reset

Timest: Jan 20 05:59:58 (16:54:17 ago)

Reason: protocol error



IL—RTOROAOA I >O—K

N TF—Z2EROABHWZIL—RICT A —RLET, COFv Y1k, L—FHAEVEREZRE
THARMEZRNRICHZAZDLHIC, EBRNICEHRENETT,. COTEVANL—>3 2 TR,

Q0MDIT7L Y IREAREENTVERT, RICKRI&LSIC, Cisco 8000/L— X EIPv4E

IPv6 ROA%Z172632/\1) F—2 A 5283500 O—RLTVET,

RP/ 0/ RPO/ CPUO: G sco8000#show bgp rpki server sunmary

Wed Jan 20 23:01:59.432 UTC

Host nane/ Addr ess Transport State Ti me ROAs (| Pv4/1Pv6)
192. 168. 122. 120 TCP: 3323 ESTAB 17:00: 21 172632/ 28350

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table ipvé

Wed Jan 20 23:09: 26.899 UTC

>>>Sni pped out put <<<

Net wor k Max| en Origin-AS Server

10.0. 0.0/ 24 24 13335 192. 168. 122. 120
10.0. 4.0/ 22 22 38803 192. 168. 122. 120
10.0. 4.0/ 24 24 38803 192. 168. 122. 120
10.0.5.0/ 24 24 38803 192. 168. 122. 120
10.0. 6.0/ 24 24 38803 192. 168. 122. 120
10.0.7.0/ 24 24 38803 192. 168. 122. 120
10.1.1.0/ 24 24 13335 192. 168. 122. 120
10.1.4.0/ 22 22 4134 192. 168. 122. 120
10.1.16.0/ 20 20 4134 192. 168. 122. 120
10.2.9.0/ 24 24 4134 192. 168. 122. 120
10.2.10.0/ 24 24 4134 192. 168. 122. 120
10.2.11.0/ 24 24 4134 192. 168. 122. 120
10.2.12.0/ 22 22 4134 192. 168. 122. 120
10.3.0.0/16 16 4134 192. 168. 122. 120
10. 6. 0.0/ 22 24 9583 192. 168. 122. 120

TR

COEU>3>Tk, BGPRPKIOEMED A K, BRI —FDBR2E/FEBT RNZALAX
URhEBLETAEEICOVTEHBLET,



Origin-As DA D B RL

T7FLRTR, L—RBENVTF—ZHSROAZTIVFLEIRIN, TOLIICRESTNDEXT
ERZHRHBELERA. TOHER, ChSOTLT7 1Y IR "Dy FLEREHELTIN—VEN
£9,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Wed Jan 20 23:27:37.268 UTC

BGP router identifier 10.1.1.1, local AS nunber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Tabl e | D: 0xe0000000 RD version: 30

BGP main routing table version 30

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigincodes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: Vvalid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

D*> 203.0.113.0/24 10.0.12.2 0 0 8100 ?

D*> 203.0.113.1/24 10.0.12.2 0 0 8100 ?

D*> 192.168.122.1/32 10.0.12.2 0 0 8100 ?

I—ZR Tas-orignDBEMEF IV IVZBMCTAIICRK, ZREITBDTRLAZZIVIEHMLTIO
OV RET7OT147TICLET,

router bgp 100
address-fam |y ipv4 unicast

bgp origin-as validation enable

COORY RETIFATIETDE. —REBGPF—T LI BETDTL T 1Y 2 RENUF
— AR SBELEROAMBREBAELTAF v L. 30DRENIDHFTL T4 YR (BGPEL
4BGP ) ICEIY ST hET,



RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 00: 04:58. 136 UTC
Status codes: s suppressed, d danmped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

I* 203.0.113.1/24 10.0.12.2 0 0 8100 ?

N> 192.168. 122. 1/ 32 10.0.12.2 0 8100 ?

RENAOHEZTSBRIC. L—2H7 L/7»r71@&41(,“\?*%&7&@%'(%%&9L'd'é(,_
COOANY RABETY, ChEF7FIILRTREVBCBZ>TLVERRA, ZhiE, /\7\I\/\7\0)
HFEICEVWHEEREEAETIC. CORFIXINTERRIDIL—NRUI—THEATRILE
AREICT AR AT AN HBDLHTT,

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as use validity

7L7 1 VAOENRE
TL7AYVOANRONBUEMOHBDREFIOHYET,
RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity

Thu Jan 21 00: 04: 58. 136 UTC

Status codes: s suppressed, d danped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Origin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

I* 203.0.113.1/24 10.0.12.2 0 0 8100 ?



N> 192. 168.122. 1/ 32 10.0.12.2 0

0 8100 ?

clnvalid : 7L 7 1 DA RD2DOOFZHOVWThAEBELTVWDREZRLET, 1.128
£ ®Route Origin Authorizations(ROA)IZ—BL £F 4, & RASHAS-PATHLED#E KASIC—
HITBROAD—HEHVEFHA, 2ROATEEENEHRNIRTIDULOROAIC—HBLET
F, BPRICE—HBIZDIXNTOROAICKL T, EEEhERARIVERKABWET, BE

ASIE&H#RICIEFEEBD Y EEA,

-ValidRPKIF ¥ Y2 21T —TITTLTAYIAREASRTHFRONBDZEERLET,
-NotFound = 7'L 714 AN BMELERFIEWBRTL 71 JAOFICETFATVWEVNC EZR

LET,

COETR, BETLT7AVAREZTOREILCOVTHLLBHALET,

1.203.0.113.0/24 : B%b

AS 8100MeBGPETIEZDIL— K EHFKE L, Cisco8000./ — RIZT RNZRA AL EL &, EET
AS(8100)AROAMIZETTAS (N T —ENSEBF ) E—HRTBLD, COTLT7T1YIARE
Mex—0&ch, L—BZFZOIN—F 12T F—=TINIAVARN=IIEhET,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table | in "203.0.113. 0| Max"

Thu Jan 21 00:21:26.026 UTC
Net wor k Max!| en Oigi n-AS

203.0.113.0/ 24 24 8100

L—=REBGPT—7ILICAVAR—ILENET,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp 203.0.113. 0/ 24
Thu Jan 21 05:30: 13.858 UTC

BGP routing table entry for 203.0.113.0/24

Ver si ons:
Process bRI B/ RIB SendTbl Ver
Speaker 31 31

Last Modified: Jan 21 00:03:33.344 for 05:26:40
Paths: (1 available, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)

Oigin inconplete, netric O, |ocal pref 100,

Received Path I D 0, Local Path ID 1, version 31

Server

192.168. 122. 120

external, best, group-best



Oigin-AS validity: valid
CNERERBGPTL 74 Y IATHY, RPKIZEIZBMTH B, L—F12IF—T)IC
EBIEAZAN=ILENET,

RP/ 0/ RPO/ CPU0O: Ci sco8000#show route 203.0.113.0/ 24

Thu Jan 21 00: 29: 43. 667 UTC

Routing entry for 203.0.113.0/24
Known via "bgp 100", distance 20, netric O
Tag 8100, type external
Installed Jan 21 00: 03:33.731 for 00:26:10
Routi ng Descriptor Bl ocks
10.0.12.2, from 10.0.12.2, BGP external
Route metric is O

No advertising protos.

2.203.0.113.1/24 - &%)

ROAICEENBZRIETASIERE . eBGPET A SBGPX Y £—TZ T L TREL ERIETASHE
BABRELTVWR LD, COTLT7 1Y JRAREMTT, 203.0.113.1/24%., FIETTAS 81000
BGPZNM L TREENET,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity invalid
Thu Jan 21 00: 34:38.171 UTC

BGP router identifier 10.1.1.1, local AS nunber 100

BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BCGP table state: Active

Tabl e 1 D: 0xe0000000 RD version: 33

BGP main routing table version 33

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ |1 SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danped, h history, * valid, > best



i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Wight Path
* 203.0.113.1/24 10.0.12.2 0 0 8100 ?

EEL, NVF—2ZHAS5ZELEROAR., COTLT740ANAS10021ICBLTVWA CEZRL
x99,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table 203.0.113.1/24 max 24

Thu Jan 21 00:37:05.615 UTC

RPKI ROA entry for 203.0.113.1/24-24
Oigin-AS: 10021 from 192. 168.122. 120

Version: 124211

ZELEBGPT+ > A(AS 8100)ADASH U B8R A", ROAAS 10021)TEEL =KD
ASHDD VE—BLEBEVEYD, L7141V IAREMNELTN—V&En, L—TFT12T07—=T)
CAVAR=ILEnEEA,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp 203.0.113.1/24
Thu Jan 21 05:37:26.714 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RIB SendTbl Ver
Speaker 32 32

Last Modified: Jan 21 00:03: 33.344 for 05:33:53
Paths: (1 available, no best path)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |ocal pref 100, valid, external
Received Path I D 0, Local Path ID 0, version O

Oigin-AS validity: invalid

3. 192.168.122.1/32 Not Found



ChE7SAR—RNTLTAYVIRTHY., ROAF Y Y 1ICEEELEE A, BGPIFZOTL
7149 A% "Notfoundy EEELFEL K,

RP/ 0/ RPO/ CPUO: G sco8000#show bgp 192. 168.122. 1/ 32
Thu Jan 21 05:44:39.861 UTC

BGP routing table entry for 192.168.122.1/32

Ver si ons:
Process bRI B/ RIB SendThbl Ver
Speaker 33 33

Last Modified: Jan 21 00: 03:33.344 for 05:41:06
Paths: (1 available, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12. 2 (192. 168. 122. 105)
Oigin inconplete, netric 0, local pref 100, valid, external, best, group-best
Received Path ID O, Local Path ID 1, version 33

Oigin-AS validity: not-found
RPKIZBIZHRZEFHEAE DD, TRV, TLTAVANN—F42T9F=TINICA>
ARN=I)EhET, T5THVIEE., BGPIERPKIF—ER—RAICBBENATVEVCIhSOIER
DTLTAYIORZEERLET,

JWHBTLT7 1Y OREHT

HERENFEAN, YVIRNIITICR, BUHETLT7AY DANRARNNAFHETILIVXALL
BMTERRSICTD /THFABEIATVET,

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as allowinvalid

COBETE. L—RERANNAHETEIBESL T 1Y VAEEBLETH . Thid TED
L ELTR—YENET, COHNE, RANSRELTI—F&hiz 7203.0.113.1/24, &R
LTVERT,

RP/ 0/ RPO/ CPUO: G sco8000#show bgp



Thu Jan 21 06: 21: 34.294 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Tabl e 1 D: 0xe0000000 RD version: 34

BGP main routing table version 34

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Wight Path
*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?
*> 203.0.113.1/24 10.0.12.2 0 0 8100 ?
*> 192.168.122. 1/ 32 10.0.12.2 0 0 8100 ?

ROBAIZRTESIZ, EMCRENTOVBICELM I DST, L7140 Akbeste N—0U&h
x99,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp 203.0.113.1/24
Thu Jan 21 06:23:26.994 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RIB SendThl Ver
Speaker 34 34

Last Modified: Jan 21 06:05:31.344 for 00:17:55
Paths: (1 avail able, best #1)

Not advertised to any peer

Path #1: Received by speaker 0

Not advertised to any peer



8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |ocal pref 100, valid, external, best, group-best
Received Path I D 0, Local Path ID 1, version 34

Oigin-AS validity: invalid
L= MAELTEYBTL7A VARAZREOA T2 a2 LTRY, BHEBTLT7 1R
FEANESSEEREMETLIA VAL EREIIAWETL 71 VAZBETHEITEELT
<EEzE LV,

IL—2TOFBROARE

MASHDEHT., BEDTLT71YIADROAN TR, BE. TEFEEEATUVAEVES
&, I—2 TCFEBROAZERETEET, LEXE. RICRTEKDIZ, L7140 AT
192.168.122.1/321 & "NotFounds £ LTNY—Y&hET,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 06: 36: 31. 041 UTC

BGP router identifier 10.1.1.1, local AS nunber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BCGP table state: Active

Tabl e | D: 0xe0000000 RD version: 34

BGP main routing table version 34

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Origin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

1*> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

N> 192. 168.122. 1/ 32 10.0.12.2 0 0 8100 ?



RIZRTERDIC, FEHROAZRETEEXT, CcOONVRIEFE, L7414 9A T
192.168.122.1/321 %AS 8100(C B9 EN T E T,

router bgp 100

rpki route 192.168.122.1/32 nax 32 origin 8100
CORETI., L7 A OADREN "Ny 25 TV, ILEDYERT,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 06: 36: 34. 151 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Tabl e 1 D: 0xe0000000 RD version: 35

BGP main routing table version 35

BGP NSR Initial initsync version 2 (Reached)

Status codes: s suppressed, d damped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12. 2 0 0 8100 ?

1*> 203.0.113.1/ 24 10.0.12. 2 0 0 8100 ?

V*> 192.168. 122. 1/ 32 10.0.12. 2 0 0 8100 ?

L—RRIS—ETLT 1 U ADOKRIERE

TL7 40 AREDHERIFE., I—RRV—OERICERATEET, s DREEmMatchX T
FEATE, EBENfNMVEBELEITDZTVIVEETTEET, COHITE., BEITREOINTO
TLT7AYVIREBEL., ThSOTL 74V IAICKRLU CEXRE12345% R ELET,

route-policy Invalid
if validation-state is invalid then

set wei ght 12345



endi f
end- policy

router bgp 100
renote-as 8100
address-fam |y ipv4 unicast

route-policy Invalid in

ROEAF, BHETL 74 VAN BREhIEEXFF123452 RLTVET,

RP/ 0/ RPO/ CPUO: Ci sc0o8000#show bgp 203.0.113.1/24
Thu Jan 21 06:57:33.816 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RI B SendThl Ver
Speaker 38 38

Last Modified: Jan 21 06:54:04.344 for 00:03: 29
Paths: (1 avail able, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |local pref 100, weight 12345, valid, external, best, group-best
Received Path ID 0, Local Path ID 1, version 38

Oigin-AS validity: invalid

HRIAZIZTACLDTL 7 1 VARIEROAR

BGPI—A &, BGPHRAZ 1 ZT 1 ZNL T, 7L 71V ARKRIEREEMOII—FERETS
CEETEEFT (NVF=ZDL500—AILFr+Y2 18BN ), Chicky, NUF—RED



Y23 VTINTOROAZA T VO—RTBET, KYRNT—THOEIL—2OF—/N—A
Y REFHTERT,

Chik, BGPHLEROAZI I ZT A IR > THBEICKRYET,

COORVRIZEY ., =R TFL 714 9AKRE, 88 %ZBGPE T ERETEET,

router bgp 100
address-fam |y ipv4 unicast

bgp origin-as validation signal ibgp
Cisco 8000)L—ZANRDEDIZREEND E, EFANDBGPT7 Y 7 F—NICWET L7 1 U ARKEE
BBAEENET. CDBE. XA/N—IBGPIL—ZKIOS-XEL—ZTT,

csr2#show i p bgp 203.0.113.1/24
BGP routing table entry for 203.0.113.1/24, version 14
Paths: (1 available, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
8100
10.0.12.2 from10.0.13.1 (10.1.1.1)
Oigin 1GP, netric O, |ocal pref 100, valid, internal, best
Ext ended Conmunity: 0x4300:0: 2
rx pathid: 0, tx pathid: 0xO0

Updated on Jan 21 2021 18:16:56 UTC
COHRIII-ZTAIYETYIE, 0x4300 0x0000 ( HREEZERTA4NA N ) ZFEAL TEBBRTE
£9,

REZRTINANE, ROVTIhADEZFORZ2EY NOFSELEHEL TERDONET,

- 0-BN

- 1-RO2MYFEBA

. 2
7L 74%92203.0.113.1/240 1% 1 ZF 1 (F0x4300:0:2T, Mlnvalidy Z’L 714 2RI v EY
TJENET, COKRSIC, cs2/L—ZBAOO—ALF Y+ v 1 BVICENDIDST, IL—X
F7L 74 O ARIEPREICESVWVTREETTCENTEET,

TL7 4O ABRIEREZFEAL T, L—MYYTELEBGPRANNATZILIVALTRETE
BRIICHEYN KL Iz,

BGP RPKIN R ICE I 2 #HREIH



ROAERDRANT Z VT4 A

Zn5lE, RPKI-Observatory CEUBIE N EERBER Y RT—VICE <K VWK DA QO#RBEIET
¥, RPKIXX AWK, BiEENEZRPKIOASNEROAEZSHTLET,

EEOTLT7 1Y VALK L TROANERE nhiZBEE, TOTSL 74 Y O A%EBGPTT F
DOATRDCEZHRLET. ROANBZWVWEESIE, TOROAICEENDASNOAYN ZL TS
L7414y OREERTDEGT, OEIM N TNETFIATEFRT,

-ROAN'ZTL 74 Y UARAREL KE VWmaxlenTERE W BBE., ROARK, TOTL 714 Y IR
DTCHADARMEOBHZIRNTOTL T 1Y DARICDOVWT, maxlenE TOROAZER TS
EERLUTY,. ChSDTLTAYIATNTEBGP TP T IV ATH L i< #H\RL &
9,

- TL74YORIZKUTROANERE N, L7 A4 YIRMEEN TOTL 714V VADY
TTLT7AVIOREBTFHFIVALEERE, ROARZFOH T TL 74 Y OREEMNILET,
H7 7L 714 0ADROAE, TOROAMmMaxlent, Y7L 71 O AEHN—FBLSICHE
RIDVENHYET,

AR TL 74 OREFRBLTWVWS N, TNZEBGPTT T I ALBVFENHZEWE,
ASODTL 714 Y O AFADROAZERTIMBEN HYET, Ik, ASOIEEDAS/VA
CEBIhBEVWED, 7L719ADTF I AFIXNTEMICKYET,

.BAUTL749AZRETETIASNIERHZHEE. TOTL 71U ADROAZASNT
EIERTRDBENHYVET, TOHER, I—RICELTL 71 9 RAICKHTIEHRDROAD
H3HEEF. ThoOLVWTIhAIC—HTEIBGPT7 RNZAAX N EMICHKYET, EL
TL7 4R THEROROARREVICHELEE A

- TAL " EOEBE By 0L 714y OREREL. By ORDYICZEDTLTAYIAD
ROAZERTZHBE. TAL BT FIAIC "By OASNZE[MTBD A, "™Bi A TLT4v
DABRZRETIHLENHVET,

XRBGPIL—Z TORPKIND/NT7 # —IX 2 AN DO ¥R
L—KRUS—E@EALZCPUTOROAT ¥ 77— N DR

ROANEBHFHE N3, JL—ZIZ Tvalidation-state is1 'EENDXA/N—0O—AHILADIL—K
RIS —HHDEEE. EFENEHFLLVROAICESIVWTIL7ATVADAT—RAEZBRILY
DENBEEICEYET, chlk, I—F2HNET7ICBGP REFRESHERZIX{ET A ETERE
nNE¥9,

BGPRAN—NDNZDXYE—DZRDELSICREFETDE, RAN—RBTLT71Y ORZBEXERE
L. BEIL—FRUD—RBEEBTL7 1Y I REBRIITEET (BGPRAN—DTLT 1R
(E100 %EAETT ),

Jan 22 18:28:41.360: BGP: 10.0.12.1 rcv nessage type 5, length (excl. header) 4

Jan 22 18:28:41.360: BGP: 10.0.12.1 rcvd REFRESH REQ for afi/safi: 1/1, refresh code is O
ROANEFHENDLETICEZLDRAN—NEBICEFETID L&, BENfMEBRLET, ZA4/N\—0D
BEIL—BNRUS—FEMT, Z<OREABEZHE. ROAODEFMEICHSICH =2 TCPUD
FRENFGE<EYNET, JTAN—0EFFEIL—KRJ>—IZ Tvalidation-state is; AN RAEE
hTOWEVWEBE, CNSOREFRESHX Y E—JRBEELEE A

Z A4 N—IC® L T Tsoft-reconfiguration inbound always; A& EE N TWVWSHE. BGP



REFRESHX Y t—2J BEFBENEEAN, BUIL—KRUZ—RBEUL—NTETEh, BU
CPUBERERANTFRENKT,

RD622THHAETNTVWBREARAS, IL—FRUS—OFEEXYE Tbgp bestpath origin-as use
validity; 77O0—FZBAETHCEZHRBLET,

ROAZ Y 7F—RNIC&kBCPUANDERO T /ML

CCTHATH»BABEZERBITIHRENDHEK. RS —Tvalidation-state is%Z 1§ & 7' I_bestpath
origin-as use validityZF 925 & T,

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as use validity

COOXRVRE, L—RTEFELEEMBIL—PEZRBLITH, RAMNALLZZOZHESR
To AVAR=LE, ESIETRNEZAXEENERA, BETERAL, XEOROAEHTH
M2 2/BER. REFRESHREZAER LS, RUSY—ORTHABELZL, BBNICRANNNAD
HMREBV)ET,

JA—5H TEs, T7L7 4 0ORAZFITLTERALEVEEIE, bestpath origin-as use validity (=
Iz T. best path origin-as allow invalid DX EZFEHAL £

CDIBE. ROAVZEFEENDE, REFRESHA Y E—L A RBEHFTICRARNNANBEWICE
HEnhEdT, BAZHRBRIDEHIC, IL—KME, BGPIL— NEBIRFICRPKIEM/N AN B UEEA
DBDEDNAL)EBETNBVERBENBZEEZEKRLET, Chik, JIAMDOE|V) Y
TR, O—ALTV T 7L ABORBICRETIHESELUTVWET,

RPKIZEMNDHIE BN DL, T—7LICRBEATVI LS, VY -RICKEBHEBEERD
cERFBUFLEA

3: Tbestpath origin-as use validitys ZEAT3(C1F. IBGP/NAZELIL—RDODITXTO/N
AHFELUVRPKIOBMEZFT OBEBEN HYVET, TSTHEWVWESE. L—FRUZ—0
validation-state DT AN Z5|EHREFATE X T,

IBGP)L—HKIE, I—ZIC &2 TROATF—ER—AICK L TREEENELEA. IBGPIL—KNIE,
RPKHEERIAZ 1T 1 A SRPKIOEMMHZEEBLET, IBGPI—KNFCOILKRIZTI T 1%
LTEEENEBE. TORIIREEnot-foundICFREENE T,

BGP RPKIXEVU 7Y R7UZ b

BROAR, 12TV IVARETF—EOXE)ZHELET. 22OROANRUIPTL 7 1Y JAIC
HMTBRENDTH2TEH, max_lenFEBZ>TVIZVY, EBBARPKIV—NASZEESIIY)TB5
8. ChSOROARBILAYTY IREHBLETHN, T—RBEEBVET, XEFUF—N—A
Y RGF—ETRBEVED, BEXFVREEREETT, 10 %D FEBBHIHREINET, 64EY
NTZYRT7A—LTR, 2EY RTSYRTA—LREZKOXEVNEGXEVZFTSID



NCRETT, ATV IRATZIIVORNETF—RAT T MNDIOS-XRXEVERE (/N1 b
BU)AT—TILCRRENET, BEAE—EOF—/N—AY RFBEICEETFATVET,

REYRTZYRTF—L (NN BAEY RTSYRTA—L ()

) )
IPvaA > FY IR 74 111
IPv6A > 7Y O A 86 125
data 34 53

COEUY32TR. ROAMWXEUZHETRHAERATRLHIC200T T UFEEALE
¥,
SFIF1N—RICEEE hiz38 ORPKIY—/\

SAMRPKIV—NZHEATRI—2T, Th¥ThH6e4Ey NIL—h7 Ot Y S LET200,0000
IPv4 ROA&20,0000IPv6 ROAZIRM TR IH5EF. KOXEUNBEICEYET,

20000 * (125 + 3*53) + 200000 * (111 + 3*53)/Y A k= 59687 /%1 k

XEUDFER, 3D00EZZINVF—EHAS5OELTL 71 7AICKTBROAKELA>FY
DAEZHBLEL .

FVF2IN—RICREES hIEE—ORPKIY—/Y

ROAD I WBGPZ'OEAXEY :

RP/ 0/ RPO/ CPUO: Ci sco8000#show processes nenory detail location O/RPO/CPUO | in $

Fri Jan 22 17:19:57.945 UTC

JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot
Process
1069 2M 71M 132K 25M 7447TM 50M 74M bgp

RP/ 0/ RPO/ CPUO: G sco8000#show bgp rpki server sunmary
Fri Jan 22 17:12:09.073 UTC
Host nanme/ Addr ess Transport State Ti me ROAs (I Pv4/1Pv6)

192. 168. 122. 120 TCP: 3323 NONE 00: 00: 25 N A
BGP7 Ot AN ROAZL T25 MBOXEY ZHBLTVWAZENf DAV ET,

ROAICKBBGP7'OtEAXEY :

RP/ 0/ RPO/ CPUO: G sco8000#show bgp rpki server sunmary

Fri Jan 22 17:23:46.769 UTC



Host name/ Addr ess Transport State Ti me ROAs (| Pv4/1Pv6)

192.168.122. 120 TCP: 3323 ESTAB 00: 02: 42 172796/ 28411

RP/ 0/ RPO/ CPUD: Ci sco8000#show processes nmenory detail location O/RPO/CPUO | in $
Fri Jan 22 17:24:14.659 UTC
JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot Process

1069 2M 99M 132K 53M 7447M 50M 102M bgp
BGP7' Ot AN ROAB L T25MBOXEUZHEL TWB DAY ET,

ROAIZC&BBGP7'OtEAXEY :

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server sunmary

Fri Jan 22 17:23:46.769 UTC

Host name/ Addr ess Transport State Ti me ROAs (I Pv4/1Pv6)

192. 168. 122. 120 TCP: 3323 ESTAB 00: 02: 42 172796/ 28411

RP/ 0/ RPO/ CPUO: Ci sco8000#show processes nmenory detail location O/RPO/CPUO | in $

Fri Jan 22 17:24:14.659 UTC

JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot Process

1069 2M 99M 132K 53M 7447M 50M 102M bgp
Cisco 8000)L— X 64 Y ROSZEREITLUE T, IPv4 ROA1727961Pv4 ROA%Z 2{528411F L 1=,

XEY (NAR) =172796 x[111 (AVFTY IR ) +53 (F—2)]+28411x[125 (A > F
YHIR) +53 (F—2 )]

ChoDFETRE., LRROIL—ZOXE)TEEBE BB L LERREBL27 MBI BESNKT,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



