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* Routing Information Protocol ( RIP )
* Enhanced Interior Gateway Routing Protocol ( EIGRP )
+ Open Shortest Path First ( OSPF ) 7’0 )L

77 # )L N Tk, Border Gateway Protocol (BGP ) "B —DARAKN NAZBRT B FT, O—
RNV ITRBERITLERBA, CORFIXNTE, BGPZEFERAL LT X XL F VAT
A—RITFVTZERTIBDHECODVTHBALET, O—RNFALCDODVWTOFMARK, T
O—RNSCAOBEEDO L < g ZZRLTSEEL,
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Oty arTR. ROBREFAEEALTVET,
- RouterA
- RouterB

RouterA

<tfroot>

interface loopback 0
ip address 192.168.1.1 255.255.255.255

interface GigabitEthernet0/1
ip address 10.20.20.1 255.255.255.0

interface GigabitEthernet0/0
ip address 10.10.10.1 255.255.255.0

router bgp 11

neighbor 192.168.2.2 remote-as 10
neighbor 192.168.2.2

updat e- source | oopback 0

l--- Use the IP address of the loopback interface for TCP connections.

neighbor 192.168.2.2

ebgp-mul ti hop

!-—- You must configure ebgp-multihop whenever the external BGP (eBGP) connections are not on the same

router eigrp 12



network 192.168.1.1 0.0.0.0
network 10.0.0.0
no auto-summary

RouterB

<{froot>

interface loopback 0
ip address 192.168.2.2 255.255.255.255

interface GigabitEthernet0/1
ip address 10.20.20.2 255.255.255.0

interface GigabitEthernet0/0
ip address 10.10.10.2 255.255.255.0

router bgp 10
neighbor 192.168.1.1 remote-as 11
neighbor 192.168.1.1

updat e- sour ce | oopback 0

l--- Use the IP address of the loopback interface for TCP connections.

neighbor 192.168.1.1

ebgp- mul ti hop

I--- You must configure ebgp-multihop whenever the eBGP connections are not on the same network address

router eigrp 12

network 192.168.2.2 0.0.0.0
network 10.0.0.0

no auto-summary

N N—FAUITORINORDYIERET A Y 5 — NEEALT. BELCHETS
2DONEIARNNAZBEATEERT, LAL, COHTIER., LNV OEHRELETS -
HICEIGRPANERHAEhEL =,
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CCTR, RENERBICEELTVS L ZHRBLET,

oy
151

CiscoCLIZFSA4 Y (BB I—HEH ) &, FFED show ANV REHR—KNLFEF, show ]
NRBOODHZERRTDICIE, CiscoCLI 7oA =#FEALET,

show ip route X > ROHHIZIE, EIGRPICK 2 THEBFENL192.168.22F Y RD—IADMEAH
DINANRTENET, show ip bgp summary AN RTlE, BGPERA/N—HFVE—KNIL—2D
LN=TNY O %FERALTEBEENLEEN RENTVET, traceroute AN ROE DK, BfFEH
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20T OBICABENATVWACEZRLTVET, COZFUFTE., N7y NEN
TO—RITVINRITENET, SUFIL A2 —T7 I A4 ATiproute-cache IN > R%&
RITIE, BEBNTO—RZITUJZRTTEXY, £, Cisco Express Forwarding
Tk, NTY MBS IVOPBEEMNOO—RITUIZRETDEETEET, Cisco
Express Forwarding MEXEHEDEF#ME. Cisco Express Forwarding DERE | #S5BL T K
=L,

<#root>
RouterA#
show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of Tast resort is not set

10.0.0.0/8 1is variably subnetted, 4 subnets, 2 masks

C 10.10.10.0/24 1is directly connected, GigabitEthernet0/0

L 10.10.10.1/32 1is directly connected, GigabitEthernet0/0

C 10.20.20.0/24 1is directly connected, GigabitEthernet0/1

L 10.20.20.1/32 1is directly connected, GigabitEthernet0/1
192.168.1.0/32 is subnetted, 1 subnets

C 192.168.1.1 1is directly connected, Loopback0

192.168.2.0/32 is subnetted, 1 subnets
D 192.168.2.2 [90/130816] via 10.20.20.2, 00:02:01, G gabitEthernet0/1 [90/130816] via 10.10.10.2, 00: 0z
RouterA#
RouterA#

show i p bgp sumary

BGP router identifier 192.168.1.1, local AS number 11
BGP table version is 1, main routing table version 1

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
192.168.2.2 4 10 20 20 1 0 0 00:15:05 0
RouterA#

traceroute 192.168.2.2

Type escape sequence to abort.
Tracing the route to 192.168.2.2
VRF info: (vrf in name/id, vrf out name/id)
1 10.10.10.2 2 msec
10.20.20.2 2 msec
10.10.10.2 2 msec
RouterA#
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C DEEHITIE. maximum-paths AN RZFEALET, 74 BNTRE, BGPIE 120 AS
HSEBLAEFERTEZEIAN NAOHFAS 1 DORAN NAZBIRLET, L, 3FA
EhTVBNTILILEIDAN NADRABBEETEET, ChZZETSBICEF. BGP EBROD
T Z maximum-paths paths N> RZEHET, paths DEIHELT1 ~ 6 DHFZFEALEXT

XY RNID—IK

COEIADVTR, RORY NI—UREZERLET,
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AS 10
Gio/1 iy
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aA>74F1L—>3>
cOEU2a>TR, ROBREFZFEALTVET,
* RouterA

* RouterB



* RouterC

RouterA

<{froot>

interface Loopback0

ip address 192.168.1.1 255.255.255.255
|

interface GigabitEthernet0/0

ip address 10.20.20.1 255.255.255.0

!

!
interface GigabitEthernet0/1

ip address 10.10.10.1 255.255.255.0

!

|

router bgp 11

neighbor 10.20.20.2 remote-as 10
neighbor 10.10.10.2 remote-as 10
network 192.168.1.1 mask 255.255.255.255

maxi mum pat hs 2

I--- This command specifies the maximum number of paths to install in the routing table for a specific

RouterB

interface GigabitEthernet0/2

ip address 172.16.2.1 255.255.255.0

!

interface GigabitEthernet0/0

ip address 10.20.20.2 255.255.255.0

!

!

router bgp 10

neighbor 10.20.20.1 remote-as 11
network 172.16.2.0 mask 255.255.255.0

RouterC

interface GigabitEthernet0/2

ip address 172.16.2.2 255.255.255.0
!

interface GigabitEthernet0/1

ip address 10.10.10.2 255.255.255.0
!

!

router bgp 10



neighbor 10.10.10.1 remote-as 11
network 172.16.2.0 mask 255.255.255.0

3

CCT, RENEEBICHIELTVWA CEZHERLET,

oyl
151

CiscoCLIZ7FZA Y (BBI—HEH ) IF, 5FED show AN REHR—KNLFETF, show ]
IREBEIODHERTTDICE, CiscoCLI 7oA/ HRFERALET,

show ip route AN > ROHHICIE, 172.16.2.0FY RD—IANOEAED/NAHNBGPIZ K > TEH
ENEENRENTVET, traceroute AN RO A, BRA2DOOZUTILI > VBICS
BEhTWBEeZRLTVWET, COIFUATE, BAEENTO—R I TFUINRITE
NET, showipbgp X RiE, 1721620 XY RD—VICEMBEI M) ZBHLE T,

<#root>
RouterA#
show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of Tast resort is not set

10.0.0.0/8 1is variably subnetted, 4 subnets, 2 masks
10.10.10.0/24 1is directly connected, GigabitEthernet0/1
10.10.10.1/32 1is directly connected, GigabitEthernet0/1
10.20.20.0/24 1is directly connected, GigabitEthernet0/0
10.20.20.1/32 1is directly connected, GigabitEthernet0/0
172.16.0.0/24 is subnetted, 1 subnets

roOorr N

B 172.16.2.0 [20/0] via 10.20.20.2, 00:08:51 [20/0] via 10.10.10.2, 00:08:51

192.168.1.0/32 is subnetted, 1 subnets
C 192.168.1.1 1is directly connected, Loopback0

RouterA#
traceroute 172.16.2.2 source | oopbackO

Type escape sequence to abort.
Tracing the route to 172.16.2.2
VRF info: (vrf in name/id, vrf out name/id)
1 10.10.10.2 3 msec
10.20.20.2 3 msec
10.10.10.2 3 msec
RouterA#
RouterA#
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show i p bgp

BGP table version is 4, local router ID is 192.168.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
best-external, a additional-path, c RIB-compressed,

secondary path,

- IGP, e - EGP, ? - incomplete

codes: V valid, I invalid, N Not found

Origin codes:
RPKI validatio

S =4t X

Network Next Hop Metric LocPrf Weight Path

*m 172.16.2.0/24 10.10.10.2 0 0 10 i *> 10.20.20.2 0 0 10

*> 192.168.1.1/32 0.0.0.0 0 32768 i

NZT7LZa1—-hk
REQECD, CORECHIBDRENNT TV 1—FT A IRBRRIBY EHA,

BxoO—hIL IL—2&2EBLUEZ1 20 ISPAOTITIEAR—ALA
BEROoO—R>>TIT7UYT

COFIUFATER, EHOO—NDIL IL—2%2BLEREL ISP ANQOEZEIr EHHZEEIC. O—K
DITIVTRRITIBDAFECODVWTHBALET, 220 eBGPET I 2 20 EROO—AI I
— 2 TRIHFENE T, BGPIEeBGPE HNEBGP(BGP)A S EB L XY ND—UDH A SKi#EK
INAZIDEFBIRT DS, 2200V O TO—RNF I TZITSERFTEEFEEA, AS

1VANDEHONABTOO—R ZIF7IIN2BBICRESBRKTY.,. COX/70O—

RITFUITR, BEDXRY RD—IOANDODRNT T4V 0@, ERIICEREhLERIS—ICE
DE,. MAOUOZBUTBEBLET, 512, BRUVIRES—FOUVITIIEEN BEL
A, TOVIOONYOTY TELTHELET,

RAZEHREIZTRESH. ASTIOBGPIL—T A2 IRIV—ZROERSICEELET,

c AS11EFAS10ASOO—HILII—hEEEIC, BYDAVEZ—FZYRNIL—NDFT7#)
REZITANET,

s RERNZ T4V O RUS—RBROEHYTT,

- RI0IASA 2 E—FY NIZAADI T 714V JRFEINT, R101-R103V > UV Z2BEY &
ERD

- R101-R103U 2 JICEENREL EBE. RIVIASA 2V EZ—FXY RADIXNTORS
7149V UIFR102%ZZHL TAS10cEAWVET,

- BERIC, R102A5 42— Y NZAADS KZT7 4 Y VI NTRI02-R104V > D %
BBLEXY,

- R102-R104V >V ICRENFREL IZ5E. R102DP54 2V EX—XY RADTRTOKRT
74 Y JEER101Z2ZAL TAS10IC@EA WVWET,



s BERNZ 74V ORI —EF, ROEHYTT,

AV BE—=RY RNASERY NT—T192.168.11.0/2458 THKZ 7 14 v V%, R103-
R1I01IU N SEIELET,

c AVBE—RYRNDESRY ND—7192.168.12.02458TDKNT 7 14 v V&, R104-
R102U> VA SEELFT,

- AS10ANDUIDIDICEENRELEES., €510 IRTOXRY ND
— DB TCONT T4V I0BAR—FY NASAS1CIL—TFT 142 LTRLEY,

CNZERRITBHLEHIC, 192.168.11.0FR102HD SR104ICT TV AENBDAS_PATHR W E8EWV
AS_PATHTR101ASRI103ICTFFT I AENET, AS10 & R103-R101 V>V Z2BU TRA K
NAZ®RELET, BEEIC, 192.168.12.0 & R102-R104 V>V Z2BUTEWVWNATT O A
ThERT. AS10lEk, AS11M192.168.12.0IC/NA1 > REnl=hTF 7 4 ¥ ZICX L TR104-R1021)
VUEBELET,

RENTT1YUDESE, BGPIEeBGPEBLU THBLEIL—RNCETVTRARNNAEREL
£9., ChSDI—RNEBGP ZBLUTHMEBLEL—RNKYEBEETINET, TOLEH, R101 &
eBGP Z#BLU T R103 25, iBGP Z &L T R102 A5 10.10.34.0 ZEBL £ T, NIW/NAKY)
ENBNANBRENET, RIVIBRENBGPT—7ILEERSD &, 10.10.34.0\DI)L—RNE XTI A
N7k Y 7°4°10.10.13.30R101-R103) > U B> TWE T, R102Tlk. 10.10.34.0IC@A > —
NIEZR102-R104J > 0 % &V, XUV ARNKY 71310.10.244TF, ChiZ&t), 10.10.34.058T D
NST74vO00O0—RIITIVINERLET, BEOEHN. R1I01ER1020FT7 #ILKNIL
—RNCEHTREYET, BGP NADBREEDOFMCOVWTIE, FBGP TRA K NRA%FER
FRTFIINAVAX Ly ZB3BLTLEEV,

XY RND—IK
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hostname R101

!

interface Ethernet0/0

ip address 192.168.11.1 255.255.255.0 secondary
ip address 192.168.12.1 255.255.255.0

!

interface Serial8/0

ip address 10.10.13.1 255.255.255.0

!

router bgp 11

no synchronization

bgp Tog-neighbor-changes

network 192.168.11.0

network 192.168.12.0

neighbor 10.10.13.3 remote-as 10

neighbor 10.10.13.3 route-map R101-103-MAP out

l-—— The AS_PATH 1is increased for 192.168.12.0.

neighbor 192.168.12.2 remote-as 11
neighbor 192.168.12.2 next-hop-self
maximum-paths 2

no auto-summary

|
access-1list 1 permit 192.168.12.0
access-1list 2 permit 192.168.11.0
route-map R101-103-MAP permit 10
match ip address 1

set as-path prepend 11 11 11

|

route-map R101-103-MAP permit 20
match ip address 2

R102

hostname R102

!

interface Ethernet0/0

ip address 192.168.11.2 255.255.255.0 secondary
ip address 192.168.12.2 255.255.255.0

!

interface Serial8/0

ip address 10.10.24.2 255.255.255.0

!

router bgp 11

no synchronization

bgp Tlog-neighbor-changes

network 192.168.11.0

network 192.168.12.0

neighbor 10.10.24.4 remote-as 10

neighbor 10.10.24.4 route-map R102-104-MAP out

I--- The AS_PATH 1is increased for 192.168.11.0.

neighbor 192.168.12.1 remote-as 11
neighbor 192.168.12.1 next-hop-self

no auto-summary
|



access-list 1 permit 192.168.11.0
access-1list 2 permit 192.168.12.0
route-map R102-104-MAP permit 10
match ip address 1

set as-path prepend 11 11 11

|

route-map R102-104-MAP permit 20
match ip address 2

R103

hostname R103

|

interface Ethernet0/0

ip address 10.10.34.3 255.255.255.0

|

interface Serial8/0

ip address 10.10.13.3 255.255.255.0

|

router bgp 10

no synchronization

bgp Tlog-neighbor-changes

network 10.10.34.0 mask 255.255.255.0
neighbor 10.10.13.1 remote-as 11
neighbor 10.10.13.1 default-originate
neighbor 10.10.34.4 remote-as 10
neighbor 10.10.34.4 next-hop-self

no auto-summary

R104

hostname R104

!

interface Ethernet0/0

ip address 10.10.34.4 255.255.255.0
!

interface Serial8/0

ip address 10.10.24.4 255.255.255.0
!

router bgp 10

no synchronization

bgp Tog-neighbor-changes

neighbor 10.10.24.2 remote-as 11
neighbor 10.10.24.2 default-originate
neighbor 10.10.34.3 remote-as 10
neighbor 10.10.34.3 next-hop-self
no auto-summary
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Ot arTlR, BRENMERCEBELTVWRAESH ZBRFIDIBRICRIO>BERERL TL
xY,

BEMDshow Y > Rik, Cisco CLI Analyzer ( B I1—YEH ) THR—KREhTLVET, 2D
I—FT1UT14%2EHATBE, showdN REDESHTEET,

AS11 E AS10 EOM|ABD Y IAEEL TLVSIHE DRREE

RENST T4V OUDOKEE

N sE:show ipbgpANX > REHAIDKZVYES(>)E., FRATREK/NABOIEZRY ND—UICE
BATBP2RAMNNAZRLET, FHMAICOVWTIE, BGPRAKN NABRFZIIAVALESHR
LTLEEZW,

R1I01MDBGPTF—7 Ik, 412 —FXY RADOIXRTORENT 714 Y UHR101-R103U > U %
BHITIRANNAZRLTWVWET, showiproute AN ROBATR, L—F120F =T
DIL—NEBELET,

<ffroot>
R101#

show i p bgp

BGP table version 1is 5, Tocal router ID is 192.168.12.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 40.0.0.0 192.168.12.2 100 0 10 i
*> 10. 10. 13. 3 0 10 i

I--- This is the next hop of R103.

* i10.10.34.0/24 192.168.12.2 100 0 10 i

*> 10.10.13.3 0 0 10 i

!--- This is the next hop of R103.

* §192.168.11.0 192.168.12.2 0 100 0 i
*> 0.0.0.0 0 32768 i
* §192.168.12.0 192.168.12.2 0 100 0 i
*> 0.0.0.0 0 32768 i
R101#

show i p route

!--- Output suppressed.

Gateway of last resort is 10.10.13.3 to network 0.0.0.0


https://cway.cisco.com/cli/
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(@)

192.168.12.0/24 is directly connected, Ethernet0/0

C 192.168.11.0/24 is directly connected, Ethernet0/0
10.0.0.0/24 1is subnetted, 2 subnets

C 10.10.13.0 is directly connected, Serial8/0

B 10.10.34.0 [20/0] via 10.10.13.3, 00:08:53

l--- This 1is the next hop of R103.
B* 0.0.0.0/0 [20/0] via 10.10.13.3, 00:08:53

l--- This 1is the next hop of R103.

RIZ, RI2DBGP &MN—TF 42T T—7IERLET, RUT—ICETVWT, R102EFTXT
DRZ74Y29U%R102-R104") > BB TAS 10ICIL—F 1> LET,

<ffroot>
R102#

show i p bgp

BGP table version is 7, local router ID is 192.168.12.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 0.0.0.0 10.10.24.4 0 10 i

I--- This is the next hop of R104.

g 192.168.12.1 100 0 10 i

*> 10.10.34.0/ 24 10.10.24.4 0 10 i

I--- This is the next hop of R104.

* 1 192.168.12.1 0 100 0 10 i
* 1192.168.11.0 192.168.12.1 0 100 0 i

*> 0.0.0.0 0 32768 1

* 1192.168.12.0 192.168.12.1 0 100 0 i

*> 0.0.0.0 0 32768 1
R102#

show i p route

I--- Qutput suppressed.
Gateway of Tast resort is 10.10.24.4 to network 0.0.0.0

C 192.168.12.0/24 is directly connected, Ethernet0/0
C 192.168.11.0/24 is directly connected, Ethernet0/0



10.0.0.0/24 1is subnetted, 2 subnets
C 10.10.24.0 is directly connected, Serial8/0

B 10.10.34.0 [20/0] via 10.10.24.4, 00:11:21
l--- This 1is the next hop of R104.
B* 0.0.0.0/0 [20/0] via 10.10.24.4, 00:11:21

I--- This is the next hop of R104.

AS10 A5 ASTTANDBEERNZ 7 1Y U DRELE

XY RD—72192.168.11.0&£192.168.12.0FAS 1MICBL TVWET, RUS—ICETVT, AS
MEFRY ND—2192.168.11.08THDKRZ 7 14 Y VICKL TEKRI103-R101U UV ZEBxEL, RV
ND7—2192.168.12.0%8 TOKRZ 7 4 Y JICHL TIER104-R102U >V ZBXELET,

<tfroot>
R103#

show i p bgp

BGP table version is 4, local router ID is 10.10.34.3
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.34.0/24 0.0.0.0 0 32768 i
*> 192.168.11.0 10.10.13.1 0 0 11 i

!--- The next hop is R101.
* 192.168.12.0 10.10.13.1 0 0 11 11 11 11 1
* >j 10.10.34.4 0 100 0 11 i

!--- The next hop is R104.

R103#

show i p route

l--- Qutput suppressed.
Gateway of Tast resort is not set

B 192.168.12. 0/ 24 [200/0] via 10.10.34.4, 00:04:46

!--- The next hop is R104.



B 192.168.11.0/24 [20/0] via 10.10.13.1, 00:04:46

I--- The next hop is R101.

10.0.0.0/24 1is subnetted, 2 subnets
C 10.10.13.0 is directly connected, Serial8/0
C 10.10.34.0 is directly connected, Ethernet0/0

R103LDXRY D —70192.168.11.00 R A N/NAIKER103-R101U > U Z#ERL., XY KD —7
192.168.12.00 R A RNNARFRI104ZZFAL TAS1MICEELE T, CDHE. RENARICK?
TRARMNAFREENET,

BHEIC. R104 Tk, BGP EIL—F 12T F—TINR@rOELSIZHEYET,

<ffroot>
R104#

show i p bgp

BGP table version 1is 13, local router ID is 10.10.34.4
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>110.10.34.0/24 10.10.34.3 0 100 01
*>j 192.168.11.0 10.10.34.3 0 100 0 11 i
® 10.10.24.2 0 0 11 11 11 11 i
*> 192.168.12.0 10.10.24.2 0 0 11 i
R104#s

how i p route

!--- Output suppressed.
Gateway of last resort is not set

B 192.168.12.0/24 [20/0] via 10.10.24.2, 00:49:06

!--- The next hop 1is R102.

B 192.168.11.0/ 24 [200/0] via 10.10.34.3, 00:07:36

!--- The next hop 1is R103.

10.0.0.0/24 1is subnetted, 2 subnets
C 10.10.24.0 is directly connected, Serial8/0
C 10.10.34.0 1is directly connected, Ethernet0/0



R101-R103 U JICEENREL HIBEE DOREE

R101-R103V >V ICEENEKETDE, TIXTORNT 71 Y JRRI02ZZBHLTBIL—FT1>T
FTHRIMLENHYET, XOFIC, COEEZRLET,

IBGP

10.10.34. X

192.168.12.0
192.168.11.0 second ary

CORRESZIL—232FTBHEH, R103D RI103-R101 U0 v Y RATVLET,

<#root>
R103(config)#

interface serial 8/0
R103(config-if)#

shut down



*May 1 00:52:33.379: %BGP-5-ADJCHANGE: neighbor 10.10.13.1 Down Interface flap
*May 1 00:52:35.311: %LINK-5-CHANGED: Interface Serial8/0, changed state to administratively down
*May 1 00:52:36.127: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial8/0, changed state to down

AS10NDREI—NEEELET,

<{froot>
R101#

show i p bgp

BGP table version is 17, local router ID is 192.168.12.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*>{0.0.0.0 192.168.12. 2 100 0 10 i

I--- This is the next hop of R102.

*>j 10. 10. 34. 0/ 24 192.168.12. 2 100 0 10 i

I--- This is the next hop of R102.

* 1192.168.11.0 192.168.12.2 0 100 0 i
*> 0.0.0.0 0 32768 1
© 1192.168.12.0 192.168.12.2 0 100 0 i
*> 0.0.0.0 0 32768 1
R101#

show i p route

I--- Qutput suppressed.
Gateway of Tast resort is 192.168.12.2 to network 0.0.0.0
C 192.168.12.0/24 is directly connected, Ethernet0/0

C 192.168.11.0/24 is directly connected, Ethernet0/0
10.0.0.0/24 1is subnetted, 1 subnets

B 10. 10.34.0 [200/0] via 192.168.12.2, 00:01:34

B* 0.0.0.0/0 [200/0] via 192.168.12.2, 00:01:34

1--- A11 outbound traffic goes through R102.

R102#

show i p route



l--- Qutput suppressed.
Gateway of Tast resort is 10.10.24.4 to network 0.0.0.0

C 192.168.12.0/24 is directly connected, Ethernet0/0

C 192.168.11.0/24 is directly connected, Ethernet0/0
10.0.0.0/24 1is subnetted, 2 subnets

C 10.10.24.0 is directly connected, Serial8/0

B 10.10.34.0 [20/0] via 10.10.24.4, 00:13:22

B* 0.0.0.0/0 [20/0] via 10.10.24.4, 00:55:22

!--- Al11 outbound traffic on R102 goes through R104.

R101-R103 A L EBEDBENZ 714V U I—NE2HERELET,

<#froot>
R103#s

how i p bgp

BGP table version is 6, local router ID is 10.10.34.3
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10. 34.0/ 24 0.0.0.0 0 32768
*>j 192.168. 11. 0 10.10.34.4 0 100 0 11 11 11 11
*>7192.168.12.0 10.10.34.4 0 100 0 11 1
R103#

show i p route

l--- Qutput suppressed.
Gateway of last resort is not set

B 192.168. 12. 0/ 24 [200/0] via 10.10.34.4, 00:14:55

1--- The next hop is R104.

B 192.168. 11. 0/ 24 [200/0] via 10.10.34.4, 00:05:46

I--- The next hop 1is R104.
10.0.0.0/24 1is subnetted, 1 subnets



C 10.10.34.0 is directly connected, Ethernet0/0

R104 T, 192.168.11.0 & 192.168.12.0 NDKZ 7 14 Y VIE R104-R102 V> V=2 @BL X,

<{froot>
R104#

show i p route

I--- Qutput suppressed.

Gateway of Tast resort is not set

B 192.168.12.0/24 [20/0] via 10.10.24.2, 00:58:35
l--- The next hop is R102.

B 192.168.11.0/24 [20/0] via 10.10.24.2, 00:07:57

l--- The next hop is R102.

10.0.0.0/24 1is subnetted, 2 subnets
C 10.10.24.0 is directly connected, Serial8/0
C 10.10.34.0 is directly connected, Ethernet0/0

NZ7IL21—b
REDECD, COREICHIDIBENORNT TN 1T 12 I0BREBYEEA,

B—O—HI IL—2%2B L2 20 ISP ADOIINTFHR—LE
wmiEoO—R >z F7)T

COIFIVFTR, O—R NSOV ITRENILFALY RRETOAT>a> TR EE A,
TOESH, RTTEDIORO—RIT7VIDOHTT, BGPIIFEBDASHSEEFL ZBGPIL
—NOHFASHEAENOREZNAZIDETERTDH, O—RNFUIVITRRITTEREA
o ShiE. 1.0.0x75128.0.0xETHHEENDIL—NCDVTRISPANSHBLESICAZ WX
RUYOZRRBEL, ThUADIL—BIZDOVTRISPBASEBLERFICKEVWXRKNU Y %R
ETHEVSENTYT, XY BRIT—IRIFE—HITT,

HE, "2 00EBRBBRIH—ERXRZ7ONART— (RIVFH—Z2T ) %#FEHL 7= BGP O EREHI
ESBLTLSEZL,

XY RNID—TK


/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
/content/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html

COEI2IADVTR, RORY NI—UREZERLET,

ISP-4

10.16.6.0/24
172.16.2.0/24

10.20.20.0 Gi0/0

" Router & GiOM
10.16.6.0/24

10.10.10.0 172.16.2.0/24

Gi0M

A2 74x1L—>3>

ZotsyarTlR, ROREHAEEALTVET,
* RouterA
» RouterB
* RouterC

RouterA

interface GigabitEthernet0/0
ip address 10.20.20.1 255.255.255.0

interface GigabitEthernet0/1
ip address 10.10.10.1 255.255.255.0

router bgp 11
neighbor 10.20.20.2 remote-as 10
neighbor 10.20.20.2 route-map UPDATES-1 in

l--- This allows only the networks up to 128.0.0.x.

neighbor 10.10.10.2 remote-as 12
neighbor 10.10.10.2 route-map UPDATES-2 in

!--- This allows anything above the 128.0.0.x network.
route-map UPDATES-1 permit 10
match ip address 1

set weight 100

route-map UPDATES-1 permit 20
match ip address 2



route-map UPDATES-2 permit 10
match ip address 1

route-map UPDATES-2 permit 20
match ip address 2
set weight 100

access-1list 1 permit 0.0.0.0 127.255.255.255
access-1list 2 deny 0.0.0.0 127.255.255.255
access-1list 2 permit any

RouterB

interface GigabitEthernet0/2
ip address 172.16.2.1 255.255.255.0

interface GigabitEthernet0/3
ip address 10.16.6.1 255.255.255.0

interface GigabitEthernet0/0
ip address 10.20.20.2 255.255.255.0

router bgp 10

neighbor 10.20.20.1 remote-as 11
network 172.16.2.0 mask 255.255.255.0
network 10.16.6.0 mask 255.255.255.0

RouterC

interface GigabitEthernet0/3
ip address 10.16.6.2 255.255.255.0

interface GigabitEthernet0/2
ip address 172.16.2.2 255.255.255.0

interface GigabitEthernet0/1
ip address 10.10.10.2 255.255.255.0

router bgp 12
neighbor 10.10.10.1 remote-as 11

network 172.16.2.0 mask 255.255.255.0
network 10.16.6.0 mask 255.255.255.0

3
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CiscoCLIZFSA4 Y (BB I—HEH ) &, FED show AN REHR—KNLFEF, show ]
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IREDODHERTTDICE, CiscoCLI 7oA HARFERALET,

show ip route AN > RO B Etraceroute AN ROEHICIE, 128.0.0x&k Y EEVERY KD—5
710.20.202Z AL TIL—ZFAN SHBI CENTRENTVET, CODIL—KE&E, ZUTIL0A>
B—TIAARADZXIANRKY T TT BYDIRY ND—=Dk, DUFIN1 AR —T T4 A5
NDEXRIANKYTTHS 1010102 A S5BYIKRIFTET,

<tfroot>
RouterA#

show i p route

l--- Qutput suppressed.
Gateway of Tast resort is not set
B 172.16.2.0/24 [20/0] via 10.10.10.2, 00:13:16

I--- This is the next hop out through GigabitEthernet0/0.

B 10.16.6.0/24 [20/0] via 10.20.20.2, 00:13:16

l--- This is the next hop out through GigabitEthernet0/1.
l--- Qutput suppressed.

RouterA#
show i p cef 172.16.2.0

172.16.2.0/24

next hop 10. 10. 10.2 G gabitEthernet0/1

RouterA#

show i p cef 10.16.6.0

10.16.6.0/24

next hop 10.20.20.2 G gabitEthernet0/0

RouterA#
show i p bgp

BGP table version is 10, local router ID is 192.168.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c RIB-compressed,
t secondary path,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path



*> 10.16.6.0/24 10.20.20.2 0 100 10 i * 10.10.10.2 0 0 12 i * 172.16.2.0/24 10.20.20.2 0 0 10 i *> 10.:
*> 192.168.1.1/32 0.0.0.0 0 32768 i

RouterA

#traceroute 172.16.2.1 source | oopbackO

Type escape sequence to abort.

Tracing the route to 172.16.2.1

VRF info: (vrf in name/id, vrf out name/id)

1 10.10.10.2 2 nmsec 3 msec 2 nsecC
2 172.16.2.1 [AS 12] 3 msec 3 msec *

RouterA#

traceroute 10.16.6.1 source | oopbackO

Type escape sequence to abort.
Tracing the route to 10.16.6.1
VRF info: (vrf in name/id, vrf out name/id)

1 10.20.20.2 3 msec 2 nsec *

RouterA#

NZ7IIL2a1—b
RENDECS, COREICHIDBEORS TN 1—T12I0BBREBVEEA,

BHoO—HIIL IL—2E2EBULUEZ2 D0 ISP AOIINFHR—LE
wmiEoO—R > F7)T

200D ISP AEFEETBIINNFR—LBETEO—R NS JRTAETT, BGPIX, EX D
ASHSEELIEBGPNADOHA S, BENOREBZ/NAZ1DETEIRTS -, O—RNZY
DUTERTREICEYYET, LAL, RONILFR—LERED BGP XY NDJ—oTlRO—R >
ITVINTETT, HSHUHBEOShERIVI—ICEIE, cETELEBGPEHTKS
74v 0 70-NFHEhET,

CDtEUa>TR., RERBICEATCNDITILFAR—LREICODVWTHBLET, CORET
O—RITFIVIORBFEERLET, Y RNDT—IREZSBLTILKEETVY, CORTE
. AS100 DY INFR—LTEEMEO—R > ITUTEZERHLET,

N COBDIPTRLAR. TSAR—RT KL AZEMICE T BREC 1918M8% 0% T
WET,

HPZEEICTE O, AS1000BGPIL—FT 1 IRV —Z2RDLSIZEELET,


https://www.ietf.org/rfc/rfc1918.txt?number=1918

« AS100ik, mADO7ONAE—rs5noO—-A)I—h&, BOA2EZ—FY NL—hDT
7AILRNEZTANTT,

s RENT 74V O RII—RFRODEBYTT,
- AS300%TDOKRS 714 v 4iE, RI-ISPA)U VU EBBLET,
- AS400%TD RS 714 v 4it, R2-ISPB)U VU EBBLET,

CEFOHDORNS T4 Y DR TNT, RIISPA)U Y ERRTDF7AILMNL—K
0.0.00%B%ELET,

- R1LISPA)U VO ICEENRELEBE., IXTORNZ 7 1Y URR2ISPB)J >V %
BBELET,

s BERNZ 74V T RV =G, ROEHBVTT,

CAVE—ZY MDA BERY NT—%410.10.10.02458TH RS 7 4 ¥ Zld. ISP(A)-R11
JIONSEELERT,

AV BE—=RY RNASEY NT—710.10.20.02458THO KR Z 7 1 v Jl&. ISP(B)- R2Y)
VIONSEELXRT,

. —HDISPILEEARETDE, £5—HDISPRETRNTOXYRNT—IDRT T A4V
OBEAB—%Y NASASI100ICL—F 4T LTRLET,

XY RND—IK

COEISIVTRE, ROZY ND—UREZFEALET,

192.168.31.3

192168211 .

ISP-4A Hetwork
10.30.30.0:2 4

AS 100
Hetwork 10.10.10.024| | pGp
Hetwork 10.10.20.0/24

192.168.42.4

192.168.21.2

ISP-B Hetwork
10.40.40.002 4




aA>74Fa2L—>3>
ZOtEYTIVTR., ROBELFAEFEALTVET,
- R2

+ R1

R2

interface EthernetO

ip address 192.168.21.2 255.255.255.0
!

interface Serial0
ip address 192.168.42.2 255.255.255.0
router bgp 100
no synchronization
bgp Tog-neighbor-changes
!--- The next two Tines announce the networks to BGP peers.

network 10.10.10.0 mask 255.255.255.0
network 10.10.20.0 mask 255.255.255.0

!--- The next Tine configures iBGP on R1.

neighbor 192.168.21.1 remote-as 100
neighbor 192.168.21.1 next-hop-self

!--- The next Tine configures eBGP with ISP(B).

neighbor 192.168.42.4 remote-as 400

!--- This is the incoming policy route map for the application of attributes to specific routes.
neighbor 192.168.42.4 route-map AS-400-INCOMING in

!--- This is the outgoing policy route map for the application of attributes to specific routes.

neighbor 192.168.42.4 route-map AS-400-OUTGOING out
no auto-summary

!--- This 1line sets the AS path access 1ist, it permits all routes within the routing domain of the pro
ip as-path access-list 1 permit A400%

!--- These two Tines set the access list.

access-1list 10 permit 10.10.10.0 0.0.0.255

access-1list 20 permit 10.10.20.0 0.0.0.255

!--- The next three lines configure LOCAL_PREF for routes that match AS path access list 1.

route-map AS-400-INCOMING permit 10

match as-path 1

set local-preference 150

I--- Here, the route map prepends AS 100 to BGP updates for networks that are permitted by access Tist



route-map AS-400-OUTGOING permit 10
match ip address 10
set as-path prepend 100

I--- This Tine announces the network that is permitted by access Tist 20 without any changes in BGP att

route-map AS-400-OUTGOING permit 20
match ip address 20

R1

interface Serial0/0

ip address 192.168.31.1 255.255.255.0
|

interface Ethernetl/0

ip address 192.168.21.1 255.255.255.0
|

router bgp 100

no synchronization

bgp Tlog-neighbor-changes

network 10.10.10.0 mask 255.255.255.0
network 10.10.20.0 mask 255.255.255.0
l--- IBGP peering with R2

neighbor 192.168.21.2 remote-as 100
neighbor 192.168.21.2 next-hop-self

l--- This Tine sets eBGP peering with ISP(A).

neighbor 192.168.31.3 remote-as 300

!--- This is the incoming policy route map for the application of attributes to specific routes.
neighbor 192.168.31.3 route-map AS-300-INCOMING in

!--- This is the outgoing policy route map for the application of attributes to specific routes.

neighbor 192.168.31.3 route-map AS-300-OUTGOING out
no auto-summary

I--- This Tine sets the AS path access 1list, it permits all routes within the routing domain of the pro
ip as-path access-list 1 permit A300$%
!--- These two Tines set the IP access list.

access-1list 10 permit 10.10.20.0 0.0.0.255
access-1list 20 permit 10.10.10.0 0.0.0.255
!--- The next three Tines configure LOCAL_PREF for routes that match AS path access Tist 1.

route-map AS-300-INCOMING permit 10
match as-path 1
set local-preference 200

!--- Here, the route map prepends AS 100 to BGP updates for networks that are permitted by access list



route-map AS-300-OUTGOING permit 10

match ip address 10

set as-path prepend 100

I--- This Tine announces the network that is permitted by access Tist 20 without any changes in BGP att
route-map AS-300-OUTGOING permit 20

match ip address 20
!
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CiscoCLI 7F 54 (BBI—YEH) IF, $3FED show AN RZEHR—KLFET, show ]
N REDODHERTTSICWE, CiscoCLI 7oA Y EFERLET,

REERV—HFHEELTVWD L a2BREITDEH, showipbgp AN RERITLET,

A 7E:show ip bgptH h D KBV ES(>)E. EAATELZE/NAORT, TOXY h'?—?t:ﬁﬁﬁ?
BDRAMNNAZRLET, FMICOVTIE, BGPARAN NZABRFIIAVALZSEL
<EEW,

<tfroot>
R1#

show i p bgp

BGP table version is 6, local router ID is 192.168.31.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

BGP table version is 6, local router ID is 192.168.31.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 0.0.0.0 192.168.31. 3 200 0 300

l--- This Tine shows that the default route 0.0.0.0/0 is preferred through AS 300, ISP(A).

* i10.10.10.0/24 192.168.21.2 0 100 0 i
> 0.0.0.0 0 32768 i
* i10.10.20.0/24 192.168.21.2 0 100 0 i
> 0.0.0.0 0 32768 i
*> 10. 30. 30. 0/ 24 192.168.31. 3 0 200 0 300

*>j 10. 40. 40. 0/ 24 192.168.21. 2 0 150 0 400
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!--- The route to network 10.30.30.0/24 (AS 300) is preferred through the R1-ISP(A) Tink.
!--- The route to network 10.40.40.0/24 (AS 400) is preferred through the R2-ISP(B) T1ink.

RIZ, R2TO showipbgp DD ZERLET,

<{froot>
R2#

show i p bgp

BGP table version is 8, local router ID is 192.168.42.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
0.0.0.0 192.168.42.4 150 0 400 i
*>j 192.168.21.1 200 0 300 i

l--- This Tine shows that the default route 0.0.0.0/0 is preferred through AS 300, through the R2-ISP(B

*> 10.10.10.0/24 0.0.0.0 0 32768 1
* 192.168.21.1 0 100 0 i
*> 10.10.20.0/24 0.0.0.0 0 32768 1
* 192.168.21.1 0 100 0 i
*>j 10. 30. 30. 0/ 24 192.168.21.1 0 200 0 300
*> 10. 40. 40.0/ 24 192.168.42.4 0 150 0 400

!--- The route to network 10.30.30.0/24 (AS 300) is preferred through the R1-ISP(A) Tink.
I--- The route to network 10.40.40.0/24 (AS 400) is preferred through the R2-ISP(B) Tink.

JL—26Tshowip bgpdT > RERITL T, Y NT—%10.10.10.0/248 & 110.10.20.0/24 D &
ERUS—=BILET,

<tfroot>
R6#

show i p bgp

BGP table version is 15, Tocal router ID is 192.168.64.6
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete



Network Next Hop Metric LocPrf Weight Path

*> 10.10. 10. 0/ 24 192.168.63. 3 0 300 100 100

!--- This Tine shows that network 10.10.10.0/24 is routed through AS 300
I1--—- with the ISP(A)-R1 1ink.

* 192.168.64.4 0 400 100 100 100 i
* 10.10.20.0/24 192.168.63.3 0 300 100 100 i
*> 192.168. 64. 4 0 400 100

!--- This Tine shows that network 10.10.20.0/24 is routed through AS 400
I1--- with the ISP(B)-R2 1ink.

*> 10.30.30.0/24 192.168.63.3 0 300 i
*> 10.40.40.0/24 192.168.64.4 0 0 400 1

o

R1 ®RI-ISPA) V0% v Y RETIL, BGP T—7ILEBELET. 1 VF—XY hAD
FTRTDORS T 1499k, R-ISPB) U I ENLTIL—F AT EEFRENET,

<#root>

R1(config)#
interface serial 0/0
R1(config-if)#

shut down

*May 2 19:00:47.377: %BGP-5-ADJCHANGE: neighbor 192.168.31.3 Down Interface flap

*May 2 19:00:48.277: %LINK-5-CHANGED: Interface Serial0/0, changed state to
administratively down

*May 23 12:00:51.255: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO, changed
state to down

R1#

show i p bgp

BGP table version is 12, local router ID is 192.168.31.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>70.0.0.0 192.168.21.2 150 0 400 i

l-—-- The best default path is now through the R2-ISP(B) 1ink.

* 110.10.10.0/24 192.168.21.2 0 100 0 i
*> 0.0.0.0 0 32768 1
* 110.10.20.0/24 192.168.21.2 0 100 0 i
*> 0.0.0.0 0 32768 1



*>710.40.40.0/24 192.168.21.2 0 150 0 400 1

R2#

show i p bgp

BGP table version is 14, local router ID is 192.168.42.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*>0.0.0.0 192.168.42. 4 150 0 400

I--- The best default route is now through ISP(B) with a local preference of 150.

* i10.10.10.0/24 192.168.21.1 0 100 0 i
*> 0.0.0.0 0 32768 i
* i10.10.20.0/24 192.168.21.1 0 100 0 i
*> 0.0.0.0 0 32768 i
*> 10.40.40.0/24 192.168.42.4 0 150 0 400 1

IL—Z6MNFY RNJT—%210.10.10.024 D)L — 2 =FEIELFT T,

<#froot>
R6#

show i p bgp

BGP table version is 14, local router ID is 192.168.64.6
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 192.168.64.4 0 400 100 100 i

I--- Network 10.10.10.0 is reachable through ISP(B), which announced the network with AS path prepend.

*> 10.10.20.0/24 192.168.64.4 0 400 100 i
*> 10.30.30.0/24 192.168.63.3 0 0 300 1
*> 10.40.40.0/24 192.168.64.4 0 0 400 i1
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