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72FPAFTOF—)LDORE

RDTFATIA—IIRERF, T2BHEERILHICERHTATVERYT, LEL, CORF2
XVRTHAIZDRVS— -T2V OBBEERBERBYELRA, COBOTFATIx—)
. PX®ZEOMHDT7ATI#F—) FNAACHEHREICEEHBRASNET,

!

ip nat pool net-10 172.16.255.1 172.16. 255. 254 prefix-length 24
ip nat inside source list 1 pool net-10

!

interface EthernetO

i p address 172.16.20.2 255.255.255.0

i p nat outside

!

interface Ethernetl



i p address 172.16.39.2 255.255.255.0

i p nat inside

!

router eigrp 1

redistribute static

network 172.16.0.0

default-nmetric 10000 100 255 1 1500

!

ip route 172.16.255.0 255.255.255.0 Nul |0
access-list 1 pernmt 10.0.0.0 0.255.255. 255
|

end

ipnat (CEEEITHOANY ROFMAICOVWTE, TIPPRLYS YU OV RBRTEH—EAR OV
YRy EBRLTLKEZ,

ZOFITIE, Cisco WAN JL—AR &, 10.0.0.0/8 FY ND—IhSEEFEhEIPNNTY RH, 7
FAT )= ZBHBHULTEEENBDELSICIN—TFT 12T TBRI—2FEZTLTVET, XD
BREICIE, 10.0.0.0/8 %Y RD—IHASEBEENDNTYRNETFATIF—IANEETS,
access-list A7 — KX MHFEENTVERT,

Cisco WAN_Router O EXE

interface Ethernet0/0

i p address 172.16.187.3 255.255.255.0
no ip directed-broadcast

!
interface Ethernet0O/1

i p address 172.16. 39.3 255.255.255.0
no ip directed-broadcast

!

interface Ethernet3/0

i p address 172.16.79.3 255.255.255.0
no ip directed-broadcast

ip policy route-map net-10

!

router eigrp 1

network 172.16.0.0
!

access-list 111 permt ip 10.0.0.0 0.255.255.255 any
!

route-nmap net-10 pernmt 10

match i p address 111

set interface Ethernet0/1

!

route-nmap net-10 permt 20

!

end

route-map (CBSEFH AN ROFMICOWTIE, route-map ANV RO RFIX R ZSRL
TLEEV,

3 : access-list N> RMlogF¥F—7— RiF, PBRTREHYR—RNEhTVELA, logF—T—R
ERETDE, EY M RRENBLIABYET,

Cisco-1 JL—Z DERTE
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!
version 12.3

interface EthernetO

!-- Interface connecting to 10.0.0.0 network ip address 10.1.1.1 255.0.0.0 ! interface Ethernetl
!-- Interface connecting to Cisco_Wan_Router ip address 172.16.79.4 255.255.255.0 ! router eigrp
1 network 10.0.0.0 network 172.16.0.0 no auto-summary ! !---Output Suppressed

Internet_Router M58 TE

!
version 12.3

!
interface Ethernetl

!-- Interface connecting to Firewall ip address 172.16.20.1 255.255.255.0 interface Serial0 /---
Interface connecting to Internet ip address 192.1.1.2 255.255.255.0 clockrate 64000 no fair-
queue ! interface Ethernet0 !--- Interface connecting to Cisco_Wan_Router ip address
172.16.187.1 255.255.255.0 ! ! router eigrp 1 redistribute static !--- Redistributing the static
default route for other routers to reach Internet network 172.16.0.0 no auto-sunmmary ! ip
classless ip route 0.0.0.0 0.0.0.0 192.1.1.1 !-- Static default route pointing to the router
connected to Internet !---Output Suppressed

COBIOFTARNTIE, Cisco-1 )L—R M 10.1.1.1 A5, extended ping AN R ZFERALTA >
B—FY NEQRABRIC ping MEFEENTVET, COBITE, 192111 FIEET RLAREL
TERAENTVET, 1VZ—IXYBNIIL—ZFTITOIhTVREEZHE TS =%, debugip
packet 101 detail N> ROFERAFEF T 7 —AN R4 YF oI AT7ICLEL I,

E& . 258/l — 2R Tdebug ip packetdetail AV REZFEATSH L., CPUDERARN LAY,
NTd—=XANKEBICETLEY, JFYRD—=ONFIELEY THAEEMN B FT, debug
OR > REFERAITDHEIC., Tping B & traceroute IX RICDOWTa » "TFNv Y OAXUR
NEAFE OV aVICEZEBLTBLK L EZHEBLET,

X 7OtEAUABMO01 permit icmp any any3 ik, debug ip packetD i hZE7 1 IR T B -HIC
FRENET, 0 access-list A%\ &, debug ip packet AN RA DY —ILICKEOE H%Z
L, L—ZFNELETEIEENHYET, PBRZRETSBIE, ILRACL ZFEAL TS IEE
Vo ACLZRREL T—BRMHIBIEThEVE, IRXNTORT TV INRII— I)L—FT12T
EhET,

Results of ping fromC sco_1 to 192.1.1.1/internet taken fromlnternet_Router:
Packet never makes it to Internet_Router

Ci sco_1# ping

Protocol [ip]:

Target |P address: 192.1.1.1
Repeat count [5]:

Dat agram si ze [ 100] :

Ti meout in seconds [2]:

Ext ended commands [n]: vy
Source address or interface: 10.1.1.1
Type of service [0]:

Set DF bit in |IP header? [no]:
Validate reply data? [no]:
Data pattern [ OxABCD] :
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Loose, Strict, Record, Tinestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 0 percent (0/5)
HAOBIASHABDEISIE, NTYRNEAE—FY N IL—RIZFELTVEEA., XD debug
ON> RiE CiscoWAN L—ZDEDT, ChIZKWIThhEBENFrRRENET,

Debug commands run from C sco_WAN_Rout er:
"debug i p policy"
*Mar 1 00:43:08.367: IP: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy match
*Mar 1 00:43:08.367: |IP: route map net-10, item 10, permt

!--- Packet with source address belonging to 10.0.0.0/8 network !--- is matched by route-map
"net-10" statement 10. *Mar 1 00:43:08.367: |P: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1
(Ethernet0/1), len 100, policy routed *Mar 1 00:43:08.367: Ethernet3/0 to Ethernet0/1 192.1.1.1
! -——- matched packets previously are forwarded out of interface !--- ethernet 0/1 by the set
command.

NTY NE, BRLEESY net-10 RS — XY TORV—TIO M) 10 «—HLEL I,
T, BENTYRFAE—FRY N IIL—RICEELBEDL2IOTLES A,

"debug arp"
*Mar 1 00:06:09.619: |IP ARP: creating inconplete entry for IP address: 192.1.1.1 interface
Et hernet 0/ 1
*Mar 1 00:06:09.619: IP ARP: sent req src 172.16.39.3 00bO. 64ch. eabl,
dst 192.1.1.1 0000.0000. 0000 Ethernet0/1
*Mar 1 00:06:09.635: IP ARP rep filtered src 192.1.1.1 0010. 7b81. 0b19, dst 172.16.39.3
00bO0. 64ch. eabl wong cable, interface Ethernet0/1

C sco_Wan_Rout er# show arp

Protocol Address Age (mn) Hardware Addr Type Interface
Internet 172.16.39.3 - 00bO0. 64cb. eabl ARPA Ethernet0/1
Internet 172.16.39.2 3 0010. 7b81. 0b19 ARPA Et hernet 0/ 1
Internet 192.1.1.1 0 Incomplete ARPA

debugarp DHHIZ, COBFANTENTVWET, Cisco WAN L—ZF, EEENEEHNBEZRET
LESERAKT, NTYRZEESAN—TFRXYNMNAVE—TIAAICEFTLET. cOLEDHIC
. L—ZPFBHET RLA192111OF7 RLABRZORNIL (ARP) VO TANEEETS
BEAFBNVET, ChIZE2T, COAMVE—TIAALBVWCEZIL—ENERTDDT,
showarp ON> RTRENTWVWBAKSIC, COFTRLADARP T MU Tincompletes (&
TE2)TT L—RENTYRZARP IV NUBLTEEETERWEY, RICHATEIEN K
BLET,

77ATJ#—)L%Z nexthop ELTEEThE, COBMBRFEELT ., route-map FERL &
BVYICHELET,

Config changed on C sco_WAN Router:
!

route-nmap net-10 pernmt 10

match i p address 111

set ip next-hop 172.16.39.2
|

E LU debug ip packet 101 detail AX > RZ A > X—FXY N )L—XTEATDE, NTY RHFIEL



WNAZBERTDENDHIYVET, £, NTYRFTF7ATIO4—)LIC&K 2T 172.16.255.1
CEBRE N, ping FRITENLEIZ DV 1RAAANBELEEEDHIYET,

Ci sco_1# ping

Protocol [ip]:

Target |P address: 192.1.1.1

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 10.1.1.1

Type of service [0]:

Set DF bit in I P header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 192.1.1.1, tinmeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 68/ 70/ 76 s

Results of ping fromGC sco_ 1 to 192.1.1.1/internet taken fromlnternet_Router:

I nt er net _Rout er #

*Mar 1 00:06:11.619: IP: s=172.16.255.1 (Ethernetl), d=192.1.1.1 (Serial0), g=192.1.1.1, len
100, forward

*Mar 1 00:06:11.619: | CVP type=8, code=0

I -—— Packets sourced from 10.1.1.1 are getting translated to 172.16.255.1 by !--- the Firewall
before it reaches the Internet_Router. *Mar 1 00:06:11.619: *Mar 1 00:06:11.619: IP; s=192.1.1.1
(Serial0), d=172.16.255.1 (Ethernetl), g=172.16.20.2, len 100, forward *Mar 1 00:06:11.619: |ICWwW
type=0, code=0 !--- Packets returning from Internet arrive with the destination !--- address
172.16.255.1 before it reaches the Firewall. *Mar 1 00:06:11.619:

Cisco WAN JL—% T debug ip policy AN > RZRTTDE, NTYRNFTFATI#x—)
(172.16.39.2 ) ICEEEhizCEfDAVET,

Cisco_WAN_Router *5® debug AN R O

"debug i p policy"

*Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy nmatch

*Mar 1 00:06:11.619: IP: route map net-10, item 20, permt

*Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1 (Ethernet0/1), len 100, policy
rout ed

*Mar 1 00:06:11.619: Ethernet3/0 to Ethernet0/1 172.16.39.2

BE{LEhiE RS 74YIODR)S— R=RAIL—TFT127

RIS—= =T A4 JICEIVWTEStENE NS T4y 98I\ —TFT120L, 1 02—T14
ATPBRZRITITRLEHIC, BEUUENERNRTTAVIEIL—TNY D A2 —T T4 ANEK
BELET, BEILEhENTZ T4 YIIE VPN NORILERBBHLTEEh, /102 —T7IM4AL

Tipcef ZEMIZL, vpn R RILZKTLET,
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