YOy F7AESIZT0OREERNSTI
Sa1—F14200k> b
ZE

=

B S5

Linux4h—/N\DERE

DHCP &7,

HTTPH—NOEH

NSTLN1—F12 DB
JJI—ZH'DHCPTIP7 RLAZEETEDLSICTD
HTTPH—/\A"BBEL TWB L 2R TS
ZTPD B8 %

ZTPO FEhEAtE
iPXEEEALEIL—ZDT—hK

1AM =IEDOBEH

B E R

BE

CORFIXRNTR, EORYF7OES I Z>JZTP)OVIEEAICETR NS 1—F
1200 NMCDOVWTHBALET,

2

ZTPIE, XRFNA ADRBICEVTALEALDORFEZRS TEOICEAEThTL £, ZTPRE,
Preboot eXecution Environment(iPXE)DR#E#FEHAL £,

BRELH
ZTPEMUTERATE £,

- BEBHOEH . A X042 AR—)LRBIIXREEZXV>O—RULTHEHATS

CARVVTRNORT A—HFEBORIVVITRNTIT7AINZZ D O0—RLULTEITLET, AV
D7 RETO—WELT, EESTEBXVY RIERERETEEXRT, BHONVIT—DNE
FISMU O A4 > AR—)LigiEeXRiE. 774 I)ILOBRIOTORARICEITVT, RTI3T70>
AVERELET 77 AIUNMNTHRESZBEIOSXRED 74 F1L—23 207 7/4) &R
L. apply_config&R{ITLET, BHKIC, #! THESD 774U TF, /binbashF =&
#/bin/shE 7= (F#/usr/bin/pythonE AV VTR T7 P4 I &BRL., AVVTRNORTERITLE
¥, Python®H7R—NFeXR6.22h SBAENEL £eXRIPXER., NUETL7 74 )i
EZARIITFTP), 77 A4NEE7 ORNIILFTP), BRENAN—FTFARNEGEE7ORN
J(HTTP)ZHR—BMLET, Hypertext Transfer Protocol Secure(HTTPS)lk, #®IET 5>
TJZF+r+ZFRTERVED, YR—FEhTLVEEA,

LinuxH—/YDOE&E



iPXEl, 1 X—2/FREODRX D> O—RICTFTP/FTPHTTPZ A ZE L L, Dynamic Host
Configuration Protocol(DHCP)Z R L TA X —2 ERENFRZ IS/IR M I 5 PXEDILREEEE
<7,

DHCP B&E.

#ZOHTE, DHCPOBIMERERTHEOONTYRF Y ITFYOLELI—HNHYET,

HTTPHY— /SO EH

BEA—HZY N A—T IAAH SHTTPH—/NIZBETE B ABEF B E T,
NZTANZ2A—-F42 70> b

Linuxt—/NZs&EL 5. "Perform DHCP/HTTP server reachability and functionality Check
ZERLET,

COFRETIE., B—0OLinux—/NADHCPHTTPH—NE L THEAENET, ch S OHEEICH
DY —NIH3HFER. BEICSLUT, IXNTOY-—NTROFIEZH#EZELET,

[root@xxxxxxxxXX]# service dhcpd status
Redirecting to /bin/systemctl status dhcpd.service
dhcpd.service - DHCPv4 Server Daemon
Loaded: loaded (/usr/lib/systemd/system/dhcpd.service; disabled; vendor preset: disabled)
Active: active (running) since Mon 2017-05-29 10:30:59 PDT; 15h ago
Docs: man:dhcpd(8)
man:dhcpd.conf (5)
Main PID: 26913 (dhcpd)
Status: "Dispatching packets..."
CGroup: /system.slice/dhcpd.service
26913 /usr/sbin/dhcpd -f -cf /etc/dhcp/dhcpd.conf -user dhcpd -group dhcpd --no-pid
<SNIP>

EXh: —HMORDBIEAT, 12FALTERICRTLET,

[root@xxxxxxxx]# service httpd status
Redirecting to /bin/systemctl status httpd.service
httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor preset: disabled)
Active: active (running) since Fri 2017-05-26 05:50:30 PDT; 3 days ago
Docs: man:httpd(8)

man:apachectl (8)

Process: 28088 ExecStop=/bin/kill -WINCH ${MAINPID} (code=exited, status=0/SUCCESS)

Process: 11036 ExecReload=/usr/sbin/httpd $SOPTIONS -k graceful (code=exited, status=0/SUCCESS)

Main PID: 28095 (httpd)

Status: "Total requests: 0; Current requests/sec: 0; Current traffic: 0 B/sec"
CGroup: /system.slice/httpd.service

11037 /usr/sbin/httpd -DFOREGROUND
11038 /usr/sbin/httpd -DFOREGROUND
11039 /usr/sbin/httpd -DFOREGROUND
11040 /usr/sbin/httpd -DFOREGROUND
11041 /usr/sbin/httpd -DFOREGROUND
26998 /usr/sbin/httpd -DFOREGROUND
27426 /usr/sbin/httpd -DFOREGROUND
27427 /usr/sbin/httpd -DFOREGROUND



27428 /usr/sbin/httpd -DFOREGROUND
27889 /usr/sbin/httpd -DFOREGROUND
28095 /usr/sbin/httpd -DFOREGROUND

May 26 05:50:30 xxxxx systemd[l]: Starting The Apache HTTP Server...
1]: Started The Apache HTTP Server.
May 27 03:16:01 xxxxx systemd[1l]: Reloaded The Apache HTTP Server.
May 28 03:37:01 xxxxx systemd[1l]: Reloaded The Apache HTTP Server.

[
May 26 05:50:30 xxxxx systemd[
[
[

IL—ZHDHCPTIP7 RLAZMBTES&LSCTD

Interface MgmtEth 0/RPO/CPU0/O
Ipv4d address dhcp
Shut/no shut

HTTPY— NS #EEL TWA L 2RRETS

- http://<ip-servername>HFEEL TVWA CEETARNL T EE L,

T TIOYERE, PTRLAY—NEEZEBELET,
DHCPEZEHTTPABEL B VFEESRE., 7747 03— )LOBEXEETNEEOBENI RETS
AREMEAN BV ET,

H—NOT77ATIA—)7ONT A Z2HEBITSICE., XOOAXV RZ2ERTITHH,. HEO7O
NIJLZEMLERT,

IP tablesON> RZFEALT, 774704 )LIL—I)L ZHRBLET,

Iptables -L -n
Chain IN_public_allow (1 references)

target prot opt source destination

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:67 ctstate NEW
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:80 ctstate NEW
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:22 ctstate NEW

AAChTVWAIVN)Z-—BRRIIDICE, ROTF7AFTIOA-I)IINY RE2FEALET,

[root@xxxxxxxxX ~]# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: enp2s0f0

sources:

services: dhcp dhcpvé6-client http ssh

ports:

protocols:

masquerade: no

forward-ports:

sourceports:

icmp-blocks:

rich rules:

R—RNZKEMICHFTITRICRE, ROV REZEALET,

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=dhcp


http://%3Cip/

DHCPH—NTNTY RF¥ T FvE2BEMCLET,

tcpdump -i <interface id> port (bootpc & bootps & port http) -s 0 (buffer size) -w <dest. File
name>

ex: tcpdump -1 enp2s0f0 port 67 or port 68 or port 80 -s 0 -w iPXEboot.pcap

ZTPOEE G ZE

ZTPOFWBA%
ZTPZ2HUOHTICEE. ZTPinitiate exec CLION > RZFEALET., T 74N NTE., ZTPICfE

HAEhd14>232—7 14 AEMGMTEth TS, BDA 22— I A ATO7OCAZREBTSIC
&, "OATavEFEALET,

ZTP initiate interface <type> <number> <cr>

Fh&E

Ztp initiate <cr>
iPXEEERALEL—2DT—h

1. CalvadosH 5. reload CLION > RZBRBLET,

COOXRYRIZKY, =AU O—REh, iPXE7/—~FBABENET,

¥ 1Y OoSABE®IE, Wireshark DNIT N ERTREBZRA T3> E L THBRENET

[¢]

2.)L—ZA'DHCP DiscoverZBL . 1—H I ZAIKIPXEAT a2 AABEhTWA ZEITE
BLTLKEEL,



43 2017-85-26 84:55:24.207214 172.16,58... 172,16.58,212 DHCP 342 DHCP Offer - Transaction ID @xf2elf250
| 44 2017-05-26 04:55:24.208101 172.16.58... 172.16.58.212 DHCP 1342 DHCP ACK - Transaction ID 0xf2e1f250
[ 45 2017-95-26 04:56:09.890179 0.0.6.0 255.255.255... DHCP 449 DHCP Discover - Transaction ID 0x97c7ees5

User Class Length: 185
v [Expert Info (Error/Protocol): User Class Information: malformed option]
[User Class Information: malformed option]
[Severity level: Error]

[Group: Protocoll NCS5K->DHCP Server
v Option: (55) Parameter Request List
Length: 22

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (3) Router

Parameter Request List Item: (6) Domain Name Server
Parameter Regquest List Item: (7) Log Server

Parameter Request List Item: (12) Host Name

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (17) Root Path

Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (6@) Vendor class identifier
Parameter Request List Item: (66) TFTP Server Name

Parameter Request List Item: (67) Bootfile name

Parameter Reguest List Item: (118) Domain Search

Parameter Request List Item: (128) DOCSIS full se'curlt!lur server IP [T(JDU]

faman e

0D 02 00 20 90 00 BB .......k sesasaas
00 90 00 60
@8 2@ 00 00 .
63 35 01 01 S¢5..9.. :
va 4d 04 69 : ..M.ipxe-—* User-class info
2b 3c 42 43 «+<BCw, .

24 bl 05 01 e e

24 91 81 13 lenannns = B s *

01 81 26 01 =
38 5a 3c 30 50 58 45  FOC2026R 38Z<@PXE
63 68 3a 3@ 30 30 30 Client:A rch:@eee
33 30 31 30 3a 50 49 9:UNDI:@ 3010:PI
32 2d 53 45 61 11 8@ D:NCS-55 B2-5Ea..
00 00 00 00 00 80 00  ........ .ecoen..

BH—NPSODHCPHA T 7—IZ, 723267107 —RT77ALBHFEEATLVET,

Na, Time Source i Pretocel Length Infe
||' 46 2817-05-25 @4:56:09. 3%388 1?2 15 58.115 1?2 15 58.110 DHI:P 342 DHCP Offer - Transaction ID @x97c7ee55
| 47 2017-085-26 ©4:56:10.889556 0.0.08.0 255.255.255... DHCP 449 DHCP Discovlyr — Transaction ID 8x97cTee55
! 48 2817-85-26 @4:56:10.889765 172.16.58.115 172.16.58.110 DHCP 342 DHCP Offer - Transaction ID @x97c7ee55
Hardware type: Ethernet (exo1)
Hardware address length: 6
Hops: @
Transaction ID: @x97c7ee55 DH_CPSETVE.‘_T = NCS,SK

Seconds elapsed: 4
» Bootp flags: @x@@@d (Unicast)
Client IP address: ©.0.8.0
Your (client) IP address: 172.16.58.110
Next server IP address: 0.9.0.9
Relay agent IP address: 0.9.0.8
Client MAC address: Cisco_lc:a5:1a (@@8:62:ec:lc:a5:1a)
Client hardware address padding: @0000000000000000000

Server host name not given # Server responds with Boot
Boot file name: http://172.16.58.115/images/ncs5580-mini-x.is0-6.1.2
Magic cookie: DHCP file information

» Option: (53) DHCP Message Type (Offer)
» Option: (54) DHCP Server Identifier

» Option: (51) IP Address Lease Time

» Option: (1) Subnet Mask

» Option: (3) Router

» Option: (6) Domain Name Server

d6 f8 8f 86 @8 @@ 45 18 .b.....F......E.

6C 93 ac 1@ 33 73 ac 18 .H...... LivsiBes
5d 97 82 @1 @6 88 97 7 .nCDI].......
00 @0 ac 10 32 6e D B0  .U....ve weaaifa.
ec 1c a5 1a @0 80 00 B0 .......D suuuiens
00 00 09 0 Q0 0O B0 BB  ........ sesnienn
00 00 B2 00 00 88 00 BB ......vh saaarees
00 00 00 PO 00 00 B0 BB .......h weenenen
00 00 @0 00 00 00 QB BB .......

74 7@ 3a 2f 2f 31 37 32 ......ht tp://172
31 35 2f 69 6d 61 67 65 .16.58.1 15/image
30 2d 6d 69 6e 69 2d 78 5/ncs55@ @-mini-x

2e 32 00 00 00 00 00 BB .iso=-6.1 .2......
00 00 00 00 00 00 00 B0  ....iveer wrvneens
00 0O DO 0O G0 DD PO BD  ......0h cseniaes

AIN=—BHAX=20F T O0—-REZHBLET,



| |Apply a display filter ... <3/>

.

= -

Expression...

+

No. Time

2017-85-26
2017-05-26
2017-85-26
20817-85-26
2017-05-26
2017-85-26
2017-85-26
2017-85-26
2017-85-26
2017-85-26
2017-25-26

57 2017-85-26

84:56:09.890388
04:56:10. 889556
©4:56:10.889765
©4:56:12,888299
4:56:12. 888506
4:56:25.659940
84:56:25.660031
84:56:25.660153
84:56:25.660206
84:56:25.661660
04:56:25.661864
04:56:25.661918

» Frame 53: 168 bytes on wire (1344

Source
172.16.58.115
0.0.0.0
172.16.58.115
0.9.0.0
172.16.58.115
172.16.58.110
172.16.58.115
172.16.58.110
172.16.58.115
172.16.58.115
172.16.,58.110
172.16,58.115

Destination

172.16.58.110@
255,255,255, .
172.16.58.11@
255,255,255, ..
172.16.58.118
172.16.58.115
172.16.58.118
172.16.58.115
172.16.58.11@
172.16.58.110
172.16.58.115
172.16.58.118

Protocol
DHCP
DHCP
DHCP
DHCP
DHCP
TCP
TCP
HTTP
TCP
TCP
TCP
TCP

bits), 168 bytes captured (1344 bits)
» Ethernet II, Src: Cisco_lc:a5:1a (00:62:ec:lc:a5:1a), Dst: Cisco_fB:8f:86 (cc:46:d6:f8:87:86)
» Internet Protocol Version 4, Src: 172.16.58.11@, Dst: 172.16.58.115
v Transmission Control Protocol, Src Port: 36332, Dst Port: 8@, Seq: 1, Ack: 1, Len: 102

Source Port: 36332
Destination Port:
[Stream index: @]
[TCP Segment Len: 182]

Sequence number: 1 (relative seguence number)

[Next sequence number: 1@3 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Length: 32 bytes

P Aw@A1 (DEU ACK)

80

SAX=THFERICAVO—REhDE, FNAANDAX=DDA VA N—)IARABENE

ER

6.8 7O—RULEAX—DZFERALTIL—RFEELCT—KIDE, IL—REEIODHCPER

ZRBLET,

4 @8 62 ec 1c a5 la @8 @0 45 @@ .F.....b ......E.
9a 09 b3 00 00 40 86 a3 a9 ac 10 3a 6e aC 190 ......@ wuenifa,
73 8d ec 90 50 30 B3 ab 5e 7a d3 a4 16 B@ 18 :s5...P@. ."zZ.....
99 25 b4 00 00 01 @1 08 @a 82 25 ¢3 af 94 €7 . %evwrr wraHeian
P8 47 45 54 20 2f 69 6d 61 67 65 73 2 6e 63 V.GET /i mages/nc
35 35 30 39 2d 6d 69 6e 69 2d 78 2e 69 73 6T 55500-mi ni-x.iso
36 2e 31 Ze 32 20 48 54 54 50 2f 31 2e 31 @d -6.1.2 H TTP/1.1.
55 73 65 72 2d 41 67 65 6e 74 3a 20 69 50 58 .User-Ag ent: iPX
2f 31 2e 30 2e 30 2b 20 2B 65 32 39 31 29 @d E/1.0.0+ (e291).
48 6f 73 74 3a 20 31 37 32 2e 31 36 2e 35 38 .Host: 1 72.16.58
31 31 35 @d @a @d @a 115,440

8754

info

DHCP Offer
DHCP Discover
DHCP Offer
DHCP Request
DHCP ACK

Transaction
Transaction
Transaction
Transaction
Transaction

ID @x97cTee55
ID @x97c7ee55
ID @x97c7ee55
ID 8x97cTee55
ID @x97c7ee55

36332 - 80 [SYN] Seq=0 Win=65532 Len=0 TSval=36..
8@ - 36332 [SYN, ACK] Seq=8 Ack=1 Win=2896@ Len..

GET /images/ncs5500-mini-x. iso-6.

.2 HTTP/1.1

80 - 36332 [ACK] Seq=1 Ack=103 Wirl=29856 Len=0 ..

[TCP segment of a reassembled PDU]
36332 -+ 8@ [ACK] Seq=103 Ack=4345
[TCP segment of a reassembled PDU]

in=262144 Le..

NCS5K initiates download

of ISO image

R Aoply a display filter ... <38/> B3 -] sessn. | +
Mo, Time Source Destination Protocol Length into
418654 2017-05-26 ©5:04:12.951436 172.16.58.115 172.16.58.212 DHCP 342 DHCP Offer = Transaction ID @xd..
418655 2017-85-26 85:04:12.852378 172.16.58.115 172.16.58.212 DHCP 342 DHCP ACK - Transaction ID @xd..
418656 2017-05-26 05:06:52.778102 0.0.0.0 255.255.255... DHCP 367 DHCP Discover - Transaction ID 0X5..
418657 2017-85-26 ©5:06:52.778327 172.16.58.115 172.16.58.11@ DHCP 342 DHCP Offer - Transaction ID @x5..
418658 2017-05-26 05:06:52.778626 ©.0.0.0 255,255.255... DHCP 379 DHCP Request §— Transaction ID @x5..

Your (client) IP

address: 8.0.8.8

Next server IP address: @.8.0.0
Relay agent IP address: 9.8.0.8
Client MAC address: Cisco_lc:aS5:la (@@:62:ec:lc:ia5:la)
Client hardware address padding: @0000000000008000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
» Option: (53) DHCP Message Type (Discover)
» Option: (55) Parameter Request List
v Option: (6@) Vendor class identifier
Length: 45

Vendor class identifier: PXEClient:Arch:@@@@9:UNDI:@03018:PID:NCS-5500

» Option: (61) Client identifier
v Option: (77) User Class Information
Length: 10
»

v Option: (255)
Option End:

o8
e
ee
1]
["]']
a8
[']]
a8
e
ea

ef
1z
30
30
LE]

0168

t:Arch:@
1:003010
-5508=.F
8ZM, exr=

~ PXEClien

NCS5K-> DHCP Server

NCS user-class has info on "exr-

2009: UND ag
:PID:NC% config'
0C2026R3

config.




COFARAAND TR, I—H O ABRIC exr-confighF BENTVWACEICEBLTILSEEW
o DHCPRERET7 7AINELBAVV TR ERTISICRECATWVWD D
(etc/dhcp/dhcpd.conf® Else XX 2 8 R).

7.DHCPH =N, 7> 32V67TTRERZRT7AIIIERERLET,

A |Apply a display filter ... <3/> =3 -| Espression.. +
Mo, Time Source Destination Protocol Length Info
418654 2017-05-26 05:04:12.051436 172.16.58.115 172.16.58.212 DHCP 342 DHCP Offer - Transaction ID @xd..
418655 2017-85-26 05:04:12.052378 172.16.58.115 172.16.58.212 DHCP 342 DHCP ACK - Transaction ID @xd..
418656 2017-85-26 05:06:52.778102 9.9.0.0 255,255.255... DHCP 367 DHCP Discover — Transaction ID @x5..
418657 2017-85-26 @5:@6:52.778327 172.16.58.115 172.16.58.11@ DHCP 342 DHCP Offer - Transaction ID @x5..
418658 2017-85-26 B5:06:52.778626 ©.0.0.8 255.255.255... DHCP 379 DHCP Request Transaction ID @x5..

Seconds elapsed: 36
Bootp flags: @x@@@@ (Unicast)
Client IP address: 9.9.8.8
Your (client) IP address: 172.16.58.110
Next server IP address: 9.6.9.0
Relay agent IP address: ©.6.0.2 DHCP Server -> NCS5K
Client MAC address: Cisco_lc:a5:1a (@@:62:ec:lc:a5:la)
Client hardware address padding: 2@@QoPoecoeooooeasoe
Server host name not given
Boot file name: http://172.16.58.115/images/NCS-5582-A.cf
Magic cookie: DHCP
v Option: (53) DHCP Message Type (0ffer)
Length: 1
DHCP: Offer (2)
v Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 172.16.58.115
¥ Option: (51) IP Address Lease Time

v

Server responds with config info

Length: 4

TO Addrace Lasca Tima: (B4R« 18 minutarc

@2 00 92 Q0 00 ©9 20 92 0O 60 90 00 00 00 290 °Q S
00 00 00 00 00 00 00 0P OO0 0D OO 00 0B 00 PO BD  ......e0 seesanes
00 00 00 @0 @0 @9 6B 74 74 70 3a 2f 2f 31 37 32 ...... ht tp://172

2e 31 36 2e 35 38 Ze 31 31 35 2f 69 6d 61 67 65 .16.58.1 15/image
73 2f 4e 43 53 2d 35 35 30 32 2d 41 2e 63 66 67 S/NCS-55 @2-A.cfg
00 00 90 00 G0 OD 90 @0 OO0 G0 00 00 o0 90 o0 ee .. . .
00 00 00 90 00 €0 DO 00 00 0O 0D 00 P0 00 00 P9 .. .
00 00 90 00 00 02 20 20 OO0 00 00 00 00 90 20 B0  ....i.ia4 e .
00 00 00 00 ©0 ©D 0D PO 00 0O OO0 0D 00 VO OB BB ........ ce.iennn
00 00 00 00 00 PO 00 0P OO0 0P 00 00 0P 0@ BB PD  ........ ceiieuan
00 00 00 00 @0 @9 63 B2 53 63 35 @1 B2 36 04 aC  ..uuesCy SC5.a6u0
1@ 3a 73 33 04 90 @0 B2 5B 01 @4 ff ff ff @0 1c  .:s3.... Xouiwuus
04 ac 10 3a ff 03 04 ac 10 3a 01 @f B9 63 69 73 ...i.ves oieseCis
63 6f 2e 63 6f 6d @6 84 ab 46 a8 b7 ff @@ @8 @@ co.com.. .F......

BI—ENBREEAIO—RLET,



Expression... +

M. Source " Destination “Prafocel  Length Infa 1T

Tirme
41866@ 2017-85-26 05:06:56.981542 172.16.58.118 172.16.58.115 TCP 74 36775 -+ 88 [SYN] Seq=0 Win=42746 L..
418661 2017-05-26 05:06:56.981642 172.16.58.115 172.16.58.11@ TCP 74 88 - 36775 [SYN, ACK] Seq=0 Ack=1 ..
418662 2017-85-26 B85:06:56.981779 172.16.58.118@ 172.16.58.115 TCP 66 36775 - 80 [ACK] Seg=1 Ack=1 Win=4..
ﬂ- 418663 2017-05-26 05:06:56.981852 172.16.58.110 172.16.58.115 HTTP 268 HEAD /images/NCS-5582-A.cfg HTTP/1.
418664 2017-85-26 B5:06:56.981988 172.16.58.115 172.16.58.11@ TCP 66 89 - B6775 [ACK] Seg=1 Ack=203 Win..
[Stream index: 1]
[TCP Segment Len: 202]
Sequence number: 1 {relative sequence number)
[Next sequence number: 203 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes
» Flags: @x@18 (PSH, ACK) NCS5K initiates config
Window size value: 21 ¥
[Calculated window size: 43@@8] download using HTTP

[Window size scaling factor: 2048]
Checksum: @x8502 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Options: (12 bytes), No-Operation (MOP), No-Operation (NOP), Timestamps
» No-Operation (NOP)
» MNo-Operation (NOP)
» Timestamps: TSval 4294963862, TSecr 2496722970
» [SEQ/ACK analysis]
» Hypertext Transfer Protocol

v Hunartoavt Treancfor Deatacal

3a 73 8f a7 00 50 a9 @f @7 af Bd 86 14 bl 8@ 18 35sesPas susunnes
B0 15 05 92 00 @9 @1 91 08 @a ff ff 2 96 94 0  .uvvvren wnvnasss
f8 1a 48 45 41 44 28 2f 69 6d 61 67 65 73 2f de «HEAD / images/N
43 53 2d 35 35 30 32 2d 41 2e 63 66 67 20 48 54 (5-5502- A.cfg HT
54 50 2f 31 2e 31 @d @a 55 73 65 72 2d 41 67 65 TP/1l.1.. User-Age
6e 74 3a 20 63 75 72 6c 2f 37 2e 33 37 2e 31 8d nt: curl f7.37.1.
Ba 48 6f 73 74 3a 20 31 37 32 2e 31 36 2e 35 38 .Host: 1 72.16.58
Ze 31 31 35 @d @a 41 63 63 65 70 74 3a 20 2a 2f .115..Ac cept: =/
2a @d ©Ba 58 2d 63 69 73 63 6f 2d 61 72 63 68 3a  *..X-cis co-arch:
78 38 36 5f 36 34 @d @Pa 58 2d 63 69 73 63 6f 2d xB6_64.. X-cisce-
6f 70 65 72 3a 65 78 72 2d 63 6f 6e 66 69 67 @d oper:exr -config.
Pa 58 2d 63 69 73 63 6f 2d 78 6c 61 74 66 6f 72 .X-cisco -platfor
6d 3a 46 72 65 74 74 61 @d @a 20 58 2d 63 69 73 m:Fretta .. X-cis
63 6f 2d 73 65 72 69 61 6¢c 3a 22 46 4f 43 32 38 co-seria 1:"FOC2@
| 32 3652 33 38 5a 22 20 @d @a od @a 26R38Z"

4

CDATUTNE, DHCPH =D SDISBHEELTEHRICENTE, A X—J/FEZIEL—E
BRZENTEET, ChlE. ROBIORSBAVARN—ILEOAVITNELTEREATESE
EE

P % 100=) 5[4

eXRYZRIITFTR, AVAR—IRBICESIERTBEHBILZRITTEEXT,

COHITE, CORVVTRNEIXRNTOBERNYT—D7AVARM=ILL, BREERALET
o CNIFDLEEENLE/N—2 3> Oztp_helpershTd., ZNDAYV T NE, xr-linux-shell:

RP/0/RP0O/CPU0:NCS-5502-A#more diskO:/ztp/ztp_helper_file.sh

Wed May 31 00:55:54.529 UTC

#!/bin/bash

i TR RS R R SRS E R R Rk ki ki
# Install config and additional packages

i TR RS R R SRS E R R Rk ki ki

source /diskO:/ztp/ztp_helper.sh

export HTTP_SERVER=http://10.10.10.10
export RPM_PATH=images

export CONFIG_PATH=images

#Config

export INITIAL_CONFIG=NCS-5502-A.cfg
export FINAL_CONFIG=NCS-5502-A.cfg

#Packages
K9SEC_RPM=ncs5500-k9sec-2.2.0.0-r612.x86_64.rpm
MCAST_RPM=ncs5500-mcast-2.0.0.0-r612.x86_64.rpm



ISIS_RPM=ncs5500-isis-1.
OSPF_RPM=ncs5500-ospf-1. .0-r612.x86_64.rpm
MGBL_RPM=ncs5500-mgbl-3. .0-r612.x86_64.rpm
MPLS_RPM=ncs5500-mpls-2.1.0.0-r612.x86_64.rpm
MPLSTE_RPM=ncs5500-mpls-te-rsvp-2.2.0.0-r612.x86_64.rpm

.0-r612.x86_64.rpm

o R
o o o

function download_config() {
ip netns exec tpnns /usr/bin/wget ${HTTP_SERVER}/${CONFIG_PATH}/${FINAL_CONFIG}
/harddisk:/new-config 2>&1
if [[ "$?" !'= 0 1]; then
printf "### Error downloading system configuration ###"
else
printf "### Downloading system configuration complete ###";
fi

function apply_config() {
# Applies initial configuration
printf "### Applying initial system configuration ###";
xrapply_with_reason "Initial ZTP configuration" /harddisk:/new-config 2>&1;
printf "### Checking for errors ###";
local config_ status=$ (xrcmd "show configuration failed");
if [[ Sconfig_status ]1]; then
echo S$Sconfig status
printf "!!! Error encounter applying configuration file, review the log !!!!";
fi
printf "### Applying system configuration complete ###";

function install_pkg() {
#Download packages
printf "Downloading Packages"
ip netns exec tpnns /usr/bin/wget ${HTTP_SERVER}/${RPM_PATH}/${K9SEC_RPM} -0
/harddisk:/$SK9SEC_RPM 2>&1
if [[ "$?" != 0 11; then
printf "### Error downloading S$SKO9SEC_RPM ###"
else
printf "### Downloading $SK9SEC_PKG complete ###";
fi

printf "Downloading Packages"
ip netns exec tpnns /usr/bin/wget ¢${HTTP_SERVER}/${RPM_PATH}/${MCAST RPM} -0
/harddisk:/SMCAST_RPM 2>&1
if [[ "$?" != 0 11; then
printf "### Error downloading SMCAST RPM ###"
else
printf "### Downloading SMCAST RPM complete ###";
fi

printf "Downloading Packages"
ip netns exec tpnns /usr/bin/wget ${HTTP_SERVER}/${RPM_PATH}/${ISIS_RPM} -0
/harddisk:/$ISIS_RPM 2>&1
if [[ "$?" != 0 11; then
printf "### Error downloading SISIS_RPM ###"
else
printf "### Downloading $ISIS_RPM complete ###";
fi

printf "Downloading Packages"
ip netns exec tpnns /usr/bin/wget ${HTTP_SERVER}/${RPM_PATH}/${OSPF_RPM} -0
/harddisk:/$SOSPF_RPM 2>&1
if [[ "$?" != 0 11; then
printf "### Error downloading SOSPF_RPM ###"
else

-0



printf "### Downloading $SOSPF_RPM complete ###";
fi
printf "Downloading Packages"
ip netns exec tpnns /usr/bin/wget ${HTTP_SERVER}/${RPM_PATH}/S${MGBL_RPM} -0
/harddisk:/$MGBL_RPM 2>&1
if [[ "$?" !'= 0 ]]; then
printf "### Error downloading SMGBL_RPM ###"
else
printf "### Downloading S$MGBL_RPM complete ###";
fi

printf "Downloading Packages"
ip netns exec tpnns /usr/bin/wget ${HTTP_SERVER}/${RPM_PATH}/${MPLS_RPM} -0
/harddisk:/SMPLS_RPM 2>&1
if [[ "$?" !'= 0 ]]; then
printf "### Error downloading SMPLS_RPM ###"
else
printf "### Downloading S$SMPLS_RPM complete ###";
fi
printf "Downloading Packages"
ip netns exec tpnns /usr/bin/wget ${HTTP_SERVER}/${RPM_PATH}/${MPLSTE_RPM} -0
/harddisk:/$SMPLSTE_RPM 2>&1
if [[ "$?" != 0 11; then
printf "### Error downloading S$SMPLSTE_RPM ###"
else
printf "### Downloading SMPLSTE_RPM complete ###";
fi

xrcmd "install update source /harddisk:/ $SK9SEC_RPM S$MCAST RPM SISIS_RPM $SOSPF_RPM S$MGBL_RPM
$MPLS_RPM $MPLSTE_RPM" 2>&1
local complete=0

while [ "Scomplete" = 0 ]; do
complete="xrcmd "show install active" | grep k9sec | head -nl | wc -1°
printf "Waiting for k9sec package to be activated"
sleep 5
done

rm -f /harddisk:/$K9SEC_RPM /harddisk:/$SMCAST RPM /harddisk:/$SMCAST_RPM /harddisk:/$ISIS_RPM
/harddisk:/SOSPF_RPM /harddisk:/$SMGBL_RPM /harddisk:/$MPLSTE_RPM /harddisk:/$MPLS_RPM
printf "### XR PACKAGE INSTALL COMPLETE ###"

printf "Start Auto provision"
install_pkg;

download_config;
apply_config;

EEH

- https://xrdocs.github.io/software-management/tutorials/2016-08-26-working-with-ztp/

- https://xrdocs.github.io/software-management/tutorials/2016-07-27-ipxe-deep-dive/

- https://xrdocs.github.io/software-management/blogs/2016-10-14-ios-xr-packages-and-
security/
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https://xrdocs.github.io/software-management/blogs/2016-10-14-ios-xr-packages-and-security/
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