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<#root>
event manager
appl et test

authorization bypass
event timer watchdog time 60
action 0010 syslog msg "Test script running"

event manager
appl et test3

authorization bypass
event timer watchdog name test3 time 300
action 0010 syslog msg "test3 script running"
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<ffroot>
Switch#

show event manager statistics server

EEM Queue Information
Triggered Dropped Queue Queue Average

Client Events Events Size Max Run Time
Call Home 5 0 0 64 0.021
EEM Applets 181 0 0 64 0.003
EEM IOS .sh Scripts 0 0 0 128 0.000
EEM Tc1 Scripts 0 0 0 64 0.000
iosp_global_eem_proc 30 0 0 16 0.004
onep event service init 0 0 0 128 0.000
EEM PoTlicy Counters
Name Value
EEM Pol i cy Tiners
Name Type
Ti me Remai ning <-- EEM Count down ti mer
_EEM nt er nal nane0

watchdog 53.328
<--- Unnaned timers receive an internal nane - this timer is for the "test' policy
_EEMinternalnamel watchdog 37.120
test3

watchdog 183.232

<--- Nanmed tiners use their configured nane - this is the named tined configured for policy '"test3
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<#froot>
Switch#

show event manager statistics server

EEM Queue Information

Triggered

Dropped Queue Queue Average
Client

Event s

Events Size Max Run Time

Call Home 5 0 0 64 0.021
EEM Appl et s 183
0 0 64 0.003

<--- "Triggered Events" columm is increnmented by 2 due to 2 tinmers firing
EEM IOS .sh Scripts 0 0 0 128 0.000
EEM Tc1 Scripts 0 0 0 64 0.000
iosp_global_eem_proc 30 0 0 16 0.004
onep event service init 0 0 0 128 0.000
EEM Policy Counters
Name Value
EEM Policy Timers
Name Type
Ti me Remai ni ng
_EEM nt er nal nane0

watchdog 56.215
_EEMinternalnamel watchdog 100.006
test3

watchdog 126.117
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<#root>
event manager
appl et test_nmanual

authorization bypass

event none <-- manual trigger type for testing

action 0010

syslog nmsg "I ama nmanually triggered script!" <-- nessage that is printed when script runs

CDADVT NE., CLIMRY MY ZR—2 ¥ Orun test_manual A"RITE D ERTE N, syslogX
YE—JRHALET, syslogDEDBNC, CORTVT NORTERRTSICE. RICRT
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<ffroot>
Switch#

show event manager history events

No. Job Id Proc Status Time of Event
Event Type

Name
1 5 Actv success Fri Nov 6 15:45:07 2020

ti mer countdown

cal | back: Call Hone process <-- tiner bases event that fired

2 18 Actv success Mon Nov 9 14:12:33 2020 oir callback: Call Home process
3 19 Actv success Mon Nov 9 14:12:40 2020 oir callback: Call Home process
4 20 Actv success Fri Nov13 14:35:49 2020

none

appl et: test_nanual <-- manually triggered event
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<#root>
event manager
appl et test_manua

authorization bypass
event none
action 0010 syslog msg "I am a manually triggered script!"

A Z=7L7O>7 A5, O Revent manager run test_manualZ2 AL T, AU %
FHTEHLET,

<{froot>
Switch#

event nanager run test_nmnual <-- Mnually runs the script

Switch#

show | og <-- Check for the log fromaction 10.

*0Qct 26 21:24:40.762:

%A EM 6-LOG test_nmnual: | ama nanually triggered script! <-- %A EM|ogs are from EEM events. The ¢
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<ffroot>

event manager

appl et Data_Col | ection

auth bypass

event timer

wat chdog ti ne 60

action
action
action
action
action
action
action

NRFRFRPRRPRRPRRERR
QU WNREO

cli command
cli command
cli command
cli command
cli command
cli command
syslog msg

"enable"

"show clock | append flash:DataCollection.txt"

"show interfaces breif | append flash:DataCollection.txt"

"show ip route | append flash:Datacollection.txt"

"show processes cpu sorted | exclude 0.0 | append flash:DataCollection.txt"
"show platform hardware fed switch active qos stats internal cpu policer | appen

"Data

Capture Complete"

F7LYRNGEBLCRITENRLIESD, FHRLEERNIERENETEATLE

<#root>

Switch#

show | ogging | in Capture

<-- Qur script-generated syslog contains the string "Capture".

*Mar 11 20:40:01.941: %HA_EM-6-LOG: Data_Collection: Data Capture Complete

<-- Action 2.0 successfully ran

Switch#

dir flash:

| in .txt

<-- W only expected one .txt file, however two appear in flash

32792 -rw- 36 Mar 11 2021 20:40:01 +00:00 DataCollection.txt
32798 -rw- 807 Mar 11 2021 20:40:01 +00:00 Datacollection.txt



Switch#

nore flash: Dat aCol | ecti on. t xt

<-- the output of our expected .txt file is enpty except for the output of "show clock

*20:40:01.343 UTC Thu Mar 11 2021

T7LY NOBRIEEZZET SDICIE. debug embedded event manager action cliZ R L £ 9,

<{froot>
Switch#

debug enbedded event manager action cl

*Mar 11 20:40:01.175: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : CTL : cli_open called.

<-- The applet is called.

*Mar 11 20:40:01.275: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : OUT : Switch>

*Mar 11 20:40:01.275: %HA_EM-6-L0G: Data_Collection : DEBUG(cli_1lib) : : IN : Switch>enable

*Mar 11 20:40:01.285: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : OUT : Switch#

*Mar 11 20:40:01.285: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : IN : Switch#show clock | appen
*Mar 11 20:40:01.396: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : OUT : Switch#

*Mar 11 20:40:01.396: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : IN : Switch#show interfaces br
*Mar 11 20:40:01.507: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1lib) : : OUT :

show i nterfaces breif

| append flash:DataCollection.txt

<-- Here is our first problem "brief" is nisspelled, so the command does not run

*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(cli_Tib) : : OUT :

AN

*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(cli_Tib) : : OUT :

% I nvalid input detected at '~' marker. <-- CLI parser failure

*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(cli_Tib) : : OUT :
*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(cli_Tib) : : OUT : Switch#
*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(c1i_Tib) : : IN : Switch#

show ip route | append flash: Datacollection.txt <-- This created the second .txt file. The file nane is

*Mar 11 20:40:01.618: %A EM 6-LOG Data_Col lection : DEBUGcli _lib) : : OUT : Switch#



*Mar 11 20:40:01.618: %HA_EM-6-L0G:

show processes cpu sorted

<-- This problemis less intuitive.

*Mar 11 20:40:01.729: %HA_EM-6-L0G:
*Mar 11 20:40:01.729: %HA_EM-6-L0G:

the "exclude" argunment reads everyt

*Mar 11 20:40:01.729: %HA_EM-6-L0G:

A problemlike this will Iikely not

*Mar 11 20:40:01.729:

Thi s underscores the inportance of

*Mar 11 20:40:01.729:
*Mar 11 20:40:01.729:
*Mar 11 20:40:01.729:

*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:

*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:

*Mar 11 20:40:01.730:

show pl atform hardware fed switch active qos stats interna

| append flash:DataCollection.txt

*Mar 11 20:40:01.941: %HA_EM-6-L0G:

<-- Here,

*Mar 11 20:40:01.941: %HA_EM-6-L0G:

N <-- mssing word queue

*Mar 11 20:40:01.941: %HA_EM-6-L0G:

% lInvalid input detected at '~

*Mar 11 20:40:01.941: %HA_EM-6-L0G:

exclude 0.0

%HA_EM-6-L0G:

%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:

%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:

%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:

%HA_EM-6-L0G:

Data_Collection

Data_Collection
Data_Collection

Data_Collection

be evi dent

Data_Collection

Data_Collection
Data_Collection
Data_Collection

Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection

Data_Collection
Data_Collection
Data_Collection

Data_Collection

Data_Collection

Data_Collection

Data_Collection

mar ker . <--

Data_Collection

CL

: DEBUG(cTi_11ib)

append fl ash: Dat aCol | ecti on. t xt

: DEBUG(cTi_11ib)
: DEBUG(cTi_11ib)

hi ng beyond the pipe as the val ue that

: DEBUG(cTi_11ib)

i n debuggi ng

: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)
: DEBUG(cTi_11ib)
: DEBUG(cTi_11ib)
: DEBUG(cTi_11ib)
: DEBUG(cTi_11ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)

parser failure

: DEBUG(cTi_1ib)

cpu policer

: IN :

 OUT
 OUT

Switch#

CPU utilization for five
PID Runtime(ms) Invoked

is to be excluded

: OUT :

: OUT :

 OUT
 OUT
 OUT

: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :

: OUT
: OUT
: CTL :

: IN :

: OUT :

the syntax of the command was not properly parsed out before inplenentation

: OUT :

: OUT :

: OUT :

117 57246 448028 127 0.0

2 4488 16816 266 0.07% O

pre-production testing to ensure the script perforns as expected

173 829 44093 18 0.07% O
205 22271 1313739 16 0.0
467 238 2238 106 0.07% O

81 12793 151345 84 0.07%
232 22894 2621198 8 0.07
7010 0.00% 0.00% 0.00
6 010 0.00% 0.00% 0.00
8 17 2804 6 0.00% 0.00%

9 33511 11402 2939 0.00%
12 0 2 0 0.00% 0.00% 0.0
10 106 1402 75 0.00% 0.0
14 439 42047 10 0.00% O.
11 0 1 0 0.00% 0.00% 0.0
16 0 1 0 0.00% 0.00% 0.0

5010 0.00% 0.00% 0.00¢
18 0 3 0 0.00% 0.00% 0.0

20+ lines read from cli,

Switch#

show platform hardware f

We are mssing ar



*Mar 11 20:40:01.941: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : OUT : Switch#
*Mar 11 20:40:01.941: %HA_EM-6-LOG: Data_Collection: Data Capture Complete

<-- The syslog fromAction 2.0 wites.

*Mar 11 20:40:01.941: %HA_EM-6-L0OG: Data_Collection : DEBUG(cli_1ib) : : CTL : cli_close called.

<-- The applet closes out as expected after executing all configured actions.
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<#root>
event manager

appl et Capture

event timer

wat chdog tine 120 <-- 120 second countdown tiner

action 1.0 cli command "enable"

action 1.1 cli command '"no monitor capture CPUCapture"

action 2.0 cli command "monitor capture CPUCapture control-plane in match any buffer circular"
action 2.1 cli command "monitor capture CPUCapture start"

action 3.0 wait 45

action 4.0 cli command "monitor capture CPUCapture stop"

action 4.1 c1i command "show clock | append flash:CPUCapture.txt"

action 4.2 cli command "show mon cap CPUCapture buff dump | append flash:CPUCapture.txt"
action 5.0 syslog nsg "CPUCapture Conplete - Next capture in 2 m nutes"”

EEMABIGEBYICETLTVWEBVWC EFEREICHITEER T, 793 25.0H 5 Dsyslogh
—ANOJEFIVYILET, Osyslogld, P7LY RFEEICEYVIREND ECICHLET
9. N\v77RICOTHNFEIENT, 77 A4)LCPUCapturetxthAF 75 v 1ICEZIAEhFEE
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<tfroot>

Switch#



show | oggi ng | include "CPUCapture Conplete"

Switch#

dir flash: | include CPUCapture.txt

PEITRITNYVIZBEMILET, RELLSKFEAET NS FT/VY J &, debug event manager
actonclitd, COI—TAUTFTARF, FU>a>oRA(T7AJZBHICHRLET,

TFINYTHA : FNYITHACRK., P7LY MAERBCHOHE W EN RENET, HIO
TO2aVR3BEEKRITENEIN, F¥YTFYOETTICRBMLET,

<tfroot>
Switch#

debug event manager action cl
*Jan 28 22:55:54.742: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : CTL : cli_open called.
<-- This is the initial nessage seen when the applet is called.

*Jan 28 22:55:54.843: %HA_EM-6-L0OG: Capture : DEBUG(c1i_1ib) : : OUT : CoreSwitch>

The appl et name can be seen within the |line.

*Jan 28 22:55:54.843: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : IN : CoreSwitch>enable

*Jan 28 22:55:54.854: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : CoreSwitch#

*Jan 28 22:55:54.854: %HA_EM-6-LO0G: Capture : DEBUG(c1i_1ib) : : IN : CoreSwitch#no monitor capture CPU
*Jan 28 22:55:54.964: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : Capture does not exist

*Jan 28 22:55:54.964: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT :

*Jan 28 22:55:54.964: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : CoreSwitch#

*Jan 28 22:55:54.965: %HA_EM-6-L0G: Capture : DEBUG(cT1i_1ib) : : IN : CoreSwitch#monitor capture CPUCap
Jan 28 22:55:55.075: %HA_EM-6-L0G: Capture : DEBUG(cTi_Tib) : : OUT : CoreSwitch#

*Jan 28 22:55:55.075: %HA_EM-6-L0G: Capture : DEBUG(cT1i_1ib) : : IN : CoreSwitch#monitor capture CPUCap
*Jan 28 22:55:55.185: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : Started capture point : CPUCaptu

<-- The appl et successfully creates and starts the capture.

*Jan 28 22:55:55.185: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : CoreSwitch#
*Jan 28 22:56:15.187: %HA_EM-6-L0G: Capture : DEBUG(cT1i_1ib) : : CTL : cli_close called.

<-- After 20 seconds, cli_close is called and the applet begins to exit.

*Jan 28 22:56:15.187: fh_server: fh_io_ipc_msg: received msg FH_MSG_CALLBACK_DONE from client 27 pclien
*Jan 28 22:56:15.187: fh_io_ipc_msg: EEM callback policy Capture has ended with abnormal exit status of

FF

*Jan 28 22:56:15.187:

EEM pol i cy Capture has exceeded it's elapsed tinme limt of 20.0 seconds <-- W are infornmed that the po



*Jan 28 22:56:15.187: fh_io_ipc_msg: received FH_MSG_API_CLOSE client=27
*Jan 28 22:56:15.187: tty is now going through its death sequence

*Note "
debug event manager all

is used to enable all debugs related to event manager.

FRE - T 7 AL RNTIE, EEMARD S — @208 LHICEITENET, EEMADT IS 32 NDRET
(C20WAEA A BIBEE., EEMEETLERA. EEMOS U RA LN, P7LYNOTOI 3%
BITTBDDICTHTHBIEEZBIELET, maxrunZRBEL T, LYBYBBAS O 2A LEE
EELE T,
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<tfroot>
event manager

appl et Capture

event timer watchdog time 120

maxrun 60

<-- Maxrun 60 specifies the capture will run for a maxi mum of 60 seconds

action 1.0 c1i command "enable"

action 1.1 c1i command "no monitor capture CPUCapture"

action 2.0 cli command "monitor capture CPUCapture control-plane in match any buffer circular"
action 2.1 cli command "monitor capture CPUCapture start"

action 3.0 wait 45

<-- The altered maxrun allows the capture to run for the necessary tinme.

action 4.0 cli command "monitor capture CPUCapture stop"

action 4.1 c1i command "show clock | append flash:CPUCapture.txt"

action 4.2 cli command "show mon cap CPUCapture buff dump | append flash:CPUCapture.txt"
action 5.0 syslog msg "CPUCapture Complete - Next capture in 2 minutes"

B : EEMO NV A —BEEFETED

BEODNIA—OEBOA VAR AN ERBTRETZIEANBYET, Chilkl), PTL
Y RABRICEYBREh, REOBSICERABERNIELUD TSN HYET,
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<ffroot>
event manager

appl et Moni torLi nkFl ap

event syslog pattern "Interface GigabitEthernetl/0/23, changed state to down"
action 1.0 c1i command "enable"

action 1.1 c1i command "show ip route | append flash:MonitorLinkFTap.txt "

action 2.0 c1i command "show interface gigl/0/23 | append flash:MonitorLinkFTlap.txt"

action 3.0 c1i command "show process cpu sorted | append flash:MonitorLinkFlap.txt"

action 4.0 c1i command "show platform hardware fed active fwd-asic drops exceptions | append flash:Moni
action 5.0 syslog msg "Link has flapped - Data gathered”
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<tfroot>
Switch#

sh log | in Data gathered

*Jan 29 04:19:06.678: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered

<-- The applet generates this syslog each tinme it fires.

*Jan 29 04:19:27.367: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:19:36.779: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:19:57.472: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:20:06.570: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:20:27.671: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:20:36.774: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:20:57.264: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
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<ttroot>

event manager



appl et Moni torLi nkFl ap

event syslog pattern "Interface GigabitEthernetl/0/23, changed state to down"

ratelimt

60

<-- Ratelimt

action
action
action
action
action
action
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specifies a mnimum anmount of tine that nust pass before the applet will again trigger

c1li command "enable"

c1i command "show clock | append flash:MonitorLinkFlap.txt
c1i command "show interface gigl/0/23 | append flash:MonitorLinkFlap.txt"

c1i command "show process cpu sorted | append flash:MonitorLinkFlap.txt"

c1i command "show platform hardware fed active fwd-asic drops exceptions | append flash
syslog msg "Link has flapped - Data gathered"
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