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APSec —NNDREZEIBIZLEHICEATEITO-TZERLET,

!--- The CSM is located in slot 4. module ContentSwitchingModule 4 vlan 51 client ip
address 172.21.51.244 255.255.255.240 ! vlan 61 server ip address 172.21.51.244
255.255.255.240 ! probe ICMP_PROBE icmp interval 5 retries 2 !

. BB DIPSectr—/N##ERA L TserverfarmZz E&X L £ 9,
FBUEULES—NCBTSEHEZ TV 1TDEDIC, KBMOBEEZBRELET,
ATAVFR)S—FEEHZELET,

l-—-- Serverfarm VPN_IOS and real server members. serverfarm VPN_IOS
nat server
no nat client
!-—— Set the behavior of connections when the real servers have failed. failaction purge
real 172.21.51.242
inservice
real 172.21.51.247
inservice
probe ICMP_PROBE
| /-—- Ensure that connections from the same client match the same server !--- load
balancing (SLB) policy. !--- Use the same real server on subsequent connections; 1issue the
! -—- sticky command.

sticky 5 netmask 255.255.255.255 timeout 60
!
policy VPNIOS

sticky-group 5

serverfarm VPN IOS

RS74vo70-C&I12129 D, VServersaEHL X T,

!--- Virtual server VPN_IOS_ESP. vserver VPN_IOS_ESP

!--- The virtual server IP address is specified. virtual 172.21.51.253 50 !--- Persistence
rebalance is used for HTTP 1.1, to rebalance the connection !--- to a new server using the
load balancing policy. persistent rebalance !--- Associate the load balancing policy with

the VPNIOS virtual server. slb-policy VPNIOS inservice ! vserver VPN_IOS_IKE virtual
172.21.51.253 udp 500 persistent rebalance slb-policy VPNIOS inservice !

AY RTY RIL—ROEE - 7206VXR

crypto isakmp policy 10

authentication pre-share

crypto isakmp key ciscol23 address 0.0.0.0

crypto ipsec transform-set myset esp-3des esp-sha-hmac

crypto mib ipsec flowmib history tunnel size 200

crypto mib ipsec flowmib history failure size 200

crypto dynamic-map mydyn 10

set transform-set myset
reverse-route

crypto map mymap 10 ipsec-isakmp dynamic mydyn

interface FastEthernet0/0
ip address 172.21.51.247 255.255.255.240
crypto map mymap

interface FastEthernet2/0



ip address 10.1.1.6 255.255.255.0

router eigrp 1

redistribute static

network 10.0.0.0

no auto-summary

no eigrp log-neighbor-changes

1

ip default-gateway 172.21.51.241

ip classless

ip route 0.0.0.0 0.0.0.0 172.21.51.241

no ip http server
1

ZAR— L —ROB/E : 7206

crypto isakmp policy 10

authentication pre-share
crypto isakmp key ciscol23 address 172.21.51.253
1
crypto ipsec transform-set myset esp-3des esp-sha-hmac
crypto mib ipsec flowmib history tunnel size 200
crypto mib ipsec flowmib history failure size 200
1
crypto map mymap 10 ipsec-isakmp

set peer 172.21.51.253

set transform-set myset

match address 101

!

interface Loopback0

ip address 10.3.3.3 255.255.255.0

!

interface Ethernet0/0

ip address 172.21.51.250 255.255.255.240
duplex auto

crypto map mymap

1

ip classless

ip route 0.0.0.0 0.0.0.0 172.21.51.241
no ip http server

1

access-list 101 permit ip 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0.255

R

CITH., BENERCHELTVAAES A ERBLET,

TORTYINAVE=FTIR YY) (BRI—YEAH) (OIT) F. HE®D show AN RZEYH

AR—KRLEFT, OIT EZFEAL T, show AX ROHE IO 9 ERRLET,

- show module csm all= 7= & show module contentSwitchingModule all 1Y > RZFHI{TL £,

EE5Q0ANY RERIUBERZER L FT . show module contentSwitchingModule all
vservers VY > RiE, SLBREG—NEHRZRRLET,

Cat6506-1-Native# show module contentSwitchingModule all vservers
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VPN_IOS_ESP 50 172.21.51.253/32:0 ALL OPERATIONAL 2
VPN_IOS_IKE UDP 172.21.51.253/32:500 ALL OPERATIONAL 2

show module contentSwitchingModule all conns 1Y > Rid, SLB#E#FIEHRERTLET,

Cat6506-1-Native# show module contentSwitchingModule all conns

prot vlan source destination state
In UDP 51 172.21.51.250:500 172.21.51.253:500 ESTAB
Out UDP 61 172.21.51.242:500 172.21.51.250:500 ESTAB
In 50 51 172.21.51.251 172.21.51.253 ESTAB
Oout 50 61 172.21.51.247 172.21.51.251 ESTAB
In 50 51 172.21.51.250 172.21.51.253 ESTAB
Oout 50 61 172.21.51.242 172.21.51.250 ESTAB
In UDP 51 172.21.51.251:500 172.21.51.253:500 ESTAB
Out UDP 61 172.21.51.247:500 172.21.51.251:500 ESTAB
show module contentSwitchingModule all stickyAY > Ri&, SLBAFT 1 Y FF—IXK—A%
RRLET,

Cat6506-1-Native# show module contentSwitchingModule all sticky

—————————————————————— CSM in slot 4 ---------——--——-——————

client IP: 172.21.51.250
real server: 172.21.51.242
connections: 0
group id: 5
timeout: 38

sticky type: mnetmask 255.255.255.255

client IP: 172.21.51.251
real server: 172.21.51.247
connections: 0
group id: 5
timeout: 40

sticky type: mnetmask 255.255.255.255

. )L—ZTshowiproute AN > R&ERITLET,
2621VPN# show ip route
!I'-—— Output suppressed. 10.0.0.0/24 is subnetted, 3 subnets D EX 10.2.2.0 [170/30720] via
10.1.1.6, 00:13:57, FastEthernet0/0 D EX 10.3.3.0 [170/30720] wvia 10.1.1.5, 00:16:15,
FastEthernet0/0 C 10.1.1.0 is directly connected, FastEthernet0/0 D*EX 0.0.0.0/0 [170/30720]
via 10.1.1.5, 00:37:58, FastEthernet0/0 [170/30720] wvia 10.1.1.6, 00:37:58, FastEthernet0/0
2621VPN# 7206VXR# show ip route
!--- Output suppressed. 172.21.0.0/28 is subnetted, 1 subnets C 172.21.51.240 is directly
connected, FastEthernet0/0 10.0.0.0/24 is subnetted, 3 subnets S 10.2.2.0 [1/0] via 0.0.0.0,
FastEthernet0/0 D EX 10.3.3.0 [170/30720] wvia 10.1.1.5, 00:16:45, FastEthernet2/0 C 10.1.1.0
is directly connected, FastEthernet2/0 S* 0.0.0.0/0 [1/0] wvia 172.21.51.241
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