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<#root>

ciscoasa>



enabl e

dedededededed

Password: *
ciscoasa#

configure term na

ciscoasa(config)#

ASA DERICHDRYND—VEERTDTIVEAVANEERLET,

<#froot>

ciscoasa(config)#

access-list Split_Tunnel _List remark The corporate network behind the ASA.

ciscoasa(config)#

access-list Split_Tunnel _List standard pernmit 10.0.1.0 255.255.255.0

BETZRIS—OIIN—TRI—A2714F1L—23>2 E—RICAVET,

<#froot>



ciscoasa(config)#

group-policy hillvalleyvpn attributes

ciscoasa(config-group-policy)#

A7VYRN MR RID—ZEBELET. cOHITRE. RS —F tunnelspecified T,

<#root>

ciscoasa(config-group-policy)#

split-tunnel -policy tunnel specified

AZTVYRN K RLTOEA VAN ZIBELE S, COHITRE, 'JAKNE Split_Tunnel_List T9,

<#root>

ciscoasa(config-group-policy)#

split-tunnel -network-1ist value Split_Tunnel _Li st

ROINY RERFTLET,



<#root>

ciscoasa(config)#

tunnel -group hillvalleyvpn general -attributes

IN—=T RIZ—RhDRLITIN—TZRERTETS,

<#root>

ciscoasa(config-tunnel-ipsec)#

defaul t - group-policy hillvalleyvpn

220V 74F1L—232 F—REKRTLET,

<#root>

ciscoasa(config-group-policy)#

exit

ciscoasa(config)#



exit

ciscoasa#

COREETERME RAM (NVRAM ) ICRTEL T, V=R T77AIIBEEBETD LSOV MR RENES, Enter
$_Eﬁbi?o

<#froot>

ciscoasa#

copy running-config startup-config

Source filename [running-config]?
Cryptochecksum: 93bb3217 0f60bfa4 c36bbb29 75cf714a

3847 bytes copied in 3.470 secs (1282 bytes/sec)
ciscoasa#

CLI TPIX6X ERETS

ROATY TERGTLET,

.

PXDERICHZRY NI —VZERIDTIEA VAN EERLET,

<#root>

Pl X(confi g) #access-list Split_Tunnel _List standard pernmt 10.0.1.0 255.255.255.0



e VPNZI)L—7 vpn3000 Z4ERL T, KDKSICATUY N RURI ACL ZHELET,

<#r oot>

Pl X(config)#

vpngroup vpn3000 split-tunnel Split_Tunnel _List



FIPIX6XDYE— P77 EAVPNEREDSFMIE. [Cisco Secure PIX Firewall 6.x# & U*Cisco VPN Client 3.5 for
Windows T Microsoft Windows 2000/2003 IAS RADIUSEREE % PEHDEERES ESBLTLIEEL,

i

]

RICRTEISIVOFIEEERTLT, REEEELET,

VPN Client T#E#9 %
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VPN Client Y O &R

.

Ping CO—ANIANTOERZTARTS

VPN Client T##:9 3

VPN Client # VPN >t RL—RICEHL T, REEBRELET,

DARASEHETIY NI ZZERL T [Connect] 207U Y ILET,

ol x|

comrechion Enbries  Stehus Cgificates [og Qptions Help

fﬂ ] ; E ‘ﬁ H Cosce Sesrems

E-:-'-'-e-:lh iy lrrgoet i iy [impea

Connection Erines | Cetificates | Log |

I:-q,rrl_-l.,lquErllp Hgd [ carvepn i'.]

FAEREADLTLEE L,
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# VPN Client | User Authentication for “hillvalleyvpn® X|

Cisco SysTems

LJsermanme:
M. Password:

|r|'|I|

C

| CIE [; I Cancel

[Status] > [Statistics...] DIEIZEIRL T, [Tunnel Details) 71 > RUERRLET, CCTRURILOFEHMBERAN, KF7 4

YIDRNERBTEERT,

# YPM Client | Statistics : x|

.
Addrezs Infdrmation

Lhiers: 10.0.1.50

SErval 172221160
Bytes

Feceived: (]

SEnk 1434
Packets

Encrypted 3

Dacwypted 0

Digcarded: 0

Bypaszed 159

Connection Information

Erény hilheallay

Time: 0 dayfs). 0000 25
Lrypto

E ncrpplion; iba-bt 3-DES

Authenbcabion: HMALC-5HAT
Transport

Transpaent Tunnsling Inactive

Local LAN: [1izabbed

Compresson; More

Rezat

VPN Client /" ASA I L TREL TV I —NZ2MERETSICIE, [RouteDetails) 2 7 ICBEBHLET,

ZOFITIE, VPN Client ik 10.0.1.024 NOT VA ZRBELTVWETH, — 5T, OIXTORNT 7 1Y JREEBESLE

hd, PRI EBAL TREGEhEEA,




x

Tuniel Detais iﬁ%@!@ﬁ@%ﬁ@"?DI Frenst |

Local LAN Houtes \ Secured Houtes

Melwoik Subret M ask Metwical: S ubnat M azk

T0,0,7.10 P s a Waa |

VPN Client Y ® &R

VPN Client OV ZBETDE, ATVY N RORUVITEEETDINIX—ENFREETNTVILESHERRATEET, OY
ZERIRTDICE. VPNClient ® [Log] 27/ ICBEILET, TDOH, [LogSettingg 29U Y IL T, BRENDIARERELET,
ZOFITE, IKEWR 3-High [CEREEINTHY, HOITXTOOJTEREFE 1-Low ICEREENTVET,



Connection Enbri=s  Stshe Cotficates Log Ophions  Help

£
Disable Clea Log Settrge  Log Window
Connecton Eniries | Cesficates | Log |

Cisca Systems YPH Chend Versor 4.0.5 [Feld

Copungit IC] 1598 3003 Cieco Systems. Ine. Al Fighls Retenaed
Chent Tuoossf s Ylimdowes, Winl T

Humeng on R0 Seres Pack,

bk conrected,

Cisco Systems VPN Client Version 4.0.5 (Rel)

Copyright (C) 1998-2003 Cisco Systems, Inc. All Rights Reserved.
Client Type(s): Windows, WinNT

Running on: 5.1.2600 Service Pack 2

1 14:20:09.532 07/27/06 Sev=Info/6 IKE/0x6300003B
Attempting to establish a connection with 172.22.1.160.

I-—- Qutput is supressed

18 14:20:14.188 07/27/06 Sev=Info/5 IKE/0x6300005D
Client sending a firewall request to concentrator

19 14:20:14.188 07/27/06 Sev=Info/5 IKE/0x6300005C
Firewall Policy: Product=Cisco Systems Integrated Client,
Capability= (Centralized Protection Policy).

20 14:20:14.188 07/27/06 Sev=Info/5 IKE/0x6300005C
Firewall Policy: Product=Cisco Intrusion Prevention Security Agent,

Capability= (Are you There?).

21 14:20:14.208 07/27/06 Sev=Info/4 IKE/0x63000013
SENDING >>> ISAKMP OAK TRANS *(HASH, ATTR) to 172.22.1.160

22 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300002F
Received ISAKMP packet: peer = 172.22.1.160

23 14:20:14.208 07/27/06 Sev=Info/4 IKE/0x63000014
RECEIVING <<< ISAKMP OAK TRANS *(HASH, ATTR) from 172.22.1.160

24 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x63000010




MODE_CFG_REPLY: Attribute = INTERNAL_IPV4_ADDRESS: , value = 10.0.1.50

25 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x63000010
MODE_CFG_REPLY: Attribute = INTERNAL_IPV4_NETMASK: , value = 255.255.255.0

26 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300000D
MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SAVEPWD: , value = 0x00000000

27 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300000D
MODE_CFG_REPLY: Attribute = MODECFG_UNITY_PFS: , value = 0x00000000

28 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300000E
MODE_CFG_REPLY: Attribute = APPLICATION_VERSION, value = Cisco Systems,
Inc ASA5510 Version 7.2(1) built by root on Wed 31-May-06 14:45

I--- Split tunneling is permitted and the remote LAN is defined.

29 14:20:14.238 07/27/06 Sev=Info/5 IKE/0x6300000D
MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SPLIT_INCLUDE (# of split_nets),
value = 0x00000001

30 14:20:14.238 07/27/06 Sev=Info/5 IKE/0x6300000F
SPLIT_NET #1

subnet = 10.0.1.0

mask = 255.255.255.0

protocol = 0
src port = 0
dest port=0

I-—-- Qutput is supressed.

Ping TA—AN LANT O ERAZTARNTS

VPN Client " ASAAND RNV RILBEIZATVY N MRV ITEZFERATDRSICREENTVDAES A, Windows Y R 5
A Tping AR REFALTTARNTDZEETEE T, VPNClient ®O—AHJL LAN & 192.168.0.0/24 T, £5—FDHKRA L
FRALUZXYND—2LEICIP7 RLA192.168.0.3 TEELTVET,

<#root>

C:\>

ping 192.168.0.3

Pinging 192.168.0.3 with 32 bytes of data:



Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255

0.3:
0.3:
0.3:
0.3: bytes=32 time<lms TTL=255

Ping statistics for 192.168.0.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Tloss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

KRS a1—hk
ATUYNRNRILACLTOINYQOBICETZHIE

ATVY RN RRILVICERAEND ACLOINUOBKICEFRASHY ET, BELZEYICEESEDLEHICE. ACEOI RN
50~ 60 LUTICTRCEEHEOLET, YTV MUBEZRELTIP7RLAVEAZAN—TH2B8HHLET,

BEE
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https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



