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Windows 2000 ) ISP NAS
Client

L]

CALL CONNECTS I

PPP NEGOTIATION BEGINS

CHAP Challenge

CHAF Response

=

=il

ISP NAS successfully authenticates the client

— &

fifi
VPDN LNS HGW

ISP MAS assignes the client an [P
address dunng IPCP Negotiation

Call is successfully connected

Win 2K PC initiates an LZTP Tunnel to

: : : =
Mote: The Tunnel itself is not authenticated. Only

l the LNS the client 15 authenticated below I
PPP RE-HNEGOTIATION BEGINS

-

CHAP Challenge

-

CHAP Response

Client is authenticated.
ANintual-Access Interface is created for the client

=

CORFIXVNTR, ROFREZFEALTVEXRT,

. fifi(VPDN LNS/HGW)
EINSEREOBEEEISIAVOANEENET,

LNS assignes the Client a new “Internal” IP

' address duning [PCP negotiation '

fifi(VPDN LNS/HGW)

!

hostname fifi

username 12tp-w2k password 0 ww
!--- This is the password for the Windows 2000 client.

!--- With AAA, the username and password can be




offloaded to the external !--- AAA server. ! vpdn enable
!--- Activates VPDN. ! vpdn-group l1l2tp-w2k !/--- This is
the default L2TP VPDN group. accept-dialin protocol 12tp
!--- This allows L2TP on this VPDN group. virtual-
template 1 !--- Use virtual-template 1 for the virtual-
interface configuration. no 12tp tunnel authentication
!--- The L2TP tunnel is not authenticated. !--- Tunnel
authentication is not needed because the client will be
!--- authenticated using PPP CHAP/PAP. Keep in mind that
the client is the !--- only user of the tunnel, so
client authentication is sufficient. ! interface
loopback 0 ip address 1.1.1.1 255.255.255.255 !
interface Ethernetl/0 ip address 200.0.0.14
255.255.255.0 ip router isis duplex half tag-switching
ip ! interface Virtual-Templatel !--- Virtual-Template
interface specified in the vpdn-group configuration. ip
unnumbered Loopback(0 peer default ip address pool pptp
!--- IP address for the client obtained from IP pool
named pptp (defined below). ppp authentication chap ! ip
local pool pptp 1.100.0.1 1.100.0.10 !--- This defines
the "Internal" IP address pool (named pptp) for the
client. ip route 199.0.0.0 255.255.255.0 200.0.0.45
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CCTR, BENELKHELTVWACLZRRABIDLHICEATIERERLET,

—#0 show IXY KEZIRTY b AV 8—FUR Y—LLE2THR=RENTVET (B
B1—YEE ). COY—LEEMIHEIL LT, show IV KENOSTHERERRT
EES

. show vpdn:VPDNAD T 77 1 7T IEL2X NV RILB LT X Y E—TJRHBIFICE T2 HEHRERT
LET,

. show vpdn session window:VPDNt Y > 3> 04> RIICETREHERRLET,

showuser : L—RICEHEATVWEIIXNTOI—HOEENEVARNERRLET,

- show caller user username detail : 4E® 1 —1 M /\Z X —2Z(Link Control Protocol(LCP).
NCP# KU IPCPDIREE, BV HTSHNIZIPF RL A, PPPELUPPPNY RILNT X —57%%
E)yERRLET,

L2TP Tunnel and Session Information Total tunnels 1 sessions 1
!--- Note that there is one tunnel and one session. LocID RemID Remote Name State Remote
Address Port Sessions

25924 1 JVEYNE-W2K1l.c est 199.0.0.8 1701 1

!--- This is the tunnel information. !--- The Remote Name shows the client PC's computer name,
as well as the !--- IP address that was originally given to the client by the NAS. (This !---
address has since been renegotiated by the LNS.) LocID RemID TunID Intf Username State

Last Chg Fastswitch

2 1 25924 vil 12tp-w2k est 00:00:13 enabled

l--- This is the session information. !--- The username the client used to authenticate is 12tp-

w2k. %$No active L2F tunnels %No active PPTP tunnels %No active PPPoE tunnels show vpdn session
window
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L2TP Session Information Total tunnels 1 sessions 1

LocID RemID TunID ZLB-tx ZLB-rx Rbit-tx Rbit-rx WSize MinWS Timeouts Qsize
2 1 25924 0 0 0 0 0 0 0 0

%No active L2F tunnels
%No active PPTP tunnels
%No active PPPoE tunnels

show user

Line User Host (s) Idle Location
* 0 con O idle 00:00:00
Interface User Mode Idle Peer Address
vil 12tp-w2k Virtual PPP (L2TP ) 00:00:08
!-—- User 12tp-w2k is connected on Virtual-Access Interface 1. !--- Also note that the

connection is identified as an L2TP tunnel. show caller user 1l2tp-w2k detail

User: 1l2tp-w2k, line Vil, service PPP L2TP
Active time 00:01:08, Idle time 00:00:00
Timeouts: Absolute 1Idle
Limits: - -
Disconnect in: - -
PPP: LCP Open, CHAP (<- local), IPCP
!--- The LCP state is Open. LCP: -> peer, AuthProto, MagicNumber <- peer, MagicNumber,
EndpointDisc NCP: Open IPCP
!--- The IPCP state is Open. IPCP: <- peer, Address -> peer, Address IP: Local 1.1.1.1, remote
1.100.0.2
!--- The IP address assigned to the client is 1.100.0.2 (from the IP pool !--- on the LNS).
VPDN: NAS , MID 2, MID Unknown
HGW , NAS CLID 0, HGW CLID 0, tunnel open
!-—- The VPDN tunnel is open. Counts: 48 packets input, 3414 bytes, 0 no buffer 0 input errors,
0 CRC, 0 frame, 0 overrun 20 packets output, 565 bytes, 0 underruns 0 output errors, 0
collisions, 0 interface resets

N | 1 Rl

CoTR. BEORS TV 1—F AL J I ERTEBBHRETLET,

NSNS aA—F4290EHOIIVR

—#®D show ANV RETZIRTY RN AEZ=—TVEZYV=)LIcL2THR—REIRTLVET (X
BI1—HEH), COVY—)LEFRTREILEL?2T. show AX UV REI DD MEREERTRT
EET,

X :debugd~N > RERITIBEIC, "debug ANV ROEBERERY 2SBL T EEV,

- debug ppp negotiation:LCP, 3Bif. S LRUNCPEESCPPPIAVAR—X hNOXRII I -3
VHOPPPRZ 74 Y VB RVORBICEHATIBERERRLET., PPPRII—23a UK
WD e, RPCLCPRENEE. RICRIATbn, BHBICNCP (BERIPCP) A%
IT—KhENFET,

. debug vpdnevent : BEDO M ZXNBAEEZS Y Y NAIOO—BTHIAIRMNCET
DAYV E—DZRRLET,

. debugvpdnerror: N>RIIOBUZBEEITHIS—, LU hEMXILEIO-X
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1’25:1:f;__ziiiiﬁiL/EE-g-o
- debug vpdn I2x-eventL2xDBEED N RIIBALFLE S Y Y RITO—THBD IRV N
ICETRIXAYE—DRRRLET,
. debug vpdn 12x-error:L2xDEN Z T FH A, FEFBEOBHEZG TS L2x7O0NIILIS
—Z&RXTLET,
E:2hsoFNY ITHIO—BOTE, AROLOICEROITICDEEATVET,

LNSETLETHEL /=debugdX > RZEMIZ L. Windows 20000 Z4 7> hPCASO—IL%
RIHLET. ROTFNY TR, 9TFATURASORNYRILER, RORIOWEIL, V54T~
NROFRIE, BRPIPPRLAOGBERIYI—->3>&ZRLTVET,

LNS: Incoming session from PC Win2K

*Jun 6 04:02:05.174: L2TP: I SCCRQ from JVEYNE-W2Kl.cisco.com tnl 1
!-—— This is the incoming tunnel initiation request from the client PC. *Jun 6 04:02:05.178: Tnl
25924 L2TP: New tunnel created for remote

JVEYNE-W2Kl.cisco.com, address 199.0.0.8
!-—— The tunnel is created. Note that the client IP address 1is the one !--- assigned by the NAS.
!-—— This IP address will be renegotiatied later. *Jun 6 04:02:05.178: Tnl 25924 L2TP: O SCCRP
to JVEYNE-W2Kl.cisco.com tnlid 1 *Jun 6 04:02:05.178: Tnl 25924 L2TP: Tunnel state change from
idle to wait-ctl-reply *Jun 6 04:02:05.346: Tnl 25924 L2TP: I SCCCN from JVEYNE-W2K1l.cisco.com
tnl 1 *Jun 6 04:02:05.346: Tnl 25924 L2TP: Tunnel state change from wait-ctl-reply

to established
!-—— The tunnel is now established. *Jun 6 04:02:05.346: Tnl 25924 L2TP: SM State established
*Jun 6 04:02:05.358: Tnl 25924 1L2TP: I ICRQ from JVEYNE-W2Kl.cisco.com tnl 1 *Jun 6
04:02:05.358: Tnl/Cl 25924/2 L2TP: Session FS enabled *Jun 6 04:02:05.358: Tnl/Cl 25924/2 L2TP:
Session state change from idle to wait-connect *Jun 6 04:02:05.358: Tnl/Cl 25924/2 L2TP: New
session created *Jun 6 04:02:05.358: Tnl/Cl 25924/2 L2TP: O ICRP to JVEYNE-W2Kl.cisco.com 1/1
*Jun 6 04:02:05.514: Tnl/Cl 25924/2 L2TP: I ICCN from JVEYNE-W2Kl.cisco.com tnl 1,

cl 1l
!--- The LNS receives ICCN (Incoming Call coNnected). The VPDN session 1s up, then !--- the LNS
receives the LCP layer along with the username and CHAP password !--- of the client. A virtual-
access will be cloned from the virtual-template 1. *Jun 6 04:02:05.514: Tnl/Cl 25924/2 L2TP:
Session state change from wait-connect

to established
!-—- A VPDN session is being established within the tunnel. *Jun 6 04:02:05.514: Vil VPDN:
Virtual interface created for *Jun 6 04:02:05.514: Vil PPP: Phase is DOWN, Setup [0 sess, 0
load] *Jun 6 04:02:05.514: Vil VPDN: Clone from Vtemplate 1 filterPPP=0 blocking *Jun 6
04:02:05.566: Tnl/Cl 25924/2 L2TP: Session with no hwidb *Jun 6 04:02:05.570: $LINK-3-UPDOWN:
Interface Virtual-Accessl, changed state to up *Jun 6 04:02:05.570: Vil PPP: Using set call
direction *Jun 6 04:02:05.570: Vil PPP: Treating connection as a callin *Jun 6 04:02:05.570: Vil
PPP: Phase is ESTABLISHING, Passive Open [0 sess, 0 load] *Jun 6 04:02:05.570: Vil LCP: State is
Listen *Jun 6 04:02:05.570: Vil VPDN: Bind interface direction=2 *Jun 6 04:02:07.546: Vil LCP: I
CONFREQ [Listen] id 1 len 44
!-—- LCP negotiation begins. *Jun 6 04:02:07.546: Vil LCP: MagicNumber 0x21A20F49
(0x050621A20F49) *Jun 6 04:02:07.546: Vil LCP: PFC (0x0702) *Jun 6 04:02:07.546: Vil LCP: ACFC
(0x0802) *Jun 6 04:02:07.546: Vil LCP: Callback 6 (0x0D0306) *Jun 6 04:02:07.546: Vil LCP: MRRU
1614 (0x1104064E) *Jun 6 04:02:07.546: Vil LCP: EndpointDisc 1 Local *Jun 6 04:02:07.546: Vil
LCP: (0x131701708695CDF2C64730B5B6756CE8) *Jun 6 04:02:07.546: Vil LCP: (0xB1AB1600000001) *Jun
6 04:02:07.550: Vil LCP: O CONFREQ [Listen] id 1 len 19 *Jun 6 04:02:07.550: Vil LCP: MRU 1460
(0x010405B4) *Jun 6 04:02:07.550: Vil LCP: AuthProto CHAP (0x0305C22305) *Jun 6 04:02:07.550:
Vil LCP: MagicNumber OxFA95EEC3 (0x0506FA95EEC3) *Jun 6 04:02:07.550: Vil LCP: O CONFREJ
[Listen] id 1 len 11 *Jun 6 04:02:07.550: Vil LCP: Callback 6 (0x0D0306) *Jun 6 04:02:07.550:
Vil LCP: MRRU 1614 (0x1104064E) *Jun 6 04:02:07.710: Vil LCP: I CONFNAK [REQsent] id 1 len 8
*Jun 6 04:02:07.710: Vil LCP: MRU 1514 (0x010405EA) *Jun 6 04:02:07.710: Vil LCP: O CONFREQ
[REQsent] id 2 len 15 *Jun 6 04:02:07.710: Vil LCP: AuthProto CHAP (0x0305C22305) *Jun 6
04:02:07.710: Vil LCP: MagicNumber OxFA95EEC3 (0x0506FA95EEC3) *Jun 6 04:02:07.718: Vil LCP: I
CONFREQ [REQsent] id 2 len 37 *Jun 6 04:02:07.718: Vil LCP: MagicNumber 0x21A20F49



(0x050621A20F49) *Jun 6 04:02:07.718: Vil LCP: PFC (0x0702) *Jun 6 04:02:07.718: Vil LCP: ACFC
(0x0802) *Jun 6 04:02:07.718: Vil LCP: EndpointDisc 1 Local *Jun 6 04:02:07.718: Vil LCP:
(0x131701708695CDF2C64730B5B6756CE8) *Jun 6 04:02:07.718: Vil LCP: (0xB1AB1600000001) *Jun 6
04:02:07.718: Vil LCP: O CONFACK [REQsent] id 2 len 37 *Jun 6 04:02:07.718: Vil LCP: MagicNumber
0x21A20F49 (0x050621A20F49) *Jun 6 04:02:07.718: Vil LCP: PFC (0x0702) *Jun 6 04:02:07.718: Vil
LCP: ACFC (0x0802) *Jun 6 04:02:07.718: Vil LCP: EndpointDisc 1 Local *Jun 6 04:02:07.718: Vil
LCP: (0x131701708695CDF2C64730B5B6756CE8) *Jun 6 04:02:07.718: Vil LCP: (0xB1AB1600000001) *Jun
6 04:02:07.858: Vil LCP: I CONFACK [ACKsent] id 2 len 15 *Jun 6 04:02:07.858: Vil LCP: AuthProto
CHAP (0x0305C22305) *Jun 6 04:02:07.858: Vil LCP: MagicNumber OxFA95EEC3 (0x0506FA95EEC3) *Jun 6
04:02:07.858: Vil LCP: State is Open
!--- LCP negotiation is complete. *Jun 6 04:02:07.858: Vil PPP: Phase is AUTHENTICATING, by this
end [0 sess, 0 load] *Jun 6 04:02:07.858: Vil CHAP: O CHALLENGE id 5 len 25 from "fifi"
*Jun 6 04:02:07.870: Vil LCP: I IDENTIFY [Open] id 3 len 18 magic 0x21A20F49

MSRASV5.00
*Jun 6 04:02:07.874: Vil LCP: I IDENTIFY [Open] id 4 len 27 magic 0x21A20F49

MSRAS-1-JVEYNE-W2K1
*Jun 6 04:02:08.018: Vil CHAP: I RESPONSE id 5 len 29 from "1l2tp-w2k"
*Jun 6 04:02:08.018: Vil CHAP: O SUCCESS id 5 len 4
! -—- CHAP authentication is successful. If authentication fails, check the !--- username and
password on the LNS. *Jun 6 04:02:08.018: vil PPP: Phase is UP [0 sess, 0 load] *Jun 6
04:02:08.018: Vil IPCP: O CONFREQ [Closed] id 1 len 10 *Jun 6 04:02:08.018: Vil IPCP: Address
1.1.1.1 (0x030601010101) *Jun 6 04:02:08.158: Vil CCP: I CONFREQ [Not negotiated] id 5 len 10
*Jun 6 04:02:08.158: Vil CCP: MS-PPC supported bits 0x01000001 (0x120601000001) *Jun 6
04:02:08.158: Vil LCP: O PROTREJ [Open] id 3 len 16 protocol CCP (0x80FD0105000A120601000001)
*Jun 6 04:02:08.170: Vil IPCP: I CONFREQ [REQsent] id 6 len 34 *Jun 6 04:02:08.170: Vil IPCP:
Address 0.0.0.0 (0x030600000000) *Jun 6 04:02:08.170: Vil IPCP: PrimaryDNS 0.0.0.0
(0x810600000000) *Jun 6 04:02:08.170: Vil IPCP: PrimaryWINS 0.0.0.0 (0x820600000000) *Jun 6
04:02:08.170: Vil IPCP: SecondaryDNS 0.0.0.0 (0x830600000000) *Jun 6 04:02:08.170: Vil IPCP:
SecondaryWINS 0.0.0.0 (0x840600000000) *Jun 6 04:02:08.170: Vil IPCP: Pool returned 1.100.0.2
!-—- This is the new "Internal" IP address for the client returned by the !--- LNS IP address
pool. *Jun 6 04:02:08.170: Vil IPCP: O CONFREJ [REQsent] id 6 Len 28 *Jun 6 04:02:08.170: Vil
IPCP: PrimaryDNS 0.0.0.0 (0x810600000000) *Jun 6 04:02:08.170: Vil IPCP: PrimaryWINS 0.0.0.0
(0x820600000000) *Jun 6 04:02:08.170: Vil IPCP: SecondaryDNS 0.0.0.0 (0x830600000000) *Jun 6
04:02:08.170: Vil IPCP: SecondaryWINS 0.0.0.0 (0x840600000000) *Jun 6 04:02:08.174: Vvil IPCP: I
CONFACK [REQsent] id 1 Len 10 *Jun 6 04:02:08.174: Vil IPCP: Address 1.1.1.1 (0x030601010101)
*Jun 6 04:02:08.326: Vil IPCP: I CONFREQ [ACKrcvd] id 7 Len 10 *Jun 6 04:02:08.326: Vil IPCP:
Address 0.0.0.0 (0x030600000000) *Jun 6 04:02:08.326: Vil IPCP: O CONFNAK [ACKrcvd] id 7 Len 10
*Jun 6 04:02:08.330: Vil IPCP: Address 1.100.0.2 (0x030601640002) *Jun 6 04:02:08.486: Vil IPCP:
I CONFREQ [ACKrcvd] id 8 Len 10 *Jun 6 04:02:08.486: Vil IPCP: Address 1.100.0.2
(0x030601640002) *Jun 6 04:02:08.486: Vil IPCP: O CONFACK [ACKrcvd] id 8 Len 10 *Jun 6
04:02:08.490: Vil IPCP: Address 1.100.0.2 (0x030601640002) *Jun 6 04:02:08.490: Vil IPCP: State
is Open *Jun 6 04:02:08.490: Vil IPCP: Install route to 1.100.0.2 *Jun 6 04:02:09.018:
%LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl,

changed state to up
!--- The interface is up.
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*Jun 6 04:03:25.174: Vvil LCP: I TERMREQ [Open] id 9 Len 16
(0x21A20F49003CCD7400000000)
!-—— This is the incoming session termination request. This means that the client !---
disconnected the call. *Jun 6 04:03:25.174: Vil LCP: O TERMACK [Open] id 9 Len 4 *Jun 6
04:03:25.354: Vil Tnl/Cl 25924/2 L2TP: I CDN from JVEYNE-W2Kl.cisco.com tnl 1, CL 1 *Jun 6
04:03:25.354: Vil Tnl/CL 25924/2 L2TP: Destroying session *Jun 6 04:03:25.358: Vil Tnl/CL
25924/2 L2TP: Session state change from established to idle *Jun 6 04:03:25.358: Vil Tnl/CL
25924/2 L2TP: Releasing idb for LAC/LNS tunnel 25924/1 session 2 state idle *Jun 6 04:03:25.358:
Vil VPDN: Reset *Jun 6 04:03:25.358: Tnl 25924 L2TP: Tunnel state change from established to
no-sessions-left
*Jun 6 04:03:25.358: Tnl 25924 L2TP: No more sessions in tunnel, shutdown (likely)
in 10 seconds
! --- Because there are no more calls in the tunnel, it will be shut down. *Jun 6 04:03:25.362:



$LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to down *Jun 6 04:03:25.362: Vil LCP:
State is Closed *Jun 6 04:03:25.362: Vil IPCP: State is Closed *Jun 6 04:03:25.362: Vil PPP:
Phase is DOWN [0 sess, 0 load] *Jun 6 04:03:25.362: Vil VPDN: Cleanup *Jun 6 04:03:25.362: Vil
VPDN: Reset *Jun 6 04:03:25.362: Vil VPDN: Unbind interface *Jun 6 04:03:25.362: Vil VPDN:
Unbind interface *Jun 6 04:03:25.362: Vil VPDN: Reset *Jun 6 04:03:25.362: Vil VPDN: Unbind
interface *Jun 6 04:03:25.362: Vil IPCP: Remove route to 1.100.0.2 *Jun 6 04:03:25.514: Tnl
25924 L2TP: I StopCCN from JVEYNE-W2Kl.cisco.com tnl 1 *Jun 6 04:03:25.514: Tnl 25924 L2TP:
Shutdown tunnel

!-—- The tunnel is shut down. *Jun 6 04:03:25.514: Tnl 25924 L2TP: Tunnel state change from no-
sessions-left to idle *Jun 6 04:03:26.362: $SLINEPROTO-5-UPDOWN: Line protocol on Interface
Virtual-Accessl, changed state to down
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