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Easy IP Router

EasyIP#show running-config
Building configuration...

Current configuration:

!

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
1

hostname EasyIP
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username ISP-AS password 0 ipnegotiate

! -—- Username for remote router (ISP-AS) and shared
secret. ! --- Shared secret(used for CHAP) must be the
same on both sides. ip subnet-zero no ip domain-lookup
no ip dhcp conflict logging ! --- Disable the recording
of DHCP address conflicts on the DHCP server. ip dhcp
excluded-address 10.0.0.1 ! --- Specifies a IP address
that the DHCP server should not assign to clients. ip
dhcp pool soho ! --- Configure the DHCP address pool
name and enter DHCP pool configuration mode. network
10.0.0.0 255.0.0.0 ! --- Specifies the subnet network
number and mask of the DHCP address pool. default-router
10.0.0.1 ! --- Specifies the IP address of the default
router for a DHCP clients. lease infinite ! ---
Specifies the duration of the lease. ! isdn switch-type
basic-5ess isdn voice-call-failure 0 ! interface
Ethernet0/0 ip address 10.0.0.1 255.0.0.0 !/ --- IP
address for the Ethernet interface. no ip directed-
broadcast ip nat inside ! --- Defines the interface as
internal for network address translation. ! ! Unused
ethernet interfaces omitted for brevity ! interface
BRI1/0 ip address negotiated ! --- Enables PPP/IPCP
negotiation for this interface. no ip directed-broadcast
ip nat outside ! --- Defines the interface as external
for network address translation. encapsulation ppp
dialer idle-timeout 60 ! --- Idle timeout (in seconds)for
this BRI interface. dialer string 97771200 ! ---
Specifies the telephone number required to reach the
central access server. dialer-group 1 ! --- Apply
interesting traffic defined in dialer-list 1. isdn
switch-type basic-5ess ppp authentication chap ! !--
Unused BRI interfaces omitted for brevity. ! ip nat
inside source list 100 interface BRI1/0 overload ! ---
Establishes dynamic source translation (with PAT) for
addresses which are ! --- identified by the access 1list
100. ip classless ip route 0.0.0.0 0.0.0.0 BRI1/O
permanent ! --- Default route is via BRI1/0. no ip http
server ! access-list 100 permit ip 10.0.0.0
0.255.255.255 any ! --- Defines an access 1list
permitting those addresses that are to be translated.
dialer-1list 1 protocol ip permit ! --- Interesting
traffic is defined by dialer-listl. ! --- This is
applied to BRI1/0 using dialer-group 1. line con 0
transport input none line aux 0 line vty 0 4 login ! end

s

CCTR, BENELKHELTVWACLZRABITDLHICEATIERERLET,

show ¥~ R

BEDshow ANV RIE, FIORNTYNAEZ—=TVRTHR—REATVET, CcOVY—IL%
FRATDE, show AN REDEDHTEET,

- show ip interface brief : 1 > X—T7 I A ADAT—RAE, AV X—T I ATHREENT
WBIP7RLAZRRLET,
. show interfaces : BEN AV Z—T7 IAAICDVWT, 1V EZ—TIAADAT—RAILET



2ERERERBELET,
- show ip nat statistics : XY KT —%2 7 RL AZ# ( NAT ) OFTEHRERTLET,
- show ip nat translations : 727 1 77 NAT Bt R RLE T,
- showisdnstatus : HISDNL A YDARAT—RAZRRLET, ISDNL ATV 1EKRT 2 H'#
BELTWAAZRRELET, N7 1—FT 42 T0BRICOVTOFEME., RFIXTH
Fshow isdn status IX > REFALAEBRIORSIN21a—FT 4001 #25RBLTILKEE

Wo

. show dialer : # 4/ VS 158 EXRRLET,

show DY > 7L HH

XD show X > REBIE., Easy IP Router A" Central Site Access Server NDA A VL7 v 7'§&

HZBRB T DH

SNEENTT, cOON REAFK, BRUHIOAVR—T IAAKFTYTL

THY, IPTRLAREINH TSN TWERBAN, IPCPZEALTXRISI—hEhd L%

RLTLVERT,

EasyIP#show ip interface brief

Interface
Ethernet0/0
Ethernet0/1
Ethernet0/2
Ethernet0/3
BRI1/0

! -- Interface is Up,

unassigned
BRI1/0:2

IP-Address
10.0.0.1

unassigned
unassigned
unassigned
unassigned

but no IP Address 1is

down
unassigned

OK?
YES
YES
YES
YES
YES

Method
manual
manual
manual
manual
IPCP

Status Prol
up up
administratively down dow
administratively down dow
administratively down dow
up up

assigned since it 1s not connected BRI1/0:1

YES

dow
unset

down dow

! —— Both B-channels are down BRI1/1 unassigned YES manual administratively down dow BRI1/1:1
unassigned YES unset administratively down dow BRI1/1:2 unassigned YES unset administratively

down dow EasyIP#show interfaces bril/0
BRI1/0 is up,

line protocol is up

Hardware is BRI with integrated NT1

(spoofing)

Internet address will be negotiated using IPCP

MTU 1500 bytes,
reliability 255/255,
Encapsulation PPP,

EasyIP#

BW 64 Kbit,

DLY 20000 usec,
txload 1/255, rxload 1/255
loopback not set

XD show X > REBIE, Easy IP Router A" Central Site Access Server NDA A VL7 v 7'§&

fizFa L 1o &L

S5Ni&DTI, COONY REARK, BRUO A2 Z—T T4 AN

PPP/IPCP %Z{§ /A L T Central Site Access Server S IP 7 RL A2 200.1.03 #FFHiC&

ZRLTVERT,

EasyIP#show ip interface brief

Interface
Ethernet0/0
Ethernet0/1
Ethernet0/2
Ethernet0/3
BRI1/0

! —— Int BRI1/0 has a registers IP address
YES unset up

unassigned
BRI1/0:2

IP-Address
10.0.0.1
unassigned
unassigned
unassigned
200.1.0.3

unassigned

OK?
YES
YES
YES
YES
YES

Method
manual
manual
manual
manual
IPCP

Status Prorocol
up up
administratively down dow
administratively down dow
administratively down dow

up up

assigned after connection is up BRI1/0:1

YES

up
unset

down dow

! -- 1st B-channel (BRI1/0:1) is UP BRI1/1 unassigned YES manual administratively down dow


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a0080094b78.shtml

BRI1/1:1 unassigned YES unset administratively down dow BRI1/1:2 unassigned YES unset
administratively down dow EasyIP#show interfaces bril/0
BRI1/0 is up, line protocol is up (spoofing)

Hardware is BRI with integrated NT1
Internet address is 200.1.0.3/32

MTU 1500 bytes, BW 64 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, loopback not set

EasyIP#

Inside D 7°Z 4 R—K XY NDJ—2 ;R AN Central Site Access Server ICIERTERZ A ESH
. BRENATHRENELKBELTVRIAESHEFIVITIXLENHYET, chZETSIC
(&, #E5k ping I—F7 14T 14 &AL E T, Easy IP Router T Central Site Access Server O A
—HZXYN AR =TI A4 RAICping L, ping MEETE LT Easy IP Router ® LAN ( 7T A4 X
—KN)Z7RLAZEBELET, ChIC&W., NTY R PAT ICE > TREEhTVWSBI L, B&
CLAN DISATRABRY LA RNDOZY RND—DEBETEDZENERENET,

EasyIP#ping

Protocol [ip]:

Target IP address: 192.168.16.1

! -- Ethernet interface IP address of the Central Site Access Server. Repeat count [5]: 10
Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 10.0.0.1

! —--Ethernet interface IP address (private) of the Easy IP router. Type of service [0]: Set DF
bit in IP header? [no]: Validate reply data? [no]: Data pattern [0xABCD]: Loose, Strict, Record,
Timestamp, Verbose[none]: Sweep range of sizes [n]: Type escape sequence to abort. Sending 10,

100-byte ICMP Echos to 192.168.16.1, timeout is 2 seconds:
rrrrrrrnrn

Success rate is 100 percent (10/10), round-trip min/avg/max = 32/34/36 ms

FEROHATIE., Successrate 100 % THACENRENTVWET, Chid. NAT #EEN IE
EICEEL THY) ., SOHO 7R A MA" Central Site Access Server EBIETED CEEERLET
o XD show X REHA S, NATZHRICEET D &V FHBFHEI 8o hET,

EasyIP#show ip nat statistics
Total active translations: 10 (0 static, 10 dynamic; 10 extended)
Outside interfaces:
BRI1/0, BRI1/0:1, BRI1/0:2
Inside interfaces:
Ethernet0/0
Hits: 169 Misses: 185
Expired translations: 175
Dynamic mappings:
-- Inside Source
access-list 100 interface BRI1/0 refcount 10

EasyIP#show ip nat translations

Pro Inside global Inside local Outside local Outside global
icmp 200.1.0.3:32 10.0.0.1:32 192.168.16.1:32 192.168.16.1:32
icmp 200.1.0.3:33 10.0.0.1:33 192.168.16.1:33 192.168.16.1:33
icmp 200.1.0.3:34 10.0.0.1:34 192.168.16.1:34 192.168.16.1:34
icmp 200.1.0.3:35 10.0.0.1:35 192.168.16.1:35 192.168.16.1:35
icmp 200.1.0.3:36 10.0.0.1:36 192.168.16.1:36 192.168.16.1:36
icmp 200.1.0.3:37 10.0.0.1:37 192.168.16.1:37 192.168.16.1:37



icmp 200.1.0.3:38 10.0.0.1:38 192.168.16.1:38 192.168.16.1:38
icmp 200.1.0.3:39 10.0.0.1:39 192.168.16.1:39 192.168.16.1:39
icmp 200.1.0.3:40 10.0.0.1:40 192.168.16.1:40 192.168.16.1:40
icmp 200.1.0.3:41 10.0.0.1:41 192.168.16.1:41 192.168.16.1:41
EasyIP#

XD show isdn status Y > RHAIICIE, FISDNLAVYDODRT—RANRRENET, Layer 1
BERV2HFOESICRREND EZHEELET,

EasyIP#show isdn status
Global ISDN Switchtype = basic-5ess
ISDN BRI1/0 interface
dsl 8, interface ISDN Switchtype = basic-5ess
Layer 1 Status:
ACTIVE
Layer 2 Status:
TEI = 64, Ces = 1, SAPI = 0, State = MULTIPLE_FRAME ESTABLISHED
Layer 3 Status:
1 Active Layer 3 Call(s)
Activated dsl 8 CCBs =1
CCB:callid=8098, sapi=0, ces=1, B-chan=1, calltype=DATA
The Free Channel Mask: 0x80000002

RTINS —FT 4 TBRICOVTOFEMIEE. RF¥FI1 XN Tshowisdn status X RZE{F
AULEBRIORNS TN a1—FT4205 #SRBLTLEEL,

XD show dialer HHlE, WHTSAR—K XY RIT—2OIPF7RLA(10.001%E)IC&>
TCRAVYI IO BEhiECEZRLULET,

EasyIP#show dialer
BRI1/0 - dialer type = ISDN

Dial String Successes Failures Last DNIS Last status

97771200 23 0 00:02:02 successful Default
0 incoming call(s) have been screened.

0 incoming call(s) rejected for callback.

BRI1/0:1 - dialer type = ISDN

Idle timer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up

Dial reason: ip (s=10.0.0.1, d=192.168.16.1)
Time until disconnect 36 secs

Current call connected 00:02:03

Connected to 97771200 (ISP-AS)

BRI1/0:2 - dialer type = ISDN

Idle timer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

7L 1—b

FNYT IAIV R

% :debug OV REEATSHEIIC, "debug ARV RICEHTHIEESER, 23R L TS
Lo
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- debug ppp negotiation:PPP7’ O KR )L ZJ2 I —>a> 7O AICETIEHRERHBELET
o debugip nat-EHRERHELET

. debug ip nat - IP Network Address Translation ( NAT; XY KD —%2 7 RL AZ#H ) #EEIC X
DTEBENIZIPNTY MCETREHRERMBLET,

- debugisdn q921 : q.921 XV E—2OF—R2V2 U LAYOFNY T 2iRHELET,

- debugisdn q931-q.931 XvE— Ry NDO—VBFNY T 2RHLET,

- debug dialer : #EFJ—/)LICEE9% DDRBEHRZRMHL E T,

debug Y RO H A5l

JX @M debug ppp negotiation £ A1k, PPP/IPCP ORI OIS I—> 3> Z7O€A%ZRL
TVWET,

EasyIP#debug ppp negotiation
PPP protocol negotiation debugging is on

2d07h: BR1/0:1 IPCP: O CONFREQ [Closed] id 223 len 10
2d07h: BR1/0:1 IPCP: Address 0.0.0.0 (0x030600000000)
2d07h: BR1/0:1 CDPCP: O CONFREQ [Closed] id 63 len 4
2d07h: BR1/0:1 IPCP: I CONFREQ [REQsent] id 47 len 10
2d07h: BR1/0:1 IPCP: Address 200.1.0.1 (0x0306C8010001)
2d07h: BR1/0:1 IPCP: O CONFACK [REQsent] id 47 len 10
2d07h: BR1/0:1 IPCP: Address 200.1.0.1 (0x0306C8010001)
2d07h: BR1/0:1 CDPCP: I CONFREQ [REQsent] id 41 Len 4
2d07h: BR1/0:1 CDPCP: O CONFACK [REQsent] id 41 Len 4
2d07h: BR1/0:1 IPCP: I CONFNAK [ACKsent] id 223 Len 10
2d07h: BR1/0:1 IPCP: Address 200.1.0.3 (0x0306C8010003)
2d07h: BR1/0:1 IPCP: O CONFREQ [ACKsent] id 224 Len 10
2d07h: BR1/0:1 IPCP: Address 200.1.0.3 (0x0306C8010003)
2d07h: BR1/0:1 CDPCP: I CONFACK [ACKsent] id 63 Len 4
2d07h: BR1/0:1 CDPCP: State is Open

2d07h: BR1/0:1 IPCP: I CONFACK [ACKsent] id 224 Len 10
2d07h: BR1/0:1 IPCP: Address 200.1.0.3 (0x0306C8010003)
2d07h: BR1/0:1 IPCP: State is Open

2d07h: BR1/0 IPCP: Install negotiated IP interface address 200.1.0.3

! —— The EasyIP router will install the negotiated WAN IP address. 2d07h: BR1/0 IPCP: Imnstall
route to 200.1.0.1

! -- A route to the Central Site Access Server is installed. 2d07h: $LINEPROTO-5-UPDOWN: Line
protocol on Interface BRI1/0:1, changed state Up 2d07h: %ISDN-6-CONNECT: Interface BRI1l/0:1 is
now connected to 97771200 ISP-AS

EasyIP#

debug ip nat i 77(&. 1P Network Address Translation ( NAT; Y KD —2 7 RL AZE# ) g
CE>TEBENEIPNNTY NMCETZERERMELET,

EasyIP#debug ip nat detailed
IP NAT detailed debugging is on

2d00h: NAT: o: icmp (10.0.0.1, 2015) -> (192.168.16.1, 2015) [909]
2d00h: NAT: i: icmp (10.0.0.1, 2015) -> (192.168.16.1, 2015) [909]
2d00h: NAT: ipnat_allocate_port: wanted 2015 got 2015

2d00h: NAT*: o: icmp (192.168.16.1, 2015) -> (200.1.0.3, 2015) [909]
2d00h: NAT: o: icmp (10.0.0.1, 2016) -> (192.168.16.1, 2016) [910]



2d00h: NAT: i: icmp (10.0.0.1, 2016) -> (192.168.16.1, 2016) [910]
2d00h: NAT: ipnat_allocate_port: wanted 2016 got 2016

2d00h: NAT*: o: icmp (192.168.16.1, 2016) -> (200.1.0.3, 2016) [910]
2d00h: NAT: o: icmp (10.0.0.1, 2017) -> (192.168.16.1, 2017) [911]
2d00h: NAT: i: icmp (10.0.0.1, 2017) -> (192.168.16.1, 2017) [911]
2d00h: NAT: ipnat_allocate_port: wanted 2017 got 2017

2d00h: NAT*: o: icmp (192.168.16.1, 2017) -> (200.1.0.3, 2017) [911]
2d00h: NAT: o: icmp (10.0.0.1, 2018) -> (192.168.16.1, 2018) [912]
2d00h: NAT: i: icmp (10.0.0.1, 2018) -> (192.168.16.1, 2018) [912]

EasyIP#undebug all
All possible debugging has been turned off

EEH

.BRI RSV a—F 124 TD show isdn status AN > ROFEHA

P
ANT

- NAT OEFRREE NAT OEFWB RS TN 1—F1420
-NAT CBE B HYR—K R—=D
HBAVYLBROETP O EACBETRIYR—N R—D
TOZHAILYR—BE RFI X2 - Cisco Systems
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