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CORFIXVNOERE, ROVTRIITEN—RIITON-2IVICEIKEDTT,

. CiscolOS® V7 hJITTF D1)—RX122(3) & 12.2(5) Z2xE1T7LTWS 2 &® Cisco 2500 JL
— 5
CONZATIOERE. BEOSRREICENMNETFNARICETVTERENELE, O
REFIXRNTEAITDINTOFNARR, IR (F74)IDN ) REOREL SEEBL TVE
T, EBEBPORY NT—UTHEEZLTVSRHE, ERICON REFEATRHIIC, TOEE
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MEFEBIOVTERL IHBENHYET,
273

RFIXDRNREOFHME, RO TIZHANTAYTAOREE 2ZRLTEEL,

E

COtEI23aVTR, CORFIXNTHATIMEBEREIZLOICLERRTRERMLT
WET,

%I%II

E:CONBTHEAEATVWAIOTY ROFMAEFAXSICIE, "Command Lookup ¥ —JL, &fE
BALTLEETV (BRI -YD&H ).

XY bhDO—IR

CORFIXVINTRRORICRTRY ND—OBKEEALTVET,

S0=10.1.2.1 /24 50=10.1.2.2 24

brid-=did=10.9.9.1 ;24
brid-=di0=10.9.9.2 /24

BUE

CORFIXVRNTE, RERTREZEALTVET,

. krimson (_Cisco 2500 JL—2& )
. kevin ( Cisco 2500 JL—%& )

krimson ( Cisco 2500 JL—% )

kri mson#show running-config
Bui | di ng configuration...

1

version 12.2

service tinmestanps debug datetime nsec
service tinmestanps |og datetine nsec

!

host nane kri nson

!

user nane kevin password 0 <password>
|
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i sdn switch-type basic-net3

|

!

i nterface LoopbackO

ip address 10.7.7.1 255.255.255.0
|

interface SerialO

ip address 10.1.2.1 255.255.255.0
|

interface BRI O

no i p address

encapsul ati on ppp

no i p route-cache

no i p nroute-cache

| oad-interval 30

di al er pool -nmenber 1

i sdn switch-type basic-net3

no fair-queue

no cdp enabl e

ppp authentication chap

|

interface Dialer0

ip address 10.9.9.1 255.255.255.0
encapsul ati on ppp

no i p route-cache

no i p nroute-cache

di al er pool 1

di al er renote-nanme kevin

dialer string 8114

dialer-group 1

no cdp enabl e

ppp aut hentication chap

|

ip classless

ip route 10.8.8.0 255.255.255.0 10.1.2
ip route 10.8.8.0 255.255.255.0 10.9.9

no ip http server
!

2
2 18

dialer-list 1 protocol ip permt
!

!

line con O

exec-tinmeout 0 O

line aux 0O

line vty 0 4

exec-tinmeout 0 O

password <password> | ogin
!

end

0

kevin ( Cisco 2500 JL—2# )

kevi n#¥show running-config
Bui | di ng configuration..

Current configuration : 1205 bytes

!

version 12.2

service tinmestanps debug datetime nsec
service tinmestanps |og datetine nsec
no service password-encryption




!

host nane kevin

!

usernane krinmson password 0 <password>
1

i sdn switch-type basic-net3

!

1

!

i nterface LoopbackO

i p address 10.8.8.1 255.255.255.0
!

interface Serial0

ip address 10.1.2.2 255.255.255.0
cl ockrate 2000000

1

interface Seriall

no i p address

shut down

!

interface BRI O

no i p address

encapsul ati on ppp

di al er pool -nmenber 1

i sdn switch-type basic-net3

no cdp enabl e

ppp authentication chap

!

interface Dialer0

i p address 10.9.9.2 255.255.255.0
encapsul ati on ppp

di al er pool 1

di al er renote-nane krinson
dialer string 8113

dialer-group 1

no cdp enabl e

ppp aut hentication chap

!

!

dialer-list 1 protocol ip permt
!

1

line con O

exec-timeout 0 O

line aux 0O

line vty 0 4

exec-timeout 0 O

password <password> | ogin
!

end

j 7

CCTR, BENELKHELTVWA L ZRABIDLHICEATIERERLET,

—#0 show IXY KEZIRTY h AV 8—FUR Y= L& THR=AENTOET (B
B1—YEA ). COY—LEEMTHEL LT, show IV KENOSERERRT
EES

.showiproute : P )L—F 12T F—TILOIV NIV ERRLET,
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. show interfaces : L —REEBETFTIOEA H—/NNTREETNEITXNTDAEZ—T7 T4 ADK
FrEBERTLET,

N | 1 Rl

CITR, REORNS TNV 1 —F AV J I ERATEZBERERLET,

NSTIN21—F42000EHOIANV R

—ED show AN RETZIRTYRN A BZ—TVRZY—=)NICE2THR—RENTVET (&
BI1—YERH), COYV—IILEFATREILLP2T, show AX REHOOMERERRT
EET,

3 :debug OV REFSAHTSHIC, Tdebug ANV RICHATIEELWER, 2SR TS
(A

- debugisdnq931: O—ANL IL—Z (1—Y@l ) £EXY NT—OJM®D ISDN XY NDO— D8
(LLAVY3)DO=IN Y NTPYTRTAFEOICHTDERERT

- debugisdnevents : ISDN 1 2 —T7 T4 ADO1—H@l (JL—2 LD ) TRELTWS ISDN
AR NERTR, RTRABEISDN ARV MEF QBT ARV N (D= Y RNTYTE,
ISDN XY NDO—O8EDOT A TR )T,

. debug dialer : FA VS A B—TIAARALONTY FEEZRARINCETEDT/NNYTE
ﬁ&i’%o

- debug ppp negotiation : PPP #8E) (PPP 7> a>nxd>I—hN ) HICEiXE ha PPP
NTry heRREES,

- debug ppp authentication : debug ppp AN > RIC, Challenge Authentication
Protocol (CHAP ) /X7y RO NAD— RFEEZ7OMII (PAP ) X EQORRLT
AR Xy tEe—DRREED,

hNSTNSa—TFT 12T HAH

DE—RKEIO>VTIL 48 —7 I A4 AT shutdown & & T no shutdown AT RZFEAL T/
VYOTFYTBEETAMNTEERT, ChilCkY), RREBDBERY NTD—TADTZAXV)IP
I—RAEERLET,

B, 754XV AE—TIAAREIPILN—TF 1200 T—7IIOWEREEZERELET,

REMA -

kri nson#show interface serial 0

Serial0 is up, line protocol is up

Har dware i s HD64570

Internet address is 10.1.2.1/24

MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on HDLC, | oopback not set

Keepal i ve set (10 sec)

Last input 00:00: 07, output 00:00:07, output hang never
Last clearing of "show interface" counters never

I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
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Queueing strategy: weighted fair

CQut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/256 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)

Avai | abl e Bandw dth 1158 kil obits/sec

5 mnute input rate 1000 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

92 packets input, 7599 bytes, 0 no buffer

Recei ved 62 broadcasts, 0 runts, O giants, O throttles

O input errors, 0 CRC, O frame, 0 overrun, O ignored, O abort
99 packets output, 8991 bytes, 0 underruns

0 output errors, 0 collisions, 12 interface resets

0 output buffer failures, 0 output buffers swapped out

4 carrier transitions

DCD=up DSR=up DTR=up RTS=up CTS=up

kri mson#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S1S L1 - 1S I1Slevel-1, L2 - IS-ISlevel-2, ia- IS ISinter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is 10.48.74.1 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks

C 10.1.2.0/24 is directly connected, SerialO

S 10.8.8.0/24 [1/0] via 10.1.2.2

!-—- The IP route for the destination network points to the primary link. C 10.9.9.0/24 is
directly connected, Dialer0O C 10.7.7.0/24 is directly connected, LoopbackO C 10.48.74.0/23 is
directly connected, EthernetO S* 0.0.0.0/0 [254/0] via 10.48.74.1

ZE6 .

kevi n##show interface serial 0

Serial0 is up, line protocol is up

Har dware i s HD64570

Internet address is 10.1.2.2/24

MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on HDLC, | oopback not set

Keepal i ve set (10 sec)

Last input 00: 00: 00, output 00:00:08, output hang never
Last clearing of "show interface" counters never

I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: weighted fair

Cut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/256 (active/ max active/ nmax total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)

Avai | abl e Bandw dth 1158 kil obits/sec

5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

106 packets input, 9432 bytes, 0 no buffer

Received 71 broadcasts, 0 runts, O giants, O throttles

O input errors, 0 CRC, O frame, 0 overrun, O ignored, O abort
98 packets output, 8016 bytes, 0 underruns

0 output errors, O collisions, 4 interface resets

0 output buffer failures, O output buffers swapped out

1 carrier transitions

DCD=up DSR=up DTR=up RTS=up CTS=up



kevi n#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter

area

* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is 10.48.74.1 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
C 10.1.2.0/24 is directly connected, SerialO

C 10.9.9.0/24 is directly connected, Dialer0

C 10.8.8.0/24 is directly connected, LoopbackO

C 10.48.74.0/23 is directly connected, EthernetO

S* 0.0.0.0/0 [254/0] via 10.48.74.1

kevi n#

RIZ, VE—RN2UTFI AR —7 I A AT shutdown I REFEALT, UVIEE%:R
AL—MNTEET :

U
n

kri nson#

*Mar 4 15:25:18.302: %1 NK-3-UPDOWN: I nterface Serial O, changed state to
down

*Mar 4 15:25:19.302: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface
Serial 0, changed state to down

ST, TIARV VD IHFFEI L IZCE BB TERT,

kri mson#show interface serial 0

Serial0 is down, line protocol is down

Har dware i s HD64570

Internet address is 10.1.2.1/24

MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec

reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on HDLC, | oopback not set

Keepal i ve set (10 sec)

Last input 00:00: 22, output 00:00:32, output hang never
Last clearing of "show interface" counters never

I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: weighted fair

Cut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/256 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)
Avai | abl e Bandw dth 1158 kil obits/sec

5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

108 packets input, 8526 bytes, 0 no buffer

Recei ved 78 broadcasts, 0 runts, O giants, O throttles

O input errors, 0 CRC, O frame, O overrun, O ignored, O abort
114 packets out put, 9895 bytes, O underruns

0 output errors, O collisions, 12 interface resets

0 output buffer failures, O output buffers swapped out

5 carrier transitions

DCD=down DSR=down DTR=up RTS=up CTS=down

kri mson#

W=FT420 T=7IILOFEABRIC, 70T 12T RARTAY I —HFN—TFT12T T—
TICAVAR=LENEIENRERTVET,



kri mson#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S1S L1 - 1S I1Slevel-1, L2 - IS-ISlevel-2, ia- IS ISinter

area

* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is 10.48.74.1 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
S 10.8.8.0/24 [180/0] via 10.9.9.2

C 10.9.9.0/24 is directly connected, Dialer0

C 10.7.7.0/24 is directly connected, LoopbackO

C 10.48.74.0/23 is directly connected, EthernetO

S* 0.0.0.0/0 [254/0] via 10.48.74.1

kri mson#

ZEAN—27TE, O—AILBOITILO0A>R—T I A4 AT shutdown AN REFEALT
- 734?') 'J>7E§E:/EJ |/—|\-C‘5§'§'o

kevi n#fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z
kevi n(confi g) #interface serial 0

kevi n(config-if)#shutdown

*Mar 4 15:32:00.250: % .1 NK-5-CHANGED: | nterface Serial 0, changed state to
admi ni stratively down

*Mar 4 15:32:01.250: %.1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface
Serial 0, changed state to down

*Mar 4 15:32:03.742: ¥SYS-5-CONFIG | : Configured fromconsol e by consol e

SNT, T4 UV IFLIY L EZENBRTEET,

kevi n##show interface serial 0

Serial0 is adnministratively down, |ine protocol is down
Har dware i s HD64570

Internet address is 10.1.2.2/24

MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec

reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on HDLC, | oopback not set

Keepal i ve set (10 sec)

Last input 00:01:28, output 00:01:18, output hang never
Last clearing of "show interface" counters never

I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: weighted fair

Cut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/256 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)
Avai | abl e Bandw dth 1158 kil obits/sec

5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

114 packets input, 9895 bytes, 0 no buffer

Recei ved 79 broadcasts, 0 runts, O giants, O throttles

O input errors, 0 CRC, O frame, O overrun, O ignored, 0O abort
108 packets output, 8526 bytes, O underruns

O output errors, O collisions, 4 interface resets

0 output buffer failures, 0 output buffers swapped out

1 carrier transitions



DCD=down DSR=down DTR=up RTS=up CTS=down
HMNRRZ T4V OELTEREN I ping NZ 714V I, NVIOTYTORANYZ 04> 2—7
IARZNLTOA—LZHBLET,

kri nson#ping 10.8.8.1

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 10.8.8.1, tineout is 2 seconds:

*Mar 4 15:27:39.618: BRO DDR rotor dialout [priority]

*Mar 4 15:27:39.622: BRO DDR Dialing cause ip (s=10.9.9.1, d=10.8.8.1)
*Mar 4 15:27:39.626: BRO DDR Attenpting to dial 8114

*Mar 4 15:27:39.642: |SDN BRO: TX -> SETUP pd = 8 callref = 0x09
*Mar 4 15:27:39.646: Bearer Capability i = 0x8890

*Mar 4 15:27:39.654: Channel IDi = 0x83

*Mar 4 15:27:39.658: Called Party Number i = 0x80, '8114',

Pl an: Unknown, Type: Unknown

* Mar 15:27:39.718: | SDN BRO: RX <- CALL_PROC pd = 8 callref = 0x89
* Mar 15:27:39.722: Channel IDi = 0x89

* Mar 15:27:39.974: | SDN BRO: RX <- CONNECT pd = 8 callref = 0x89

*Mar
*Mar
*Mar

[EnY
a
N
~

:39.990: %.1 NK-3-UPDOMN: Interface BRIO:1, changed state to up
:39.998: %I ALER-6-BIND: Interface BRO:1 bound to profile D0
:40.010: BRO:1 PPP: Treating connection as a call out

e
NN
~

4
4
4
4
4
4
*Mar 4 15:27:40.010: BR0O:1 PPP. Phase is ESTABLI SHI NG Active Open [0 sess, 0 |oad]
*Mar 4 15:27:40.014: BRO:1 LCP: O .!!!CONFREQ [Cl osed] id 19 len 15
*Mar 4 15:27:40.018: BR0:1 LCP: AuthProto CHAP (0x0305C22305)
*Mar 4 15:27:40.022: BRO:1 LCP: Magi cNunber 0x12D0A490 (0x050612D0A490)
*Mar 4 15:27:40.030: | SDN BRO: TX -> CONNECT_ACK pd = 8 cal lref = 0x09
*Mar 4 15:27:40.054: BRO:1 LCP: | CONFREQ [REsent] id 9 len 15
*Mar 4 15:27:40.058: BR0:1 LCP: AuthProto CHAP (0x0305C22305)
*Mar 4 15:27:40.062: BRO:1 LCP: Magi cNunber 0x12D6B638 (0x050612D6B638)
*Mar 4 15:27:40.066: BRO:1 LCP: O CONFACK [REsent] id 9 len 15
*Mar 4 15:27:40.066: BRO:1 LCP: AuthProto CHAP (0x0305C22305)
*Mar 4 15:27:40.070: BRO:1 LCP: Magi cNunber 0x12D6B638 (0x050612D6B638)
*Mar 4 15:27:40.074: BRO:1 LCP: | CONFACK [ACKsent] id 19 len 15
*Mar 4 15:27:40.078: BRO:1 LCP: AuthProto CHAP (0x0305C22305)
*Mar 4 15:27:40.082: BRO:1 LCP: Magi cNumber 0x12D0A490 (0x050612D0A490)
*Mar 4 15:27:40.082: BRO:1 LCP: State is Open
*Mar 4 15:27:40.086: BR0:1 PPP: Phase is AUTHENTI CATI NG by both [0 sess, 0 |oad]
4

*Mar
Suc15: 27:40.090: BRO:1 CHAP: O CHALLENGE id 7 len 28 from "kri nson"

*Mar 4 15:27:40.106: BRO:1 CHAP: | CHALLENGE id 7 len 26 from "kevin"
*Mar 4 15:27:40.110: BR0:1 CHAP: O RESPONSE id 7 len 28 from "krinson"
*Mar 4 15:27:40.138: BR0:1 CHAP: | SUCCESS id 7 len 4

*Mar 4 15:27:40.150: BRO:1 CHAP. | RESPONSE id 7 len 26 from "kevin"
*Mar 4 15:27:40.158: BRO:1 CHAP. O SUCCESS id 7 len 4

*Mar 4 15:27:40.162: BR0:1 PPP. Phase is UP [0 sess, 0 |oad]

*Mar 4 15:27:40.166: BRO:1 | PCP: O CONFREQ [ Not negotiated] id 2 len 10
*Mar 4 15:27:40.170: BRO:1 | PCP: Address 10.9.9.1 (0x03060A090901)
*Mar 4 15:27:40.186: BRO:1 I PCP: | CONFREQ [ REQsent] id 2 len 10

*Mar 4 15:27:40.190: BRO:1 | PCP: Address 10.9.9.2 (0x03060A090902)
*Mar 4 15:27:40.190: BRO:1 | PCP: O CONFACK [ REGsent] id 2 len 10

*Mar 4 15:27:40.194: BRO:1 | PCP: Address 10.9.9.2 (0x03060A090902)
*Mar 4 15:27:40.202: BRO:1 I PCP: | CONFACK [ACKsent] id 2 len 10

*Mar 4 15:27:40.206: BRO:1 | PCP: Address 10.9.9.1 (0x03060A090901)
*Mar 4 15:27:40.206: BRO:1 IPCP: State is Open

*Mar 4 15:27:40.214: BRO:1 DDR: dialer protocol up

*Mar 4 15:27:40.218: DO IPCP: Install route to 10.9.9.2

*Mar 4 15:27:41.162: %. NEPROTO 5- UPDOMWN: Li ne protocol on Interface BRIO: 1,
changed state to upcess rate is 80 percent (4/5), round-trip mn/avg/ max =
36/ 47/ 76 s

kri nson#



BEIC, REAITRITENTWVS debugs #5, BAULI—ILIERHLTROKS BHAFRREH

9.
kevi n#
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
Pl an: | SDN, Type
*Mar 4 15:34:21
Pl an: | SDN, Type
*Mar 4 15: 34: 21.
at 64 Kb/s
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
0 | oad]
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 21.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
| oad]
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 22.
*Mar 4 15: 34: 23.

698: | SDN BRO: RX <- SETUP pd = 8 callref = 0x07

706: Bearer Capability i = 0x8890

714: Channel 1D i = 0x89

718: Calling Party Nunber i = OxAl, '8113',

:Nati ona

.734: Called Party Nunber i = OxCl, '8114'

: Subscri ber (1 ocal)

762: |1 SDN BRO: Event: Received a DATA call from 8113 on Bl
762: | SDN BRO: Event: Accepting the call id 0OxC

766: BRO:1: interface nmust be fifo queue, force fifo

774: %O ALER-6-BIND: Interface BRO:1 bound to profile DO
786: %.1 NK-3-UPDOMN: I nterface BRIO:1, changed state to up
798: BRO:1 PPP:. Treating connection as a callin

802: BRO: 1 PPP: Phase is ESTABLI SHI NG Passive Open [0 sess
806: BRO:1 LCP: State is Listen

818: I SDN BRO: TX -> CALL_PROC pd = 8 callref = 0x87

826: Channel IDi = 0x89

854: | SDN BRO: TX -> CONNECT pd = 8 callref = 0x87

918: | SDN BRO: RX <- CONNECT_ACK pd = 8 callref = 0x07
926: Channel IDi = 0x89

978: BRO:1 LCP: | CONFREQ [Listen] id 19 len 15

982: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

986: BRO:1 LCP: Magi cNunber 0x12D0A490 (0x050612D0A490)
990: BRO:1 LCP: O CONFREQ [Listen] id 9 len 15

994: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

994: BRO:1 LCP: Magi cNunber 0x12D6B638 (0x050612D6B638)
998: BRO:1 LCP: O CONFACK [Listen] id 19 len 15

002: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

006: BRO:1 LCP: Magi cNunmber 0x12D0A490 (0x050612D0A490)
030: BRO:1 LCP: | CONFACK [ACKsent] id 9 len 15

034: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

034: BRO:1 LCP: Magi cNunber 0x12D6B638 (0x050612D6B638)
038: BRO:1 LCP: State is Qpen

042: BRO: 1 PPP: Phase is AUTHENTI CATI NG, by both [0 sess, 0
046: BRO:1 CHAP: O CHALLENGE id 7 len 26 from "kevin"

050: BRO:1 CHAP: | CHALLENGE id 7 len 28 from "krinson"
054: BRO:1 CHAP: Wiiting for peer to authenticate first
070: BRO:1 CHAP: | RESPONSE id 7 len 28 from "krinson"
078: BRO:1 CHAP: O SUCCESS id 7 len 4

082: BRO: 1 CHAP: Processing saved Challenge, id 7

090: BRO:1 CHAP: O RESPONSE id 7 len 26 from "kevin"

114: BRO:1 CHAP: | SUCCESS id 7 len 4

118: BR0O:1 PPP. Phase is UP [0 sess, 0 |oad]

122: BRO:1 I PCP: O CONFREQ [ Not negotiated] id 2 len 10
126: BRO:1 | PCP: Address 10.9.9.2 (0x03060A090902)

130: BRO:1 I PCP: | CONFREQ [ REQsent] id 2 len 10

134: BRO:1 | PCP: Address 10.9.9.1 (0x03060A090901)

138: BR0O:1 I PCP: O CONFACK [ REQsent] id 2 len 10

142: BRO:1 | PCP: Address 10.9.9.1 (0x03060A090901)

226: BRO:1 IPCP: | CONFACK [ACKsent] id 2 len 10

230: BRO:1 | PCP: Address 10.9.9.2 (0x03060A090902)

230: BRO:1 IPCP. State is Open

242: BRO:1 DDR dial er protocol up

250: DO IPCP: Install route to 10.9.9.1

114: 9%.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface BRIO: 1,



changed state to up
*Mar 4 15:34:27.794: 9% SDN-6- CONNECT: Interface BRIO:1 is now connected to
8113 krinson

INY DTy 7EODIRER "ups T,

kri mson#show interface dialer 0

Dialer0O is up, line protocol is up (spoofing)

Har dware i s Unknown

Internet address is 10.9.9.1/24

MIU 1500 bytes, BW56 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set

DIR is pul sed for 1 seconds on reset

Interface is bound to BRO:1

Last input never, output never, output hang never

Last clearing of "show interface" counters 00:13: 26

I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: weighted fair

Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/16 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)
Avai | abl e Bandwi dth 42 kil obits/sec

5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

36 packets input, 2160 bytes

36 packets output, 2160 bytes

Bound to:

BRIO:1 is up, line protocol is up

Hardware is BRI

MIU 1500 bytes, BW64 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set

Keepal i ve set (10 sec)

Tinme to interface disconnect: idle 00:01:33

Interface is bound to Di 0 (Encapsul ati on PPP)

LCP Open

Open: | PCP

Last input 00:00:26, output 00:00:01, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo

Qut put queue 0/40, 0O drops; input queue 0/75, O drops
30 second input rate 0 bits/sec, 0 packets/sec

30 second output rate 0 bits/sec, 0 packets/sec

126 packets input, 3664 bytes, 0 no buffer

Recei ved 0 broadcasts, O runts, 0 giants, O throttles
O input errors, 0 CRC, 0 frame, O overrun, O ignored, O abort
131 packets output, 3777 bytes, O underruns

0 output errors, 0 collisions, 15 interface resets

0 output buffer failures, 0 output buffers swapped out
28 carrier transitions

kri nson#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS1S L1 - ISISlevel-1, L2 - IS IS level-2, ia- IS ISinter

area

* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is 10.48.74.1 to network 0.0.0.0



10.0.0.0/8 is variably subnetted, 5 subnets, 3 masks
C 10.9.9.2/32 is directly connected, Dialer0

S 10.8.8.0/24 [180/0] via 10.9.9.2

C 10.9.9.0/24 is directly connected, Dialer0

C 10.7.7.0/24 is directly connected, LoopbackO

C 10.48.74.0/23 is directly connected, EthernetO

S* 0.0.0.0/0 [254/0] via 10.48.74.1

ZEM -

INYOT Y TEDIRER "ups T,

kevi n##show interface dialer 0

Dialer0O is up, line protocol is up (spoofing)

Har dwar e i s Unknown

Internet address is 10.9.9.2/24

MIU 1500 bytes, BW56 Kbit, DLY 20000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set

DTR is pulsed for 1 seconds on reset

Interface is bound to BRO:1

Last input never, output never, output hang never

Last clearing of "show interface" counters 00:16:18

I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: weighted fair

Cut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/16 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)
Avai | abl e Bandw dth 42 kil obits/sec

5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

40 packets input, 2224 bytes

40 packets output, 2224 bytes

Bound to:

BRIO:1 is up, line protocol is up

Har dware is BR

MIU 1500 bytes, BW64 Kbit, DLY 20000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set

Keepal i ve set (10 sec)

Tine to interface disconnect: idle 00:01:11

Interface is bound to Di 0 (Encapsul ati on PPP)

LCP Open

Open: | PCP

Last input 00: 00: 48, output 00:00: 00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo

Cut put queue 0/40, O drops; input queue 0/75, O drops
5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

136 packets input, 3857 bytes, 0 no buffer

Recei ved 0 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O frame, 0 overrun, O ignored, O abort
131 packets output, 3744 bytes, O underruns

0 output errors, O collisions, 12 interface resets

0 output buffer failures, O output buffers swapped out
35 carrier transitions

kevi n##show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area



N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S1S L1 - 1S I1Slevel-1, L2 - IS-ISlevel-2, ia- IS ISinter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is 10.48.74.1 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 4 subnets, 3 masks
C 10.9.9.0/24 is directly connected, Dialer0

C 10.8.8.0/24 is directly connected, LoopbackO

C 10.9.9.1/32 is directly connected, Dialer0

C 10.48.74.0/23 is directly connected, EthernetO

S* 0.0.0.0/0 [254/0] via 10.48.74.1

R, UJE—RN2UTIL A48 —7 T4 AT noshutdown AV REFALT, 7SS4 U
>O0UAN)ES AL —MULET,

kri nson#

*Mar 4 15:28:58.726: %1 NK-3-UPDOWN: I nterface Serial O, changed state to up
*Mar 4 15:28:59.730: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface

Serial 0, changed state to up

TARILEZALTIRNRER, NV IOTY THERBRENET,

kri nson#show isdn active

Call Calling Called Renote Seconds Seconds Seconds Charges
Type Number Number Nanme Used Left Idle
Uni t s/ Currency

kri mson#

*Mar 4 15:29:41.738: BRO:1 DDR idle tinmeout

*Mar 4 15:29:41.742: BRO DDR has total O call(s), dial_out 0, dial_in O
*Mar 4 15:29:41.746: BRO:1 PPP: Treating connection as a call out

*Mar 4 15:29:41.750: %O ALER-6- UNBI ND: Interface BRO:1 unbound fromprofile
Di 0

*Mar 4 15:29:41.754: BR0:1 DDR disconnecting call

*Mar 4 15:29:41.758: % SDN- 6- DI SCONNECT: Interface BRI 0:1 di sconnected from

8114 kevin, call lasted 121 seconds

*Mar 4 15:29:41.774: |1SDN BRO: TX -> DI SCONNECT pd = 8 callref = 0x09
*Mar 4 15:29:41.782: Cause i = 0x8090 - Nornmal call clearing

*Mar 4 15:29:41.790: DiO I PCP: Renpve route to 10.9.9.2

*Mar 4 15:29:41.862: | SDN BRO: RX <- RELEASE pd = 8 callref = 0x89

*Mar 4 15:29:41.886: %1 NK-3-UPDOMN: Interface BRI O:1, changed state to down
*Mar 4 15:29:41.894: BRO:1 IPCP: State is C osed

*Mar 4 15:29:41.894: BR0O:1 PPP: Phase is TERM NATING [0 sess, 0 | oad]
*Mar 4 15:29:41.898: BR0:1 LCP: State is Cl osed

*Mar 4 15:29:41.898: BR0:1 PPP: Phase is DOM [0 sess, 0 | oad]

*Mar 4 15:29:41.902: BR0:1 DDR disconnecting call

*Mar 4 15:29:41.910: |SDN BRO: TX -> RELEASE COWP pd = 8 cal lref = 0x09

*Mar 4 15:29:42.886: % NEPROTO 5- UPDOAN: Li ne protocol on Interface BRIO: 1,
changed state to down



T, YHREFrEREhEL I,

kri nson#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B -
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS1S L1 - 1S I1Slevel-1, L2 - IS-ISlevel-2, ia- IS IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is 10.48.74.1 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 5 subnets, 2 nasks
C 10.1.2.0/24 is directly connected, SerialO

S 10.8.8.0/24 [1/0] via 10.1.2.2

C 10.9.9.0/24 is directly connected, Dialer0

C 10.7.7.0/24 is directly connected, LoopbackO

C 10.48.74.0/23 is directly connected, EthernetO

S* 0.0.0.0/0 [254/0] via 10.48.74.1

BYE 15 $§
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