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Configure IP
IP Address . 10 . 2 58 | Metmask 255 . 255 255 il |
Type Subnet [P | Mode WActive
Virtual Rowter ID [ -] ICMP Response* | HONE -|
ARP Responge” | NONE ~ | Traffic Domain ID | |~ |
Options
[V arp [7]ICMP [ Wirtual Server 7] Dynamic Routing
Host Route
|| Enable
Gatewsy [P | | Metric
OSPF LSA Type
@TYPES « TYPEL  Aves| |
Wserver RHI Level

MONE (@ ONE_WSERVER « ALL_VSERVERS

Application Access Controls

[ ] Enable Management Access control to support the below listed applications.

VIP Z L TFEL

[ Eruh:][ Close ]
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Configure IP X
IP Address w . 1w . 2 1 | Metmask l2ss . 255 255 . 155 |
Type Mirtual [P | Mode Uhctive |
Wirtual Router 1D | lw| ICMP Response* | MOME El
ARP Response® [NONE E] Traffic Dormain [D | - |
Options

W ARP  [W] ICMP ] Wirtual Serser | Dymamic Routing

Host Route

] Enable

Gatewsy [P o i 0 0 | Mewic 0 |
O5PF LSA Type
(@) TYPES TWPE1  Asea | |
Vserver RHI Level

MOMNE @) OME_WSERVER ALL_VIERVERT

Application Access Controls

| Enable Managernent Access control to support the below listed applications.

| Create || Close ]
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Configure Route x
MNetwork . 3 . 4 .0
Netmask 255 . 255 . 255 . 0 |
Traffic DomainID | =
MULL Route Yes (@ No
Gateway w . 1w . 2 .1
Distance 1
Weight 1
Cost :n

Route Advertisment

Global State DISABLED

] Owver-ride Global

Protocol

7] OSPF ] RIP V] BGP ] 1SS

"] Monitored Static Route
7] Create Close
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Virtual 5erver Virtual Senver
for http(port 80) for htipiport
! | | smy |
Service htp (pont Service http (pont Service mip (pon . | Service htip (pont |
80) for Server 1 80) for Server 2 8031) for Server 1 8081) for Server 2
Monitar for port 80 | Monitor for port 80 | Manior for pont | Monitorfor port |
081 8081

Virual Sareer '
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Service https (pon |

£q44) for Server 1

Monior for pont | | Moniorforport |
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http R— b 80 D= DOEZXZERL TFEWV
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Create Monitor ]

Hame* |kui&p ] Type® |TCF' =

Standard Parymeters | Special Pmmeter:|

Interal 1 | |h-'|in:..|te5 "l"] Destination IP | . . . ||:| 1Pt
Response Tirme-out .3[I | |E¢¢u ricls 'l Diestination Part [ |
Diovam Torme 30 | |S=-:nnd: '| Crymamic Time-out
Deviztion | |Stcu rieds '| Chymarmic Intenesl
Fetries E J Resp Time-out Threshold
SMNMP Alert Retries |0 J Action FIORE "':
Success Retries 1 | g
Failure Retnies 0 | Custarn Hesder =
Enalled [] Rewerse

Met Profile -

[#] LATH {Least Response Tirme using Monitaring)

] Tos Tosid L] Tramsparent L] Secure L] IP Tunnel

@ Help | creste || Close |




Create Monitor 4

Hame* |http_B081] | Type* [HTTP -

Btandard Parameters I Special Pararneters |

Interval 1 | |Minutes  w| Destingtion s & O
Besponse Time-out |Iﬂ | |5¢:¢nd: '| Destination Port | |
Down Tirme |30 | [seconds  *| Dymamic Time-out

Deviation | | [seconds  +| DynamicIntengal _ |
Retrie E | Resp Time-out Threshald | |
SNIAP Alert Retries [0 | Action INONE -
Zuccess Retries |1 | | -
Failure Retries |0 | Custorn Header =
& Ensbled FliReiria [] Treat back slash as escape character

[# LRTM (Least Response Time using Monitoring) i I 7l
O Tos Tos 1 i" ] [ Transparent [ Secure [T IP Tunnel

@ Help | Create || close |
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Confbaire Maonitar
Lot pguere Wor

| Type HTTP

[ Treat back slash a3 escape character

Response Codes

302

200 add |

~| Destingtion [P

|
"'l Drestination Port I
|

"J Dymarnic Time-out

| |5econds
Response Time-cut (9 | [seconds
Down Time |30 | |seconds
Deviation | | |S¢:nrpd=
Ritries E

| Resp Time-owt Threshold I

SHMP Alert Retries [0

I
|
'| Dymarnic Intensal I I
|
|

| Action [MONE -

Success Betries |1

Eailure Retries |2

| &
| Custorn Header -

[« Enafpled ] Bewerse

LRTM (Least Response Time wiing Maonitorng)

[ Treat back slash as escape character
het Profile | -
C1IP Tunnel

Secure

OTos ms:a|u

] [ Transparent

@ Help

l_gntu || Close J
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Configure Monitor

Hamne* _cu:t_sub#_htl:ps-!w Type HTTR-ECY

Sandard Parameters  Special Parameters ]
Send String
GET btk F10.10.2 46:3 444 cvic/probe

[] Treat back slash as escape character
Beceise String

In Senace

[] Treat back slash as escape character
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Interval |10 | |seconds | Destination IP | |01 pvs
Response Time-aut I'EI [ |S=l:n~nd; 'I Destination Port | |
Doam Time |!I.'I [ |E=:mdl- "*I Crgmammic Time-out | |
Digvistion I [ |Ee|:n~nds '| Cymamic Intengal | |
Retrie; E | Resp Time-out Threshold | |
SNIMP Alert Retries |0 | action [one -|
Success Retries |1 ] A
Eailure Retries |2 | Custom Header %
& Enapled ] Reverse [] Treat back slash as escape character

LRTM (Least Response Time using Monitoring) S | 'l
[ 7os Tosi s I L] Transparent Secure 1 1P Tunnel

@ Help l_grmt 1| Close |




Create Monitor X

Mame* |cust_subb_hittps-ecd J Type* |HTTP-ECY g

Srandard Parameters  Special Pararmeters ]
Zend Btring
GET httpsff 10,102 4T 8444 cuicfprobe =

L] Treat back slash ys escape charscter
Becene Snng

[n Serace -

m

[] Treat back slash as escape character

@ Help |_Lrea'te || Close |
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IPAddress* 10

Traffic Domain ID £

Translation IP Address

Translation Mask
Resobve Retry (secs)
IPvé Domain

[¥] Enable after Creating
Comments

(7] | Create || Close |

Server Name*

@ 1P Address () Domain Name |

IPAddress™ w . 10 . 2 .47 ] 1Pvé

Traffic Domain ID L= H

Translation IP Address

Translation Mask
Resolve Retry (secs)
IPv6 Domain

(V] Enable after Creating
Comments

2] | Create || Close |
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Tonffic Manegernend 3 Load Balencesy 3 Services [ 7] H

Bkl Opan Rermionn | | | Action - Search =
Hamre Slabe P Aadedreni[Dom ain Hame Tralli Do m ain I Poit Prodocad Mz {Beali Max Requesits Cachs Type
b o hitnpdd. pubid @l 101014 ] i MTTP [ 0 EEENER
b g hAEp D kS o Vs L1047 [} i HTTP ] [} HEVIE
(AT R @ Un 10,188 [} L HTTF i L} SEENVER
AT T & Up L1047 [} 1L HHTTR 1 [} VIR
b Gl ol &l 10,088 [} R ol BHILEGE ] L} EENVER
b o -hittp-ak @ llp L0.18.2.47 (] BEdd 151 _BRODGE ] 0 TEEVIR
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Configure Service x
Service Name® | cuic-httpl-subs | Server* [ATL-CUIC-SUBH (10,10.2.46) |
' Protocol® = -| Part* .
Tratfic Dormain -|
Sepace State i@ UP Mumber of &ctive Clients -

Disable [«] Enable Health Monitoring [« AppFlew Logging

Monitors | Policies | Profiles | Advanced | S5L Settings |

Byailable Confiqured

[Moritors | ot ors [weigit [state
= - cust_lcp 1 [
(i ]

ping =

tcp &

hitp :

lcp-gcy =

hip-ecv State: UP

L Probes: 68341 Failed [Total: 5614 Currentz 0 ]
dns Last Response: Success - TCP syn+ack recenved.
fip Response Time: 0357 millizec

Comments

& Help . Clase |




Service Name* |cuic-httpli-subd | Server* [ATL-CUIC-5UB4 (10.10.2.45)
Profocol*  |HTTP ~| Por [g0

Traffic Domain | -|

Service State @ UP Mumber of Sctive Clients

Enable Health Monitoring [¥] AppFlow Logging

Monitors | Policies | Profiles Advanced | S5t Settings |

~Thresholds
Mz Requests o | | | Max Bandwidth (kbits) [0
Mag Clients |0 | | | Monitor Threshotd |0

~[dle Tirme-out (secs)

Client 180 | Server [360
'EIE'.'E"IHJ

[ Use Source IP [] Client Keep-Altve [ TCP Buffering L] Compression

C1 ClientIP Header | |

Camments

@ Help




Protocol*

Serace Shate

Bossilable

Traffic Domain II]

Service Mame* |cuic-hitp

[HTTR

@ up

Disable [ | Enable Health hMonttaring (v AppFlow Logging
v c
. Monitors | policies | Profies | Advanced | S5t Settings |

| Seryer® [ATL-CUIC-SUBM (10.10.2.46) =
~| Porr |s081 |

Mumber of Active Clients |

Configured

State: UP

Probes: 68352  Failed [Total: 5630 Current: 0]

Last Response: Success - HTTP response code 302 recened,
Response Time: 0.754 millisec

Carmments

@ Help

Ii_l | Close I




| Seryer* [ATL-CUIC-SUB4 (10.10.2.46) -
Profocol*  [HTTP ~| Porer [s051
Tratfic Dormain |0 -|
Service State @ UP Murnber of Sctive Clients
Eriable Health Monitoring [ AppFlow Logging
Thresholds -
M Requests lo | | | Max Banchwidth (kbits) |0
Max Clients o | | | Menitor Threshold |0

~ldle Time-out {secs)

Client |180 | Server 360
Settings
[ Wse Saurce TP [ Client Eeep-Alive ] TCP Buffering  [] Compression
O Client 1B Header | | i
4 it '
Cornments
@ Help

I_ﬂl(_‘ | Cloze I




| Senver* |ATL-CUIC-SUBA (10.10.2.46)

Profocol  |SSL_BRIDGE v] Portr 5444
Traffic Domain Iﬂ ‘F|
Senace State @ UP Mumber of Sctree Clients

[+l Enable Health onitoring [ AppFlow Logging
. Monitors | policies | Profiles | Advanced | Sst settings |

Lorailable

Configured

Skate: UP

Response Time: LA63 millisec

Probes: 384901  Failed [Total: 8624 Current: 0 ]
Last Response: Success - Pattern found in response.

Camments

@ Help

I [0]4 ” Close I




Configure Service ]

Service Name* |cuic-https-subd Seryer* [ATL-CUIC-SUB4 (10.10.2.46) -
Protacal* _ Rl - Port* .
Traffic Dornsin | |

Service Stake @ UP Mumber of Active Clients _

. Disable | (] Enable Health Monitoring [ AppFlow Logging

Monitors | Policies | Profiles Advanced | ssL Settings

> |

r Thresholds
Max Requests [ | | | Max Bandwidth (kbits) [0

Mag Clients IIJ | Manitar Threshald ||;|

rIdle Time-out (secs)

Client |180 | Server 360

Settings
] Wse Sowrce P[] Client Keep-2live L] TCP Buffering

Header

Fl 1] »

Carmrments

@ Help | Close

RIEH—/NDER

er ¢ Trethe BMassgomant 3 Losd Belandesy & Winhual Sefwneii I:"_J gﬂ H
dadd FoFL T = Caprch T
Hame State | Effective State P Addrers | Tralfic Domsin D Posit Protocol It thod Ferslstence % bieslth
b DCI-ORC-HTTP o Us ] 10,1006 i] El HTTF LEASTOONMECTION SOURCED LRLDE § LD DO
¢ DCr-CLRC-HTTRRINL & Up @lUp pLBLETY] I Bl HTTR LEASTCONMECTRON  SOURCEHR 180.00% T LR/ DOWH
p DCI-CURC-HTTRS e Up @y 18,103 &1 i] 444 A _BRIDGE LEASTCOMNMECTION SOURCEDP LLE § LWPD DO
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KU, FAdds #ZUvY 2 LTTFEL,
H—ERAEFIVILTREVCON—F ¥ )l $—EREBER TS hDREN S,

BOEREL THABRUKEEER T, BIRXY Y R, SOURCEIP & L TXkEMES LV 40 5 &
LTRAALFT IR, CchiETF7F2IRNERNEEITILYZI L= 30 DICEREEThDEVD
BRIZKWET; U7LY221 L—hKYKREWMEZRETIHLENBYVET, LHTEOLD
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| (% [P Address Baged ) 1P Pattern Based

Pratocal® [HTTP

.2 .61 |

LI Metwark Wiarver  Ramge |1

[ Enable D364 [ Bypass AR Requests
State @ UP | Disable | (4 AppFlow Logging

rLE hethod

~| P Address* lto . 10
| Port* |20
Traffic Domain ID |

I of bl sle | weath, (170

-
Method |Least Connection w| Mew Service Startup Request Rate | | |PeR_sECOND =]
_ Inererment Interval [ I
Current Method: Round Robin
Reazon: Bound serdce’s state changed to
up
rPersistence rBackup Persistence
Persistence | SOURCEID | | | Persisence  [MONE -|
Time-out {min) |40 || | Time-out (min) |2 |
IPvd Wetmask | I
l =

Hame® | | @ 1P Address Based O 1P Pattem Based

Pratocal* |HTTP -] PAddress 10 .20 .2 .61 |
[ Network Vierver Range |1 | Portr |s0e1 |
[ Enable DNESE ] Bypass AAAA Requests Traffic Domain D | -]

1010246
cuic-hHpBOB0T - gubs 1010247
1010245
1010247

add.. (4 Ogen.. i Bemove

Comments

@ Help




Contigure Virtual Server [Load Balancing) x

Bame®  DC2-CLAC-HTTPS

Protocol® »| [P Address® 10 .10 .2 .&l
Range Part®
[] Enable DNZE4 [ Bypass ABAA Requests Traffic Dormaan ID

Srate @ UP Dissble | [ AppFlow Logging

Services | Senace Groups | Policies | Method and Persishence | Advanced | Frofiles | 5L Settings |
Lctroabe Al Deactrrate Al - & Find
|aceive |servce tme |P raxess | ot forotocor  [Seate | et | Dryriemic Vieigrt |
- cubc-hitpa-subd 1010246 B44455L BRD. @ LP =
i CraC it - s 1090247 G444 55L_ERD. . ' LP 1 Q

g Add.. 2] Open... jg Berowve

Comments |
W Help Lk Clage

oIV —T#ERLTTEY

BRIN—T2ERIDEDHDIC. NSFTAVIOBRBSO-RNZOOVT>BRIN-TIC, T
Adda 22U Y 90 LXRIFET—BRLTTFEL,

BOEHE L TBIRXY Y R, SOURCEIP E L TS LV 40 0ELTRALFT IR, Th
FF7FIRNENEBEI LY L—KMN30DICHRETNDEVSERICKYET; UTL
V1 L—hKYKRENMEZRETDHENHYET, TWRBEOLDOFOVTIL Y2 L
—NEZRETIHEE. COEERRICEEL TTEL,

ZCUCH—NNI3DOR—RNTZETZDINDT, 3D2DREGY—NEIXNTICEDBEND
\)&E T, Client ERAEL CUIC ICHEBED CUIC H—/NIZBEICEE T WD HTTP 80 R— K
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hhnig,



P TR S
LinTigure Fers

Group Name IPgroupDC2 |
Persistence® [ SOURCEIP =
IPvd Netrmask ks : 255 255 255 |
IPv6 Mask Length [128 |
Time-out |40 |
Backup Persistence* | NONE =
Wirtual Senver Name® Configured (3) Rermove Al

DC2-CLIC-HTTP -

DC2-CUIC-HTTPE0S1 -

DCZ-CUIC-HTTPE =

] L ok ]| Close |
R

1. http://support.citrix.com/proddocs/topic/netscaler/ns-gen-netscaler-wrapper-con.htmi
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