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System »

£+ - | Configuration

Current Resource Allocation
e [ R
Disk (9763) |
e ML
Mothia | Provsioning | Lioanse status | Roquired Disk (G8) | Roquired Momory (MB)
Bl management (MGMT) Seall [} L) 0 1070
[0 Carrier Graca NAT (CGNAT) Disabled ] Fig Liconsed 0 o
[l Local Traffic (LTM) 1 oormnal g Licansed L a4
(] Application Security ASM) g Licansed ] 1492
. Fraud Protoction Sarvica (FP5) C LY 2z 416
B Global Traffic (DNS) ) Moo [ Licansed 0 48
I Link Controer (LC) Hono [ Unlconsod e s
B Access Poicy (APM) # [ Nominal g Licansed 12 e
Il Application Visibity and Roporting (KVR) [ Nooe [ Licensed 16 578
Wl Policy Enforcament (FEM) [ None [ Unlicerrsod L =)
[l Advanced Firowsl (AFM) ) None [ Liconsed 6 1043
[l Apglication Acceleration Manager [AAM) Nono [ Licansed 32 2050
Bl Secure Vet Gateway (SWG) 1 Nomo i Unliconsod 24 4096
Il Rulos Language Extonsions (RuasLX) L e D e
Wl URLDE Minimal (URLDB) Nona [ Unicansed ¥ 2048
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| CMLINE (ACTIVE)
fs | Standalona
L -

I Hel 15 | ! Mabtwork » VLAMs : VLAN List » scxtarnal

Ii"‘d Statistics {5 - Propedies Layer 2
@ IApps
General Properties
B Wizis'ils Nama | external
Partition / Path :cm,m,,
&) e — .
ﬁ SSL Orchestrator Tag =
@ Local Traffic Sy
Interface: 12 ;

. Traffic Intelligence
» Tapging: | Select... 4|

¢ ahmhrtum Add |
Interfacas 1.1 {untagged)
m Access

g Device Management

@ Metwork

Interfacas

€6t | Dot |

Cenfiguration: | Basic s

Source Check

MTU 1500

Routes

Salf IPs

Auto Last " Default %
Packet Filters i _ L )

Trunks sFlow

Tunnels Pailing Interal [ Default 3 | Defauit Value: 10 seconds
Routa Domains

Sampling Rate [ Default 2| Defaull Value: 2046 packets
VLANS -

Senvice Polices Update | Cancel | Delete |
Netwark Security

Class of Service

ARP

IPsac
WCCP
DMS Resolvers

Rate Shaping

[5 %] System
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Network » SelfIPs » 10.78.93.61

Configuration

Name 10.78.93.61
Partition / Path Common
IP Address 10.78.93.61
Netmask 255.255.255.0
VLAN / Tunnel | extemal 4
Port Lockdown [ Allow Default n J

|| Inherit traffic group from current partition / path
Traffic Group .

[ traffic-group-local-only (non-floating) ¢]

Service Policy | None ¢|

Update | Cancel | Delete |
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General Properties

Partition / Path

Profile Type
Profile Scope

Settings

Inactivity Timeout

Access Policy Timeout
Maximurn Session Timeout
Minimum Authentication Failure
Dhelay

Maximum Authentication Failure
Delay

Max Concurrent Usars

Max Sessions Par User

Max In Progress Sessions Per
Client IP

Restrict 1o Single Client 1P

Use HTTP Status 503 for Error
Fages

Configurations

Lagout URI Include

Logout URI Timeout
Microsoft Exchange

User [dentification Methad

OAwth Profile ﬂ

Language Settings

Additional Languages

[ Aar (aa)

Faciory Buillin Languages

English (en)

AREH—NZERLTTEWV

Japanase (ja)
Chinese (Simplifiad) (zh-cn)
Chinese (Traditional) (zh-tw)
Koraan (ko)
[=<| |spanish (es)
«_|French (fr)



General Properties

Name

Partition / Path
Description

Type

Source Address
Destination Address/Mask

Service Port

Availability
Syncookie Status

State

Notify Status to Virtual Address

Idp_Test
Common

Standard

“r

0.0.0.0/0

10.78.93.62

443 HTTPS a

[

[@ Unknown (Enabled) - The children pool member(s) either don't have service checking enabled, or service check results are not available yet

Off

Configuration:




Selected Avallabla
IComman | ICommon
clinias| = dligntssl-nsecung-compatibhs
SSL Profile (Client) B | e aa
[52] | crypto-server-default-cliantss|
splitsesslon-defaul-clientssl
Selechied HAvailable
ICommon ICommon
s servarss| o apm-default-sarsarssl
SeL Prodhe _I crypto-client-default-serverssl
32| | pecip-default-serverss!
servarssl-insecure-compatible
SMTPS Profile | Mona &
Clent LDAP Profile . Nona &
Sarver LDAP Profile None =
SMTP Profile | None 2
VLAN and Tunnel Traffic AllVLANs and Tunnels g]
Source Address Translation "None &
Content Rewrite
Rewrite Profile ﬂ Nona .tJ
HTM Profle (None 3]
Access Palicy
Access Profile prefileLDAP -
Connectivity Profile :l " Mone &
Per-Request Policy None &
VDI Profile Nona &
Application Tunnels (Java & Par-
App VPN Enablad
OAM Support Enabled
PingAccass Profile None & |
Acceleration
Fate Class Mone &
OnaConnact Profile Mona &
MTLM Cann Poal Naone
HTTP Compression Profile None =:
Wab Acceleration Profila | Nona :
HTTR/Z Profile " None &)
_Update | Delete |
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Accass » Authentication » adfs

7 -~ Properties Groups

General Properties
Mamea adfs
Partition / Path Common
Type Active Directory
Configuration
Domain Mame cisco.com
Server Connection s Use Pool  Direct
Domain Controller Pool Mame ICommon/pool
IP Addrass:
Haostname:
_ Add |
10.78.93.153 | adfssarver.cisco.com
Domain Controllers
Edit | Delete |
Server Pool Monitor | none D
Admin Name Administrator
A_dmin P'H'Emd [RETTERETTY
Verify Admin Password sraseraias
Group Cache Lifetime 30 Days _Clear Cache |
Password Security Object Cache
Lifetimea 30 Days Clear Cache |
Kerberos Preauthentication |
Encryption Type Bl 'J
Timeout 15 geconds

Update | Delete |




TFORAODTTIAPHLWH—ER%-> 7IFL—>3>->SAML BRI’ ONAA->
IdP O—AJ H—ERAEEL TTE L

Edit IdP Service

& General Settings
& SAML Profiles

4 Endpoint Settings
& Assertion Settings
4" SAML Attributes
4 Security Settings

IdP Service Name*:
/{Commaon/smart-86-idpservice

IdP Entity ID*:
https://f5-idp.cisco.com

IdP Name Settings

Scheme :  Host :
https v | fb-idp.cisco.com
Description :
Log Setting :
From Access Profile v Create

[ OK

|

Cancel




Edit IdP Service

- General Settings
& SAML Profiles

- Endpoint Settings
% Assertion Settings
+ SAML Attributes
4 Security Settings

SAML Profiles

|| Web Browser SSO
["] Enhanced Client or Proxy Profile (ECP)

OK

I

Cancel




Edit IdP Service

% General Settings
&% SAML Profiles

., Endpoint Settings
. Assertion Settings
" SAML Attributes
" Security Settings

Assertion Subject Type :
Transient ldentifier W

Assertion Subject Value™:
%{session.logon.last.username} v

Authentication Context Class Reference :
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTranspori | v

Assertion Validity (in seconds) :
600

[[] Enable encryption of Subject

Encryption Strength .
AES128 b

[ oK ][ Cancel ]

LK< HBTIUVEAHN—R (CAC) FRIADEHICERAETNDBES. SAML ICEMEHIS
ChoDEMMEROAV74F2L—>3a>revoarzREEEET:

ATY7 1 ud PRUEI—RNEEELTTEWL,

[Name] : uid

Value % {session.Idap.last.attr.sAMAccountName}

AT Y 7 2. user_principal 7 N UE1—RZERL TTEL,

[Name] : user_principal

Value % {session.Idap.last.attr.userPrincipalName}



Edit IdP Service %

@ General Settings

Signing Key :
& SAML Profiles /{Common/default.key v
4" Endpoint Settings
& Assertion Settings Signing Certificate :
" SAML Attributes /Common/default.crt v

-, Security Settings

| ok | cance |
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Access » Federation : SAML Resources » smart-86-samiresource

General Properties

Name smart-86-samiresource
Partition / Path Common
Description
Publish on Webtop | | Enable
Configuration
SSO Configuration | smart-86-idpservice ¢)

Customization Settings for English

Language English
Caption smart-86-samlresource

Detailed Description

Image Choose file | No file chosen View/Hide

Update | Delete |

Webtops

. POEADTT webtop %- > Webtops EERL TTF& L



Access » Webtops : Webtop Lists » Smart-86-Webtop

General Properties

Name Smart-86-Webtop
Partition / Path Common
Type Full

Configuration

Minimize To Tray .'_l.gi__'iEnabled

Show a warning message when

the webtop window close | eselice

Show URL Entry Field « Enabled

Show Resource Search «| Enabled
Fallback Section

Initial State | Expanded % |

Update | Delete |
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Access » Profiles / Policies : Access Pn

¥ ~ Access Profiles Per-Reque:

s (Per-Session Policles)

Policy Sync Customization

| Search{ Creato...| Import..
| [¥|| =] status | ~ Access Profie Name + Appication | + Profile Type | Per-Session Poiicy | Export | Copy | Logs | Virtual Servers | = Partiion / Path
L LDAPAccessProfile 880 default-log-setting LdapVs Common
L Name Al = Export... Copy.. default-log-setting Common
L Smart-86-AccessProfile LTM-APM Export.. Copy... default-log-setting Common
m Tost $50 default-log-setting Common
L access All (none) (none)  (none) Common
L profile2 SSL-VPN D Edit... Export... Copy... default-log-setting Common
L profile3 LTM-APM B8 Edit... Export... Copy... default-log-setting Common
L profileLDAP Al o Edit.. Export.. Copy.. defaultlog-setting IdP Common
Idp_Test
_Delete... | Apply |

N=FvI ARV —IFAREEEET
fs

Access Policy: /Common/profileLDAP kit Endings| (endings: Allow, Deny [defauity)

x: K e o
[Surt }M+—] Logon Page |k , ,, Sticressid +—n—| AD Query m+—n—| Advanced Resource AssiTlM+—v

fallback
+=9

3

T4 E@ U Y Sl BRERTUBES CEEEEMLTTE W
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AT Y7 2. AD Auth - > £ICHERE 5 ADFS BREZIBIRL TTZ L,



ﬁ

]'Properties]_rBranch Rules\l

Name: |AD Auth |

Active Directory

Type (" Authentication 4 |
Server | /Common/adfs %
Cross Domain Support | Disabled % |
Complexity check for Password F Ria Bl ik

Reset | Disabled % |
Show Extended Error I\ Disabled ¥ |

Max Logon Attempts Allowed [ 34]

Max Password Reset Attempts (332)

Allowed —

ATY7 3 ADVTITVEE-VEZHMEI)HTTTEL,



|

| [[Properties | [ Branch Rules |

Name: [AD Query |

-| Active Directory
Type Query s
Server JCommon/adfs &
sAMAccountName=%{session.logon.|ast.username}
SearchFilter
5
Fetch Primary Group Disabled %
Cross Domain Support Disabled %
Fetch Nested Groups Disabled %
Complexity check for Password Disabled *
Max Password Reset Attempts 34
Allowed L
Prompt user to change password a
before expiration none 30|

Add new entry | Insert Before: | 1 3
Required Attributes (optional)
1 len ] (=l
2 |displayName | o] [=][x]
3 |distinguishedName | (o] [=][x]
4 ldn | (] =[x
5 [employeelD ] [ (=1 [
6 [givenName | [a] (=]
7 [homeMDB | (] (=1 [l
8 [mail | ol [=][x]
Cancel | save | Help|

ATY T 4RIV —ARBIVYUTET-REICERE NS saml VY —AH KT webtop % BIiE
HTTFEL,



meperties [anch Rules]

Name: |Advanced Resource Assign

Resource Assignment
Add new entry | Inst
Expression: Empty change

SAML: [Common/ids_pipeline, /Common/smart-86-samiresource
Webtop: /Common/Smart-86-Webtop

Add/Delete

B—ERXAT7ONRMH— (SP) X&TF—4 X

slEBA & % - > Certificate Management - > Traffic

CFHTYVATAICK>TREVIPIZIDD
Management 41 >/ R— kL TT&E L
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General Properties

Name smart88crt.crt
Partition / Path Common
Certificate Subject(s) smart-88.cisco.com

Certificate Properties

Public Key Type RSA

Public Key Size 2048 bits

Expires Nov 17 2019 21:10:10 GMT
Version 3

Serial Number 915349505

Common Name: smart-88.cisco.com
Organization:

Subject Divisi;m:
Locality:
State Or Province:
Country:

|ssuer Self

Email

Subject Alternative Name

Import... | Export... | Delete |

- Access-> Federation-> SAMLIDENTITY Z7O/S41ZA DO KT spxm A5 ® New T K Z->
ExternalSP XV ZEHKL TTE L

TFORBAOTTIAP H—ERICSP ARV & %->7IFL—>3>->SAML BEI7’ O8N«
HA->1dP O—h)IL Y—EAXANA RLTTFEW

e
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NSTNY1—F 424
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REICEHTS BENHDEE. SAMLABBERELEFT, LA, o0y AT,
user_principal SAML 7 NUE 21— K& IdP TEREEhFEFB A,

YYYY-MM-DD hh: mm: SS.sss GMT(-0000) [IdSEndPoints-SAML-59] com.cisco.ccbu.ids
IdSSAMLAsyncServlet.java:465 - retrievefrom : user_principal

YYYY-MM-DD hh: mm: SS.sss GMT(-0000) [IdSEndPoints-SAML-59] com.cisco.ccbu.ids
IdASSAMLAsyncServlet.java:298 - com.sun.identity.saml.common.SAMLException
responseprocessingfailed SAML: saml user_principal
com.cisco.ccbu.ids.auth.api.ldSSAMLAsyncServlet.getAttributeFromAttributesMap(IdSSAMLAsyncServlet.java:4
66)
com.cisco.cchu.ids.auth.api.ldSSAMLAsyncServlet.processSamlPostResponse(IdSSAMLAsyncServlet.java:263

)
com.cisco.cchu.ids.auth.api.ldSSAMLAsyncServlet.processldSEndPointRequest(IdSSAMLAsyncServlet.java: 17

6)

com.cisco.ccbu.ids.auth.api.ldSEndPoint$1.run(IdSEndPoint.java:269)
java.util.concurrent. ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1145)
java.util.concurrent. ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:615)
java.lang.Thread.run(Thread.java:745)

BYE 1 ]

- TOZHIL YR—BE RF 21 X b - Cisco Systems

(il
ANT



http://IdSSAMLAsyncServlet.java:465
http://IdSSAMLAsyncServlet.java:465
http://IdSSAMLAsyncServlet.java:298
http://IdSSAMLAsyncServlet.java:298
https://www.cisco.com/c/ja_jp/support/index.html
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