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<body>Hey, when is our meeting today? </body>
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https://learn.microsoft.com/en-us/powershell/scripting/windows-powershell/starting-windows-powershell?view=powershell-7.3&viewFallbackFrom=powershell-6
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« CLITARY NEA=TFTF77Ur—23a A0 RET3ICE. ROONX REEITLET
o file get activelog /syslog/CiscoSyslog* abstime hh:mm:MM/DD/YY hh:mm:MM/DD/YY
s CLITOT7A 7 H#KRRTBIZIE, utils core active list2 AL E T,

N ararTITALER.
core.<ProcessID>.<SignalNumber>.<ProcessName>.<EpochTime>D X 2 EAL £ 9,
5l - core.24587.6.CTIManager.1533441238
LEA2T, V9V 10KEEIRY VEBASRETEERT,



2. Finesse/lUCCX Notification Service "Bt Ez i FEovZv>1LEL =,

« AIRVKNEI=TOTFT 7 —=< 3> 0% TNotification Service LS — 2RI H, H—
EANEBLELEDNESHZERBLET
« Notification service N @R A S H ZHERL £ : utils service list
s BAY—ERN vy NV U ERZAZERLET . 7 7 1 )Lk FRactivelog
/desktop/logs/openfire "Openfire stopped"
c BAIY—EANBEBE N EERZEIELET . 7 7 1 )L#FKactivelog /desktop/logs/openfire
"HTTP/NA > R —E AN BEBEhEL "
c VTV ALEITRELEBHAY—ERAODXEVR T2 BRBLET (77M1IL—K
: activelog /desktop/logs/openfire/*.hprof ) o
* Notificationf —E AN TCPR—K7443TRZ 74V V2 U YA LTVWBR A ES H ZFERR
L &9, show open ports regexp 7443.*LISTEN
s ROFTEEGNERAUEAESH EZEBRRBELET(ChsOFESGR. I—2z A OJ14>
IHREEICOTAICKBL, O VBFAODI—2 12 MIEEFREDO/NF—Finesse
disconnectX Y £—I AP RRENET),
- Cisco Bug ID CSCva72280: &% & XML F D 1= D Finesse Tomcat# & O Openfire D
o7vsa
- Cisco Bug ID CSCva72325:UCCX : #EXEXMLX FIC Xt F B Finesse Tomcat# & O
Openfire® U Zv > 1

Iy aANEbNBDHEEE. Cisco Finesse Tomcat and Notification Servicez B8 L £ 9,
chiF, RYRT—IODF I LTVRBEICOABEEIIhET, ThUADIBEEF. Finesset
—N\HA S8 I— I M BREBENET,

UCCE® FJE :

« utils service stop Cisco Finesse Tomcat

+ utils service stop Cisco Finesse Notification Service

« utils service start Cisco Finesse Tomcat ( Cisco Finesse Tomcat® #&£ & )

« utils service start Cisco Finesse Notification Service(utils service start Cisco Finesse
Notification Service)

UCCXDFIE :

+ utils service stop Cisco Finesse Tomcat

» utils service stop Cisco Unified CCX Notification Service

« utils service start Cisco Finesse Tomcat ( Cisco Finesse Tomcat® &£ & )
« utils service start Cisco Unified CCX Notification Service
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FiddlerOiXElLx., HELZF|IEZEHL . FidderOBEDQTHEK ZEHEL TLARITAE, PR
BAERICBDAREMN BV ET, Fiddlerlk, FinesseZ7 547> N (Web7 ZJH ) &EFinessetf
—/NO B IZ{ZE 9 % man-in-the-middle WebZ7 O F > T9, FinesseZ 54 7> N &Finessetr—/\
DEDEHZEN RBEENTVED LD, REENEXYE—JZRTRITDEHICFiddlerDREN EM
ICEV)ET,


https://tools.cisco.com/bugsearch/bug/CSCva72280
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K< ASNBD/NAF) 2 ERE

Fiddlerl&FinesseZ7 54 7> N EFinesse Y —/NOBICLET 2 =&, Fiddler7 7)o —>3a >k
. A[AAEEMNEL TBHITNTNDFinesse TCPAR— RN ICEBRELRELEERTIHLEN HVYET

o

Cisco Finesse Tomcatth—E ASIBAE

1. Finesse/N 7'\ ¥ < ¥ H#—/\TCP 8445 ( UCCEM B A& 1443 )
2. Finessett 7 AU 5 4 )N\t —/\TCP 8445 ( UCCEMN 5413443 )

Cisco Finesse(Unified CCX)Notification ServiceiEBA &

1. Finesse/\7'\) v < ¥ % —/\TCP 7443
2. FinesseY 7 A2 5 4 )\H—/\TCP 7443

Finesse—/\ORH V) (ZFiddlerNSEBRE £ B ICER T B ICIE, HTTPSES{LEZBRIC T D4
EAHYEST, CNET7AILNTREEMCE>TVWERA,

HTTPSES{EAREE N TV EWEE, BHAYT—EANOHHAO N ZIILERIRRENETH
. http-bindRZ 7 4 Y VERRENEHE A, FiddlerRDBFHD A ZRRLET,

Tunnel to <Finesse server FQDN>:7443

£ Progress Telerik Fiddler Web Debugger

Geokdge
3 Replay - b Go 1§ Stream 58 Decode  Keep: All sessions - B Any Process 34 Find [l Save
#  Reslt Prot Host LIRL Body Cachi. Content-.. Process Comments
7 200 HETPE Tuanine 03 o uooe ok 74403 i firedis.

RIZ, FiddlerlZ & 2 TEBE NizFinesseill AR, V74TV NIL>TEEENILENHY)
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Establishing encrypted connection...

BEICKEO2TR, OV VA SAHEDHNERZTAND LR TET, FAIHBRFTSUHICK
DTFETHERINBILENBHYET,

REFIED B

/N EEEfEATVRREME. SRBEOWindows 7 x64. £ 0 NET 4.58 & ¥Mozilla
Firefox 64.0.2 ( 32E Y ~ ) A MFiddler v5.0.20182.28034FT9., < hsSDFIJEE.
Fiddler®d 3 XTON—2 3>, IXTOTZVH, FERIXTOOVELI—FOARL —
TAVIIATALAIL—RILTD LR TEFRREA, BEFORYND—ITHEEEZTSS
B, EORSBREILODVTE, TOBENLBEEIIODVTHEICERL THBEND
VET, FMICDOVWTIE, FiddlerO AKX RFIXRESBL TS EEL,

ATY 7 1:Fiddlerd&A > >O—R

ATY 7 2 HTTPSES{tZEMIZLE T, Tools > Options > HTTPSD JEICEE L. Decrypt
HTTPS trafficF I Y VRY JAICFI Y ION—DVZANET,


https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler
https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler
https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler
https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler

Options [iEEu

| General| HTTPS | Connections ' Gateway | Appearance | Scripting | Extensions | Performance | Tools
Fiddler can decrypt HTTPS sessions by re-signing traffic using seff-generated certificates.
+'| Capture HTTPS CONNECTS [ #Actions

/| Decrypt HTTPS traffic

...from al processes = Certificates generated by CertEnroll engine
Ignore server certificate errors (unsafe)

Check for certificate revocation

Protocols: <client=; ssl3;tls1.0

skip decryption for the following hosts:

Help Mote: Changes may not take effect until Fiddler is restarted. [ OK Cancel i

ATYT 3 BEXYE—IJRY VAN BEE., Fiddler)l— NIBAEZEEITZINESIHEERS
NET, [Yes] ZIBIRLET,

ATV 4 BEXYE—IJRY VANBE., "You are about to install a certificate from a
certification authority (CA) claiming to represent: DO_NOT_TRUST_FiddlerRoot...; £EWS X v+
—I N RRENET, Do you want to install this certificate?; EVWS XY E—I AN RREIhET,
[Yes] ZEIRLET,

ATY 7 5:Finesse N7V Y Y BREYTRIVSANBEEEZI E1—RFLEETSOHD
AMEBAEEHEARNTICFHTEMLUET, R—N8445, 7443, B&L U (UCCEMD & ) 443%HEFRL
£9, LEAE, FirefoxTl&, FinesseARL —FT 1 VT AT LOS)EBR—I N SHIAEZ

Ao O—REFTICHRICETTEET,

A723>HATADOBRE (KRE) >HAS>Y—/EAQOEMN-OT7—>3 2 >FAED
Finessett—/\ M BAiE /R — N (Zhttps://<Finesse server>:port&E AL £,



Certificate Manager w

Your Certificates People Servers Authorities
You have certificate] aad security Exception e |
I You are about 1o override how Firefox identifies this site. -]
Legitimate banks, stores, and other public sites will not ask you to do this. -
(Mot Stored) _
Senver
(Mot Stored) —
Location:  hitps/Minlucce.local:3445 Get Centificate
(Mot Stored)
Certificate Status
tNDt StC-FEdJ This site atternpts to identify itself with invalid information, Vigw...
(ol Stored) Unknown Identity
{Not Stored) The certificate is not trusted because it hasn't been verified a5 issued by a trusted authority using a seécure signature,
(Mot Stored)
(Mot Stored)
| Permanently store this exception
(Mot Stored) *
LConfirm Security Exception Cancel
QK

FIE 6 : FinesselcOY' 4> L. FiddlerZ 4L TFinesse” 54 7> kA SFinesset —/NIZIAfEE
NBhttp-bind XY £—T ZHEBLET,

CcOBITR, RAD5D2DOXY — (2, Finesser—/AAIGE L Iohttp-bind X Y £—D AR R &
NTVET, BUOAY £—DICE, XY E—IEXIRENESTINA ROF—ZHFBENT
WET. BXIZRE., I-JIV MRV NIBETAXMPPEHFAEENTVET, HEODhttp-
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FRA. chlE, HTTPOBRI XI()T, BEERXDO/NA MEA XI(-1)DHZEICHBITERT
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# Result  Prot... Host URL Mdv Cachi... . Process Comments Custc =
W6, 200 HTIPS fnl.uccelocat.. /deskiop/thrdpa 1,135 ... frefi.,
6., 200 HTTRS 1,655 . frefo...
&6... 200 HITPS . firefo.
&6.. 200 HTTPS . Frefo...
&6, 200 HITPS . frefo..
4¥6.. 200 HTTPS . fdesktopthirdparty.. 812 :rnﬂmnl frefo...
436.. 200 HTIPS . [desktopfthirdpartyl... 729 Rt frefo..
4¥6.. 200 WTTPS finl.uccekocat.. /desktopfthrdparty/.. 352 text/iami  firefo.
6. 200 HITP detectportalfiee... [fsucoesstxt B no-ca.. text/pan firefo..
£¥6.. 200 HTTPS finl.uwccelocat.. [desktopfthidparty/.. 244 text/htmil  firefo...
4¥6.. 200 HTTPS . [desktopfthrdpartyl.. 731 text/haml  firefo.
4¥6.. 200 HTTPS .o fdesktopfthrdpartyl... 901 text/hmil  frefo...
€46, 200 HITPS . fdesktopfthrdpartyl.. 1,302 textml  frefo...
4¥6.. 200 HTIPS . [desktopfthrdparty)... 307 text/imi  frefo...
4¥6.. 200 HTIPS . [desktopfthrdparty)... 287 text/mi  frefo..
4¥G.. 200 HTIPS . [desktopfthrdpartyl... 569 text/himi  firefou.
4¥6.. 200 HITTPS fdesktop/thedparty/... 910 text/aml  frefo..
E§.. 200 HITP T 8 no-ca.. textfpan  frefo.
T 2 43 magefgil  firefo.
6. 200 3 J’Ut"skloo us-:cm:qe 1,176 texyaml  frefo...
6. 2 themefine... 673 mage/gl frefo...
€6 200 . [desktopfcsconidge... 20 text/haml  firefou..
Be. 200 .. MinecsefapifUses/47._.. no-ca.. applcation. firefou.
E... 2 .

E6... 2

o-Ca...

T
. finessefapifUsenfa7...

200 - MMneselapfUser/47.,. 1,851 no-ca.. applcatio.. frefo..
200 - MinesselapyUsen/47... 20 no-ca.. appicatio.. frefo..
200 . /gadgets/makeRtaqu. 340 no-ca.. appicatio.. firefo..
200 340 no-ca.. appicatio.. firefo...
200 8 no-ca.. textfpln  fredfo..
2 Tuar 44 C frefo.
. 200 HITP  detectportalfre... fsucce-;strt 8 no-ca.. lext/pan  frefo..
200 WITPS finl ucoelocak. . /http-bind) 1571 =
. 202 HTTPS rmucnebcat fMinesse/apyUserf47... 0 no-Ca..
2 HTT bocat... [desktop/themeffne... 673
| D) HI'IF‘S . Jhittp- b/ 57
200 HTTPS . finessefapySysteml.. 232 no-ca
57

B6... HTTPS

6. 200 HITPS mlucoebcat MnessejapySystemL.. 232 no-ca... 5

®b.. [ 200 HIIPS finlucce.locak... fhit) text/xmil.. firefo.

$é.. HITPS _ (nLUcoeoca... 1 = =
6. 200 HIIPS Mnluccelocat.. fMnessefapiSysteml. 232 no-ca.. applcatio.. frefo..

v Al Processes 1/693  hatps:/ffinl.ucce.local: 7443/hitp-bind/

T—ROFMAE L

®6...[_200

=R

= & Online X

Osmm A Inspectons | £ mmlu:mdul IW|WM|J anI'_| Flns[ - Timeine|
musTmmsmnmwmmmm' lmmm
POST it 'Hinl.ucce, Io-u] 7443/ http-bind/ WTTP/L. 1

Host : fml Tecal:ra

User -Agent : rvi62.0) Gecko/20100101 Firefox/62.0
Accept : ux:f»hm
Accept -Lant
Accept -Encoding:
Referer: h(tps
Content-Type: tex
X-Requested-wWith: JotLlILtm!eﬂuest

Content-Length: 83

Cookie: hne-sse _ag_extens ion=10005; JSESSIONID=6F9274D0797 2208015E0AEH003FC 260F
¢ keep-alive

: no-cache

Cache-Control: no-cacha

<bedy xmlns="http://jabber .org/protocol /httpbind” sid="3117c5ef" rid="2779414706"/ >

wece.
..mmafs 0 (hndgws NT 6.0; WOwed;

.’m

17443/ Tunne]

Find... {press Cirl+Enter to highight al) ] Wi in Note I
Transformer | Headers || Text\lew | SyntaxVew | Imageview | HexView | WebView  Auth | Caching | Cookies

Raw | JSON | XML

<hexdy samins="htip ljabber orglprofocolhpbind > <message anins=" chont® from="pubsub fin] ucce local
10="474BIE40hn 1 ucce local® d="finessa/spUsar/ 4 7403648 __ 4748364886 1 woea bocal_ KThYF™><avant
hanina="hilp [abber orgiprotocolpubsubievent><items nodes MinesssapeUiserd 7433648 ><aem id="26a3e42 1-080c-
4 752-8a 1d-Sedbdac 748771 7><nolification xmins="hitp:ljabber. orgiprolocol pubsub™&R; Updatesgl:
&t datadgn
&l user&gl:
.'.n dnkogsbglm pilseni47-
. 1DDO5ER 5 i
&rr ﬁrHNaWMI rﬁrslhume&m
&l lasiNamedgl Newlon&l lasiNameigl;
Eitloginld&gl4 TABIEISEN NoginldEql:
&itloginNamesgtisaachll AognMNamelgl,
&l media Type&gt, 151t imedin Type&gl.
&t pendingSiatedgt &l ipending Statolgl
&l rolessg;
&t rolo&gt Agentsit rolebgt.
&l rolesigl:
Sl setingssgr;
AitwroplipOnincomingfgr OPTIONALER fsrapllpOnincomingfgt.
Slt/seting:
&t statodqt READVAI /statelgt
SitstoteChange Timesgh2015-01-11T23.56.54 78328t /siateChange Timesgt
&N.._Inur!lt‘l&gk S0008H toamldagt.
H, gt Matha&in A
a.n un&glmes-serapwser.ﬁl FREIEABEN .funagl
&t fusorkgt.
Sitdatasgt:
Alteventigt PUTAR feventigt,
&l 0711404 2-6b3c-4555-04c! TocBalt, lddgt
& swrl:\:&g‘l. Shnesselapilsend 248364880 .'suumu&g
laie. Updates

Tnologassi 5

<fpady

... (press Ciri Enter to highight al) [iew in note |[ .. |

finl.ucce.local:... /http-bind/

text/xml... _firefo... |

#6... 202 HTTPS finl.uccelocal... [iinesse/api/User/47... 0 no-ca.. appicatio... firefo...
&|6... 200 HTTPS finl.ucce.local... /desktop/theme/ffine... 673 image/qif firefo...
#6...] 200 HTTPS finl.uccelocal.... /http-bind/ 57 text/xml... firefo... |
"16.. 200 HTTPS finl.uccelocal... /finesse/apySysteml... 232 no-ca.. appicatio... firefo...
®6...| 200 HTTPS finl.ucceocal:... /http-bind 57 text/xml... firefo...

=6...
= 6...
36...|
¥6..[ -
] 6...

finl.ucce.local....

Jhitp-bind/

firefo...

XMPPX Y = DISEDAEAX

200 HTTPS finl.ucce.local.... [finesse/api/SystemL.. 232 no-ca.. appicatio... firefo...

200 HTTPS finl.ucce.local:... /http-bind/ 57 text/xml... firefo... |
HTTPS finl.ucce.local:... /http-bind/ -1 firefo... |

200 HTTPS finl.ucce.ocal... [finesse/api/Systeml... 232 no-ca.. appicatio... firefo...




<body xmins="http://jabber.org/protocol/httpbind'><message xmins="jabber.client” from="pubsub.fin1.ucce local"
to="47483645@fin1.ucce local” id="Minesse/api/User/4 745636438 47483648@fn1.ucce local__ K7hYF'><event
xmins="http://jabber.org/protocol/pubsubfevent™><items node="finesse/api/User/4 7483648"><item id="26a3e421-9d0c
4752-8a1d-5adbdac/4a 7717 ><notification xmins="http.//jabber.org/protocol/pubsub"=&it,Updatedqgt;
&t data&gt;
&lt,user&qgt;
&lt;dialogs&gt, /inesselapiyUser/4 745364 6/halogs&lt/dialogs&gt
&t exdension&gt; 1000581t /exdension&gt
&lt:firstNameé&gt; Isaac&lt; /firstName&gt;
&t lastName&gl, Newton&lt, lastName&gt,
&lt loginld&gt;47483648&N; loginld&gt;
&t loginName&gt isaac&ltloginName&gt;
&lt;mediaType&gt; 1&lt;/mediaTypedqgt
&lt;pendingState&gt, &lt./pendingStatedagt;
&lt;roles&gt
&lt;role&gt Agent&lt; /role&gt;
&lt./rales&gt;
&lt:settings&gt;
&ltwrapUpOnincoming&gt, OPTIONAL &It AwrapU pOnincoming&at;
&lt;/settings&gt;
&l state&gt, READY &It /state&at,
&lt;stateChange lime&gt, 2019-01-11T23:96:54. 76326t /stateChange Time&gt;
&lt:teamld&gt; S0008t; teamld&qgt;
&lt;teamNamed&gt, Maths&lt. feamNamedgt
&It,un&gt;finesse/apiUser/4 748364 8&It;/unégt;
&lt/userdqgt;
&lt/data&gt;
&ltevent&gt, PUT &It /eventégt
&lt;requestid&gt, 0711 4a42-6b3c-4555-a4c9-afd0abbe 7ccbalt frequestidagt;
&It source&gt. /finesselap/User/47483648&It /sourcedqt;
&lt;/Update&gt; </notificabon=></item></items></event=</message></body=>

WiresharkZ £ 9 %

Wiresharkld, HTTPSRS 74 Y VDAZY 714 T EFHICERTES, —BWICEAEZ
TWBANTYRNAZT7 A9V —=)ILTF, HTTPSKZ 7 4 ¥ (&, Transport Layer
Security(TLS)Z T L THREE NBHTTPRNZ 74 YU T9, TLSKE. RANBEOEBSM, FPil.
BELUVHMEMZREB/LET, Web7 7V T —2a > T—RVICERAEShETITHN, NRTUAKR—K
BZ7ORJLELTTCPAFERTAEENONIITHERATEE T, Secure Sockets
Layer(SSL)E MBI O/N— 3> OTLS7ORIL T, RETRAVEDERENEL A, 5
NDEBEEBRNICEREND CENEL, SSLEEERTLSNS 7 14 v JICERAE dWireshark 7
1 )R EssITT,

/N BB E#EATVBREMR. SABEOWindows? x64.E OWireshark 2.6.6(v2.6.6-0-
gdf942cd8)# & T¥'Mozilla Firefox 64.0.2 (32EY ) ATd, SO FJEIE. Fiddlerd ¥
XNTON—=23ar, IRXTOTZ0H, FLEEIXRTOOAVEI—ZOARL—FT12T>
ATALIL—BILTDeFdTEERRA,. BEAFOXY NT—UTHEEZITSIEESR. £O
EKOBREICODVTE, TOEENBHFECODVTHRIIEBBEL THBLKBENHYET, ¥
HIZOWVWTIE, Wireshark SSLOXNK RFIX R ZEZZRL T EE W, Wireshark 1.6 A%
FHBETY,

~ E o CDOXYY RIE, Firefox® KU Chrome THOHEREL E£T, DXV Y RiE, Microsoft
Edge TIE#EEL EH A,


https://wiki.wireshark.org/SSL
https://wiki.wireshark.org/SSL
https://wiki.wireshark.org/SSL
https://wiki.wireshark.org/SSL

ATY71: I—2 12 K®OWindows PCT, Control Panel > System and Security > System >
Advanced system settings Environmental Variables... D JEIZERL £7,

=B %

@[ }vr'h » Control Panel » System and Security » System v[ﬁ” Search Control Panel e

Control Panel Home System Properties

'i,’ Device Manager ,Compuler Name | Hardware | Advanced | System Protection Remcte:

"Ih' Remote settings You must be logged on as an Administrator to make most ofthese changes.

=¢ System protection Performance

Visual effects, processor scheduling, memory usage, and virtual memory

% Advanced system settings

m

User Profiles

Deskiop settings related to your logon

: Setlings...

Starup and Recovery
System startup, system failure, and debugging information

Settings... J

See also

Action Center [ Environment Variables... ‘

Windows Update

Performance Information and
Tools

Cancel J

AT Y 7 2 : User variables for user <username> > New... D JEICBEL £,
SSLKEYLOGFILEE WS BRI D EHEER L £,

SSLTIUNAZ—2—OLYRNETSAR—RNTFALINIIIRETDTI7ANEERLET
: SSLKEYLOGFILE=</path/to/private/directory/with/logfile>



Edit User Variable e

Variable name: SSLKEYLOGFILE

Variable value: C:\Users\example\sslkeylog.log

ok || Cancel
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ZHERL<K &, SSLKEYLOGFILENDOEZ AL ZHBTEET,

AT Y7 4 : Wireshark T, Edit> Preferences.. D JEICEEHL X,
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File [Edit] View Go Captwe Anahyze Statistics T

F Copy ;
Mg X Find Packet_. Ctrl +F
— Firkl Mext Crel+M
' Find Prewvipas Chrl + B
j MLark/LinFnar Packet Ctel oM
| Mark All Displayed Ctel + Shilt+ M
] Unmari Al Dhaplayed Chrl « A+ A
| Mext Mark Ctel«ShiftsN
_i Pressicius Mark Ctel + Shift+ B
] kpnoreUragnone Packet Ctrl+Dr
‘ lgnoee Al Dhsplayed Ctel o ShifR s D
1 Unignore All Displayed Ctrl+ At +D
" SayfUnsst Time Reference  Col+T
- Unsed &l Time References Ctrl«AltT
; = MNeat Time Relerence Ctel s AltsN
. i Previcus Time Refenence Ctel+ Adt+ B
o
a4 T Time Shift.. Crl«Shift=T
1 Packet Comment_ Cirl # A+ C
Dot ANl Paciet Comments
Configuration Profiles... ChelsShult=A
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https://support.apple.com/guide/terminal/welcome/mac
https://support.apple.com/guide/terminal/welcome/mac
https://support.apple.com/guide/activity-monitor/welcome/mac
https://support.apple.com/guide/activity-monitor/welcome/mac
https://www.telerik.com/download/fiddler
https://www.telerik.com/download/fiddler
https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler
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https://www.wireshark.org/download.html
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