SAARBICEEZ 52 % HTTP/2 Rapid Reset
WE - 2023 F£ 10 A

T RINA 1 —ID : cisco-sa-http2-reset- CVE-2023-
. d8Kf32vZ 44487

ngh #1/~B B : 2023-10-16 16:00

RMEEFHE : 2023-11-17 19:15

/IN—>32 1.9 Interim

CVSSA7 :7.5

[E138 %K : No workarounds available

Cisco /N7 ID :

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMBT 52 BRI, RERISBELET,

BE

2023 F 10 B10 H, HILL BB Y —EAHE (DDoS ) KEFEZAHEICTHIXO HTTPR2 7
ARNIJILLARILOEFEN NBEENEL L

CVE-2023-44487 : HTTP/2 Rapid Reset
CORBFEICO VTR, ROERZSHELTILEEL,

o THEAK: FF D HTTP/2 "Rapid Reset; DDoS ¥ Z s ( Google )
« _THTTP/2 Zero-Day vulnerability results in record-breaking DDoS attackss ( Cloudflare 4t

)
- _TCVE-2023-44487 - HTTP/2 Rapid Reset Attacka ( AWS %t )

COT RNAFVRENMEBRBAAFARICE > EBILTEHRENET,

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-http2-
reset-d8Kf32vZ

& =R m
RAERORm

SAOTE, ABBUOFEBESTIRRALFBOBEERTIBLHI, RSV EHE
T, FEORTICHV, YAABCOF RAAFULEHL, PEESHHRRICOVT



https://cloud.google.com/blog/products/identity-security/how-it-works-the-novel-http2-rapid-reset-ddos-attack
https://cloud.google.com/blog/products/identity-security/how-it-works-the-novel-http2-rapid-reset-ddos-attack
https://cloud.google.com/blog/products/identity-security/how-it-works-the-novel-http2-rapid-reset-ddos-attack
https://cloud.google.com/blog/products/identity-security/how-it-works-the-novel-http2-rapid-reset-ddos-attack
https://cloud.google.com/blog/products/identity-security/how-it-works-the-novel-http2-rapid-reset-ddos-attack
https://cloud.google.com/blog/products/identity-security/how-it-works-the-novel-http2-rapid-reset-ddos-attack
https://blog.cloudflare.com/zero-day-rapid-reset-http2-record-breaking-ddos-attack/
https://aws.amazon.com/security/security-bulletins/AWS-2023-011/
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-http2-reset-d8Kf32vZ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-http2-reset-d8Kf32vZ
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-44487
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-44487

BHSEBLET,

"MEMEOHBIHEE OV 3T, FEEZTHEHEMOD CiscoBugID ZRLET,
Cisco Bug (& Cisco Bug Search Tool THZERgETH '), EEE (FAFAELEES ) EBEEH
EVZR8DIF DV—RABE, 75V 73— LEEQEBMBERN BHENET,

REQEZSD, HEEZ TR CEN EBRENTVRIAOADITIRR—AOERBEHY) F£E
ho BENER, BELEI>LBER., IFTRR—AOY—EANOFEICBETHEHRES
ELET,

fesEtndH2HRm

RORIC, BT RNAFVICRBE N ERBEOFEEZ G2 ATHRERLET, IR0
V7RI 7 DU—ZABARENTVREES, TOAFREZIOT RNAFUOLHIZHDHHE
FHARSKTOAONMEELTVSDIXNTORRICESVERFICEYES, cOVYTRNDI
7 DU—AOBRE, HRERPELEThIEEPBENRHAZVS OADOEBRIZKVEES
N3BENHYVET, REEZFZAVR—ZUMNIOVTIN=23 U BFHRP AN VAN
RETNATVWEVGES (ZHPEELEECNTVDED ), JADRMEEOFAEZLKITTSY),
EBMEHRAERENERALTT RNAFUZEHRLET, ZPRNAMHFUN Final &X—0&h
E#, KVFEMESBRICOVTIIBET S Cisco NTZSBLTTE L,

R m Cisco Bug ID Fixed Release Availability
XY RND—=0BLAVTOY X1 UT1 FINA4 A
Secure Dynamic Attribute 22 (2023 F 11 A)
CSCwh89890
Connector ( CSDAC ) 23(2023F 11 A)

Secure Malware Analytics Appliance ( |H
Threat Grid Appliance )

Cisco Secure Web Appliance ( IH Web
AVTFATTZAT A (WSA) )

XY ND—oEBETOEED3aZY
3.2.003.009 (Nov 2023)

ES2A7OEAOEEIL CSCwh885801((4.0.001.003 (Nov 2023)
4.0.002.003 (Nov 2023)

413 (2023 12 8)
Crosswork Data Gateway CSCwh88729(5.0.2 (2023 £ 12 A )

6.0 (2023 F 12 A)
TY7ITL—RATZaICo
Crosswork > F1TIT—>32NXR—TF CSCwh88658(|\\ Tlk, Cisco TAC ICHEBVE
HELSEZL,

Crosswork Zero Touch CSCwh88727(16.0.0 ( 2023 £ 12 B )

CSCwh88721((2.19.2 (2023 &£ 12 A )

CSCwh88595



https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://bst.cloudapps.cisco.com/bugsearch
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh89890
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88721
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88595
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88580
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88729
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88658
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88727

Provisioning ( ZTP )

Data Center Network

Manager ( DCNM ) : Windows & /= (& CSCwh88607 || B3 & 0 iE A

Linux T® SAN &R

loT Field Network Director ( IB#

: Connected Grid Network Management CSCwh88604(14.11.0 (2023 £ 12 A )

System )

Prime Access Registrar

CSCwh88632

9.3.3(2024F 2 A)

Prime Cable Provisioning

CSCwh91177

7.2.1 (Nov 2023)

Prime 1> 72ANTIOF ¥

CSCwh84581

3.10.4 (2023 &£ 12 A )

Prime Network Registrar

CSCwh88631

11.2 (Available)

Routing and Switching - Enterprise and Service Provider

IOSXEV7RNDIT CSCwi23471
IOSXRYTJ7KDIT CSCwi23456
|Ox Fog Director CSCwh89927(/1.22 (2023 § 11 A )
Nexus 3000 V) —X RAA4 Y F CSCwh88614
AR RO NX-OS E— R®D Nexus
. CSCwh88614

9000 =X AA Y F "
Ultra Cloud Core : 7O EAB LT EE DT

" ’ 7 |lcscwhess72(2024.02.0 (May 2024)

1 EEHaE

Ultra Cloud Core : 7R < — & #&E

CSCwh88574

2024.01.0 (2024 F£2 A )

Ultra Cloud Core : v < 3> EIE#aE

CSCwh88576

EEHLVIZTI7ARIAZI 21—

ERZ AT S

Enterprise Chat and Email

CSCwh88749

Microsoft Windows Update & 7z
(& B8 38 & A

Unified Attendant Console Advanced

CSCwh88736

Microsoft Windows Update & 7z
(& B8 38 0 3E A

Unified Contact Center Domain
Manager ( CCDM )

CSCwh88737

Microsoft Windows Update & 7=
(3 B8 38 & A

Unified Contact Center
Enterprise ( UCCE )

CSCwh88584

Microsoft Windows Update & 7=
(3 B8 38 & A

Unified Contact Center Enterprise - Live
Data server

CSCwh88583

12.6.2 (Nov 2023)

Unified Contact Center Express ( UCCx )

CSCwh88746

Unified Contact Center Management
Portal ( CCMP )

CSCwh88737

Microsoft Windows Update & 7=

(& B8 5K D 1E A



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88604
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88632
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh91177
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh84581
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88631
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi23471
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi23456
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh89927
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88614
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88614
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88574
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88576
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88736
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88736
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88736
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88736
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88746
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88737

EFF. ANV=—32T, FLTLEVRA, 8XFRNFVAOA—FT12T FNAA

Expressway & 1) —X CSCwh88665(/X14.3.3 (2023 £ 12 A )

TelePresence Video Communication

CSCwh88665X14.3.3 ( 2023 & 12
Server ( VCS ) = ( F12R)

DA4VYLA

dARIVTY RENAITVARIVIVA  |[CSCwh89894(11.1 (Feb 2024)

el ZEzEsATVEWS ENERENERR

COTF RNAFVDOEEOHIREEIIVICERBENATVIREOLL, COEFHEED

FEBEZIBRENDTHOTVET,

AR, CORBUAUTOAIRBICEEEEEZA TV Z#EBLEL L
T=TLTNA R

« GS7000 /—R

* RF Gateway 1 ( RFGW-1)
* RF Gateway 10

* Remote PHY 120

Collaboration and Social Media
 Customer Collaboration Platform ( |H SocialMiner )
IVRRAVNODFATUONEDTATONIYTRNIIT
+ Jabber Guest
Meraki &G

« Meraki Go 1) —X

* MerakiMR> =X 95O RIZ—T R DLV LATIOERBARSAU B
« MerakiMS 1) —X AA Y F

+ MerakiMT 2 —X &> H#—

s MerakiMV ) —X 9T IJRIYZR—I R AN—K AWXZ

s MerakiMX =X 95O RIYZ— R EF21) T 148KV SD-WAN
« MerakiZ>)—X 95 RIZ—R FLODO—H—45—KJIA

XYRND=O F7)Tr—>3>, ¥—ER, LTI EIL—3>

* Cloud Services Platform 2100
« Cloud Services Platform 5000 > 1) —X
* |Industrial Network Director


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh89894

Nexus Dashboard Data Broker ( |H Nexus Data Broker )
Nexus Dashboard Insights

Secure Workload ( |H Tetration )

Smart Software Manager 77> 7°'L = A

Wide Area Application Services ( WAAS )

RO—=0BLATY EF21VFT4 FNARA

BRBEEX1VTA FTZATA(ASA) VYT RNIIT

Adaptive Security Device Manager ( ASDM )

Advanced Web Security Reporting 7 7’ —> 3>

FXOS Firepower Chassis Manager

Firepower Device Manager ( FDM )

Firepower Management Center ( FMC )

Firepower Threat Defense (FTD ) Y 7 NI T

Identity Services Engine ( ISE )

Secure Email and Web Manager ( |H Content Security Management
Appliance ( SMA ) )

Secure Email ( IB#, EX—=)I EF*21UF1 P7S5A4F>A(ESA) )
Secure Endpoint Private Cloud ( |H AMP R 7S A X—KN 9T DR TTS547F
Secure Firewall Cloud Native ( SFCN )

Secure Network Analytics ( IB¥F : Stealthwatch )

Secure Services Proxy

Security Manager

Umbrella IREBT7 754 T A

KRDO—o8BE7OE>a=>2d

Application Policy Infrastructure Controller ( APIC )
Business Wireless ( CBW )

CX Test Manager ( CXTM )

Cisco Container Platform

Cisco Evolved Programmable Network Manager ( EPNM )
Cisco Telemetry Broker

CloudCenter Action Orchestrator

CloudCenter Cost Optimizer

CloudCenter Suite Admin

CloudCenter Workload Manager

OAZRL—2 3 VEES KT

Common Services Platform Collector ( CSPC )
Crosswork Change Automation

Crosswork Health Insights

p%

A)



~wu
~

Crosswork Network Controller - h7RO >
Crosswork Network Controller

Crosswork Optimization Engine

Crosswork Service Health

Cyber Vision

Cisco DNA Spaces 1% X

Elastic Services Controller ( ESC )

FindIT &Y RD—U XZR—2 ¥

Intelligent Node ( iNode ) Manager
NEF—IRYP—ERAT7IOEZFL—X
Modeling Labs
XYRND—OEEEBHIVERER
Network Services Orchestrator ( NSO )
Network Services Orchestrator - SMI

Nexus Dashboard Fabric Controller ( NDFC )
Nexus Dashboard Orchestrator ( NDO, [H ACI Multi-Site Orchestrator ( MSO ) )
Nexus Dashboard, ( IH#5 : Application Services Engine )
Optical Network Planner

Policy Suite

Prime Collaboration Assurance

Prime Collaboration Deployment

Prime Collaboration Provisioning

Prime IP Express

Prime License Manager

Prime Network

Prime Performance Manager

Prime Service Catalog

Process Orchestrator

Smart PHY

Software-Defined AVC ( SD-AVC )
ThousandEyes Enterprise T—> I 2 ~
Virtual Topology System - Virtual Topology Controller ( VTC ) VM
REA T ZANTZIOF ¥ IR—TF

WAN Automation Engine ( WAE )

Routing and Switching - Enterprise and Service Provider

ACIREET v

ASR 5000 > J—X )L—2&

Application Policy Infrastructure Controller T2 —7"5 4 X £ 1—)L ( APIC-EM)
CGR1000 O>Ea1—FT4>T a2 —)

Catalyst Center ( |H Cisco DNA Center )



+ GGSN Gateway GPRS Support Node

* IP Services Gateway ( IPSG )

« MDS 9000 ) —AXLFLAY A4 YF

* MME EEVT A XZXIXNIOTATA4

« NCS 2000 > T )L 7{R#EILA—TAKNL—% (SVO)

* Network Convergence System 1004

+ Network Convergence System 2000 >/ ') —X

« Nexus 5500 72 Y N7 —L AAYF

« Nexus 5600 72 Y N7 —L RAYF

+ Nexus 6000 1 —X RAA Y F

« Nexus 7000 1 —X RAA Y F

« ACI E—R® Nexus 9000 > U—X 777 UY D A4V F
« ONS 15454 =X I )NFH—ER 7O aZ> T 7Sy NTx—LA
s A7TAANZRYRND—=0 A NO—7F

+ PDSN/HA Packet Data Serving Node and Home Agent

* PGW Packet Data Network Gateway

» System Architecture Evolution Gateway ( SAEGW )
 Ultra Cloud Core : Redundancy Configuration Manager

« UltraCloud Core : Y 7RIV ZSAN XA VOV —ER AV TSARNSIF+
+ Ultra Cloud Core : 1—H—7"L — > #4&E

+ Ultra Packet Core

+ Ultra Services Platform

WN—TFTAVIBRTCRAYF T -AE—IL EDZXRRA

« 2201 )—X ANX—K Plus R4 Y F

e 250 V) =X AX—KN AAM Y F

¢« 300 —ANZR—TIRRAYF

« 350/350X/550X ) —X RA Y F

+ Business 220 1) —X AN—KNRA Y F

+ Business 250 1) —X AN—KNRA Y F

+ Business 350 ¥ —A X ZX—TJ RAA Y F
+ Cisco Business® ¥ & 178— R

+ RV042 Dual WAN VPN JL—%&

« RV042G 1 7) ¥FHEY N WAN VPN JL—4&
* RV110W Wirelesss-NVPN 7 7 A 7o #—)L
« RV130 1J—X VPN JL—%&

+ RV132W ADSL2+ Wireless-N VPN JL—2#&

+ RV134W VDSL2 Wireless-AC VPN JL—2&

« RV160 VPN JL—%&

+ RV160W Wireless-AC VPN JL—2#&

+ RV160x VPN JL—%&



+ RV215W Wireless-N VPN JL—#&

+ RV260 VPN JL—%&

+ PoE %> RV260P VPN JL—2&

+ RV260W Wireless-AC VPN JL—2#&

+ RV260x VPN JL—%&

« RV320 721 7J)L ¥AHEY N WAN VPN JL—2%&

+ RV325 Dual WAN VPN JL—%&

+ RV340W 7217 )L WAN ¥HE Y N Wireless-AC VPN JL—2%&

Unified Computing

s IVBR—TZAANNAVTZARNSZIOF ¥ YT RIITT (NFVIS)

* HxBench

« HyperFlex ANL—2 L7UTr—23> 7RT X

* HyperFlex System

« HyperFlex 7—20—R7A7 7475

* Integrated Management Controller ( IMC ) Supervisor

s Intersight (RET7 74T A

«c UCSCIYU—XZYIH—N—BXRFSI)—X ANL—TH—/V— - Integrated
Management Controller ( CIMC )

+ UCS Central Software

« UCS Director R7XZI)IT— 12k

» UCS Director

« UCSEZU—XH—N

c UCSNYR—D+

 Virtual Security Gateway

EEBLVPIZT77AROAZI2=Z5—>3> FNAA

« ATA190 7FHOJEFETH 7 X

« ATA10 ) —AXLF7SYRNT7 =L FTFOAJTERETH TR

* ATA 191 Analog Telephone Adapter

* BroadWorks

* Cloud Connect

* Emergency Responder

* Finesse

* Hosted Collaboration Mediation Fulfillment

» IP Conference Phone 7832

» IP Conference Phone 8832

« IP Conference Phone 8832 XILF 7 ZY N7 A—L TJ7—LDJIT
« IPDECT11OVE—XR—XNLNFTIYRNTA—LT7—LDIIT

s NNFTIYRNTA—LT7—LDITEEHLULELIPDECT110> T IIEIL R—A



AT—>3r
s INFTIYRNTA—L T7—LIITEZERLEZ IPDECT 210 ¥VILFEIL XR—A A
T—>3ar
« IPDECT 6823 XILF 7Y RNTA—L 7T L
« IPDECT 6825 XIWF TSV NTA—L T L
« IPPhone 6800 U —AX INFTIYRNTA*—LTF7F—LIIT
- IPEFE 7800 > —X
« IPPhone 7800 U —A IXNFTIYRNTA*—LTF7P—LIIT
- IP EFE 8800 > —X
« IPPhone 8800 =X IXNFTIYRNTA—LTF7F—LIIT
» Paging Server
« SPAM122 R—RBETHAT X
« SPA122 THAJVERETH TR (ATA) BLVIL—X
« SPA232D Multi-Line DECT 7+ OV BFET7 X7 X ( ATA)
« SPA300 > )—XIP 74>
« SPABBOIPTFL 74— —hJxIA
« Unified Attendant Console ( Advanced /N\—2 3> Z <)
» Unified Communications Manager
+ Unified Communications Manager IM & 7L > A H—E X
» Unified Communications Manager Session Management Edition

7_
7_

JIT
JIT

+ Unified Customer Voice Portal

o H— R/N—F « J—/)L#/@ (7 Unified IP Conference Phone 8831
» Unified IP Conference Phone 8831

* Unified IP Phone 3905

 Unified IP Phone 6901

 Unified IP Phone 6911

* Unified Intelligence Center

 Unified SIP Proxy Y 7 RO I T

* Unity Connection

* Unity Express

* Video Phone 8875

* Virtualized Voice Browser

» Webex Hybrid Data Security Node

* Webex Room Phone

» Webex Share

« Webex EF7 Xv>1

» Webex Wireless Phone 840 & & T* 860
« 4L A IPPhone 8821

EFF. ANV=32T, FLTLEVA, 8LTNFVAOA-F12T FNAA

« Board ~1J—X



» Cisco Meeting Management

» Cisco Meeting Server

» Cisco Vision Dynamic Signage Director
« Desk ¥1)—X

« Room ¥J—X

» TelePresence ISDN Link

» TelePresence Management Suite

* Webex Board

* Webex DX80

D4VLA

* Aironet1700 =X 7O EA RA4 2~

* Aironet 1800 U —X 7V EARA > K

+ Aironet 1810 /1) —X OfficeExtend 7 7 EARA > K

* Aironet2700 X=X 7O EA RA4 2 ~

* Aironet2800 =X 7O A RA K~

* Aironet3700 X=X 7O A RA4 2 ~

* Aironet3800 =X 7 UOEA RA K~

+ Industrial Wireless 3700 U —X 7O EARA > ~

+ Mobility Services Engine Y 7 NI T

- BEBEDAYLANY VK=

« WAP121 Wireless-N 7O EZARA U N (T IRA 2 RERE )

« WAP125 Wireless-AC 21T I N R FRONY T FTORARAL N (PoE i)

+ WAP150 Wireless-AC/N 1 7 IILERT VA ;R4 > N ( PoE HIS )

+ WAP361 Wireless-AC/N 1T IILE RV A —I)L T7L—KN TOEA KA~ ( PoE HIS
)

« WAP371 Wireless-ACIN 7O E2ARA N (2 TIRA 2 NERE )

+ WAP571 Wireless-AC/IN 7L ZF AT AT IIERT VEARA > N ( PoE Hit)

« WAP571E Wireless-AC/IN 7L 27 AT 1T IINEREAT VEARA 2 b

« WAP581 Wireless-AC 71 7 LR Wave 2 7Vt A R4 > N ( 2.5GbE LAN )

« WRP500 Wireless-AC 7 O— R/\> R)L—2&

« LoORAWAN @D A YL A TF—hD I A

e DJA4AYLALANI>NO—7F

2] 38 2R

BEOAOARAICKRAATEZELNERIC DL TIE. Cisco Bug Search Tool THIF A[8E% Cisco
BugID ZZBRL T< I\,

BEZRYVYTRNDIT



https://bst.cloudapps.cisco.com/bugsearch

BEEKRVTIRDIFTI)—AOFMIOVWTE, Z7RNAMFUD "HEHEOHZIHER, &0
TavICEREBENTVWS CiscoBug ID Z8RBL TS EE L,

VINDITOTFYTIL—RZEHRFITIEICEK. RO EF1UT4 PRNAMFI R=DT
AFTERAOHMOT RNA YV ZEHNICSRL T, REZZWHAEMETYTIL—
RYDV1-232-—AEi#RBLTSEEL,

WIFhoBEE, 7YTIL—RIBFNAALLTDLBXEIN BB E, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center (TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—=ICHEBLEhELSEE L,

FTEMAEH E KRR

Cisco Product Security Incident Response Team ( PSIRT ) &, c OEsEMZFRERMAL LS L
FTRIRINEE>TVBREEZRELTVET,

) 62

C DAEFEMEIE. 2023 F 10 A 10 BIC Google #t. Cloudflare #, & T AWS I &k > TLRHE
hEL .

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-http2-
reset-d8Kf32vZ
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>
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17 [EVCEABBENERBIAPEE |k s a g AL |Interim |11 8 2
' MEER &K — 2 =
%1E§&)J AOAFAREEE |2 o e -
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