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æ—¥æœ¬èªžã�«ã‚ˆã‚‹æƒ…å ±ã�¯ã€�è‹±èªžã�«ã‚ˆã‚‹åŽŸæ–‡ã�®é�žå…¬å¼�ã�ªç¿»è¨³ã�§ã�‚ã‚Šã€�è‹±èªžåŽŸæ–‡ã�¨ã�®é–“ã�§å†…å®¹ã�®é½Ÿé½¬ã�Œã�‚ã‚‹å ´å�ˆã�«ã�¯ã€�è‹±èªžåŽŸæ–‡ã�Œå„ªå…ˆã�—ã�¾ã�™ã€‚

æ¦‚è¦�

2021å¹´5æœˆ11æ—¥ã€�ç ”ç©¶è«–æ–‡ã€ŒFragment and Forge: Breaking Wi-Fi Through Frame 

Aggregation and 

Fragmentationã€�ã�Œå…¬é–‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§ã�¯ã€�802.11æ¨™æº–ã�®12ã�®è„†å¼±æ€§ã�«ã�¤ã�„ã�¦èª¬æ˜Žã�—ã�¾ã�™ã€‚1ã�¤ã�®è„†å¼±æ€§ã�¯ãƒ•ãƒ¬ãƒ¼ãƒ é›†ç´„æ©Ÿèƒ½ã�«å˜åœ¨ã�—ã€�2ã�¤ã�®è„†å¼±æ€§ã�¯ãƒ•ãƒ¬ãƒ¼ãƒ ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒ†ãƒ¼ã‚·ãƒ§ãƒ³æ©Ÿèƒ½ã�«å˜åœ¨ã�—ã€�æ®‹ã‚Šã�®9ã�¤ã�®è„†å¼±æ€§ã�¯å®Ÿè£…ä¸Šã�®è„†å¼±æ€§ã�§ã�™ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�¯æš—å�·åŒ–ã�•ã‚Œã�Ÿãƒ•ãƒ¬ãƒ¼ãƒ ã‚’å�½é€ ã�—ã€�ã��ã�®çµ�æžœã€�æ¨™çš„ãƒ‡ãƒ�ã‚¤ã‚¹ã�‹ã‚‰ã�®æ©Ÿå¯†ãƒ‡ãƒ¼ã‚¿ã�®æ¼�æ´©ã‚’å�¯èƒ½ã�«ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯è¿½åŠ æƒ…å ±ã�Œå…¥æ‰‹å�¯èƒ½ã�«ã�ªã�£ã�Ÿæ™‚ç‚¹ã�§æ›´æ–°ã�•ã‚Œã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wifi-faf-22epcEWu

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-wifi-

faf-22epcEWu

åˆ�å…¬é–‹æ—¥ : 2021-05-11 18:00

æœ€çµ‚æ›´æ–°æ—¥ : 2021-12-15 15:47

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.9 : Final

CVSSã‚¹ã‚³ã‚¢ : 6.5

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvx60997 CSCvx62886 

CSCvx62876 CSCvx24423 CSCvx24456 

CSCvy32694 CSCvx24440 CSCvx61001 

CSCvx61012 CSCvx89821 CSCvx24420 

CSCvy32680 CSCvx24441 CSCvx24452 

CSCvx62884 CSCvy32690 CSCvx61020 

CSCvx24425 CSCvx24428 CSCvx24439 

CSCvx24449

CVE-2020-

24586

CVE-2020-

26147

CVE-2020-

26146

CVE-2020-

26145

CVE-2020-

24587

CVE-2020-

26139

CVE-2020-

24588

CVE-2020-

26140

CVE-2020-

26144

CVE-2020-

26143

CVE-2020-

26142

CVE-2020-

26141

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wifi-faf-22epcEWu
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx60997
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx62886
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx62876
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24423
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24456
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy32694
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24440
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx61001
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx61012
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx89821
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24420
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy32680
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24441
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx62884
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy32690
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx61020
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24425
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24428
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24439
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24449
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24586
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24586
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26147
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26147
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26146
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26146
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26145
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26145
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24587
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24587
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26139
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26139
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24588
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24588
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26140
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26140
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26144
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26144
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26143
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26143
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26142
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26142
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26141
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-26141


è©²å½“è£½å“�

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã‚’åˆ¤æ–ã�™ã‚‹ã�Ÿã‚�ã�«ã€�è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ä¸ã�§ã�™ã€‚èª¿æŸ»ã�®é€²è¡Œã�«ä¼´ã�„ã€�ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’æ›´æ–°ã�—ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã�«ã�¤ã�„ã�¦ã�ŠçŸ¥ã‚‰ã�›ã�—ã�¾ã�™ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

æ¬¡ã�®è¡¨ã�«ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã‚’ç¤ºã�—ã�¾ã�™ã€‚å°†æ�¥ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹æ—¥ã�Œç¤ºã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ã��ã�®æ—¥ä»˜ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹æœ€çµ‚æ›´æ–°æ—¥æ™‚ç‚¹ã�§ã‚·ã‚¹ã‚³ã�ŒæŠŠæ�¡ã�—ã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®æƒ…å ±ã�«åŸºã�¥ã�„ã�Ÿæ—¥ä»˜ã�«ã�ªã‚Šã�¾ã�™ã€‚ã�“ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹ã�®æ—¥ä»˜ã�¯ã€�è©¦é¨“çµ�æžœã‚„å„ªå…ˆã�•ã‚Œã‚‹æ©Ÿèƒ½ã‚„ä¿®æ£ã�®æ��ä¾›ç‰ã�„ã��ã�¤ã�‹ã�®ç�†ç”±ã�«ã‚ˆã‚Šå¤‰æ›´ã�•ã‚Œã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�«ã�¤ã�„ã�¦ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³æƒ…å ±ã‚„æ—¥ä»˜ã�Œãƒªã‚¹ãƒˆã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„å ´å�ˆï¼ˆç©ºæ¬„ã‚„æš«å®šã�¨ã�•ã‚Œã�¦ã�„ã‚‹ã‚‚ã�®ï¼‰ã€�ã‚·ã‚¹ã‚³ã�¯ä¿®æ£ã�®è©•ä¾¡ã‚’ç¶šã�‘ã�¦ã�Šã‚Šã€�è¿½åŠ æƒ…å ±ã�Œç¢ºèª�ã�•ã‚Œã�Ÿæ™‚ç‚¹ã�§ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’æ›´æ–°ã�—ã�¾ã�™ã€‚ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œ
Final 
ã�¨ãƒžãƒ¼ã‚¯ã�•ã‚Œã�Ÿå¾Œã€�ã‚ˆã‚Šè©³ç´°ã�ªæƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯é–¢é€£ã�™ã‚‹
Cisco ãƒ�ã‚°ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ã€‚



CVE ID Cisco Bug ID Fixed Release Availability

Aironet 1532 APã€�IR829ç”£æ¥ç”¨ã‚µãƒ¼ãƒ“ã‚¹çµ±å�ˆåž‹ãƒ«ãƒ¼ã‚¿ã�®AP803çµ±å�ˆåž‹AP

CVE-2020-24586 CSCvy32690
8.5MR8 

8.10MR6

CVE-2020-24587 CSCvy32690
8.5MR8 

8.10MR6

CVE-2020-24588 CSCvy32690
8.5MR8 

8.10MR6

CVE-2020-26139 Not affected N/A

CVE-2020-26140 Not affected N/A

CVE-2020-26141 Not affected N/A

CVE-2020-26142 Not affected N/A

CVE-2020-26143 Not affected N/A

CVE-2020-26144 Not affected N/A

CVE-2020-26145 Not affected N/A

CVE-2020-26146 Not affected N/A

CVE-2020-26147 Not affected N/A

Aironet 1542 APã€�Aironet 1810 APã€�Aironet 1815 APã€�Aironet 1832 APã€�Aironet 1842 APã€�Aironet 1852 APã€�Aironet 1800i AP

CVE-2020-24586 Not affected N/A

CVE-2020-24587 CSCvx24420

8.5MR8 

8.10MR6 

16.12.6 

17.3.4 

17.6.1

CVE-2020-24588 CSCvx24420

8.5MR8 

8.10MR6 

16.12.6 

17.3.4 

17.6.1

CVE-2020-26139 CSCvx24420

8.5MR8 

8.10MR6 

16.12.6 

17.3.4 

17.6.1

CVE-2020-26140 Not affected N/A

CVE-2020-26141 Not affected N/A

CVE-2020-26142 Not affected N/A

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

è©³ç´°

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ä¾�å˜é–¢ä¿‚ã�«ã�¯ã�ªã��ã€�ã�„ã�šã‚Œã�‹ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹ã�Ÿã‚�ã�«åˆ¥ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹å¿…è¦�ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�•ã‚‰ã�«ã€�ã�„ã�šã‚Œã�‹ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�§ã�‚ã�£ã�¦ã‚‚ã€�ä»–ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã�¯å�—ã�‘ã�ªã�„å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚

æ¬¡ã�®è„†å¼±æ€§ã�®èª¬æ˜Žã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒFragment and 

Forgeï¼šãƒ•ãƒ¬ãƒ¼ãƒ é›†ç´„ã�Šã‚ˆã�³ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒ†ãƒ¼ã‚·ãƒ§ãƒ³ã�«ã‚ˆã‚‹Wi-
Fiã�®åˆ‡æ–ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€Œãƒ•ãƒ©ãƒƒã‚°æ”»æ’ƒã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

CVE-2020-

26140ï¼šä¿�è·ã�•ã‚Œã�Ÿãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�§ã�®ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ†ã‚ã‚¹ãƒˆãƒ‡ãƒ¼ã‚¿ãƒ•ãƒ¬ãƒ¼ãƒ ã�®å�—ã�‘å…¥ã‚Œ

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š6.5 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

CVE-2020-

26143ï¼šä¿�è·ã�•ã‚Œã�Ÿãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�§ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆåŒ–ã�•ã‚Œã�Ÿãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ†ã‚ã‚¹ãƒˆãƒ‡ãƒ¼ã‚¿ãƒ•ãƒ¬ãƒ¼ãƒ ã‚’å�—ã�‘å…¥ã‚Œã‚‹

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š6.5 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

CVE-2020-26144:EtherType 

EAPOLã�®RFC1042ãƒ˜ãƒƒãƒ€ãƒ¼ã�§å§‹ã�¾ã‚‹ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ†ã‚ã‚¹ãƒˆA-
MSDUãƒ•ãƒ¬ãƒ¼ãƒ ã�®å�—ã�‘å…¥ã‚Œï¼ˆæš—å�·åŒ–ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ï¼‰

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š6.5 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

CVE-2020-

26145ï¼šãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ†ã‚ã‚¹ãƒˆã�®ãƒ–ãƒãƒ¼ãƒ‰ã‚ãƒ£ã‚¹ãƒˆãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆã‚’ãƒ•ãƒ«ãƒ•ãƒ¬ãƒ¼ãƒ ã�¨ã�—ã�¦å�—ã�‘å…¥ã‚Œã‚‹ï¼ˆæš—å�·åŒ–ã�•ã‚Œã�Ÿãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ï¼‰

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š6.5 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

CVE-2020-

24586ï¼šãƒ

https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy32690
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy32690
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy32690
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24420
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24420
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx24420
https://papers.mathyvanhoef.com/usenix2021.pdf
https://papers.mathyvanhoef.com/usenix2021.pdf
https://papers.mathyvanhoef.com/usenix2021.pdf
https://papers.mathyvanhoef.com/usenix2021.pdf
https://fragattacks.com/


�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ï¼ˆå†�ï¼‰æŽ¥ç¶šã�™ã‚‹éš›ã�«ãƒ¡ãƒ¢ãƒªã�‹ã‚‰ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆã‚’ã‚¯ãƒªã‚¢ã�—ã�ªã�„

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š5.7 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

CVE-2020-24588ï¼šé�žSPP A-MSDUãƒ•ãƒ¬ãƒ¼ãƒ ã�®å�—ã�‘å…¥ã‚Œ

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š5.7 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

CVE-2020-

26139ï¼šé€�ä¿¡è€…ã�Œã�¾ã� èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„å ´å�ˆã�§ã‚‚EAPOLãƒ•ãƒ¬ãƒ¼ãƒ ã‚’è»¢é€�ã�™ã‚‹

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š5.7 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L

CVE-2020-26141ï¼šãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆåŒ–ã�•ã‚Œã�Ÿãƒ•ãƒ¬ãƒ¼ãƒ ã�®TKIP 
MICã‚’ç¢ºèª�ã�—ã�ªã�„

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š5.7 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

CVE-2020-

26142ï¼šãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆåŒ–ã�•ã‚Œã�Ÿãƒ•ãƒ¬ãƒ¼ãƒ ã‚’ãƒ•ãƒ«ãƒ•ãƒ¬ãƒ¼ãƒ ã�¨ã�—ã�¦å‡¦ç�†ã�™ã‚‹

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š5.7 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

CVE-2020-

24587ï¼šç•°ã�ªã‚‹ã‚ãƒ¼ã�§æš—å�·åŒ–ã�•ã‚Œã�Ÿãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆã�®å†�æ§‹æˆ�

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š4.8 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N

CVE-2020-

26146ï¼šé�žé€£ç¶šãƒ‘ã‚±ãƒƒãƒˆç•ªå�·ã‚’æŒ�ã�¤æš—å�·åŒ–ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆã�®å†�æ§‹æˆ�

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š4.8 



CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N

CVE-2020-

26147ï¼šæš—å�·åŒ–/ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ†ã‚ã‚¹ãƒˆæ··å�ˆãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆã�®å†�æ§‹æˆ�

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šä¸ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š4.8 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N
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Technical Assistance 
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ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«å¯¾ã�—ã�¦æ¦‚å¿µå®Ÿè¨¼æ®µéšŽã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆ
ã‚³ãƒ¼ãƒ‰ã�Œå…¥æ‰‹å�¯èƒ½ã�§ã�‚ã‚‹ã�“ã�¨ã‚’èª�è˜ã�—ã�¦ã�„ã�¾ã�™ã€‚

Cisco PSIRT 

ã�§ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã�„ã�‹ã�ªã‚‹æ‚ªç”¨ã‚‚èª�è˜ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wifi-faf-22epcEWu

https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wifi-faf-22epcEWu
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ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.9 ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Final
2021 å¹´ 12 æœˆ 15 

æ—¥

1.8
Aironet 

1532/AP803è£½å“�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã‚’æ›´æ–°ã€‚
è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim 2021å¹´10æœˆ5æ—¥

1.7 è¤‡æ•°ã�®è£½å“�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim 2021å¹´8æœˆ30æ—¥

1.6 Merakiè£½å“�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚’è¿½åŠ ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim 2021å¹´7æœˆ13æ—¥

1.5 è©²å½“è£½å“�ã‚’æ›´æ–°ã�—ã�¾ã�™ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim
2021 å¹´ 6 æœˆ 2 

æ—¥

1.4 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚’è¿½åŠ ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim
2021 å¹´ 5 æœˆ 19 

æ—¥

1.3 å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã‚’è¿½åŠ ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim 2021å¹´5æœˆ17æ—¥

1.2 å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã‚’è¿½åŠ ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim 2021å¹´5æœˆ14æ—¥

1.1 å½±éŸ¿ã‚’å�—ã�‘ã‚‹Meraki MRè£½å“�ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim 2021å¹´5æœˆ11æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Interim 2021å¹´5æœˆ11æ—¥
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


