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ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sb-wap-inject-

Mp9FSdG

è©²å½“è£½å“�

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-sb-

wap-inject-Mp9FSdG

åˆ�å…¬é–‹æ—¥ : 2021-05-19 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2021-08-03 15:59

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 4.7

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvy89107 CSCvx46599
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1551
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1551
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1550
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1550
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1553
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1553
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1552
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1552
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1555
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1555
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1554
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1554
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1548
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1548
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1547
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1547
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1549
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1549


å…¬é–‹æ™‚ç‚¹ã�§ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯æ¬¡ã�®Cisco Small Business 
100ã€�300ã€�ã�Šã‚ˆã�³500ã‚·ãƒªãƒ¼ã‚ºãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆã�¨ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�—ã�Ÿã€‚

ã‚·ã‚¹ã‚³è£½å“� è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹

WAP121 Wireless-

Nã‚·ãƒ³ã‚°ãƒ«ãƒ�ã‚¤ãƒ³ãƒˆè¨å®šã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ1 1.0.6.8 ä»¥å‰�

WAP125 Wireless-AC ãƒ‡ãƒ¥ã‚¢ãƒ« ãƒ�ãƒ³ãƒ‰ 
ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ— ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE 
å¯¾å¿œï¼‰

1.0.3.1 ä»¥å‰�

WAP131 Wireless-

Nãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šPoEå¯¾å¿œã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ1 1.0.2.17 ä»¥å‰�

WAP150 Wireless-AC/N ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE å¯¾å¿œï¼‰
1.1.2.4 ä»¥å‰�

WAP321 Wireless-N Access Point with Single Point Setup1 1.0.6.7 ä»¥å‰�

WAP351 Wireless-N 

ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆ5 
ãƒ�ãƒ¼ãƒˆã‚¹ã‚¤ãƒƒãƒ� 1ï¼‰

1.0.2.17 ä»¥å‰�

WAP361 Wireless-AC/N ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¦ã‚©ãƒ¼ãƒ« 

ãƒ—ãƒ¬ãƒ¼ãƒˆ ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE 
å¯¾å¿œï¼‰

1.1.2.4 ä»¥å‰�

WAP581 Wireless-AC ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·š Wave 2 ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆ2.5GbE LANï¼‰
1.0.3.1 ä»¥å‰�

1 Cisco WAP121 Wireless-N Dual Radio Access Points with PoEã€�Cisco WAP131 Wireless-N 
Dual Radio Access Points with PoEã€�Cisco WAP321 Wireless-N Access Point with Single 
Point Setupã€�ã�Šã‚ˆã�³Cisco WAP351 Wireless-N Dual Radio Access Points with 5-Port 
Switchã�Œå»ƒæ¢ã�®ãƒ—ãƒã‚»ã‚¹ã�«å…¥ã‚Šã�¾ã�—ã�Ÿã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

æœ€ã‚‚å®Œå…¨ã�§æœ€æ–°ã�®æƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹ãƒ�ã‚°
ID ã�®è©³ç´°ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚



ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ç™ºè¡Œæ™‚ç‚¹ã�§ã�¯ã€�æ¬¡ã�®è¡¨ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹æƒ…å ±ã�¯æ£ç¢ºã�§ã�—ã�Ÿã€‚æœ€ã‚‚å®Œå…¨ã�§æœ€æ–°ã�®æƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹ãƒ�ã‚°
ID ã�®è©³ç´°ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

å·¦ã�®åˆ—ã�¯ã‚·ã‚¹ã‚³ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã€�å�³ã�®åˆ—ã�¯ãƒªãƒªãƒ¼ã‚¹ã�Œæœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�Ÿã�‹ã�©ã�†ã�‹ã€�ã�Šã‚ˆã�³ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã‚’å�«ã‚€ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³è£½å“� First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

WAP125 Wireless-AC 

ãƒ‡ãƒ¥ã‚¢ãƒ« ãƒ�ãƒ³ãƒ‰ 
ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ— 
ã‚¢ã‚¯ã‚»ã‚¹ 
ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE 
å¯¾å¿œï¼‰

1.0.4.3

WAP150 Wireless-AC/N 

ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE 
å¯¾å¿œï¼‰

1.1.3.2

WAP361 Wireless-AC/N 

ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¦ã‚©ãƒ¼ãƒ« 

ãƒ—ãƒ¬ãƒ¼ãƒˆ ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE 
å¯¾å¿œï¼‰

1.1.3.2

WAP581 Wireless-AC 

ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·š Wave 2 

ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆ2.5GbE 
LANï¼‰

1.0.4.4

https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes


WAP 121ã€�WAP131ã€�WAP321ã€�ã�Šã‚ˆã�³WAP351ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã�Ÿã‚�ã€�Cisco
WAP121 Wireless-N Access Point with Single Point Setupã€�Cisco WAP131 Wireless-N Dual 
Radio Access Point with PoEã€�Cisco WAP321 Wireless-N Access Point with Single Point 
Setupã€�ã�Šã‚ˆã�³Cisco WAP351 Wireless-N Dual Radio Access Point with 5-Port 
Switchã�®ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�Šã‚‰ã�šã€�ãƒªãƒªãƒ¼ã‚¹ã�™ã‚‹äºˆå®šã‚‚ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�“ã‚Œã‚‰ã�®è£½å“�ã�¯ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†ãƒ—ãƒã‚»ã‚¹ã�«å…¥ã�£ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�«ã�¯ã€�ã�“ã‚Œã‚‰ã�®è£½å“�ã�®ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†é€šçŸ¥ã‚’å�‚ç…§ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

Cisco WAP121 Wireless-N Access Point with Single Point 

Setupã�®è²©å£²çµ‚äº†ã�Šã‚ˆã�³ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†ã�®ã�ŠçŸ¥ã‚‰ã�›

Cisco WAP131 Wireless-N ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE 
å¯¾å¿œï¼‰ã�®è²©å£²çµ‚äº†ã�Šã‚ˆã�³ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†ã�®ã�ŠçŸ¥ã‚‰ã�›
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