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Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ‡ã‚£ã‚¹ã‚¿ãƒ³ã‚¹ ãƒ™ã‚¯ã‚¿ãƒ¼ ãƒžãƒ«ãƒ�ã‚ãƒ£ã‚¹ãƒˆ 
ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚° 
ãƒ—ãƒãƒˆã‚³ãƒ«ï¼ˆDVMRPï¼‰æ©Ÿèƒ½ã�«è¤‡æ•°ã�®è„†å¼±æ€§ã�Œã�‚ã‚‹ã�Ÿã‚�ã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ�ãƒƒãƒˆã‚°ãƒ«ãƒ¼ãƒ—ç®¡ç�†ãƒ—ãƒãƒˆã‚³ãƒ«ï¼ˆIGMPï¼‰ãƒ—ãƒã‚»ã‚¹ã‚’ã�™ã��ã�«ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�•ã�›ã‚‹ã�‹ã€�ä½¿ç”¨å�¯èƒ½ã�ªãƒ¡ãƒ¢ãƒªã‚’æ¶ˆè²»ã�—ã�¦æœ€çµ‚çš„ã�«ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�•ã�›ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ãƒ¡ãƒ¢ãƒªæ¶ˆè²»ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ä»–ã�®ãƒ—ãƒã‚»ã‚¹ã�«æ‚ªå½±éŸ¿ã‚’å�Šã�¼ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�IGMP 
ãƒ‘ã‚±ãƒƒãƒˆã�®ä¸�é�©åˆ‡ã�ªå‡¦ç�†ã�ŒåŽŸå› ã�§ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�ç´°å·¥ã�•ã‚Œã�Ÿ
IGMP 
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�Œæˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯ã�™ã��ã�«
IGMP 
ãƒ—ãƒã‚»ã‚¹ã‚’ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�•ã�›ã�Ÿã‚Šã€�ãƒ¡ãƒ¢ãƒªã‚’ä½¿ã�„æžœã�Ÿã�—ã€�ä»–ã�®ãƒ—ãƒã‚»ã‚¹ã�Œä¸�å®‰å®šã�«ã�ªã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã��ã‚Œã‚‰ã�®ãƒ—ãƒã‚»ã‚¹ã�«ã�¯ã€�å†…éƒ¨ã�Šã‚ˆã�³å¤–éƒ¨ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ãƒ—ãƒãƒˆã‚³ãƒ«ã�Œå�«ã�¾ã‚Œã�¾ã�™ã�Œã€�ã�“ã‚Œã‚‰ã�«é™�å®šã�•ã‚Œã�¾ã�›ã‚“ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�Šå®¢æ§˜ã�®ãƒ‹ãƒ¼ã‚ºã�«å¿œã�˜ã�¦ã€�è¤‡æ•°ã�®ç·©å’Œç–ã‚’åˆ©ç”¨ã�§ã��ã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-dvmrp-

memexh-dSmpdvfz

è©²å½“è£½å“�

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�Œãƒžãƒ«ãƒ�ã‚ãƒ£ã‚¹ãƒˆãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�§è¨å®šã�•ã‚Œã�¦ã�Šã‚Šã€�DVMRP
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’å�—ä¿¡ã�—ã�¦ã�„ã‚‹å ´å�ˆã€�Cisco IOS XR 

High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

iosxr-dvmrp-memexh-dSmpdvfz

åˆ�å…¬é–‹æ—¥ : 2020-08-29 03:00

æœ€çµ‚æ›´æ–°æ—¥ : 2020-09-28 21:36

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.2 : Final

CVSSã‚¹ã‚³ã‚¢ : 8.6

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvr86414 CSCvv54838

CVE-2020-

3566

CVE-2020-

3569

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-dvmrp-memexh-dSmpdvfz
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-dvmrp-memexh-dSmpdvfz
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr86414
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv54838
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3566
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3566
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3569
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3569


ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ 
ã‚·ã‚¹ã‚³ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å½±éŸ¿ã‚’å�Šã�¼ã�—ã�¾ã�™ã€‚ 

ãƒžãƒ«ãƒ�ã‚ãƒ£ã‚¹ãƒˆãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Œæœ‰åŠ¹ã�‹ã�©ã�†ã�‹ã�®ç¢ºèª�

ç®¡ç�†è€…ã�¯ã€�show igmp interface 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ãƒžãƒ«ãƒ�ã‚ãƒ£ã‚¹ãƒˆãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚æ¬¡ã�®å‡ºåŠ›ã�¯ã€�ãƒžãƒ«ãƒ�ã‚ãƒ£ã‚¹ãƒˆãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

RP/0/0/CPU0:router# 

show igmp interface

 
 
Loopback0 is up, line protocol is up 
  Internet address is 10.144.144.144/32 
  IGMP is enabled on interface 
  Current IGMP version is 3 
  IGMP query interval is 60 seconds 
  IGMP querier timeout is 125 seconds 
  IGMP max query response time is 10 seconds 
  Last member query response interval is 1 seconds 
  IGMP activity: 3 joins, 0 leaves 
  IGMP querying router is 10.144.144.144 (this system) 
TenGigE0/4/0/0 is up, line protocol is up 
  Internet address is 10.114.8.44/24 
  IGMP is enabled on interface 
  Current IGMP version is 3 
  IGMP query interval is 60 seconds 
  IGMP querier timeout is 125 seconds 
  IGMP max query response time is 10 seconds 
  Last member query response interval is 1 seconds 
  IGMP activity: 9 joins, 4 leaves 
  IGMP querying router is 10.114.8.11

 

show igmp interface 

ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ã�Œç©ºã�®å ´å�ˆã€�ãƒžãƒ«ãƒ�ã‚ãƒ£ã‚¹ãƒˆãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�¯æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�ªã�„ã�Ÿã‚�ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚

ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ DVMRP 
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’å�—ä¿¡ã�—ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã�®ç¢ºèª�

ç®¡ç�†è€…ã�¯ã€�show igmp traffic 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ DVMRP 
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’å�—ä¿¡ã�—ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚æ¬¡ã�®å‡ºåŠ›ã�¯ã€�DVMRP
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’å�—ä¿¡ã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>



RP/0/0/CPU0:router#

show igmp traffic

 
Fri Feb 13 12:00:00.000 UTC 
 
IGMP Traffic Counters 
Elapsed time since counters cleared: 01:09:27 
 
                                   Received       Sent 
Valid IGMP Packets                   380220        301 
Queries                                   0        143 
Reports                                   0        158 
Leaves                                    0          0 
Mtrace packets                            0          0 

DVMRP packets                        380220          0

 

DVMRP 

ãƒ‘ã‚±ãƒƒãƒˆã‚¨ãƒ³ãƒˆãƒªã�®æœ€åˆ�ã�®åˆ—ã�«ã‚¼ãƒã�®å€¤ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¦ã€�ã��ã�®å¾Œã�®ã‚³ãƒžãƒ³ãƒ‰ã�®å®Ÿè¡Œæ™‚ã�«ã‚«ã‚¦ãƒ³ã‚¿ã�Œã‚¼ãƒã�®ã�¾ã�¾ã�®å ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯
DVMRP ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’å�—ä¿¡ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

è©³ç´°

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šãƒ¡ãƒ¢ãƒªã�Œæž¯æ¸‡ã�—ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ä¸Šã�®ä»–ã�®ãƒ—ãƒã‚»ã‚¹ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚æ¬¡ã�®ã‚ˆã�†ã�«
process restart igmp ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ IGMP 
ãƒ—ãƒã‚»ã‚¹ã‚’å†�èµ·å‹•ã�™ã‚‹ã�¨ã€�IGMP 
ãƒ—ãƒã‚»ã‚¹ã�«ã‚ˆã�£ã�¦æ¶ˆè²»ã�•ã‚Œã�Ÿãƒ¡ãƒ¢ãƒªã‚’å›žå¾©ã�§ã��ã�¾ã�™ã€‚

 

<#root>

RP/0/0/CPU0:router# 

process restart igmp

 

å�³æ™‚ã�« IGMP 
ãƒ—ãƒã‚»ã‚¹ã�Œã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�—ã�Ÿå ´å�ˆã�¯ã€�ã‚·ã‚¹ãƒ†ãƒ ã�Œã�™ã�§ã�«å†�èµ·å‹•ã�®ã‚¢ã‚¯ã‚·ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã�Ÿã‚�ã€�IGMP
ãƒ—ãƒã‚»ã‚¹ã‚’æ‰‹å‹•ã�§å†�èµ·å‹•ã�™ã‚‹å¿…è¦�ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�“ã�®è‡ªå‹•å†�èµ·å‹•ã�«ã‚ˆã‚Šã€�æ¶ˆè²»ã�•ã‚Œã�Ÿãƒ¡ãƒ¢ãƒªã�Œå›žå¾©ã�•ã‚Œã�¾ã�™ã€‚

ç·©å’Œç–ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ãƒ¡ãƒ¢ãƒªã�Œæž¯æ¸‡ã�—ã�¦ã�„ã‚‹å ´å�ˆã€�ãƒ¬ãƒ¼ãƒˆãƒªãƒŸãƒƒã‚¿ã�¨ã‚¢ã‚¯ã‚»ã‚¹åˆ¶å¾¡æ–¹å¼�ã�Œæœ‰åŠ¹ã�§ã�‚ã‚‹ã�“ã�¨ã‚’ç�†è§£ã�—ã�¦ã�Šã��å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚å�³æ™‚ã�«
IGMP 
ãƒ—ãƒã‚»ã‚¹ã�Œã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�—ã�Ÿå ´å�ˆã�¯ã€�ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«æ–¹å¼�ã�®ã�¿ã�Œæœ‰åŠ¹ã�§ã�™ã€‚



ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¾µå®³ã�®ç—•è·¡

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«åŸºã�¥ã�„ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ãƒ¡ãƒ¢ãƒªã�®æž¯æ¸‡ã�Œç™ºç”Ÿã�—ã�¦ã�„ã‚‹å ´å�ˆã€�ã‚·ã‚¹ãƒ†ãƒ ãƒã‚°ã�«æ¬¡ã�®ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�Œè¡¨ç¤ºã�•ã‚Œã‚‹ã�“ã�¨ã�Œã�‚ã‚Šã�¾ã�™ã€‚

 

RP/0/RSP1/CPU0:Aug 28 03:46:10.375 UTC: raw_ip[399]: %PKT_INFRA-PQMON-6-QUEUE_DROP : Taildrop on XIPC queue 1 owned by igmp (jid=1175) 
RP/0/RSP0/CPU0:Aug 28 03:46:10.380 UTC: raw_ip[399]: %PKT_INFRA-PQMON-6-QUEUE_DROP : Taildrop on XIPC queue 1 owned by igmp (jid=1175) 
RP/0/RSP0/CPU0:Aug 28 03:49:22.850 UTC: dumper[61]: %OS-DUMPER-7-DUMP_REQUEST : Dump request for process pkg/bin/igmp 
RP/0/RSP0/CPU0:Aug 28 03:49:22.851 UTC: dumper[61]: %OS-DUMPER-7-DUMP_ATTRIBUTE : Dump request with attribute 7 for process pkg/bin/igmp 
RP/0/RSP0/CPU0:Aug 28 03:49:22.851 UTC: dumper[61]: %OS-DUMPER-4-SIGSEGV : Thread 9 received SIGSEGV - Segmentation Fault

 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ IGMP 
ãƒ—ãƒã‚»ã‚¹ã�®ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�Œç™ºç”Ÿã�™ã‚‹ã�¨ã€�ã‚·ã‚¹ãƒ†ãƒ ãƒã‚°ã�«æ¬¡ã�®ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�Œè¡¨ç¤ºã�•ã‚Œã‚‹ã�“ã�¨ã�Œã�‚ã‚Šã�¾ã�™ã€‚

 

RP/0/RSP0/CPU0:Aug 30 17:21:47.653 UTC: igmp[1169]: %HA-HA_WD_LIB-4-RLIMIT : wd_handle_sigxfsz: Reached 90% of RLIMIT_DATA 
RP/0/RSP0/CPU0:Aug 30 17:21:47.653 UTC: igmp[1169]: %ROUTING-IPV4_IGMP-4-OOM_STATE_THROTTLE : Received Critical memory depletion warning, stop creating new igmp state 
RP/0/RSP1/CPU0:Aug 30 17:23:50.442 UTC: sysmgr[94]: igmp(1) (jid 1169) (pid 121667828) (fail_count 2) abnormally terminated, restart scheduled

 

å›žé�¿ç–

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã�Œã€�ã�Šå®¢æ§˜ã�®ãƒ‹ãƒ¼ã‚ºã�«å¿œã�˜ã�¦è¤‡æ•°ã�®ç·©å’Œç–ã‚’åˆ©ç”¨ã�§ã��ã�¾ã�™ã€‚

ãƒ¡ãƒ¢ãƒªæž¯æ¸‡ã�®å ´å�ˆã�®ç·©å’Œç–ã�¨ã�—ã�¦ã€�ãƒ¬ãƒ¼ãƒˆãƒªãƒŸãƒƒã‚¿ã‚’å®Ÿè£…ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚ã��ã�®ã�Ÿã‚�ã�«ã�¯ã€�ã�Šå®¢æ§˜ã�Œ
IGMP 
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�®ç�¾åœ¨ã�®ãƒ¬ãƒ¼ãƒˆã‚’æŠŠæ�¡ã�—ã€�ç�¾åœ¨ã�®å¹³å�‡ãƒ¬ãƒ¼ãƒˆã‚ˆã‚Šã‚‚ä½Žã�„ãƒ¬ãƒ¼ãƒˆã‚’è¨å®šã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®ãƒªãƒŸãƒƒã‚¿ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�«æ³¨æ„�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³
ãƒ¢ãƒ¼ãƒ‰ã�§ã�¯ã€�æ¬¡ã�®ã‚ˆã�†ã�« lpts pifib hardware police flow igmp rate 
ã‚³ãƒžãƒ³ãƒ‰ã‚’å…¥åŠ›ã�§ã��ã�¾ã�™ã€‚

 

<#root>

RP/0/0/CPU0:router(config)# 

lpts pifib hardware police flow igmp rate  

 

 

            

 

ã�“ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã�¦ã‚‚ã€�ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆãƒ™ã‚¯ãƒˆãƒ«ã�¯å‰Šé™¤ã�•ã‚Œã�¾ã�›ã‚“ã€‚ã�Ÿã� ã�—ã€�ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ãƒ¬ãƒ¼ãƒˆã�Œä½Žä¸‹ã�—ã€�ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�®æˆ�åŠŸã�«å¿…è¦�ã�ªæ™‚é–“ã�Œé•·ã��ã�ªã‚Šã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�¯ã�“ã�®æ™‚é–“ã‚’åˆ©ç”¨ã�—ã�¦ãƒªã‚«ãƒ�ãƒªã‚¢ã‚¯ã‚·ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�§ã��ã�¾ã�™ã€‚

ãƒ¡ãƒ¢ãƒªæž¯æ¸‡ã�®å ´å�ˆã�¨ IGMP 



ãƒ—ãƒã‚»ã‚¹ã�®å�³æ™‚ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�®å ´å�ˆã�®ä¸¡æ–¹ã�®ç·©å’Œç–ã�¨ã�—ã�¦ã€�ã�Šå®¢æ§˜ã�¯æ—¢å˜ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚¢ã‚¯ã‚»ã‚¹åˆ¶å¾¡ãƒªã‚¹ãƒˆï¼ˆACLï¼‰ã�«å¯¾ã�—ã�¦ã‚¢ã‚¯ã‚»ã‚¹åˆ¶å¾¡ã‚¨ãƒ³ãƒˆãƒªï¼ˆACEï¼‰ã‚’å®Ÿè£…ã�§ã��ã�¾ã�™ã€‚ã�¾ã�Ÿã�¯ã€�ç‰¹å®šã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ç�€ä¿¡ã�™ã‚‹
DVMRP ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’æ‹’å�¦ã�™ã‚‹æ–°ã�—ã�„ ACL 
ã‚’ä½œæˆ�ã�§ã��ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�§ã�¯ã€�ACL 
ã‚’ä½œæˆ�ã�—ã€�DVMRP ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’æ‹’å�¦ã�—ã�¾ã�™ã€‚

 

<#root>

RP/0/0/CPU0:router(config)# 

ipv4 access-list  

 

 

            deny igmp any any dvmrp

 

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
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ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯ä»¥ä¸‹ã�®ãƒªãƒ³ã‚¯ã�«è¨˜è¼‰ã�•ã‚Œã�Ÿã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚ 
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œã‚·ã‚¹ã‚³ã�®ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’è³¼å…¥å…ˆã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco TACï¼ˆhttps://www.cisco.com/c/ja_jp/support/web/tsd-

cisco-worldwide-

contacts.htmlï¼‰ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html


ç„¡å„Ÿã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å¯¾è±¡è£½å“�ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è¨¼æ˜Žã�—ã�¦ã�„ã�Ÿã� ã��ã�Ÿã‚�ã�«ã€�è£½å“�ã�®ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã�¨ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®
URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã�Ÿã‚�ã�«ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ï¼ˆSMUï¼‰ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚æ¬¡ã�®è¡¨ã�«ã€�Cisco
IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«åŸºã�¥ã�„ã�¦å¿…è¦�ã�ªä¿®æ£ã‚’ç¤ºã�—ã�¾ã�™ã€‚

Cisco IOS XR 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹

CSCvv54838 

ã�«å¿…è¦�ã�ªä¿®æ£
CSCvr86414 

ã�«å¿…è¦�ã�ªä¿®æ£
æ³¨æ„�äº‹é …

6.6.3 ã‚ˆã‚Šå‰� Yes Yes

ä¿®æ£ã�¯ã€�CSCvv54838 ã�¨ CSCvr86414 
ã�®ä¸¡æ–¹ã�®ä¿®æ£ã‚’çµ�å�ˆã�™ã‚‹ã�Ÿã‚�ã�«ä½œæˆ�ã�•ã‚Œã�Ÿãƒ�ã‚° 
CSCvv60110 ã�«ã‚ˆã�£ã�¦æ��ä¾›ã�•ã‚Œã�¾ã�™ã€‚ 
 

SMU å��ã�«ã�¯ CSCvv60110 ã�Œå�«ã�¾ã‚Œã�¾ã�™ã€‚

6.6.3 ä»¥é™� Yes No

CSCvv54838 ã�®ã�¿ã�«å¿…è¦�ã�ªä¿®æ£ã€‚ãƒªãƒªãƒ¼ã‚¹ 6.6.3 
ä»¥é™�ã�«ã�¯ã€�ã�™ã�§ã�« CSCvr86414 
ã�®ä¿®æ£ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 
 

SMU å��ã�«ã�¯ CSCvv54838 ã�Œå�«ã�¾ã‚Œã�¾ã�™ã€‚

æ¬¡ã�®è¡¨ã�«ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�«åŸºã�¥ã��å�„ãƒªãƒªãƒ¼ã‚¹ã�® SMU 
å��ã‚’ç¤ºã�—ã�¾ã�™ã€‚

ASR9K-PX

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ SMU å��

6.1.4 asr9k-px-6.1.4.CSCvv60110.pie

6.2.3 asr9k-px-6.2.3.CSCvv60110.pie

6.3.3 asr9k-px-6.3.3.CSCvv60110.pie

6.4.2 asr9k-px-6.4.2.CSCvv60110.pie

6.5.3 asr9k-px-6.5.3.CSCvv60110.pie

6.6.2 asr9k-px-6.6.2.CSCvv60110.pie

6.6.3 asr9k-px-6.6.3.CSCvv54838.pie



ASR9K-X64

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ SMU å��

6.1.4 asr9k-x64-6.1.4.CSCvv60110

6.2.3 asr9k-x64-6.2.3.CSCvv60110

6.4.2 asr9k-x64-6.4.2.CSCvv60110

6.6.2 asr9k-x64-6.6.2.CSCvv60110

6.6.3 asr9k-x64-6.6.3.CSCvv54838

7.0.2 asr9k-x64-7.0.2.CSCvv54838

7.1.15 asr9k-x64-7.1.15.CSCvv54838

7.1.2 asr9k-x64-7.1.2.CSCvv54838

CRS

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ SMU å��

6.1.4 hfr-px-6.1.4.CSCvv60110.pie

6.4.2 hfr-px-6.4.2.CSCvv60110.pie

6.4.3 hfr-px-6.4.3.CSCvv60110.pie

NCS5500

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ SMU å��

6.5.2 ncs5500-6.5.2.CSCvv60110

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨

2020 å¹´ 8 æœˆ 28 æ—¥ã€�Cisco Product Security Incident Response Teamï¼ˆPSIRT; 
ãƒ—ãƒãƒ€ã‚¯ãƒˆ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¤ãƒ³ã‚·ãƒ‡ãƒ³ãƒˆ ãƒ¬ã‚¹ãƒ�ãƒ³ã‚¹ 
ãƒ�ãƒ¼ãƒ ï¼‰ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�Œè©¦ã�¿ã‚‰ã‚Œã�Ÿã�“ã�¨ã‚’èª�è˜ã�—ã�¾ã�—ã�Ÿã€‚å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�Šå®¢æ§˜ã�®ç’°å¢ƒã�«é�©ã�—ã�Ÿç·©å’Œç–ã‚’å®Ÿè£…ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚ 

å‡ºå…¸

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�Cisco TAC 
ã�®ã‚µãƒ�ãƒ¼ãƒˆæ¡ˆä»¶ã�®å¯¾å¿œæ™‚ã�«ç™ºè¦‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-dvmrp-

memexh-dSmpdvfz

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-dvmrp-memexh-dSmpdvfz
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-dvmrp-memexh-dSmpdvfz


æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

2.2 ä¿®æ£ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è©³ç´°ã‚’è¿½åŠ ã�—ã�¾ã�—ã�Ÿã€‚ ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ¦‚è¦� Final 2020å¹´9æœˆ28æ—¥

2.1
IGMP ãƒ—ãƒã‚»ã‚¹ã�Œã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�™ã‚‹å�¯èƒ½æ€§ã‚’æ˜Žç¢ºã�«ã�—ã�¾ã�—ã�Ÿã€‚DVMRP 
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯è¦�ä»¶ã�Œè¿½åŠ ã�•ã‚Œã�¾ã�—ã�Ÿã€‚ç‰¹å®šã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�®çµ�æžœã�«å¿œã�˜ã�¦ç·©å’Œç–ã‚’æ›´æ–°ã�—ã�¾ã�—ã�Ÿã€‚

æ¦‚è¦�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è©³ç´°ã€�ä¾µå®³ã�®å…†å€™ã€�ã�Šã‚ˆã�³å›žé�¿ç–ã€‚ Interim 2020å¹´9æœˆ1æ—¥

2.0
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


