Cisco Firepower Management Center® A X7 4
YOOLFUOYIOMEEMN

7 R)NA 1) —ID : cisco-sa-fmcua- CVE-2020-
M e diU tatcred-weeCcZct 3318

J14~B B : 2020-05-06 16:00 CVE-2020-

JN—=3> 1.0 Final 3301

CVSS A7 :8.1
138 % : No workarounds available
Cisco /N ID : CSCvo08211 CSCvg50674

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

BE

Cisco Firepower Management Center(FMC)Y 7 k™ I 7 & & U*Cisco Firepower User AgentY 7
ROVIT7OEBOBEEICRY, REENSHET WO N EFRAL RIS AT LAOBEER S
T O EATHAREENHYIET,

NS DIRBUEDFHMIIOVWTREAT RN U TFHARBHR, €032 z8RLTSEEZY

o

AR NS OMBE®ICHNTEIY T RIITTFYTTF—REJI—-ALTVET, Ch5D
fEsSMIC LT HEBEREH) KB A,

COT RNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmcua-

statcred-weeCcZct
ZHEMm
SN H 2R A

NHABRT, ChSDEHEEK,. VI —R250&KY) B OFirepower I—H I — T KNY 7 K
DJITVI)—=ANBRCHE2TVBEHEE, VIJ—R6.50&EIDCiscoFMCY 7 Ko7 1)
_XL——%QEEiiL/TCO

E : COAEEEME. Adaptive Security Device Manager(ASDM) TEE & 11T\ % CiscoiiE ib B
TXIVFATTTAT O AASAICEREZEAET, ASAZEETSIZIE, Cisco
Firepower Services'J ) —R6.501CF7 Y 7L —REBH, CiscoFMCY 7 RNIITFICTYT


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmcua-statcred-weeCcZct
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmcua-statcred-weeCcZct
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo08211
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq50674
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3318
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3318
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3301
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3301

JL—RIBEZHBOLET,

REZTETHEHOBRICOVTR., COTRNAFUOLEICHZ/NT IDOFHEI> 3>
Z2ZRLTLKEZL,

Firepower 1—H'T—2J T RFBRMICHZ D TVWR L ES H OHERR

Cisco Firepower User Agent A" BEXICBE 2 TVWR A ESH EEERT B ICIE,. Web UITXRDOFIE
ZERITLET,

1. System > Integration > Identity SourcesDJEIZEIRL £9,
2. User Agent"BIRENTWVWA A ESH EERLET,
J.EDIPFRLANFMCADT VEARAZHATAIRSICHREENTVWRI A ZHEIELET,

feBtEEATVWAVW EfBFEEh-REA

COTRNAFUDOELEOHZREEI I VICEHENATVRIREOAEN . COMEMD
HEEZ R EN DA 2TVET,

AT, COMEHEMEN CiscoBREEFIVTA FTTTATA(ASA) VI RNIITE
7z i& Cisco Firepower Threat Defense (FTD ) V7 RV I T ICHEBZRIFE BV & ZHER
TVWEY,

FHAM

Cisco FMCY 7 h™J T 7 & Cisco Firepower User Agenty 7 NI 7 D2DODREFHHEICKY), WE
ENERETHIONEFERAL T ATLOMESRD ICT VAT RDAREENF HVET,

MEEEOFHMEATOESY TY,
Cisco Firepower Management Center® AR T4 Y OO L7202 ¥ )L DS

CiscoFMCY 7 RV I T DEFHHEICLY), BAETNHTVEVWIE-—FOKREES, SV IERZR
DTNV EERLTHIES AT LOBEBRDICT VAT HARMEAHIET,

COEEMERE. T7FILNOBHNNAD—REFIZATALATAI N ATLEREICEL S
THEBEABVCECEBALE T, COTF7AIILRNTADRNTEHIAZATLICOTAEND
E. COMRBUANTIATOA RENBBRUEF BVET, TVATOMNIESTRIE, HE
BRIV I-PIOhTF-RICNITIRAMIBROEERART VLA ZRIETE S A8
FHNVET, RBERFATLOBERDICT IV EATERIN, FNARAZ2HEITZD-HDE
R EEEEREHYETLEA,

JNJ'1D:CSCvg50674
CVE ID : CVE-2020-3318
X1V TF 1 HEFM (SIR) : F


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq50674

CVSS X—AA7 : 8.1
CVSSAX Y hJL : CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

Cisco Firepower 1—H'T—S I RODART AV O OLF U v )LOMEEM

Cisco Firepower User AgentY 7 R VT 7 OEHEMHICK Y, BRIAIEhZO—HILOKREEN ., 151E
DEVWTHIORNZEZFEAL TEEATLOBERDICT IV EATEDAREMEN DY ET,

COMESEME, DATATHADNITFT7FIILNOBHNADT—RIBREENTHEY ., AT A
BEEICLK>THHASATWAVZEICERALES, CcOTT7AIILRNTHIYNTRES AT A
CAOJA > EndE, CORBENTIRATOA RENZBREFBYET, TVA7OC N
R gdE, HBEEGF I I—CI0RTF—RCHTEIHAIMBROEEIALT I AEE
METEDUEMUNIBYET, HEBGFS ATLOMELDICT IV LATEETRTN, FNA A%
HETHEHONTLEEREEREDYELA,

JNZ'1D:CSCvo08211

CVE ID : CVE-2020-3301

EF1VTF A HEFME (SIR) : H

CVSS R—ARIO7 : 71

CVSSA Y )L : CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

o] 5 3R
COSEEICNTIERKEHYEEA,
BEZFARYTITNDIDIT

V78D ITFOFTY7IL—REBREITZIRICE. [ZAOAOEFIVFA T RNAFUSROT
< — N ( Cisco Security Advisories and Alerts ) | R— TAFTED S AOHBOT RINAH
ZEHNICZRLT, REZZTH UM EREATY7IL—RVYV1I—-—23 0 2@#RALTL
EEW,

WIFhoBEE, 7YTIL—RIBFNSAALCTDBXEIN BB L, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
BEEL TV, FHAEKRICDOWTI, Cisco Technical Assistance Center (TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—=ICHBBLEbELSEE L,

BIEFEHR)—A

NEAFR T, CiscoFMCY 7 I ITT7 1)) —A6.5.050k 8 & U'Firepower User Agenty) 7 K™
IT7V)—R250BICCNSOBEICHIZBENr @EATVET, 1. ChsOREEHEEIC
Xt g B2k, Cisco FMCY 7 k™ T 7 &Cisco Firepower User Agenty 7 NI 7 OWEBEZT Y
TIL—RIBBENHBYET,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo08211
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

£ ASDMTEEBE N TVWAASAZFERAL TV B EHIE., Cisco Firepower Services') ) — XA
65017 Y7 IL—RTBMN, CscoFMCY 7 RVITFIZTYTIL—RITBEZ2EHOHLE
CP

RETETHEHOBRICOVTRE., COTRNAMPUDOLEIBICHZ/NT ID0FMHEI> 3> %S
BLTSEZL,

1.CiscoFMC 8L TFTD V7RI ITF7 DUJ—R6.01 BAIICDVWTRR, XOTFFVANKTL
TLERT, COMBUENEEZSTCYR—IMIRII-ALLBITIZCLZEHHLET,

FTEMAEH E KRR

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ F VIR TVS
RSN ERASEHRTOLNKEEIEL TVEEA,

H B8
ABBER. SATRBTOEFIUF 4 FANCE I TRREAELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmcua-

statcred-weeCcZct

oG] B EE

N—>3a> B o3y AT—RRA A1
1.0 AEARY ) —R — Final 2020 F5 A6 H
F AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WL BIBEORILEETRRIDENTE
HYERBA, ETRNABFVOBHBEBICVIVDOERICETZIREEN—IFTNhSOEREC
HB2ENDELERT, Fh, DATRBAERFIXNOABRZFESRLICEELLY, EFRLLEY
TRENEBLET,

AT RNAF)ORENBICEL TIHREE O URL ZEBEL, BIOEHEPERZRL LI5S,
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BHAXELTVWEY TRAEMEA BN ET. CORFIXDMOBRE., ATDRHROIVR
A—HZXHRELTLVET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmcua-statcred-weeCcZct
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmcua-statcred-weeCcZct

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



