Cisco PRIME Network Registrar

4@ «3@S3Q'a,<a, afa,'a,pa,naf"
afea, a,"a,'asf”
afed,©afa, a saffa@®e, taltae€s

&, Caf%oaf € a,na, flaFraFlD : cisco-sa-cpnr- CVE-2020-
H igh csrf-WWTrDkyL 3148

& @a...~é-<ae—Y¥ : 2020-03-04 16:00

df @afva, afsasf 1.0 : Fina

CVvS&sa,1a4,%4,¢: 7.1

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvm39026 CSCv069922

e

l

v AN

Yo 3@«a, a «ef..4 t3@ A€Qecte23Q«ad, a,<aZYe-13Q9REQZA...~ a1 A«
Al
£1 el@
Cisco PRIME Network Registrari/s CPNRY26.8€® Web
éfMéf%é,1é,néﬁé,géf%é.f-ééé,ué,1é0§é,,Té%iae€§éQCEgC°éaééé-é,Gé@%é@—é@\?éﬁéaéé"%é@-
afea, " a, "3'afr
éf-é,@éf%é,,é,§éfa'|'WCSRF'l'%%oae”»ae’fé,’é»-an>§0’5,<§Q_éﬁ/zae€§éQCEéO,éSéQ%éQTMéﬁ
5Q"3Q®e,TaV+e€85@ FEQWeb 35™af1a,"5,055°3,;5f1haf4,83,03,"3€@® CSRF
€723%i3@E3, 93993 13983€,5,30"309 3Q«Cud IQO—39 | 39,30%IQ™IE,x"»x'fEE..3Q €4
d@«3,"3QLIQ | (R cOTIQ 3 ES af@affaf af afud, d@83€@ €Qa»-a@B®Iftaf@a,na,'a@R®IfGAl
§,-515,%3€ 3@ "3@®3,Caf%0af€a,n3,9af 3@« "e%%3¢ 3, EFOYe, Taltr€8a@«d 34at L2 A REN
a,caffaf—aftafuaf a, @@ aiwi@P—a@ | 3@, @NhIQ™I€, Q" '3QP®e,Ta%+e€83@«3 343t a@™E L
a@"&@@&,Céf%oéféé,né,ﬁ]éfaéé_é€éae—qé0®éfa§f3é,_é,“é,§<;¢°éaéé0§50050%§0""é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-cpnr-csrf-
WWTrDkyL

€025 e£Y23" @

&, T/t e€85@®a@,a,<e£%23" @

5Q"3O®e,T31+r€83@ F€QAFEFIF14S," 10.1 3,75,53%0€3€® Cisco Prime Network


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cpnr-csrf-WWTrDkyL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cpnr-csrf-WWTrDkyL
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm39026
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo69922
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3148
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3148

Registrar 3€«a%+éY; 3@ —3 @%@ ™a¢E,

&, TaY/t-aeE8s, 49 «a,"3983€,30%3€,30"309 39 ECL Qa9 3, EFHQPYeLL"©

3O "3aQ®3,Caf%0af€a,03, 935 @®e, TaY/+aE85QRI@,5,<e£ 113" 8,73, 3,-3f855@«& "2V %o @ 3
D7EQP G-

3O "3Q®E,Ta1+2E8a P« Uit AQO™I D 76Q(-3@ 3€,5,550%36>3,"3€,

as®afee a@éa,2af°af 4, a,84a,¢

8, -4,14%6€ 3€"3Q®3,C3f%0af€a,13, 935« "21%0a@ 3, EIQPYe, TaVte€85@«a hat! TQ™E (i
af@afna, af8afa€  af-a,£afaf@are

3 »affaf 3@«d %hIP—3Q 3OBRIQP 3O 319°3,S3QUIO™MIEIQOQIOP]E, 391363, 1%afa1 3, 5,83,
https.//www.cisco.com/c/en/us/products/end-user-license-agreement.html

5@« %% 3@ ®4,-3,'4,’a@®3,1»af-4f"°3, 1 5,85,C3f©4,05,»3°3,'4 Q@R @€ .5 @« IN"'IQTIQ"TO "¢

3QAUIOVIEQIQSARCRE 39 ES,1LafaF 4, 5,85,¢5,5f€5, | 3P 5faf 143 %03 @83 93,3 QOBRIQP €3,
5,Caffaf—a, af-afhaf%oa @839 ™ac,c,id, Ya®a,»3, af¥afafta £ 4,1,4535°4,'4,84,¢
5,Caffaf—aftafuif 3«3, dQLIQ | FEQIOSIP( 2§ 3P -39 —3€,5,,3faf5,15,83,¢
303,038,533, 36 @&, 135 3,153f-3f 4,1 4,85,¢ af+4, £AfLAfQASE

3»>affaf 3€QIQNIGYIQ afia, AfFAfs af2af"a, AF8af
5,Caffaf—a,°af-af1hafthod@«d %IQ™i e OE™MPIPES»"575€+3,F5,5Q"39 39 3€,3,559%39

,Vzafaaf¥af%a,-af§a.f3a, ceoe a@a@—a@ ! a@@a@ 39+3€,3€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a, 13,5« @ @3 Ta@afiafca
Technical Assistance
Centeri’a"TACi%%o03, 3@ —3Q Q3@ a¥'(,39—3€ | 3€,3,afa5af1arSaF3, af—afaf €3, nafEAf 43 €«

8 HfVAf518¥ ¢, 4, 49 "8"0O¢" " 5955930, 50530 CxeS"
5, 8,13, %€ <8, %00, RZ¥E 3. YA —3 VIO TS, 5,3, 5@ @3, uafkafa, ¥, 4, 50"8°0¢ 59,30Vié

cisco-worldwide-
contacts.htmliV %3 «é€£cuid @—3€ | 3,Caffaf—3,°5f-af1%5f%03,3...¥2 %03 @ —3i€ Q@@ 3636,

C,id, Y&, Caf faf—4, °af ~af VA %ea@®a 34e+ie£)3"@i@83€,5,<309"3@ 4, 'e Yar”™ 73— aé{é@,,é@\?@
URLG,/4@"¢" 2, 930 @@ i€°39,3€,


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

a'®axfer " a@iafrafrastaa,’

5,-8,15,35€ a€@Cisco PRIME Network Registrar af2af2afsa," 10.1
H¥EMQPIP8IQ IQP®L,TaV+2E8],4;PrfIQP—IQNIGO—IQYIE,

5, @REAOC" " 8%i%<3Q "a...,a%ec™og; "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,Caf%oaf€a,nad 3 a@«e "e%%od@ 3, i€ | 39,3,€,TaNtres5¢

8108,

are-8, T8Vt aE83@ 5€9 5, 5,15,35T...F 5953 O®3,»3, 3F¥aFEf14,£
8ft3, 58 59«3, AQLIQ | (Mot a3, EIQUIO—IVEE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-cpnr-csrf-
WWTrDkyL

o' 1e’, at¥ee

af @afvaa, afsas et YA a,»38, a,-af8af3| 4 aftafva, ¢at a—¥a»~
T R . 2020 & 38 4
1.0 Q74...~6—afa2af1a," | - Final
¥

d'C¢" elO¢ .,

ae0ed, Caf %odf € 3,03, 95°5@ ¢,i8; 98 %hIQPRS, IQPPIQ IQO—iQ IO 2QQIWIO—3€  3653,55¢
e0e-3,Caf%03f 3,03, 933 ®xef...8 +t3€55, 493338, a@®ai " Q@ «b-CAP™E @2Erm I P BE €
3ONIQYIEHE, 3,350 20e-af%0d,Af¥afaFAf GQ®AT..AR'E,8°"8'SA 3@ —a @ «an%oz> 3P —a€
ae0e-d, Caf%oaf @ 48,08, 35 ®e "8;°8T.. AR 3P «é-CA9—3@ | f..& +6..95,i5€0® URL

3,/Ce@C VIO —F€ QIO -IO®E»CEUY04,, 2, @ 3d 'e-1IP—3OYE 3O F€HI"(n%hIQECRICO
3O "3Q®Af%03,Af¥aF3FAf 3@ ®eS..3 +t3@ 3€94,3,'3,°6f 13" @IQ B, AP af%0af | AF143, 98,8 Y4l iE


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cpnr-csrf-WWTrDkyL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cpnr-csrf-WWTrDkyL

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



