Cisco Small Business
RV110WaE€RV1303€©@RVI30WA€H a9 S3,
RV215W &,-affafa,°
af«af1aa, ;a9 ®a,cafFzaFaf%o a,-3,8af«
3,035%3, 4,83, 4,-af8aF°a9®e, taltatae€s

&, Caf%.af €a,=a,faFrasnlD : cisco-sa-cmd- CVE-2020-
H Igh shell-injection-9jOQN9Dy 3332

&9a...~é-c<e—Y¥ : 2020-07-15 16:00

af @afva, afsasf 1.0 : Find

CVvSsata.%a,¢: 8.1

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvs50849 CSCvs50846

CSCvs50853

o
$
w

Y- &3 «ad, d,«ef...3 t3@ A€Qectezi@Q«ad,"a,<aZYe-13Q9REQZA...~ a1 a ¢
Al
£1 el@

Cisco Small Business RV110WAE@RV1303€€©RV130Wa€Q3€ 53,5363 RV215W 3,-3faf%3,°
af«afla,;a@® Web
éf”"éf%é,1g®ig01‘é,néa‘3§,¢'éa‘%éf-é,§é,n”,1é@@é,,’ré%iae€§éQ<<éﬁé,§é€0éaéé"%é@-é,CEé@VéfaéfCS\

G a@®e,TaV+x€83€@ FE€QAS! éf%é,ﬁ]é@CEae(Eié@ééQ—é@?éfiéf%é,géQ®é...¥é§>é@®aeuoeé "4
Web

afmafiaa, c(®jceta,nafa,;afaf-a,8a,0a,'a€«3-83 ! T“"é@«g'°é-¥é@-é,CEé@Véfaé,_é, "3,'af" 8, é€@azia
8,-8153%6€@ J@"'a@®e, Tal+xe€83@«a 3at|a@™a,<3,%afaf"3,|4,83,Ca, caffaf—aftafnas a, afearasy
é@”é@@é,Céf%oéf@é,ﬁé,ﬂéf350_5€062ﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§OO§Q%§OTM§€,
https://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-cmd-shel | -i nj ection-

9/0Qn9Dy

€031 e£8" €@

&, T&/t e85 @ ®a@,a,<e£%23" @


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cmd-shell-injection-9jOQn9Dy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cmd-shell-injection-9jOQn9Dy
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs50849
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs50846
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs50853
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3332
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3332

5O "3Q®E,Ta%+2€83Q 3€Q&,T3%+e€83Q@ T3 d0e 3™ «af+a,jafkaf 3,! &,83,Cafaf5f13,"5, 4R
Cisco Small Business af«af1a,;3€«3%+éY;3,4 739 3@ %3 @™3E,

« RV110W Wirdless-N VPN &f+3 |5 08, ¢5 15 O&f Yaf«
« RV130 VPN &f«afYa, ¢

« RV130W Wireless-N &o580Y &fY2 VPN 3f «8f Y4, ¢

« RV215W Wireless-N VPN f«&fY4, ¢,

&, T&Y/taE83@ Ea"ace " 3@ ™3« Cisco
a,%afaf"a,|a,83,cafafrasaa, ' d@«a9rie,iQ | i@ €QIP"IP®I,Caf%af@a,ra, Naf3H®IEES
59"3,E3,%03Q@®affaf€@a,n3,'a@® Web
af™afaa, c®ic@1a,nafa, afluaf-a,83,03,'a€@ a€@afafaa, «af« LAN
27¥CN339%IPYIQ AFAFCAFUIF (®ic@TrOYeflicuEC"+3€83°OC" 39 83Q PIQUIQ™AE AftA.
aftaf 3,03, 3@8afafCaflhaf (®jc@TOYerhi@ Ere%idS' i@ «i9iQLrie 56,3, 393905¢
Web 3f™3f13, c®ijc@13,1af%3,;3f1435+3,85,03,'3,' 63 @ @ IEQ[aY°re-& " d®Si1 Basic
Settingsi¥%o] > [af*afcafsaf ¢®ijc@Ti% Remote Managementi%%o]
8, 6@ 2S739—30%IO™AEE [2e%03S %4 Enableia%o] Af € 4,8aFFa,
afoedffa, 4,'a@(E3,°afi0«a9°39£3@ 39,32 A9 3€QIQ9QIHOBRAFIafOE,rE,'309830 3
8, T&Y/eE8s, 49 «a,"3983€,30%3€,30"39 19 ECLe*Qi93,EaQPVeLLA"@
Q" "3Q®3,Caf%0af @ 3,135,933 @ ®e, 1a/ceES5QRI@,3,<e£ 123" @8,»3, 3,-af838@«& " "e%%0d € 3
O w 7
DZEQPiC-

59 3O ®8, 8%t e85 «d %it FO™A DI -30 59,3,550%363,"5€,

4. @k 894, :5555°3,14,55,¢

5,-4,15,%€@ 39"3Q®3,Caf%0af€@5,13 933« "21%03 @3, FIQPYe,Ta%+eE85@«d %At GQ™E C,i
af@afa, afsafa€ af-a £afhaf@ase

S affaf 4@ «8 %IQP—3€  IORIQP 3O 39°5,S3QNIO™IEIQ0QIORI, 3O TIH], L5 ], 4,83,
https:.//www.cisco.com/c/en/us/products/end-user-license-agreement.html

5@« %% 3@ ®3,°3,'3,°53@®4,1Laf55 3, 1 5,85,C5f©8,15,»3°5,' 4@ R @i .. i@Q«IN"TQTIQ"TO "5

QNI YVIEHIOSI®C2E 39 ES,1af3F 3, 4,85,¢5,aF€5, | 3Pafaf 143 %03 @83 3, AOPIQ €93,
3,Caffaf—a,°af-~af1haf%0a @83 @™a€,c,ia, Ya@®a,»3,af¥afafta, £ a,%af+af"a,14,83,¢
3,Caffaf—aftafuaf 5«3, 3QLiQ  I€QIOSI®C 2T 1P «2-°39—39,3,1,3f 5 5,15,83,¢
3f03,n3,»33, A€ @& 153S &,1,3f-3f°5,15,84,¢ af+3, £AFLAFQAFE

a»affaf A€ @a@aQYa@ afid, afLafs af2afa, af8a


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

5,Caffaf—a,°af~af1haf%oa @ «d %IQP™a " OE™PIQPEi»"3 73€+3,F5,59"3€ 30 39,5,559%3

58 YAf+8f"5 13 85 CA@®3,Caffaf—a,°af-a514af %08, s Z5@™35,<€5>3 Q9«3 @ 3€€45,3,'3°
a,»a,af¥afiasta.£ a,caf%oaf€ea,na, gas
3f335143, 3983..¥2%0 3 @839 93,<3,-3,'3,2e£1,3" Q3@ ®3, Caf%oaf@ 3,123,953, a®52eY (s, 59 «3.C
a,%.afafYafna, af8afa €3% €3, Qi9—3Q | iQOIY 39°39,3€,

50,3953, F3Q® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%"TACi%%03, i@ —3@ @3¢ 3Y'(,i@—a3@ 3€,3,afiafastarsasrs, af—afaf€a,nafeafaa €«

8, ffVAf 4,18% ¢, 4, 89"a"0O¢" " 39839236, 39S5aB®Cxes"
8, 8,18, %5€3,%00 27¥2% 3. Y9 —3@ Vi@ E5,-3,'3 5@ ®3,pafkafa, ' a¥c ,4,349"8°0¢" 5€,39Yie

cisco-worldwide-
contacts.htmli¥6d@ «E€L£cU Q@ —a € | 8,Caffaf—a,°af-af%af %08, a...¥2 %03 @—3@ | i O QIQ Q3 @,

G.i8, Y4, Caf faf—a, *Af -af VA %oa@ ®3 Hhe+ef 1L @3 83€,3, 39 "3 3,8 he /39—3€ ' 3,59V
URL 3,/3@"¢" ", @030 30°3@,3E,

4 ®axfxe a@safrafrasaa,’

&A@ B®e| F@«Cr°aP™E," 3P T1aP«IEQLO V"I QP™A A ReLr," 3@ OB, LAf a3, 8,83, Cafafas

&,14,3e£v23" @ First Fixed
ReleaseiVs 4, @cfi@a, Ea@ Y€l 9@ ®afaf afa, %o
RV110W Wireless-N VPN 1528
af+a a ng, ¢33 ©afaf « o
RV 130 VPN &f «afvaa, ¢, 1.0.355
RV130W Wireless-N
o v s oo ne .~ |12.0.3.55
anSsEOY efY¥2 VPN af «afvaa, ¢,
RV215W Wireless-N VPN
~p e 1.3.1.7
af «af¥a, ¢,

Cisco.comae ® Software
Center&€p<a,%od, 124533, 4,83,¢3,af€3, | 3Fafaf 1435 %03 @™3,«3 @ «3 @ €@ 3@ ®x%0<é 13, a®VYE{C

RV110W 5€Sa,”3€° RV215W

1. [3@™3@'a€ | 3,'a@,c...81% Browse Alli%4%o] a,3, af*affa, @ —a@%ha@™a€,
2. [Routers] > [Small Business Routers] > [Small Business RV Series Routers] > [RV110W Wireless-N
VPN Firewall]


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
http://cisco.com/
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html

49%3©Y3€ [RV215W Wireless-N VPN Router] > [Wireless Router Firmware]
5, 6@ 2S739—39NIG™AE,

3. [RV110W Wireless-N VPN&fe3, i3, 08, ¢4, & ©afVAf «iVa RV 110W Wireless-N VPN Firewall1/%o]
49%3©Y3€ [RV215W Wireless-N VPN af«afld,;i% RV215W Wireless-N VPN
Routeri%o] 3f33f143, 3@ ®3- | 333,033 €3, %03f5f25f143,"3, 6 @ 2573Q —3QHIQ™IE,

RV130 3€53,”3€° RV130W

1. [3@™3@'a€ | 3,/'a@,c...81% Browse Alli%4%o] a,3, af*affa, @ —a@%a@™aE,

2. [Af «Af Va8, ¢)Ya RoutersiVdeo] > [&,1af Cafv.af «af* 4 af @43, a@'a@'af«afa,;i%4"Small Business
Routersi%%o] > [Small Business RVa,-af*af'aa,caf«af'aa,;iva"Small Business RV Series
Routersi%%o] > [RV130 VPNaf«af%3,¢i% RV130 VPN Routeri%%o] 39%3€Y3€ [RV130W
Wireless-Nan3ae©YefsVPNaf«af1sad,;i% RV130W Wireless-N Multifunction VPN
Routeri%%o] >
[3,'afcafnaf«af s, af@a,'a@'a@'af«afua, . a@®af-a,jafuaf a,!a,8a,¢i%"Small Business
Router Firmwarei%%o] 3@ ®¢é 139 «é@ 2eS73€9—39%aO™aE,

3. [RV130 VPNaf«afvi, ¢ivs RV130 VPN RouteriV%o] 49%3€Y3€ [RV130W Wireless-
NandaeOYefhVPNaf«af14a, 1% RV130W Wireless-N Multifunction VPN Routeri%%so]
3f35f%3, 3@ ®4- | 3F33,033 83, %03F5F25f13,"5, 6 € 2S739 —39HIG™EE,

4, @Rr£A"OC¢" " a%a%<a@ "a...~a¥h@g™Mog;”

Cisco Product Security Incident Response
TeamiVs PSIRTY%03€p 3€@ee-a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3,3, Taltr€85€¢

108,

539"3Q®e,13%+2€85,'8 +4'S59—3€ ' 53€,30Y3 3€,36Y XDSEC ¢v%3€® Larryxi
X°QiO«2,Ye-93€,3QYIO—39%IO™E,

URL

https://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-cmd-shel | -inj ection-

910Qn9Dy

ag'1g", At ¥ee

5f@aFua, 3F5aF . 508, arsara artarva il v
10 @878, ~E—EFAFATAS, Findl 2020 & 7 a0
: >Z4...m€—< M-
) 15 6—¥



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cmd-shell-injection-9jOQn9Dy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cmd-shell-injection-9jOQn9Dy

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



