Cisco |OS XE SD-WAN

~ ~ ~N AN ~ ~ AN - oo ~ ~ ~ ~ ~ - o

3, YoAf*4f"4, 5, 85 cer@e  uaf@a,nafa,'a@®e, tal
&, ¢af%oaf € a,na, flaFraFlD : cisco-sa-auth- CVE-2020-

M edi unJP-NzthHHY 3216

& @a...né-«e—Y¥ : 2020-06-03 16:00
df @afa, afsasf 1.0 : Find
CVSS4,15,%4,¢: 6.8
&76€¢¢- : No workarounds available
Cisco &f €a,° ID : CSCvk38480

Yoo &75@ «8, 8 «ef...4 +t3Q A€QPe 1239 «a, 8,2V R-1aQ9BREQZA...~aY Qa4
Al

av el@

Cisco |OS XE SD-WAN 3,Y58f*3f 4,13, 85, ¢a@®e, Ta%+e€83€ é@Ze°@e 1hA€QPc%oOce ¢S, 32

e"»e'fe€. 3@ T’ QL 143,'3f@4,0afd, 3@ —a€9a121EY; 3,/ 8@ —3@'3QYaftaf@a,na, a@®af«af1haf"
3,-3,88f«3@«C,jd é™MQPIQ®A, (3, 3,»3,'3,'d%—3,<3Q" "3 3,3@ &f1LiQP«IP™5, 3@ efr€8aQEI

8Y/eY (A dQP—39'aQY3, 1A A3, 5,83,C3@«3€,5,<C%0'AR3IQP®F, 25733 %03 QP RIP VS, @I B3 €
FO™3,@, Ta%+e€83€, 2"»x'fEE..3€ 3121éY:3/40@—3€'3@Yif1af€@a, 03,3 ®AF-af 1A

" QreYIF-39RIQ9rx(iQ«d, 1QLfi¢ 10 "369®, T31+2€83,'3 @2LE OC" Q™33 &flha€s
®fd 3€°3,73, 3, 3f—3f3,n8f 3@ x"»x'fe€. 3@ FL° Qe 143, 3f@a,naf 5, 3@ —F€@a2+6Y;5, 4@ —a
3,-a,83f«3@«C,ia" 1é™MQPAQP®A,C3, 4,»3,'3,'d%—35,<3@"3@ 3,49 efLiQP«aP™i 3@ efrx€83@EA
§8,-815%@ 1@ 'a@®e,TaN+tx€83@«d 4at|a@™4,d,%afaf"a,!4,83,¢
3,Caffaf—aftafnasra, afrarafug,' i@ —io%io—ieVYaE,

5O"'3Q®e,13%+E85Q«d %at AQO™AD7EQ; -39 3€,5,559%3€>3,"aE,

2@ "3a@®3,Caf%oaf€ea,na,q éfaé0_§€Qae—|ié0®éfa§f3é,_é,“é,§<;¢°éa0e§0§é®050%§0""é€,
https://tool s.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-auth-b-NzwhJHH7

e023Y%" e£YL" @
8, TaV+aeC8a@®a€,a,<e£%23"@
8196%0 HoOEP O™, 5P «IEPIQ GO ®, T8Vt 2E53Q ™ 16.10.1 50«3, 59£3@ | Cisco 10S

XE SD-WAN &,%3f+3f"3,'5,83,¢ affafafua,’ 16.9.1 3,40V E50—3€ | 56,36V
Ciscoaftaf@a,n3, 5@ «aY:+6Y;3,4 750 50 %30 —3 V€,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-auth-b-NzwhJHH7
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk38480
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3216
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3216

arets, AOER. . B FEQCOYie 3OOES.. .8 t3 O IO, 50 5O 5O"5OD, Caf%oif@5,55,95F
OO 8,53, 5,-4f55%3,39.C.. 559 —3@ ' 5.3639,3€,

&, TaYrac€8s, 49 «a,"89839,39%36,30"30 3G ECC* QIO 3, EIHYELLI"O

Q"3 Q®3,Caf%0af@a,n5, 933 @ ®e, 1a/aeES5QRIQ,3,<e£ 123" @8, »8, 3, -8f 85f3a€«afa,"'af"a€+a,C

54,14, €039 3008, 15%trE55QEir¥i dQ®E, 3,303 "QP39«3Q 31216Y;3,4 759 54

10538 %2af+af"8,13,84,¢

 10S XE Polaris & Y5af+af"4,'4, 84, ¢
« IOSXR & :8f+3f"4,'4,85,¢
 NX-OS & v4af-af"4 3, 84 ¢

H76€p¢C-

G a@®e,TaV+r€83@«a 34t é@“"é;ééé@g_g—é@"0,5,§§0%é@>§,“é€,
ac®xfx"a@éa,%2afaf q, a,s84a,c

a,-af+af 4,13 83, ¢a@®a,caffaf—a, af-aflhasf%od, aencee” ZéQTM§,<é§>éQ«§0_§€QCi Sco Security
Advisories and Alerts

AfSAfV.E 5@84.. ¥e %o d @83 Q@ @3,<3,3,"3,°0£13" 9@ ®E,Caf%oaf 4,035,935, a®3xeeY (3,3 @ «39.C.
3,%3f°af¥afa, af8af%a, ¢ QI P—i@ | QOO 3639 ,3€,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 1a@afiafca
aéa”ZéQag,1éQ<<QQUé0,,éQ 3¢ a€@Cisco Technical Assistance
Centeri%"TACi%%03, i @—3@ @3¢ 3Y'(,i@—ai@ | 5€,3,afjafartarsasra,
3f—afaf@3,nafafhi@ 3955 93,595,030 30030 30:3,3€,

4 ®axfexe a@safrafrasaa,’

af af-afaa, tafv.a, -af saf:a€@ ®xe™,a @«a€@Cisco I0S XE SD-WAN 3a,%af-af"a, | a,83,¢

feafeafaa,'a€ cEdge-16.10.2
0§é,“é@3é»¥éméé0_50"50®é,,1‘é%4_rae€§é0®é@\?é,0§0®ég_®ae£éQCEéQ«éé%é,CEéQ | 3@, a4

an  an

a0eEs,, AOER. .. AP FEQ Qi 3OS & t5QIPnIP, IO 3O 1O 3O, CAf%oaf @5 13,9354
5O®ROC° 5,»3,4,-3f55%5,59,C. 550 —30 | 5.3939,3€,

8, @REAOC" " 8%i8%<3Q "a...,a%ec™og;"

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf€@a,nd aff @« "e%%id@ 3, Ei€¢ | 39,3, ¢, Taltet


https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

8108

aee-8, T8/ eES5@ 5695, 5,'5,28T...6F 5559 @3, »3, af¥aFEf 14 £
313,53 5«3, 3QLIQ | (Ve 3@+3,E5QUIO—IOVEE,

URL

https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-auth-b-NzwhJHH7

o 1, kYo

é_€”
Af @afsa, 3F5a 5 a7 8, »8, 3, -Af8Af3 | & A TAfYA, ¢4 1 Date
1.0 X QIA...~6—AfEFEF 1S, SEEECICY%0" 2020-JUN-03

d'C¢" eO¢ .,

a0e-3, Caf%oaf €4a,03,9af3@ ¢,id; 9 %hiP®3,iQPRIQP iQ9Y—i@ i rQPQPINiQ9P—iQ ) 5€53,55¢
20e-a,caf%oaf@a,nd affde®xf...a ié@éé,Aé03éfa§f3é,_§0®é1/zg_g""éQ«é—Cé@“‘"é,(éz—-émﬁ@@éﬁ
5QUIOYIEDS,3,'3,°5€ 0e-df%o0d,af¥afiafaf 3@ ®AT...4®"5,8°°4'SA 5@ —3 @ «8dn%hoa> 3P —Aa€
aee-3, CAf %ol 3,03, 5P @@ "8;°81.. 405 @«6-CAP—3@ | &f...3 +6..94;/39® URL

3,/ CRQPCYIQ—IfQIO («IPB®e»(2Y%0d,, 2, 33 2-1IQP—3QYa 39 I QI (nUIYP TR
3Q"3aQ®af%oa,af¥afiafPaf d@®xf...d ta@ 3€@4,3,"3°eL13"QAQ®A, afaf%oaf | 3f143,93,'3 34+


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-auth-b-NzwhJHH7

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



