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Cisco Discovery Protocol ã�Œ 1 
ã�¤ä»¥ä¸Šã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�Šã‚Šã€�Cisco FXOSã€�IOS
XRï¼ˆ32 ãƒ“ãƒƒãƒˆã�¾ã�Ÿã�¯ 64 ãƒ“ãƒƒãƒˆï¼‰ã€�ã�¾ã�Ÿã�¯ NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹å ´å�ˆã€�æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�Œã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚

ASR 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚°ãƒªã‚²ãƒ¼ã‚·ãƒ§ãƒ³ ã‚µãƒ¼ãƒ“ã‚¹ ãƒ«ãƒ¼ã‚¿•

Carrier Routing Systemï¼ˆCRSï¼‰•

Firepower 4100 ã‚·ãƒªãƒ¼ã‚º•

Firepower 9300 ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

IOS XRv 9000 ãƒ«ãƒ¼ã‚¿•

MDS 9000 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ ã‚¹ã‚¤ãƒƒãƒ�•

Network Convergence Systemï¼ˆNCSï¼‰540 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Network Convergence Systemï¼ˆNCSï¼‰560 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Network Convergence Systemï¼ˆNCSï¼‰1000 ã‚·ãƒªãƒ¼ã‚º•

Network Convergence Systemï¼ˆNCSï¼‰5000 ã‚·ãƒªãƒ¼ã‚º•

Network Convergence Systemï¼ˆNCSï¼‰5500 ã‚·ãƒªãƒ¼ã‚º•

Network Convergence Systemï¼ˆNCSï¼‰6000 ã‚·ãƒªãƒ¼ã‚º•

VMware vSphere å�‘ã�‘ Nexus 1000 Virtual Edge•

Nexus 1000V Switch for Microsoft Hyper-V•

Nexus 1000V Switch for VMware vSphere•

Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 6000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 7000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚»ãƒ³ãƒˆãƒªãƒƒã‚¯ ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ï¼ˆACIï¼‰ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ NX-OS ãƒ¢ãƒ¼ãƒ‰ã�® Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

UCS 6200 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS 6300 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS 6400 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

Cisco Discovery Protocol ã�Œ 1 
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Cisco FXOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® Cisco Discovery Protocol 
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Cisco Discovery Protocol 

ã�¯ã€�ç®¡ç�†ï¼ˆmgmt0ï¼‰ãƒ�ãƒ¼ãƒˆã�§å¸¸ã�«æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚2.1
ã‚ˆã‚Šå‰�ã�® Cisco FXOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�§ã�¯ã€�Cisco Discovery 
Protocol 
ã�¯ã�™ã�¹ã�¦ã�®å‰�é�¢ãƒ�ãƒ¼ãƒˆã�§ã‚‚å¸¸ã�«æœ‰åŠ¹åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® Cisco Discovery Protocol 
ã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹

ç®¡ç�†è€…ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�® CLI ã�§ show running-config | include 

cdpã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚ã‚³ãƒžãƒ³ãƒ‰ã�Œå°‘ã�ªã��ã�¨ã‚‚æ¬¡ã�®è¡Œã‚’è¿”ã�™å ´å�ˆã€�Cisco Discovery
Protocol ã�¯ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ã€�ã�‹ã�¤ 1 
ã�¤ä»¥ä¸Šã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

RP/0/RP0/CPU0:ios#

show running-config | include cdp

Mon Dec  2 17:00:27.921 UTC 
Building configuration... 
cdp 
 cdp 
. 
. 
.

 

Cisco NX-OS 



ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco Nexus 
ã‚¹ã‚¤ãƒƒãƒ�ä¸Šã�® Cisco Discovery Protocol 
ã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹

ç®¡ç�†è€…ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�® CLI ã�§ show running-config cdp all | include "cdp 

enable" ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚ 
ã‚³ãƒžãƒ³ãƒ‰ã�Œå°‘ã�ªã��ã�¨ã‚‚æ¬¡ã�®è¡Œã‚’è¿”ã�™å ´å�ˆã€�Cisco Discovery 
Protocol ã�¯ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ã€�ã�‹ã�¤ 1 
ã�¤ä»¥ä¸Šã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

nxos# 

show running-config cdp all | include "cdp enable"

cdp enable 
  cdp enable

 

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆä¸Šã�® 
Cisco Discovery Protocol ã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹

Cisco Discovery Protocol ã�¯ã€�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆ ã‚¢ãƒƒãƒ—ãƒªãƒ³ã‚¯ 
ãƒ�ãƒ¼ãƒˆï¼ˆãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯æŽ¥ç¶šç”¨ã�®ã‚¢ãƒƒãƒ—ã‚¹ãƒˆãƒªãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�ã�«æŽ¥ç¶šã�™ã‚‹ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯
ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ï¼‰ã€�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆ ãƒ�ãƒ¼ãƒˆ ãƒ�ãƒ£ãƒ�ãƒ« 
ãƒ¡ãƒ³ãƒ�ãƒ¼ã€�FCoE 
ã‚¢ãƒƒãƒ—ãƒªãƒ³ã‚¯ãƒ�ãƒ¼ãƒˆã€�ã�Šã‚ˆã�³ç®¡ç�†ãƒ�ãƒ¼ãƒˆã�§å¸¸ã�«æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

ç®¡ç�†è€…ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�® CLI ã�§ show configuration | egrep "^ scope|enable 

cdp" 

ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ã‚³ãƒžãƒ³ãƒ‰ã�Œ
org ç¯„å›²ã�§ enable cdp ã‚³ãƒžãƒ³ãƒ‰ã‚’è¿”ã�™å ´å�ˆã€� Cisco Discovery Protocol 
ã�¯ã‚µãƒ¼ãƒ�ãƒ�ãƒ¼ãƒˆã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�Šã‚Šã€�ã‚³ãƒžãƒ³ãƒ‰ã�Œ
eth-storage ç¯„å›²ã�§ enable cdp ã‚’è¿”ã�™å ´å�ˆã€�Cisco Discovery Protocol 
ã�¯ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

ucs-fi# 

show configuration | egrep "^ scope|enable cdp"

. 



. 

. 
 scope org 
         enable cdp 
. 
. 
. 
 scope eth-storage 
         enable cdp 
. 
. 
.

 

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œä»¥ä¸‹ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

Firepower 1000 ã‚·ãƒªãƒ¼ã‚º•

Firepower 2100 ã‚·ãƒªãƒ¼ã‚º•

Network Convergence Systemï¼ˆNCSï¼‰520 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã�¾ã�Ÿã�¯ 
Cisco IOS XE 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚‚ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�Ÿã� ã�—ã€�Cisco Discovery Protocol 
ã�®æ©Ÿèƒ½ã‚’ä½¿ç”¨ã�—ã�ªã�„ã�Šå®¢æ§˜ã�¯ã€�ã�“ã�®ãƒ—ãƒãƒˆã‚³ãƒ«ã‚’ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ç„¡åŠ¹ã�«ã�—ã�¦æ”»æ’ƒãƒ™ã‚¯ãƒˆãƒ«ã‚’å®Œå…¨ã�«é–‰ã�˜ã‚‹ã�‹ã€�å�„ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ç„¡åŠ¹ã�«ã�—ã�¦æ”»æ’ƒå¯¾è±¡é ˜åŸŸã‚’ç¸®å°�ã�§ã��ã�¾ã�™ã€‚

Cisco FXOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ Cisco Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹

Cisco Discovery Protocol ã�¯å¸¸ã�«æœ‰åŠ¹åŒ–ã�•ã‚Œã€�Cisco FXOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ã�¯ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�›ã‚“ã€‚Cisco FXOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹2.1 ä»¥é™�ã�§ã�¯ã€�Cisco Discovery Protocol 
ã�¯ç®¡ç�†ï¼ˆmgmt0ï¼‰ãƒ�ãƒ¼ãƒˆã�§ã�®ã�¿æœ‰åŠ¹åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ Cisco Discovery Protocol 
ã‚’ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ç„¡åŠ¹ã�«ã�™ã‚‹



Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ Cisco Discovery 
Protocol 
ã‚’ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ç®¡ç�†è€…ã�¯ã‚°ãƒãƒ¼ãƒ�ãƒ«
ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ¢ãƒ¼ãƒ‰ã�§ no cdp 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

RP/0/RP0/CPU0:ios#conf t 
Mon Dec  2 17:58:08.556 UTC 
RP/0/RP0/CPU0:ios(config)#

no cdp

 
RP/0/RP0/CPU0:ios(config)#exit 
Uncommitted changes found, commit them before exiting(yes/no/cancel)? [cancel]:

yes

 

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ 
Cisco Discovery Protocol ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹

Cisco IOS XR 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ç‰¹å®šãƒ‡ãƒ�ã‚¤ã‚¹ã�®ç‰¹å®šã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§
Cisco Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ç®¡ç�†è€…ã�¯ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹
ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ¢ãƒ¼ãƒ‰ã�§ no cdp 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

RP/0/RP0/CPU0:ios#conf t 
Mon Dec  2 18:00:08.622 UTC 
RP/0/RP0/CPU0:ios(config)#interface GigabitEthernet0/0/0/0 
RP/0/RP0/CPU0:ios(config-if)#

no cdp

RP/0/RP0/CPU0:ios(config-if)#end 
Uncommitted changes found, commit them before exiting(yes/no/cancel)? [cancel]:

yes

 

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco Nexus 



ã‚¹ã‚¤ãƒƒãƒ�ã�§ Cisco Discovery Protocol 
ã‚’ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ç„¡åŠ¹ã�«ã�™ã‚‹

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco Nexus ã‚¹ã‚¤ãƒƒãƒ�ã�§ 
Cisco Discovery Protocol 
ã‚’ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ç®¡ç�†è€…ã�¯ã‚°ãƒãƒ¼ãƒ�ãƒ«
ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ¢ãƒ¼ãƒ‰ã�§ no cdp enable 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

nxos# conf t 
Enter configuration commands, one per line. End with CNTL/Z. 
nxos(config)# 

no cdp enable

 
nxos(config)# end 
nxos# copy running-config startup-config 
[########################################] 100% 
Copy complete.

 

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco Nexus 
ã‚¹ã‚¤ãƒƒãƒ�ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ Cisco Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco Nexus 
ã‚¹ã‚¤ãƒƒãƒ�ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ Cisco Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ç®¡ç�†è€…ã�¯ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹
ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ¢ãƒ¼ãƒ‰ã�§ no cdp enable 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

nxos# conf t 
Enter configuration commands, one per line. End with CNTL/Z. 
nxos(config)# interface Ethernet1/1 
nxos(config-if)# 

no cdp enable

 
nxos(config-if)# end 
nxos# copy running-config startup-config 
[########################################] 100% 
Copy complete.



 

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�§ Cisco Discovery 
Protocol ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�§ Cisco Discovery Protocol 
ã‚’å®Œå…¨ã�«ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�¯ã�§ã��ã�¾ã�›ã‚“ã€‚

Cisco Discovery Protocol ã�¯ã€� Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ 
ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�®ã‚µãƒ¼ãƒ�ãƒ¼ãƒ�ãƒ¼ãƒˆã�¨ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�§ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�™ã�Œã€�
ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆ ã‚¢ãƒƒãƒ—ãƒªãƒ³ã‚¯ ãƒ�ãƒ¼ãƒˆã€�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆ ãƒ�ãƒ¼ãƒˆ 
ãƒ�ãƒ£ãƒ�ãƒ« ãƒ¡ãƒ³ãƒ�ãƒ¼ã€�FCoE 
ã‚¢ãƒƒãƒ—ãƒªãƒ³ã‚¯ãƒ�ãƒ¼ãƒˆã€�ã�¾ã�Ÿã�¯ç®¡ç�†ãƒ�ãƒ¼ãƒˆã�§ã�¯ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�›ã‚“ã€‚

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�®ã‚µãƒ¼ãƒ�ãƒ�ãƒ¼ãƒˆã�§ Cisco 
Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ç®¡ç�†è€…ã�¯ 
org ç¯„å›²ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�® nw-ctrl-policy ã�§ disable cdp 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

ucs-fi# scope org 
ucs-fi /org # enter nw-ctrl-policy default 
ucs-fi /org/nw-ctrl-policy # 

disable cdp

ucs-fi /org/nw-ctrl-policy* # exit 
ucs-fi /org* # exit 
ucs-fi* # commit-buffer 
ucs-fi# 

 

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ 

ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�®ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�§ Cisco Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ç®¡ç�†è€…ã�¯ 
eth-storage ç¯„å›²ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�® nw-ctrl-policy ã�§ disable cdp 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

ucs-fi* # scope eth-storage 
ucs-fi /eth-storage* # enter nw-ctrl-policy default 
ucs-fi /eth-storage/nw-ctrl-policy* # 

disable cdp



ucs-fi /eth-storage/nw-ctrl-policy* # exit 
ucs-fi /eth-storage* # exit 
ucs-fi* # commit-buffer 
ucs-fi# 

 

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯ä»¥ä¸‹ã�®ãƒªãƒ³ã‚¯ã�«è¨˜è¼‰ã�•ã‚Œã�Ÿã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚ 
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�[ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Šã‚ˆã�³ã‚¢ãƒ©ãƒ¼ãƒˆï¼ˆCisco
Security Advisories and Alertsï¼‰] 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œ Cisco Service Contract 
ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’
POS ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco TAC 
ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

ç„¡å„Ÿã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å¯¾è±¡è£½å“�ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è¨¼æ˜Žã�—ã�¦ã�„ã�Ÿã� ã��ã�Ÿã‚�ã�«ã€�è£½å“�ã�®ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã�¨ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®
URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

æ¬¡ã�®è¡¨ã�§ã�¯ã€�å·¦ã�®åˆ—ã�«ã‚·ã‚¹ã‚³ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’è¨˜è¼‰ã�—ã�¦ã�„ã�¾ã�™ã€‚å�³å�´ã�®åˆ—ã�¯ã€�ãƒªãƒªãƒ¼ã‚¹ã�Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã€�ã�Šã‚ˆã�³ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã‚’å�«ã‚€æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html


Firepower 4100ã‚·ãƒªãƒ¼ã‚ºã�Šã‚ˆã�³Firepower 
9300ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼šCSCvr15083

Cisco FXOS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹ 

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹

2.2 ã‚ˆã‚Šå‰� ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 

2.2 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 

2.3 2.3.1.173 

2.4 ãƒªãƒªãƒ¼ã‚¹ç•ªå�·æœªå®šï¼ˆ2020 å¹´ 5 æœˆï¼‰ 

2.6 2.6.1.187 

2.7 2.7.1.106 

æ³¨ï¼šCisco 

FXOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹2.1ä»¥é™�ã�§ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�¯ç®¡ç�†(mgmt0)ãƒ�ãƒ¼ãƒˆçµŒç”±ã�§ã�®ã�¿ä¸�æ£åˆ©ç”¨ã�§ã��ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®ãƒªãƒªãƒ¼ã‚¹ã�§ã�¯ã€�Cisco Discovery
Protocol 
ã�¯ã€�è¨å®šã�•ã‚Œã�¦ã�„ã�Ÿã�¨ã�—ã�¦ã‚‚ã€�å®Ÿéš›ã�«ã�¯å‰�é�¢ãƒ‘ãƒ�ãƒ«ãƒ�ãƒ¼ãƒˆã�§æœ‰åŠ¹ã�«ã�ªã‚Šã�¾ã�›ã‚“ã€‚

IOS XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢:CSCvr15024

Cisco IOS XR 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹ 

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ 

6.6 ã‚ˆã‚Šå‰� é�©åˆ‡ã�ª SMU 

6.61 6.6.3 ã�¾ã�Ÿã�¯é�©åˆ‡ã�ª SMU 

7.0 7.0.2ï¼ˆ2020 å¹´ 3 æœˆï¼‰ã�¾ã�Ÿã�¯é�©åˆ‡ã�ª SMU 

7.1 è„†å¼±æ€§ã�ªã�— 

1.ãƒ›ãƒ¯ã‚¤ãƒˆãƒœãƒƒã‚¯ã‚¹ãƒ«ãƒ¼ã‚¿ã�§Cisco IOS 
XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹6.6ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã�Šå®¢æ§˜ã�¯ã€�ãƒªãƒªãƒ¼ã‚¹6.6.12ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�—ã�¦ã�‹ã‚‰ã€�Software
Maintenance 
Upgrade(SMU)ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚ä»–ã�®ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§
Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 6.6 
ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã�Šå®¢æ§˜ã�¯ã€�Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 
6.6.3 ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ã�¯ã€�æ¬¡ã�® SMU ã‚‚ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr15083
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr15024


Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹ 
Platform SMU å�� 

5.2.5 NCS6K ncs6k-5.2.5.CSCvr78185 

ASR9K-PX asr9k-px-6.4.2.CSCvr78185 
6.4.2

CRS-PX hfr-px-6.4.2.CSCvr78185

ASR9K-PX asr9k-px-6.5.3.CSCvr78185 

ASR9K-X64  asr9k-x64-6.5.3.CSCvr78185

NCS540 ncs540-6.5.3.CSCvr78185

NCS560 ncs560-6.6.25.CSCvr78185 

NCS5K  ncs5k-6.5.3.CSCvr78185 

NCS5500  ncs5500-6.5.3.CSCvr78185 

6.5.3 

XRV9K xrv9k-6.5.3.CSCvr78185 

6.6.12
ãƒ›ãƒ¯ã‚¤ãƒˆãƒœãƒƒã‚¯ã‚¹ 

 

iosxrwbd-

6.6.12.CSCvr78185 

6.6.25 NCS560 ncs560-6.6.25.CSCvr78185

7.0.1 NCS540L ncs540l-7.0.1.CSCvr78185 

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«ã�Šã�‘ã‚‹ SMU 
ã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰å ´æ‰€ã�¨ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ–¹æ³•ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽIOS

XR Software Maintenance Updates (SMUs)ã€�ã‚¬ã‚¤ãƒ‰ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

MDS 9000ã‚·ãƒªãƒ¼ã‚ºãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ã‚¹ã‚¤ãƒƒãƒ�:CSCvr15073

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 
ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ 

5.2 6.2(29) 

6.2 6.2(29) 

7.3 8.4(1a) 

8.1 8.4(1a) 

8.2 8.4(1a) 

8.3 8.4(1a) 

8.4 8.4(1a) 

VMware vSphereå�‘ã�‘Nexus 1000 Virtual Edge:CSCvr15078

https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xr-software/116332-maintain-ios-xr-smu-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xr-software/116332-maintain-ios-xr-smu-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xr-software/116332-maintain-ios-xr-smu-00.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr15073
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr15078


Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 
ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ 

5.2 5.2(1)SV5(1.3) 

 

Microsoft Hyper-Vå�‘ã�‘Nexus 1000Vã‚¹ã‚¤ãƒƒãƒ�ï¼šCSCvr15078

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 
ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ 

5.2 ã‚ˆã‚Šå‰� ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“1 

5.2 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“1 

1. Microsoft Hyper-Vå�‘ã�‘Cisco Nexus 
1000Vã‚¹ã‚¤ãƒƒãƒ�ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ã�Œçµ‚äº†ã�—ã�¾ã�—ã�Ÿã€‚
 

VMware vSphereå�‘ã�‘Nexus 1000Vã‚¹ã‚¤ãƒƒãƒ�ï¼šCSCvr15078

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 
ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ 

5.2 ã‚ˆã‚Šå‰� 5.2 (1) SV3 (4.1 b) 

5.2 5.2 (1) SV3 (4.1 b) 

 

ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³NX-OSãƒ¢ãƒ¼ãƒ‰ã�®Nexus 
3000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ã�Šã‚ˆã�³Nexus 
9000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ï¼šCSCvr14976

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 
ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ 

7.0(3)I ã‚ˆã‚Šå‰� 7.0(3)I7(8)ï¼ˆ2020 å¹´ 2 æœˆï¼‰ã�¾ã�Ÿã�¯é�©åˆ‡ã�ª SMU1

7.0(3)I 7.0(3)I7(8)ï¼ˆ2020 å¹´ 2 æœˆï¼‰ã�¾ã�Ÿã�¯é�©åˆ‡ã�ª SMU1 

7.0(3)F2 9.3(2)

9.2 9.3(2)

9.3 9.3(2)

1. Cisco NX-

OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹7.0(3)I7(5a)ã€�7.0(3)I7(6)ã€�ã�Šã‚ˆã�³7.0(3)I7(7)ã�§ä½¿ç”¨å�¯èƒ½ã�ªSMUã�«ã‚ˆã�£ã�¦ã€�ã�“ã�®è„†å¼±æ€§ã�Œä¿®æ£ã�•ã‚Œã�¾ã�™(CSCvr14976)ã€‚ã�¾ã�Ÿã€�ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€Œ
Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® Cisco Discovery Protocol 
ã�«ã�Šã�‘ã‚‹ãƒªãƒ¢ãƒ¼ãƒˆã‚³ãƒ¼ãƒ‰å®Ÿè¡Œã�®è„†å¼±æ€§ï¼ˆCisco NX-OS Software 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr15078
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr15078
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr14976
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200205-nxos-cdp-rce
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200205-nxos-cdp-rce
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200205-nxos-cdp-rce


Cisco Discovery Protocol Remote Code Execution 
Vulnerabilityï¼‰ã€�ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ï¼ˆCSCvr09175ï¼‰ã‚‚ä¿®æ£ã�•ã‚Œã�¾ã�™ã€‚SMUãƒ•ã‚¡ã‚¤ãƒ«å��ã�¯ã€�
CSCvr09175-n9k_ALL-1.0.0-<NX-

OS_Release>.lib32_n9000.rpmã�®å½¢å¼�ã�«å¾“ã�„ã�¾ã�™ã€‚  
2. Cisco NX-OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢7.0(3)Fãƒˆãƒ¬ã‚¤ãƒ³ã�¯ã€�Cisco Nexus 
3600ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�ã�Šã‚ˆã�³Cisco Nexus 9500 
Rã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚°ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ä¸Šã�§ã�®ã�¿å‹•ä½œã�—ã€�ç�¾åœ¨ã�¯ç¶æŒ�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚ã�Šå®¢æ§˜ã�¯ã€�Cisco NX-
OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 9.2 
ä»¥é™�ã�«ç§»è¡Œã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

SMU ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ‰‹é †

Cisco.com ã�® Software Center ã�‹ã‚‰ SMU 
ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®æ‰‹é †ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚

[ã�™ã�¹ã�¦ã‚’å�‚ç…§ï¼ˆBrowse Allï¼‰] ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚1. 

[IOSã�Šã‚ˆã�³NX-OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ï¼ˆIOS and NX-OS Softwareï¼‰] > [NX-OS] > 
[NX-OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ï¼ˆNX-OS Softwareï¼‰] > [ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆSwitchesï¼‰] > 
[ãƒ‡ãƒ¼ã‚¿ã‚»ãƒ³ã‚¿ãƒ¼ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆData Center Switchesï¼‰] 
ã�®é †ã�«é�¸æŠžã�—ã�¾ã�™ã€‚

2. 

è©²å½“ã�™ã‚‹è£½å“�ã�¨ãƒ¢ãƒ‡ãƒ«ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚3. 

[NX-OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ï¼ˆSMUï¼‰ï¼ˆNX-OS 

Software Maintenance Upgrades (SMU)ï¼‰] ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚
4. 

é�©åˆ‡ã�ªè£½å“�ãƒšãƒ¼ã‚¸ã�®å·¦ãƒšã‚¤ãƒ³ã�‹ã‚‰ãƒªãƒªãƒ¼ã‚¹ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚5. 

æ³¨ï¼šSMUãƒ•ã‚¡ã‚¤ãƒ«å��ã�¯ã€�CSCvr09175-n9k_ALL-1.0.0-<NX-

OS_Release>.lib32_n9000.rpmã�®å½¢å¼�ã�«å¾“ã�„ã�¾ã�™ã€‚ã�Ÿã�¨ã�ˆã�°ã€�Cisco NX-
OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 7.0(3)I7(6) ã�® SMU ã�®ãƒ•ã‚¡ã‚¤ãƒ«å��ã�¯ 
CSCvr09175-n9k_ALL-1.0.0-7.0.3.I7.6.lib32_n9000.rpm ã�«ã�ªã‚Šã�¾ã�™ã€‚

é�©åˆ‡ã�ªSMUã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹ã�«ã�¯ã€�SMUã‚’ã‚¹ã‚¤ãƒƒãƒ�ã�®Bootflash:ãƒ•ã‚¡ã‚¤ãƒ«ã‚·ã‚¹ãƒ†ãƒ ã�«ã‚³ãƒ”ãƒ¼ã�—ã€�æ¬¡ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã�¦ä¿®æ£ï¼ˆã�“ã‚Œã�¯ãƒ›ãƒƒãƒˆãƒ‘ãƒƒãƒ�ã�§ã�™ï¼‰ã‚’ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�«ã�—ã�¾ã�™ã€‚

install add bootflash:<SMU_filename> activate1. 

install commit2. 

æ¬¡ã�®ä¾‹ã�¯ã€�Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 7.0(3)I7(6) ç”¨ã�® SMU 
ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹ã�Ÿã‚�ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

nx-os# 

install add bootflash:CSCvr09175-n9k_ALL-1.0.0-7.0.3.I7.6.lib32_n9000.rpm activate 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200205-nxos-cdp-rce
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200205-nxos-cdp-rce
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home


nx-os# 

install commit

 

æ³¨ï¼šã�“ã‚Œã‚‰ã�®æ‰‹é †ã�¯ã€�ã�“ã�®ç‰¹å®šã�®ã‚¿ã‚¤ãƒ—ã�®SMUã�«ã�®ã�¿é�©ç”¨ã�•ã‚Œã�¾ã�™ã€‚

Nexus 5500ã�Šã‚ˆã�³5600ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�ã�¨Nexus 
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Nexus 7000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�:CSCvr15073
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ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 8.3 ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã�Šå®¢æ§˜ã�¯ã€�Cisco NX-
OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 8.4(1) 
ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�—ã�¦ã�‹ã‚‰é�©åˆ‡ã�ª SMU 
ã‚’é�©ç”¨ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr15073


Cisco Nexus 7000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�å�‘ã�‘ Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«ã�Šã�‘ã‚‹ SMU 
ã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰å ´æ‰€ã�¨ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ–¹æ³•ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco

Nexus 7000 Series NX-OS System Management Configuration Guideã€�ã�®ã€ŒPerforming Software 

Maintenance Upgradesã€�ã�®ç« ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ACIãƒ¢ãƒ¼ãƒ‰ã�®Nexus 9000ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¹ã‚¤ãƒƒãƒ�ï¼šCSCvr15072

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 
ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ 
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3.2 ã‚ˆã‚Šå‰� 3.2(3n) 
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ã��ã�®ä»–ã�®ãƒªã‚½ãƒ¼ã‚¹

Cisco Nexus ã‚¹ã‚¤ãƒƒãƒ�ã�«æœ€é�©ã�ª Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�®æ±ºå®šã�«é–¢ã�—ã�¦ã‚µãƒ�ãƒ¼ãƒˆã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�ä»¥ä¸‹ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã‚ˆã‚Šæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�ŒæŽ¨å¥¨ã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�ã��ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã‚¬ã‚¤ãƒ€ãƒ³ã‚¹ã�«å¾“ã�†ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

Cisco MDS ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� 

VMware å�‘ã�‘ Cisco Nexus 1000V ã‚¹ã‚¤ãƒƒãƒ� 

Cisco Nexus 3000 Series Switches 

Cisco Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ� 

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI_chapter_011011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI_chapter_011011.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr15072
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr15082
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http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html


Cisco Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ� 

Cisco Nexus 6000 Series Switches 

Cisco Nexus 7000 Series Switches 

Cisco Nexus 9000 Series Switches 

ACI ãƒ¢ãƒ¼ãƒ‰ã�® Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�

Cisco UCS 

ã�«æœ€é�©ã�ªãƒªãƒªãƒ¼ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ãƒŽãƒ¼ãƒˆã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�§ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚ã�“ã�®è„†å¼±æ€§ã�®æ‚ªç”¨ã�«é–¢ã�™ã‚‹æƒ…å ±ã�¯
Cisco PSIRT ã�«å¯„ã�›ã‚‰ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã�“ã�®è„†å¼±æ€§ã‚’å ±å‘Šã�—ã�¦ã�„ã�Ÿã� ã�„ã�Ÿ Armis ç¤¾ã�® Barak Hadad 
æ°�ã�«æ„Ÿè¬�ã�„ã�Ÿã�—ã�¾ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200205-fxnxos-

iosxr-cdp-dos

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.3 ä½¿ç”¨å�¯èƒ½ã�ªæœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®è¡¨ã‚’æ›´æ–°ã€‚ ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Interim

2020 å¹´ 

2 æœˆ 

21 æ—¥

1.2
å˜åœ¨ã�—ã�ªã�„ FXOS 2.5 ã‚’å‰Šé™¤ã€‚è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã�Šã‚ˆã�³å›žé�¿ç–ã‚’å��æ˜ ã�—ã�¦ FXOS CDP 
æƒ…å ±ã‚’æ›´æ–°ã€‚

ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œå›žé�¿ç–ã€�ã€�ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€� Interim

2020 å¹´ 

2 æœˆ 7 

æ—¥

1.1

Cisco FXOS ã�Šã‚ˆã�³ Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�Œè„†å¼±ã�«ã�ªã‚‹ã‚¿ã‚¤ãƒŸãƒ³ã‚°ã€�Cisco FXOS 
ã�Šã‚ˆã�³ Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�®ç§»è¡Œã‚ªãƒ—ã‚·ãƒ§ãƒ³ã€�Cisco FXOS ã�Šã‚ˆã�³ Cisco Nexus 1000 
Virtual Edge for VMware vSphere 
ã�®è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�¨æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’ä¿®æ£ã�—ã�¾ã�—ã�Ÿã€‚

ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œå›žé�¿ç–ã€�ã€�ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€� Interim

2020 å¹´ 

2 æœˆ 6 

æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Interim

2020 å¹´ 

2 æœˆ 5 

æ—¥

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200205-fxnxos-iosxr-cdp-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200205-fxnxos-iosxr-cdp-dos
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