Cisco Crosswor k
°0%oae>'” a,2afvaf afiarvaa,-af8afi a, afa,'a,g,ocaf”
4,14, afdaf—arfta £af34a, °e, tavatae€s

5, Caf%oAf € &,na, 95 aF%ID : cisco-s=  CVE-2019-
M edi unf0200108-cnca-xss 16024

&@a...~é-«e—Y¥ : 2020-01-08 16:00

af @afvaa, afsas 1.0 : Fina

CVSS3,14,33,¢: 6.1

&726€ ¢¢- : No workarounds available

Cisco af€4a,° ID : CSCvr04270 CSCvr04277

CSCvs07146 CSCvs37930

B—Yore-875€@«ad,"a «ef...3 t3@ a€He«te?Zi3P«a, a,«aZYe-faHPPREQZA...~ a1 A«
Al

%1 el@

Cisco Crosswork

&c%ec0" 8, Bf VAL Af |Af Y8, A SAfA@®3, | 3,§5f-aFMaf143,' 3@ ®C®ic 15,05, ¢aF14Ef3,55,13, 59 @8, 13"
3,18, afaf—afta,£3£38, 1 XSSik%oe " »a' 5, | E5 95915, 5@ 139 «3O™3, 39 &850 E30.5,5

8, T8/ taec8a€@ a12+éY:3,/ 89 —39'3@Y3,-3,'aftaf 3€@®3, ! 3,83f-3f™3f13, 3@ ®C®ic@ 13,1335, 3f143F
e"»x'fe€.. 3@ af af143,93@®3-88 MA@« °a-¥iP-a,EIQY

afeafa, a,a, affaffa, a@™a«a," i@ Ta@«e-3%—39«3,"3QLiQ | 39 "i@®e,Ta%+e€85,'a, @£ O
®£3,3€°%,73, 3,'af—afa,naf 3@ x"»x'fe€..a@Ear»x,@4,'3, afaf—af

53,3313 %03,'8%:+éY;3, 8@ —3€'3@ Y3, 0353, ; 3f14555,85,03,'3€ 39,30 1¢,'39«3955€,5€ | A®YE|C
af™afa,'a@®af...a +t3@«3,(3, 3,»3,'a@™3,<3Q" 3@ 3,3 efLiQ«IQP™i«A@ efx€c8i9EIQ,a,
§,-8153%6¢ J@"'a@®e,Tal+xe€83@«a 3at|a@™a,3,1kafaf"3,|4,83,¢

3,caffaf—aftafuaf s, afeafeass, a9 —aehie—i@YaE,

3O 3P®E,Ta1+RESI P« Uit AO™I D76 Q (-3 3€,5,530%36>3,"3€,

59" 3Q®3,Caf%0af 95,05, 9315@ AEQr-3QB®AFEFE, 5,5,5¢°° QP8O QIONIG™AE,
https://tool s.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20200108-cnca-Xss

€023Y4" e£8" €@

&, TaY/se€85@®a@,a,<e£%23" @


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200108-cnca-xss
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr04270
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr04277
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs07146
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs37930
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16024
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16024

af* 8f—5f%, +3f V44, -3f SAf* 5@ ®re™ F@«IEP IO 3O ®e, 1aV+e€83€ Cisco
Crosswork an%oaes’d,23f1%af af;af 14, af8af° afeafafua, a@«afafasrsa, 3.1
3,°3,53... 39«03 1"39—39%HIQ—IOYAE,

areth, AOER. .. AP FEQCOYie 3OOES.. .5 t3O IO, 50 5O 59" 5O, Caf%oif 95,53 95F
5O®ROC° 5,»3,4,-3f55%3,59,C. . 550—30 5.3 39,3€,

8, TaYracEss, 49 «a,"89839,39%3€,,30"39 3G ECCR* QIO 3, EIHYELLI"O
dQ"3Q®3,Caf%oaf@a,na a3 @®e, ta/+aeE88@Ea"ace  d@™3«e£1L3"@AQ®E »8, 3, -af 8afa@«af
76 ¢C-

50 39 ®8,T8%teE8a9«d %it FO™A DI -30 59,3,550%363,"5€,

a,®acfxa@¢a,2afaf " q,,4,8a,¢

8, V5Af+af 4,4, 84, CA@ ®F, CAffaf—3a,°af~af14af%oa, enced 5@ ™3F,«53€ «3€ 3€ Cisco Security
Advisories and Alerts

BfSAf YA A€84.. Y% I @83Q 93,3, 3,5,°e£113" @I ®F,Caf%oaf@ 3,13, 955, a®3exRY(S, 59 «3€,C
a,%2af*af¥afna, afsaf’a, (C°*Qie9—i@ | QP QIQ 393 ,3€,

50,3033, QR 3973, 3€@4,Caffaf—3,°af-~3f1haf %03 @™5,«aft5f@ 3,03, 3@« @ @3 Ta@2af;a5¢3
aéae”ZéQagﬁéO«éQriéé,,éO 3¢ a€@Cisco Technical Assistance
Centeri%a"TACi%%o03, i @—3 @ @3€@ 3Y¥Y'(,i@—i@ 3€,3,afjafartarsasra,
3f—afif@a,pafeafhi@«3953° 939,30 3, 936:3Q0 QIO 503, 3€,

5 @afe 5@ af 5553,

af' af -af%5, +af v, -af 8afa@ ®ae™, 3@ «a€@Cisco Crosswork an%oae>'a,2a3f%asf afiaf1aa, afsasf
afafiasiaa, 3.1
3953,739%30©3,Eir¥é™MOi@ 30 "3OB®e,Ta%+rE8iQRIQYS, QIOB®I;ReLiQP ESQ 3OS, ES
a0Ed, , R EA... Q@3 € Q@A AQPB®xS..3 tiP«IPri@, i@ 3@ JO"aQB®I, Caf%af@a,n3 fafa€
d@B®EO’° 4,»3, 4,,af83f%3,3€,¢..809—3@ |43 39,3E,

5 @REAOC" A%EAYIO " A...~aYhOCO8 "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%oaf€a,nd af @« "e%%id@ 3, i€ | 3€,3,,Taltet

8108


https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

are-8, T8/t o839 5€95,3,3,331...6f 5O 85Q®3,»3, 3 ¥AFAFTA £
5Ft3, 85 5«3, QLI (Vo0 G5, EIOUIO—IQVIE,

URL

https://toals.cisco.com/security/center/content/Ci scoSecurity Advisory/cisco-sa-20200108-cnca-Xss

g 18", atr¥ae
%”
af©afua, 3F5af ey 5,»8, 75, -Af8Af3| & 1af AV AL Date
1.0 X &24..~e—EfARAA, SEOEECHLY60” 2020-January-08

cHCegc ] S

aee-3, CAf%odf 3,103,933 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ 59 ' QP PIWIOP—I1Q  553,55¢
e0e-3,Caf%0af 93,13, 539 ®xS...4 +3€55,"3€%3F58, 3@®a ¢ @ «6-CAQ™3,@2-EmIQPBE €
3ONIQVIEHE, 3,350 20e-3f%05,f¥afAFEF G@®AT..AR'E,8°°8'SA 3@ —a € «an%o> 3P —a€
a8, Caf %oaf @4,18, 93P 5Q@®e "&;°8T.. 4R '3Q«é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—ICQIQ -IP®E»CeU%0a,, 2, @ 33, 'e-1L39—39Y3 4@ FE€PI " (vHhIQPECRCO
3O"3Q®3f%03,af¥afiafAf 4@ ®xS..8 +3Q 3€94,5,'5,3£1L3" QIO ®F, A A %0af | 5f143,93, 8 el


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200108-cnca-xss

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



