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VPN SAML
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&, Caf%.af€a,na, faFrasnlD : cisco-sa CVE-2019-
H Igh 20190501 -asaftd-saml-vpn 1714

& @a...~é-<ae—Y¥ : 2019-05-01 16:00

3e0eECLBe 3e-"ae—¥ : 2019-05-02 17:39

af@afvaa, afsas 1.1 : Find

CVSS4,%4,%4,¢: 5.8

&Z6€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvn72570
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Cisco é@©a; 00ad7<3,»3,af¥af*af13,£ §,Caf—af0©4a,13,Ca%3, 174" ASAI %08, V2af-5f°4, ! 5,853,C5€

Cisco Firepower Threat Defensei’4"FTDi%%od,%2af-af"a, ! 4,83,¢a€@®3, af©a,na,caf*af af-a,’

SSL VPNi%4"WebVPNi%%03€53,"a€> AnyConnect 3f23f¢af4af" 5,¢4,4,»3," VPN

d@«d %h3@™a,a,»3,af¥afafta,£ §,¢a,pafna, afsaf

3f73f13, 8,Caffaf—e " €e%7i% " SAMLI%%02.0 &,-3533,°53f«

3,13,08525,235%1%°SS0i1%4%03 @ PABYEE.. 3@ ®8, T8 1i+e€83€«5,°5,53€ 9@ 1434 +3,E1 | 56,5

VPN 3&,»3ff3,-3f83°3,'¢C°C« 3 P83 Q 93,39 +é™°2£€83 E3€,3,539 %39 ™3E,

5@ "3@®e,Tal+tr€85€@ FEQNT LAN

Manageri’a"NTLMi%4%o03 &Y ee-22@e " 4ha@®al " ™, 3¢ «a, af-affafa, affif«3@®c®ic@PTa€
VPN af | af%sa,fa€E SAML SSO

3«8, 3QLa@ 0%, aftaf@a,n3,'a@8eLd 3@ «° Q& Y, C{EIQLIQYaUEIQP«O’A"aftaf @4,
VPN

a,»affa, af8afa e~ QQIQ"aQ 30«3, 355699 3O®e,131+0€83,3,” 3, 8,'af—afa,naf a@™3,3


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn72570
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§,-815%@ @ a@®e,Tal+tx€8a@«d it a@™4,4,%afaf 4, |4,83,Ca, caffaf—aftafinas a, afasras
Q"3 ®3,Caf%oaf€a,ra,q éfaé0_é€oaeﬂié0®éfaéf3é,_é,“é,§g<;°éa®é0§é®050%é0""é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501 -asaf td-

saml-vpn

SO285" SEYAA" €

&, T&/t e85 @ ®a@,a,<e£%23" @

3©"3Q®e,Ta%+2€85@ a€@Cisco ASA 3,%5afaf 4, 4,83,¢ 3f5f5f%3," 9.7.1 »¥E™YF @<
Cisco FTD 3,%af+af"3,!5,83,¢ affafiasia, 6.2.1

A»Y¥E™MOAE ARV EIQ—3€ | 39 55,53€ 94, Af04, 0a, CAf3Ef Ef 4,1 SSL
VPNiYiWebVPNiV%:3€%4a@ Y€ AnyConnect affafcafnaf” a,¢a, a,»a," VPN
39'aH'aO® SAML 2.0 3f™3fa,'a€©® SSO

GO T 4R35 3,F3@ 59,3, 2 i3@®3,5,"3,6f 113" Q3@ «aV:+éY;3,4 /3@ 3@ HIH™AE,

» 3000 &, -af%afY8,°¢" £aetc” "8, »a, 8f ¥af%8f 18 £ & ¢af—af ©4, nd, ¢&f38, 114’ | SATY4%o

« @O3;0az<a,»3,af¥afafta,£ 3,¢af—af©a,23,¢afa, " 1% " ASA%%05500-X 3&,-af*af1a,°
af+a,ja,=a,ca, | a,0afhaf«

« Cisco Catalyst 6500 & -&f24f 4,0 4,14, 0af faf @ 3€53,"3€> Cisco 7600 &,-3f23f%4,°
af«afad, c" a€® ASA a,pafuafa, afca, afyafiasf«

« 6@O©3;00a7:a,»3,af¥af2 a4, £a»®af3,¢af—af0©4a,na,¢afa, %" ASAvi1a%o

» Firepower 2100 &, -af%afv.a,°

» Firepower 4100 &, -af%afvaa,°

 Firepower 9300 &, »8 af ¥af2af ta £ & ¢af—af©4a, od, ¢af3a*

* Firepower Threat Defense Virtual

&, TaY/at o83 (ES™80e "3 ™3,« Cisco ASA 3,143f+35°3,5,55,¢5€53,"5€° FTD
5,%:af-35°3,14,55,¢
3PaFEYE, 39«39, | 5O FEOIO TODA, Caf%03f @5 15,935 RIEEaRatr 56 ;3. 1af

ASA 353,”3€° FTD e0OYef:

Cisco ASA & Y:8f8f 4, 5 84, ¢4€ 58,36 FTD
3,%af3f5,15,83,3€ 3€Qx-idQORrOYfLIQPPIOP™IQ'IQ 3O Fe AR3FQP 3, FI@ ' 5€,5,4 ¢

1. SAML 2.0 Identity Provideriva | dPi¥£60
2. SAML 2.0 Service Providerivs SPiY/%o

3. AnyConnect af%af ¢afY.8f" & ¢4 8 »41 VPN 4@ %0€ Y€ 0, 4fOd,1d, Carar af-a," SSL
VPNi% " WebVPNi%%o


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asaftd-saml-vpn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asaftd-saml-vpn

818 AnyConnectagO Y ef¥a¢” " a@ ®SAML
2.05€ GEQASAGSESEf14E,'9.7.13€@FTDASfEfEf1438,"6.2.1 é€0é0§é,“§03AnyConnecté,»é,éﬂéé,Cé

c®ic@te€...3€9 show webvpn saml idp CLI &,34fZ3f34f %04, aY2C" "a€p—a€ | A€EQASA
39%39Yae® FTD 3@ E SAML 2.0 IdP

A98xesx"Q9a9+4,Fi@ 39,353,093 90391a9<3,'a" 1A ¥YIHQ’AQ QIO NIQO™AE, 23O B®ATS
2.0IdP 3 @8x8x"@3@ 3, Ei@ | 3€,3,< ASA S,/ (°3Q—3€@ | 3,3 @%HIQP™IE,

<#root>

ciscoasa#

show webvpn sam idp
sanm idp

my_domain_idp

url sign-in

https://asa-dev.my.domain.com/idp/endpoint/HttpRedirect

url sign-out https://asa-dev.my.domain.com/idp/endpoint/HttpRedirect
trustpoint idp

my_domain_trustpoint
trustpoint sp asa_trustpoint

cRic@Te€...d3€ show running-config tunnel-group | include remote-accessjwebvpn-
attributes|sam| CL| &,38f28f3%8f %08,  av5:¢" 4@ —a€ | 9€EQASA 39 %aOY3@ FTD €« SAML
20SP a9 Ee" AR5 ©*3,(Ea@ 30,30« 39091393, QIQ8aQOAPNHAG™AE,
| include remote-accessjwebvpn-attributes|saml

CL14,38f 28 38f %o3€, 2| 2@ ®31°85>3 € FEQSAML 2.0 SP 39 e "3@35€+5,E3€ | 5€,3,< ASA
4,/(r°iQ—3@ | 3Q,d9%IO™ME,

<#root>

ciscoasa#

show runni ng-config tunnel -group | include renote-access|webvpn-attributes|san

tunnel-group cloud_idp_onelogin

type renote-access

tunnel-group cloud_idp_onelogin webvpn-attributes



aut henticati on san
sam identity-provider

my_domain_idp

c®icOTe€...4€ show running-config CLI

8,381 28[8( %08, aYs (" AP —a€QR, Ta%ta9 40589 «IPri, 50 | 5O @ "FOB; "3, 40,C.
39« FTD 3@ & AnyConnect affaf¢afuaf” §,¢a, a,»a," VPN
3Q%aQYaQ 3, afoa,na,cafraF as-a," ssL

VPNi%:"WebVPNi%%o¢" "~ § «&~ AR539+3,EdQ | 59,3, 0 30039139, '¢C°° 930550 93

oY efYe &, T&/c-ceE85@®a~ace " a@™a,«a,2af af+a,£a,@af¥af-afa, afsasf

crypto ikev2 enable <interface_name> client-services
AnyConnect IKEv2 Remote

AccessiYa 8, af©a, od, ¢af3af”
é’ﬁf%aéf“éi133}960éS;EEFM,T9%%0

port <port #>
webvpn
anyconnect enable

AnyConnect IKEv2 Remote |[crypto ikev2 enable <interface_name>
Accessi¥4'8, af©4a a8 ¢af3af" |webvpn
a fif va&f“a'c,i8S'e™, W% || anyconnect enable

webvpn
AnyConnect SSL VPN .
enable <interface_name>

a, af©a og ¢afaf af-a,1 SSL |lwebvpn
VPNi¥s" WebV PNiY4%o enable <interface_name>

Cisco ASA &,V4if+af 4, 14 84, ¢ Af°afoafY.4, 4@ ®a =¥

aftaf @4,13,'3 559830V |F5€+3,F3€ 36,3, Cisco ASA 3,%3f3f°3,'4,83,¢

3f2afafha, 3@ €@ CRicO €. 3@ TFaftafea, nd, 'a€«af3,°5,03 3@ —3€ ! CLI 38 show

version | include

Versiond, 3af 28f38f %o, d/ecC A —a€ | €93, 3af 7385 %03 @ ®E1°85>3,3€),C...88 9 — 39 AIQ™AE Af
Cisco ASA 3,%,af-3f"3,!4,83,¢ 4f3faf1a," 9.9.2.18

3/40YeFi@—3@ 59,34 30 393,373 a5 %03 @ B®E1°853Q 2-dQPB®IUIQPBE, 3P TP«

<#root>
ciscoasa#
show version | include Version

Cisco Adaptive Security Appliance Software Version 9.9.2.18
Device Manager Version 7.4(1)



aftaf€pa,na,'a€@ & Cisco Adaptive Security Device

Manageri’a"ASDMi%%o0a,'d%¢¢" " d@—3€@ | (Ric@Ti@ 3, i@ | 5€,3,«Q 3@ 3€QRicOTEE...€¢
Cisco ASDM &£3,°8,0af° &, 8,£3F35f%03, | 3€%3€@Y3€ [Cisco ASDM afHaf1uaf it Cisco

ASDM Homei%%o] 3f33,033@® [aftaf€ 3,13, AFf€AFfa, - af¥afoeaf1haf%oi%s " Device
Dashboardi%%o]

3,,af-a@«ej cr°i¢+a,(Ea ¢ a@B®Afafaf1Aa, ¢f...a +4,3€,C..88@9—3@ | 3€Qaftafea,na,'a@8a

Cisco FTD &, Y4Af+4f 4, 14 84, ¢ &f*af°4f Y4, 4@ ®a na"¥

aftaf @4a,13,'3983®VYe|E3,5€9® Cisco FTD &,%24f43f°4,!4,85,¢
3f2af2af143,"3,cC°QIQ™E, IOV, QIO FEQ RO TEE..39 3f1af@5 03, 36 «8f5,°5, 035 —5
a€8 show version

3,°8f73F°5 %08, 8% ¢" A —a€9 | 325753 %03 @B®E1°85>5,'89,C.. 85 P8I O QIO NUIO™IE AfIAf@:
Cisco FTD 3,%afaf"3,!5,83,¢ af°afafua,’ 6.2.0

3,40V Fi@—3€ 5€,3,4 30 3€93,°3573 a5 %03 @ ®E1°8S5 3% A @ 2-3P®3, 5O TaO«593,°

<#root>

>

show ver si on

Model : Cisco ASA5525-X Threat Defense (75) Version 6.2.0 (Build 362)
UUID : 2849ba3c-ecb8-11e6-98ca-b9fc2975893c

Rules update version : 2017-03-15-001-vrt

VDB version : 279

&, 1888, 49 «8,"89839,80°80,30"5Q "aQE(C°° QI Y4, EGQVRELA"§

Q" "3aQ®3,Caf%0af@a,na N3 3@ ®e, 18/aaES5Q A, 8,«e£ 123" @8,»3, 8,-af83° 3@ «& " "e%%0d @ 3

545,50 €939 3908, 18%1txE559 Ea-3@OIf—afOffaf 555,05 %43f 395a®Ye|Ea6+3,E
Cisco ASA 3,%3F4f 3, 5,53,C59%3€Ya FTD
5,%:35-35°3,13,85,Ca9«Q116Y,;5,/8 750 30°30,59 59 3/ QIO—30%IO—3OVIE,

- ASA 1000V 3 Bf©4 'af%0 &f+3, i3 04, ¢4, '8, OFfaf«
. ASA 5505 6@ ©4; 0087, »a,af¥afafta £ §,¢af—af0a,n3,¢a%5," 1



1 ASA 5505 &»¥ar—3@® ASA 5500 &,-af°af%a,°6 @ ©3,;0037<d,»a,af¥asf asta, £
5,Caf—&f03,n3,Ca%8,'5€ a,uaf@afuaf 3, cp,a°ta@ —a@YaQVa, @€ 9a»S3%ES »3,af¥af 5 15,£8, 181t 2E€85 @ «é-C

7@ éC-

5O 3O, T3%t2€85Q«d %At | 3O™E, D 76Q ;-39 3€,3,559%363,"5€,

ac®xfx a@éa,2afaf aq, a,84,¢

5,-5153%8@ 30"30®3,Caf%af@a,03, 95 5@« 1% a4, E3@Ye,Ta%+e€85€«a %at | aO™a,«,i
af@afing, 3f8ar’a€ " af-a,£afuaf@aft

3,»3ffaf 3@ «d NIP—iQ | GORIQ;IO 593,559 AUIQO™MIC,IQQIO®E, 5O Ta95, 13554, 5,85,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

3O NIPYICPIOSA®C 8 5@ ES,1Laf5f 3, 5,85,¢5,af€3, | aF35faf143f%03 @83 Q Q3 A ORI F€Q3,
3,Caffaf—a, af-af1haf%oa @83 Q™A€ c,id, Ya@®a,»3,af¥afafta £ a,1.af+af°4,'4,83,¢
3,Caffaf—aftafuaf 3€«3, " 3QLiQ  A€QIOSI®C XS 3P«r-"3Q9—3€,3, 1,35 5,1 5,83,¢
3f03,08,»3133, 36 @&, 1538 &,1.3f-5f "4, 4,85,¢ af+3,£afuaf@afE

3,»3ffaf € Q3O NIPYIO afia, AFLafY af2afa, AF8af
5,Caffaf—a,°af-aflafthod@«d %IQ™i e OE™PIPES»"575€+3,F5,5Q"39 30 5€,3,550%3€

Security Advisories and Alertsi%%o]
3f3a5%3, 3€8a.. Y% 3@ 8@ 945,<5,3,'3,3e£1,58" @@ ®F,Caf%0af @ 4,13, 953, a®320eY(S,d 9«3 9,C
3,%:38f°af¥afha, af8af’a, Qi P—i@ | QP OIY 3939 ,3€,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi%%od, i @—3 @ @3@ ¥, 39— | 50,,5,<~fi§f3§f’réf§§f3é,1éf—éféf@é,néﬁéf%éée

8, fAfvAaf a8¥ ¢, 4, 49"a"0¢" " 49839?3€,305a0Cxs"

8414 3é®<é,%og>’ae2¥é3%é...¥§®—50V50&' Cisco Service Contract

3,/39"3°0¢"" 39,50Y3@ 39,30 39,305,339 3€QIQONUIQYIEQI, LA %odf Ef1hafTE,£3F™
POS 3€<3,%04...¥2%0«3 @83 @ @393, 30 3@ 3€@Cisco TAC

AQ«EELC|GQO—3@ | 8,Caffaf—a,°af~af1haf%03,'a...¥e %o i @P—i@ | QP QIQ d@ 3@ ,3E,
https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worl dwide-contacts.html

G.i8, Y4, Caf faf—a, *Af -af VA %oa@ ®3 Hhe+ef 1L @3 83€,3,39 "3 3,8 he /39—3€ 3,59V
URL 3,/3@"¢" 2,930 @30 30°3@,3E,


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

a'®axfer " a@iafrafrastaa,’

GQ"IQ®E ..aQBREO’AN"GH™I 0] dQ«CraQP™E, I P TIQ«IEHEQOI 13 Hafafaf1a, a@«a,caffa
3,%3f°af¥afha, af8af*a... a%"a,/a@" "¢’ Qi QP QI Y 3639 ,3€,

Cisco-sa-20190501-asa-

corf:Ciscoé@©a; 0edza,»a,af¥afafta, £a,caf—afoa,na, cafrs, a, vaf-afa, | 4,83,Ca@®4a, afa,"a,ua
CiSco-sa-20190501-asa-frpwrtd-

dos:Ciscoé@ ©&;0287<8,»3,3f¥aFaf13,£3,Caf—afO3,n3,CaF%4,"4,1-45+4F°3, | 5,83,C2€53,"3€°Cisco
Firepower Threat

Defense3,,af+a°4, ! 5,83,C3@®TCPA,;3,08f75f 1431 | (@13 «3S3€'5,<D0Se, T8 uteES
Cisco-sa-20190501-asa-ftd-

dos:Ciscoé@ ©8;0287<8,»3,8f¥aF 313, £3,Caf—afO3,n3,CaF%5,"3,1,4F+4F°4, | 4,83,C2€53," 3@ >Firep
Threat Defense(FTD)a,%af+af"a, | 5,83,C3@®WebVPNI@«3@S5€'3,<D0Se, Taltr€s
Cisco-sa-20190501-asa-ftd-

entropy:Ciscoé€ ©3;cedza,»3,3f¥af2af15,£3,Caf—3f03,05,C3F5,"4,1.5f-5°4, | 4,85,¢3€53,"a€°Fi
Threat Defense(FTD)a,%.af+af"a, | 5,83,C3@®a%Za, afPaf afaf afvua, afvha€@®e, Ve’
Cisco-sa-20190501 -asa-ftd-ike-

dos:Ciscoé@ ©&;0287<8,»3,3f¥aFaf13,£3,Caf—afO4,n3,CAF%,"4, 245453, 5,83,C2€53,"3€°Cisco
Firepower Threat

Defense(FTD)3,%:af-4f 4, ! 4,83,C3€@®MOBIKEZ € «3@53€'3,<3,uaf143f'5,'8 | "4@°3@®e, 131+t
CiSco-sa-20190501-asaftd-saml -vpn: Cisco Adaptive Security

Appliance(ASA)a, Vzaf~af "4 4 83, ¢a€S3,"a€>Firepower Threat

Defense(FTD)3,%:af-3f°4,! 4,83,C3@®VPNIQ 3@ S55'3,SAMLE* @& " 1af@3,nafa, 5@ ®e, T8l
Cisco-sa-20190501-asa-ipsec-

dos:Ciscoé@©a; 0edz<d,»a,af¥afasta, £a,caf—afoa,na, cafa, a, vaf-afa, | 4,83,Ca@®IPseca @« 4
Cisco-sa-20190501-firepower-dos: Cisco Firepower Threat

Defensed, V4afaf "4, |4, 83 ¢a@®TCPA...¥8S>af @3 af%0afO3 9«3 @53 €'5,<D0Se, 144t e€8
Cisco-sa-20190501-frpwr-dos. Cisco Firepower Threat

Defensed, Vz8f+af "4, |4, 88, ¢a@ ®Af5, +affaf 8t @ Ta«5@S55€'a,<D0Se, 13%+ €S
Cisco-sa-20190501-frpwr-smb-snort: Cisco Firepower Threat

Defensed, Vof+af "3, |3 84, ¢a@ ®SMBaf—afaf a, 2af«af—afiaf—afa,»affa,peencediod, "afa, affa@«e
Cisco-sa-20190501-sd-cpu-

dos:Ciscoé@ ©3;0287<3,»8,aF¥aF5f14,£5,Caf—3f05,n3,C55°3,'5, 1,345, ! 5,85,¢5€53," 3@ Firepc
Threat

Defense(FTD)3,%:af-4f 4, ! 4,83,C3€@®WebVPNI@«3@55€3,<3,uaf k33,8 ! "4@°5@®e, 13 Y+

& 3QOBRE| Q3@ I€QI | FOB®I—39«3,3,'3,°3,%%afaf" 3, 4,83,Ca@®AfAfEf144,'d, e e %0d @ —

Cisco ASA 3, Y/8f+af"4,14,85,¢


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-frpwrtd-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-frpwrtd-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ftd-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ftd-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ftd-entropy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ftd-entropy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ftd-ike-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ftd-ike-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asaftd-saml-vpn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ipsec-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ipsec-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-firepower-dos
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-frpwr-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-frpwr-smb-snort
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-sd-cpu-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-sd-cpu-dos

Cisco ASA
8,48 *4f 5,14, 84 ¢4 "a e ®e, Ta%te€8aHRIP YA, ©IQ®rZ ¥ " afafaf1a, |30 2B, aF%o.
afeafaary.a,t
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