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ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nexus-

fbr-dos
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æœ¬è„†å¼±æ€§ã�¯ã€�Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�™ã‚‹æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚

Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 6000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20190306-nexus-fbr-dos

åˆ�å…¬é–‹æ—¥ : 2019-03-06 16:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.4

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvn24414

CVE-2019-

1595

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nexus-fbr-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nexus-fbr-dos
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn24414
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1595
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1595
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2ã�¤ã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã�¯ã€�èª¤ã�£ã�Ÿå†…éƒ¨ãƒžãƒƒãƒ”ãƒ³ã‚°ã‚’ä½¿ç”¨ã�—ã�¦ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆãƒ�ãƒ¼ãƒˆã‚’ä»‹ã�—ã�¦ç›¸äº’ã�«æŽ¥ç¶šã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚•

fcoeã�¾ã�Ÿã�¯fcoe-

npvæ©Ÿèƒ½ã‚’æœ‰åŠ¹ã�«ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
•
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è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã�®é …ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®åˆ¤åˆ¥

ç®¡ç�†è€…ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�® CLI ã�§ show version 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã�£ã�¦ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹
Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’ãƒ�ã‚§ãƒƒã‚¯ã�§ã��ã�¾ã�™ã€‚æ¬¡ã�«ã€�Cisco
NX-
OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹7.3(4)N1(1)ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�®ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ä¾‹ã‚’ç¤ºã�—ã�¾ã�™ã€‚

 

<#root>

nxos-switch#

show version

Cisco Nexus Operating System (NX-OS) Software 
TAC support: http://www.cisco.com/tac 
Documents: http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html 
Copyright (c) 2002-2018, Cisco Systems, Inc. All rights reserved. 
The copyrights to certain works contained herein are owned by 
other third parties and are used and distributed under license. 
Some parts of this software are covered under the GNU Public 
License. A copy of the license is available at 
http://www.gnu.org/licenses/gpl.html. 
 
Software 
BIOS: version 3.6.0 
Power Sequencer Firmware: 
Module 1: v3.0 
Module 2: v5.0 
Microcontroller Firmware: version v1.2.0.1 
QSFP Microcontroller Firmware: 
Module not detected 
CXP Microcontroller Firmware: 
Module not detected 
kickstart: version 7.3(4)N1(1) 
system: version 

7.3(4)N1(1)



BIOS compile time: 05/09/2012 
kickstart image file is: bootflash:///n5000-uk9-kickstart.7.3.4.N1.1.bin 
kickstart compile time: 9/10/2018 0:00:00 [09/10/2018 08:29:28] 
system image file is: bootflash:///n5000-uk9.7.3.4.N1.1.bin 
system compile time: 9/10/2018 0:00:00 [09/10/2018 12:41:33] 
. 
 
. 
 
.

 

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�
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FirePOWER 2100 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«•

FirePOWER 4100 ã‚·ãƒªãƒ¼ã‚ºæ¬¡ä¸–ä»£ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«è£½å“�•

Firepower 9300 ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

MDS 9000 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 1000V Switch for Microsoft Hyper-V•

Nexus 1000V Switch for VMware vSphere•

Nexus 2000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¨ã‚¯ã‚¹ãƒ†ãƒ³ãƒ€•

Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 3500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 3600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 7000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 7700 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚»ãƒ³ãƒˆãƒªãƒƒã‚¯ ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ï¼ˆACIï¼‰ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ NX-OS ãƒ¢ãƒ¼ãƒ‰ã�® Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

UCS 6200 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS 6300 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS 6400 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•
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<#root>

N5K-A#

 show feature | include fcoe

 

fcoe                  1         enabled

  
fcoe-npv              1         disabled

 

ã�¾ã�Ÿã€�ã�“ã�®è„†å¼±æ€§ã�§ã�¯ã€�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�ŒFCoEä»®æƒ³ãƒ•ã‚¡ã‚¤ãƒ�ãƒ�ãƒ£ãƒ�ãƒ«(vFC)ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ãƒ�ã‚¤ãƒ³ãƒ‰ã�•ã‚Œã�¦ã�„ã�ªã�„ã�“ã�¨ã‚‚å¿…è¦�ã�§ã�™ã€‚ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�ŒvFCã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ãƒ�ã‚¤ãƒ³ãƒ‰ã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�
show interface brief CLIã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚  
 

<#root>

N5K-A#

 show interface brief

 
 
------------------------------------------------------------------------------- 
Interface  Vsan   Admin  Admin   Status          SFP    Oper  Oper   Port 
                  Mode   Trunk                          Mode  Speed  Channel 
                         Mode                                 (Gbps) 
------------------------------------------------------------------------------- 
fc1/29     200    F      off     notConnected     swl    --           200 
fc1/30     200    F      off     notConnected     swl    --           200 
fc1/31     100    F      off     notConnected     swl    --           100 
fc1/32     100    F      off     notConnected     swl    --           100 
 
-------------------------------------------------------------------------------- 
Ethernet      VLAN    Type Mode   Status  Reason                   Speed     Port 
Interface                                                                    Ch # 
-------------------------------------------------------------------------------- 
Eth1/1        1       eth  trunk  down    SFP not inserted            10G(D) -- 
Eth1/2        1       eth  access down    SFP not inserted            10G(D) -- 
 
<snip> 
 
-------------------------------------------------------------------------------- 
Port   VRF          Status IP Address                              Speed    MTU 
-------------------------------------------------------------------------------- 
mgmt0  --           up     192.168.1.2                           100      1500 
 
------------------------------------------------------------------------------- 
Interface   Vsan  Admin Admin   Status      Bind                 Oper     Oper 
                  Mode  Trunk               Info                 Mode     Speed 
                        Mode                                             (Gbps) 
------------------------------------------------------------------------------- 
vfc100       100  F     on     trunking    00:10:94:00:00:02        TF   auto 

vfc111       100  F     on     trunking    Eth1/1

                   TF   auto          
vfc200       200  F     on     trunking    00:20:94:00:00:02        TF   auto

 

ã�“ã�®ä¾‹ã�§ã�¯ã€�Eth1/1ã�¯vFCã�«ãƒ�ã‚¤ãƒ³ãƒ‰ã�•ã‚Œã�¦ã�„ã‚‹ã�Ÿã‚�ã€�è„†å¼±ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚



 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¾µå®³ã�®ç—•è·¡

ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§æ¦‚èª¬ã�•ã‚Œã�¦ã�„ã‚‹ã‚ˆã�†ã�«ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’è¨å®šã�—ã�Ÿå ´å�ˆã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ã�®é«˜ã�„Rxå…¥åŠ›ãƒ¬ãƒ¼ãƒˆã�¨ã€�å�Œã�˜VLANã�«è¨å®šã�•ã‚Œã�Ÿã�™ã�¹ã�¦ã�®æœ‰åŠ¹ã�ªã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ã�®é«˜ã�„Txãƒ¬ãƒ¼ãƒˆã�Œçµ„ã�¿å�ˆã‚�ã�•ã‚Œã�ŸçŠ¶æ…‹ã�Œã€�ä¾µå®³ã�®ã‚¤ãƒ³ã‚¸ã‚±ãƒ¼ã‚¿ã�¨ã�—ã�¦è€ƒã�ˆã‚‰ã‚Œã�¾ã�™ã€‚

 

<#root>

N6K-A# 

show interface eth1/2 counters brief

 
  
------------------------------------------------------------------------------- 
Interface         Input Rate (avg)    Output Rate (avg) 
                  ------------------  ------------------ 
                  Rate     Total      Rate     Total        Rate averaging 
                  MB/s     Frames     MB/s     Frames       interval (seconds) 
------------------------------------------------------------------------------- 
Eth1/2            1140     5482344    1140     5482507      30 
                  1140     5482321    1140     5482488      300 
 
N6K-A# 

show interface Ethernet 1/11 counters brief

 
  
------------------------------------------------------------------------------- 
Interface         Input Rate (avg)    Output Rate (avg) 
                  ------------------  ------------------ 
                  Rate     Total      Rate     Total        Rate averaging 
                  MB/s     Frames     MB/s     Frames       interval (seconds) 
------------------------------------------------------------------------------- 
Eth1/11           0        0          1140     5482508      30 
                  0        0          1140     5482496      300 
 
N6K-A# 

show interface Ethernet 1/16 counters brief

 
  
------------------------------------------------------------------------------- 
Interface         Input Rate (avg)    Output Rate (avg) 
                  ------------------  ------------------ 
                  Rate     Total      Rate     Total        Rate averaging 
                  MB/s     Frames     MB/s     Frames       interval (seconds) 
------------------------------------------------------------------------------- 
Eth1/16           0        0          1140     5482504      30 
                  0        0          1140     5482565      300

 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�®å‡ºåŠ›ã€�ã�¾ã�Ÿã�¯ä¸Šè¨˜ã�®æƒ…å ±ã�«é–¢ã�—ã�¦ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco
TAC ã�¾ã�§ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


