Cisco Unified | P Phone 7900 a, -aféaf¥.a,°
8, 4f8,4, 6,08
4,14, afdaf—arfta £af34a, °e, tavatae€s

8,03 %0af @a,m8,9afaF%ID : cisco-s=  CVE-2018-
M edi unf0181003-uipp-7900-xss 15434

&9a...~é-«e—Y¥ : 2018-10-03 16:00

af @afvaa, afsas 1.0 : Fina

CVSS3,14,33,¢: 6.1

&726€ ¢¢- : No workarounds available

Cisco af€a,° ID : CSCvj73657

oe—Yorre- 75«8, a cef...a 13 @ a€PecteZaP«8, a «alYe-1aQOEHZA...ma%hPa ¢
2,619

Cisco Unified IP Phone 7900
3, -af%afv.a,°a@®a, | 4,85f-af™af1a,'a@®c®ic@13,0af35,;3f1%af-3,83,13,'3@®e,1a%+e€85€ af°afCaf
3,3, afaf—afta, £3£8,%1% XSSih%oe"»'fa, & E3 @313, 3@ TaO 3O ™5,3€ &f1rx€83€ E3€,3,S

&, Ta/a§3€ 3, ! 3,55f-2FMAf%3, 3@ ®CRicO 13,088, 5F4EF5,55,13, 59«3, AQL5Q | AF 3F143,93
B> fE.. 5@ 5,058, 3 %a55,55,03, 5@ @3F  3f143,93©Ox e, @IO O, 5,353,758, afafF5,
®f3_3€°3, 8,78, 8f—3f3, 085 5@ ®"»xfE. 5@ Edrre, €33 3 5f—af"

8,285143F%08,'8Y:1 6V 3, 4@ —39' 3@V, 035, 35 %E55,55,13, 59 30,501 10«19550,30 | 4BY8C
AFMEfUE, 3@ ®®S.. 8 t39«E,C5, 5,3, 30™3, IO 3O 5/39 fLIOIO™I 3O efLeEiioEI,3,

59"3Q®,1a11e€8aQ«d %at|aQ™E D639 39,5,559%a9>3, 3,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_§€Qae—|ié0®éfa§f3é,_é,“é,§<;¢°éa0e§0§é®050%§0""é€,
https://tool s.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20181003-ui pp-7900-xSss

602314 eEY23" @
e, TaVat €85 @ ®aAP,a,<e£%23"Q

5@ "a@®e,Ta%+x€83€¢ Cisco Unified IP Phone 7900
3,-3F35143,°3 € «8%+6Y:3,875@ AQ IO ™IE, LO281L"5Q™3E,<8, 1,3 455, 5,85,¢
afeafeafa,'a@«i9rie, 9 | iO®xS..3 +ti@«-(39—3i@ | i@ IEQPIQP"IO®I, Caf%oaf€@a,na, 93
Cisco 3f€3,°ID 3,8,¢..589—3€ 5. 56+30,3€,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181003-uipp-7900-xss
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj73657
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-15434
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-15434

6, Ta/ace€88,' 29 «a,"a 933 9,39°39,30 a0 a9 EC°e Qi

4O 3Q®3,Caf%oaf@a,na a3 @®e, TataeE88@Ea"ace  d@™3e£113"@AQ®E »8, 3, -af 8af3a@«af

76—

539 3Q®e,13%+2eE85Q«d %4dt AQO™E, 3 769;c-3@ 3€,5,550%5€3,"3€,

a:Pxfee a@éa,2af°af "4, | a,8a,¢

d®RaLxr"a@:a,2af+af a, | a,83,¢

3fafaf1ha,' 4@ @0 AP «IPriQ, i@ | 3O F€Qrce-3,Caf%iaf€a,na, a8 SEf 3€® Cisco
Bug ID §,3€,C...80 9 @3© 3©°3€,3€,

8, V58f+af 4,4, 88, CA@ ®F, CAffaf—3a,°af~af14af%oa, enced /3@ ™3F,«é53€ «3€ 3€€ Cisco Security
Advisories and Alerts

AfSAfYE 5€83.. ¥ %3 @83 @435,3,03,"3,°£ 13" @@ ®3,Caf%af@a,n3, 933 a®§aeoe\"(g§,,50«éo,g.
3,%3f2af¥afa, 3833, QiQ9—i@Q | i QPQIO 30°3,3€,

59,3033, E3Q®A '3€73,3€04a,Caffaf—a,°af-af1haf%oa@™a, affaf@a,nd,'d @« @ @3 Ta@afiarca
é,@ae”ié@agﬂé@«é@né&,éé 3¢ a€@Cisco Technical Assistance
Centeri%"TACi¥%%o03, 3@ —3Q@3€ a¥'(, 30— | 3€,3 afarartassara,
3f—3faf€a,nafEaf1hie«3955° 930,30 °3,05030 Q3O 30°30,3€,

4 ©REA OC" " 8%AYAD " 3...~ YOO8

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf€@a,nd aff @« "e%%id@ 3, Ei€ | 39,3, ¢,Taltet
14,

3'SFO™MI IOV, 93O« Yavuz

Cisco 5@ 3@"a@®e,Tal+a€85,a +a
d©Q"3@ 3,/'x0iQ;aQNIQP™AE,

‘a
ace°ara a@«ae,,Ye—-Qa@TMa Q'
URL

https://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181003-ui pp-7900-xSss

o' g, at¥ae

%!

Version Description Section Status B—¥a»~

1.0 Q@ za..~6—afafa5%3," Final 2018-October-03



https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181003-uipp-7900-xss

aog "eec,,

ae0ed, Caf %odf ©3,03,95°3@ ¢,i8; 98 %hIQP®I, IQOPIQ IQO—iQ IO 2O QIWIO—3€  3653,55¢
e0e-3,Caf%0af 3,03, 033 ®ef...8 +3€55, 43338, aQ®a1i (" Q@ «é-CAP™E @2 I YB3 €
3ONIQOVIEHE, 3,350 20e-df%03,Af¥afaFAf GQ®AT..AR'E,'8°"8'SA 3@ —a @ «an%oe> 3P —a€
203, CAf %odf @ 3,03, 053 @@ "8;°81.. 8@ 5@ «E-CAP—3 | 2f..4 +6..€4;i3€® URL

3,/ CRQPCYiQ—ifQIP («IP®E»(2Y%0d,, 2, 33, - 1IQP—3QYa 39 QI (nUIYP TR
3O "3Q®Af%03,Af¥aF3Faf 3@ ®eSf..3 +t3@ 3€94,3,'3,6f 15" QIO B, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



