CiscolOS XE
a,2af+af 4, 4, 84, ¢é’10®é0“‘"g§,,§,_§.f-§.fi§.f3§,-5.f£

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2018-
20180328-xesc 0150

& @a...~é-<e—Y¥ : 2018-03-28 16:00

ae0eEg e se-"ae—¥ . 2018-09-19 16:00

if @afa, afsasf 2.0 : Fina

CVSS3,4,%3,¢: 9.8

276 ic-:Yes

Cisco af @a,° ID : CSCve89880 CSCve76719

se—Yooe-E7AQ«d, a,cef...a 3@ A€Qe 239 «A, a,<aAZYr-1aQPREPZA...~ a1 P4
&, €O

Cisco IOS XE

8, 158f*af 4,4, 83, CAQ@®&, Ta it €85 «3, 3, S3€ Q2@ 14393, 3@ | 5€,39°53€,aFafCafUaf " »e']
Cisco IOS XE &,%2af+af"a, | a,83,¢

3f2af2afsa,'a a®ve|FiQ@—i@ | 5€,3,affafQa, 3, 3@ «FEQE @reYaf-af1haf ™, d@«aV (" 2@

5Q'53Q®,T3%t2E55Q G€Px" O™MYPIf-3fMaf« 15 5@®ewy...~e—3QO®If 4f%3,q

5,C3,«8, 3PAF 3@ «aftaf3,055«aF aQ®Af 55143, 159959 "aFa, af Af%af%a@Ee AR5 5, E5
E>x'fE. 5O Q39 3O, CH 8, AFAF S, 81" a9 —a@ | APAFCATKES 368, %O Y5 aft5f @3
E"»e'feE. 5OES @REFOC 5O« @IVIO™E 3O FEQEfEMEf« 15

5O®3,3, 5,23, '@ O™ PIQEFaf@5,15," 50 «4f5,°3, 0559859 95,39 efL2€559T59,5,559¥

G aQ@®e,TaV+x€83@«a 34at| 3@™a,«a,%%afaf"3,]4,83,¢
d,caffaf—aftafuaf a@ A€CQIO™IP 83«3, 3,'a, a3, %03f3f3f1a,'a€@+3, E3@ | 3,3 @%AQ™IE,
ece—8,T8%+2E85€«8 %at A@™E, D@ -dQFIQ, 30 PIPIOA9,3,530%IY™3E,

é@"é@@é,Cé.f%oé.féé,ﬁé,ﬁ]éfa§0_§€0&ﬂiéQ®§fa§f3§,_§,A§,§(;C°éaQ§0§500§0%§QTM§€,
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-xesc

GQ"3Q®3,Caf%0af@a,n3,93f3€ a€@2018 3" 3 oe” 28 2—¥ ¢(™°e{E3€® Cisco I0S
5€53,°3€° 10S XE §,%4af-af"3,!5,83,¢ Security Advisory Bundled Publication


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-xesc
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve89880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve76719
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0150
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0150

50®é§€éf"§0§50,é,§é€022 FQ®e,Ta%te€85, 8% 7369 ™35,< 20 3€®3,-3,"3,°

a,»a,af¥afafta £ a,caf%oaf@a,nd affa@Ea@«a@4a,Ei@ | 3@, @%hiO™
3€9"3,E3,%03@®3,Caf%af@a,03, 053¢ afafa, d@B®I£L!83Q«IPri@, i@ 3@ FEQPa»Y¥ad, a€
Event Response: March 2018 Semiannual Cisco 10S and |OS XE Software Security Advisory Bundled
Publicationa€,

SOV VA"
8, TaV-aeE83@®aQ,a,<e£%23" @

3@ "a@®e,Ta%+r€83@ 3€@e,Tal+tar€83@EA"ace 3@ ™3« Cisco IOS XE
3,%.af-3f"3,13,83,¢ af°afaf143,"5,'a®Ye i@ —i@ | 53€,3,<3,°3,"3,°
5F13f 3,03, 39 «3V:+6Y;3, 89 53Q IO —3QNHIO™IE,

« Cisco bug CSCve89880 4@ ®3 34e+ja€@ a€€@Cisco I0S XE §,%.af-af"a, | 3,83,¢ afafasiaa,’
16.5
3f af-3,p3f5Q%IOYIO 39 ©3 EirYéMNYPIPD®Af af-3,13fa,'aRYeFI€—3€ | 3@, d,«afte
3OQ"a@®e,Ta%+x€83@Q €@, %afaf"3,]45,83,¢ affafafa, 16.5.2
A»¥EMQIEPIOSA, 335 aF1%3," 16.6.1
¥EMQPIQP8a; RrLi@ 3, EiQ | 5@, 3QNIQ™IE,
« Cisco bug CSCve76719 3@ ®a 34e+;3€ a€@Cisco
CU+dQ 3, uafuafa, da»®aefaf«af1ha, i ISRVI% %3 @8RV Fi€+3,E3@ | 3€,3,<
Cisco IOS XE &,%:af+af"a,!a,8a,¢ afeafeafiaa, a3 @™a€,
e, Talh+x€83@Ea"dce " a@™34,<a,afaf"4,4,83,¢C
afeafeafna,'a @« @ri@,iQ | i@ E€QPIQP"'3O®A, Caf%afea nd Nafa@RIEELRaLr "G ;:

ae-@, 18/ aE85@ €@ afararia,’ 16.x 3,73 §é%o®é®® Cisco IOS XE a,%.af+af"a,  a,8a,¢
3fafasia, 3@ «a€ a1k+éVYsa/a Za@ d93%3€»a,"a

Cisco |OS XE 8, %24f+af"4, 14, 83, ¢ af2af3afv4, a€@®a " =a"¥

aftaf€a,na,"'a Sa0§a®Ye|CEa0 a,E3€@ 3@ ,a, Cisco I0S XE 3,%af+af"a, | a,
af*afeaf1aa, 3@ €@ CRicOTeE.. 3@ Eiftaf@a,na,"a€«af5,°3,133Q@—3@
show version &,33fZaf%Ef %08, aRY & Ea@—a€@e| ¢u°a@3,(ES,<3,-3,'aftaf
3f@AarSafha 4€,C..830™3,39"3€ 39«3,°3,5¢C°*QIP8I P PIQUIQ™MIE,
aftafea,na,'a€ & Cisco IOS XE

3,%.3f+af°3,14,84,C3,4®Y|FiQ@—3€ | 3€,3,3 4@ 3€945,-3,"aftaf

3 @arSasfiad €@ «3€ECisco |0S Softwar eAE@ S€ @ FEECisco IOS XE

Software3€@ 3 @3 Q@OaQP®afta,a,'af a@Ee| ¢u°a @3, E3@3HaQP™aE,

83,¢
3¢
1a

€QCLI 38

&j3@«3€@Cisco [0S XR &,%afaf"3, | 4,83,¢ afafaska,’ 16.2.1


https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-66682
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-66682
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-66682
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve89880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve76719

5O TIRVe 363,50 ' 59,50 3€Q5 135, 4F 3f1%af«3+3,E3Q | 5€,3,8, 0553543, 5O QIO
CAT3K_CAA-UNIVERSALK9-M
59539,3,3f1af 935,035,595 ®3 352331 %03 @ BI85 3%4E, (59— QI Y ™MIE,

<#root>

jos-xe-device#

show ver si on

Cisco I0S Software, Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version Denali 16.2.1, REL
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Sun 27-Mar-16 21:47 by mcpre

Cisco |OS XE 8 Y48f+af"4,'a, 83, ¢
af28f3EfY4, 5@ R0 Q@ Qi@ ¢a@-a» dQaP®e] Qé%oié@«é—céQTMé,<é©3g'°éQ_é€Qé€2Ci SCo
|OS and NX-OS Software Reference Guide3€€a,'3€,¢...88 @ —3€@ | Q@ Q3@ 3©+3€,3€,

6, Ta/ace€88, a9 «a,"a 930 9,39°39,39 30 a9 EC°e Qi

8@ ®3E, 3,3 °f1L8"QIQ 395,39 | FEHIQ"TO®S, Caf%oaf @A, 13,0359 ®V+6Y: 5,89 —3

§,-8183%5@ €QIQ"3O®e,Ta%+r€83€QCE Cisco I0S 3,%%af-af 3, | a,83,¢ca€€@Cisco I0OS XR
3,%3f-3°4,' 4,83, 5€@353,"3€° Cisco NX-0OS
3,%,af3°3,13,83,C3@«3€ a12+6Y;3, aZa@ 39%59,30"39 3,/ QIP—3QNIO—IOPYIE,

aene-Q, T8/t aeE8a@ «8 343t 3Q™3, 3@V, QIO «IEQPCRCOTEE. 3@ aftaf@d,na, e 4®35398

NO user name cisco a,3af Z8f3af %8, 8v2:¢" "a@—a€ | aftaf-a, ©af«af”

5,08,«3, 4f34F"4,8%0Sé™ 3 @83 @ @I QUIQP™AE,

FQNIQPYIEQIfTaf@5,13,'3€«af5,°5, 1359 —3€ | F€QIQ"IO®],(],«a, | 3FPAF 3Q®EFE, af af IS

Cisco ISRv

39 «IQPriQ, 3@  FEQCRICOTEE. 3@ aFtaf143,:3,"5F 3, CA€<E, %3 @na €, af5ff3,+a544, 3, 8%0Sé™n3
araffa,+afla, a,’e> e-°a@—a@  d€@x-° FOYIO«A°ZA.. ¥53€+3,E3€Y Cisco ISRv
d@«aftaf-3,0af«af 3@®3,C3,«3, | afaf @ Ea @« @%3,EIQ3€,3, @ 1a@«3@9™3,4;...6 | @IQE:


https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

a ®afee a¢pisad,2af°af 4, | a,84a,¢

818,%5€¢ 3@ 3Q®3,Caf%0af 93,135,933« "e%%03¢ 3, EI@QYe,1a%+2€83@«d %43t IO™E,<C,i
,Caffaf—aftafhasf a, x @@ avni@—i@ | i@, 3QNIQP™IE,
QSa®Cae§ 3 E3,n3533,"af afnuaf«3@—3@VY3,53 JUAfQAf1AS 3,4 @P—39'a9Ya,S S3983© 3,39 ®:
af@afna, afsafa€ af-a £afaf@ase
d»affaf a@«d %hiQ9—i@Q  IQORIQYAQ 3Q3 S3@hIO™AE,
JQVIO®I, QT3 )2afaf 3, a,83,¢
a,caffaf—a, af-af1af%oa, a,nafa, af afhaf«a€ @area, | afafafhaf%oa @ ™a, (GEQIONIOYIO AEH:
3f©3&,n3,»3f%3,' 39 Px @b .30 «3%"3QT5Q"5Q OO Er, QiO—iOViO 5O 36€«3€%3,53O3%:

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

an QJZ o

3ONIQVIEQPIOSI®C2E 3 ES, 1LafaF 8, 4,85,¢5, af€5, | 3afaf 143 %03 @8I @3 AOPIQP 3€Q3,
6€33 3€Q30"3, T3 a»¥3%0 @34, . YaP—3@Va, 1hafaf 5,583, Ca@@afiarartarsasrs,’
3,Caffaf—3&,°af~af1%haf% 3 @83Q™AE, ¢,id, YaQ®E »3,aF¥afaf14,F &,%%af4F°4,! 4,835,¢
5,Caffaf—aftafuif 3«3, dQLIQ | FEQIOSAPC 28 3P -39 —3€,5,23f4f5,15,83,¢
3f03,08,»3133, 36 @&, 138 &,13f5f "4, 4,85,¢ af+3,£afuaf@afE

3»affaf 3€ QI QNIGYIQ afia, AfFAf afaf"a, AF8af
5,Caffaf—a,°af-aflafthod@«d %IQ™i e O™PIPES»"573€+3,F5,5Q"39 36 3€,3,550%39

a,-af+af 4,13 83, ¢a@®a,caffaf—a, af-aflhasf%od, aencee” ZéoTMé,<é§>éo<<éO_é€0Ci Sco Security
Advisories and Alerts

,Vzafaaf¥af%a,-af§af3a, c¢oe a@a@—a@ ! a@@a@ 3@ 3€,3€,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-~af1haf%oa@™a,<aftaf@a, 13, 5@« @ @3 1a@afiafca
a,@x" Za@ag, iQ«3Qri@,i¢ €@ €@Cisco Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3 AY'(,i@—ai@ | 3@,3,afjafartarsasra,
3f—afif@a,pafeifhi@«3953° 939,30 3, 936:3Q0 QIO 50°36,3€,

8, fAfvAaf  a,18¥ ¢, 4, a9"a"0¢" " a983923€,305a®C=s"

4, -5,18,%8€p<3,%00> 7¥e%a. Y29 —3 Y@ (E5,-5,"5, 2@ ®3,uafkaf s, 'a¥'¢,4,5€"8°0¢" 3€,50Yie
AfMAFPAFEAS1A3€p<a,%00%148.. Y3 QP —3QYIQ TS, ®efr 3€:3,1,3f35,13,83,¢3,83%4...¥4..."5€ <3, %0

TAC 3@ «E€£cpja@—a@ | 8,Caffaf—a,°af-af1haf%od, a...¥e %o @—i@ | QP I@ 3@3€,3€,
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worl dwide-contacts.html

C,id, Y3 Caf faf—a, °af ~af Vaf %. 3@ ®a %e+|e£1/z°“050§50,é,<50“50"é,’é"%ae?é@—éo:é@,,é@\"(éu
URLG/'4€@"¢" 2, 9i0@i€ d€°30,3€,

Cisco 10S 4€5a,”a€° 10S XE &,%af+af°a,!4,54,¢


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

Cisco [0S & Y4Af8f 4, |4, 85, 659 53,"3€° 10S XE

5,%.3f-3°4,' 5,83, 3@ ®e, 13%+2€85€«3,"3,a%PA®’ I QBRI &f/r€83,'8 ne-3€983Q 94,3, 3O 13€
Cisco 10S Software Checker

af,, afVAf <8, P @i iQ—3i@  5€,30NIO™IE 39" FQ OIS, A %h3f«39 <8, 5,5FEP %' BRI B, 15
afeafeafig, ' a€«e©231%:"a@™aa,-8,'3, &,»3,afYafafta £

5,Caf%0af 3,13, Y3 3€ 93953, 39°39,3,Caf%0af 5,05, 951588 /5€3,F5€  5€,3,@,18%+
Fixed3€€1%%08,'C%0'a®3F @8I @ Q3O UIO™EE,

FOUIGPYEO0% 3 "3PO™E 8 39 IEQPIO™MIO 3O | IO D®E,Caf%oaf Q5,05 N5 aQ«@ "E1%0E @ F, EIH'
First Fixed3€€1%%o3,'c%0'd®33 @83 @3 Q%I O ™AE,

50" 3Q®Af,af K353, 81" GP—a@ | 2-idO®E,:5,3, 5 40Ve|EIQ5IQQIOUIQ™MIE,

* &f%oafaf faf—af€a, jaf°
af8,18f a3, %oaf 5 a5 143, 114 entae°3@ 114%0d, 6 @ ,2S73Q ™A, P AEPE TRI O HL+{AQ Fe
3,3, afTaf 5€p<3,%0a54,i8, 08«3, d, CAffaf—afafhafY%oa @ —3€ | S€E@arnoec 5, 'é—38A9™3 <

« show version & 3afZaf38f %ea@®a1°35>3,'af,, af 43f«3 @ 8E8F 7 QIO ™4 <

o 8«8 18 ¢Af 78 08, A —3 @ Yaeroe( Cilh 6 QZ7»3@«A...~é- 393, EIQYIO™IQ '3 | 5O ®3,5,"5,
a,»a,af¥afrasta g
EREIENT, EREL ENAERE Yo Yal o BEZE-EIEL REL RER > EL A ERY 1 > YA QL SO RE RTINS ERER P

afeafeary.a, a@ E€@a...~6—39+3,F39Y3a,-3,'3,° 3,»3,3F¥aaf1a,£
3,C3f%03f@a,13,93f°3@RI@,i @33, EG@« 39«03 "'3QO™E 39«3 QOIPTaPE, ¢ QIQP™5,< a9«
a€@® Cisco |0S Software Checker 8,’ 8Y%:¢" 8@ ™a «d @« € @a»¥a «a@®af+a,£afVaf«af%od @«

Cisco IOS 3,%.3f+af°3,!3,83,C3@%3€Y3€ Cisco I0S XE 3,%.afaf°3,! 3,83,¢

afPafassa, i 3@V 39 39°3€915.1(4)M23£€3.13.8S

59239 0i%%03,'3.. ¥8$3Q—3 QNI Q™AE,

ctoe?e

4 ©REA OC" " 8%AYAD " 3...~a%hOCo8; "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf€@a,nd aff @« "e%%id@ 3, Ei€¢ | 39,38, ¢,Taltet

&108...

ame-8, T8/ eE85Q 5€95,5,'5,35T...6F 39530 ®3,»3, aM¥aF 514 £
513,53 59«3, AQLIQ | (Ve 593, EIQUIO—IQVEE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-xesc



https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-xesc

o1&, & Yo

é€n
Version Description
20 Cisco ISRv
' 3@ ES121EY:3,'89—IQ'FE€ QA YaQ®E 25143 %05; PxLIQPEI),5,5Q 39,30 T30"3€ 3¢
1.0 H@DZa..~é-afafafna,’

dO¢" e O¢

ae0ed, Caf %odf 3,03, 95°3@ ¢,i8, 98 %hIQP®S, IQPPIQ IQ9—iQ iQ 2QQIWIO—3€  3€535,55¢
e0e-3,Caf%0af 3,03, 935 ®ef...8 +t3€55, 393338, a@®a1i " Q@ «é-CAP™E @2 Erm IQPBE €
FONUIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...305,8°° 4S5 Q3O —3 @ «an%oe> TP —3€
a0e-d, Caf%oaf @ 4,08, 35 Q@@ 8081, AR '3 QP«é-CAH—3@ | f..& +6..95;i5€9® URL

3,'CeQCYiQO—ICQIQ -IPB®E»CeU%0a,, 2, @ 33, 'e-1L39—39Y3 4@ FE€QI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥aF3FAf 3@®xS..4 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF143, 98,87 Y4biE



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



