8,8, 18, %" @a@«altéY;3€™a,«0penSSLAGER

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2016-

M edi un$°161114-openss 7053
& @a...~é-«e—Y¥ : 2016-11-14 16:00 CVE-2016-

ae0eEgLBe ae—"ee—¥ 1 2017-01-11 13:45 7054
af @afvaa, af8af 1.9 : Interim CVE-2016-

7055

&Z6€¢¢- : No workarounds available
Cisco af@a,° ID : CSCvc13497 CSCvc08680
CSCvc08623 CSCvc08689 CSCvc08700
CSCvc08567 CSCvc08820 CSCvc08781
CSCvc08542 CSCvc08663 CSCvc08607
CSCvc08629 CSCvc08529 CSCvc08628
CSCvc08749 CSCvc08828 CSCvc08627
CSCvc08648 CSCvc08570 CSCvc08555
CSCvc08554 CSCvc08697 CSCvc08612
CSCvc08750 CSCvc08559 CSCvc08614
CSCvc08779 CSCvc08657 CSCvc08539
CSCvc08715 CSCvc08759
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2016&" 11ae0e 10ee—¥3€€ OpenSSL Software

Foundationd€@ 3€€33@r3@®e,T3%+2€85,'8%~x"Z5€@™4,d,»3,4f¥af4f13,£3,Caf%0af 3,13, 955,
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Foundationd@83€¢ €@ 13@rd, 'a€Eét@an8a@¢éi@ansa® | 3€QI€Q 133, d€EC «A°| IQPRET Q-

25@na@®e,Ta%+r€83@ 3€@1.1.08f°3°a5144,'a, a8 %3,°3 @ ®re€r-"aQ@®0penSSLaf@afd, af!

59 "3Q®3,C3f%05f @3, 03,9559 &3S &f...4 t3QES.. ¥Yr%od@ efHi@«I9 3QLIQYe™(, '35
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161114-openss|



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161114-openssl
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc13497
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08680
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08623
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08820
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08542
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08627
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08555
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08750
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08559
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08614
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08779
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08759
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7053
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7053
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7054
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7054
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7055
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7055

€028V e£V23" €

55,1850 83 @ FEQLL3"QAfO5, 135, 8% e V»3Q—FE @39 3,5, %03 @R, TAVitESFO®EV+EY, 3,

Bug IDad@Ee " "e%%0d @3, S | 3€,aQ%IO™€,3f€3,°d€ Cisco Bug Search

Tool3 8YsiC" a@p—3 € | eneC CAQRIQP@I€QPI"OC" @ ef1La@D7é@:c-a,,a;@rLfr," a3, 2afaf"

&Y »4, G Re£23"@

CEC QERERE RS APERL 2 X7 LR 7 %o o B ENERLINERR 7= RER  EVEER? S-MV/LINER ? SER L AW Ve T EL X

Unified Computing

» Cisco HyperFlex System
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a,-8,'a,% af>a,*aftaf faf%o a, afvaf  a,’
 Cisco Cloud Web Security

&, TaY/se€85@®a,a,<e£%23" @
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SEVE & Cisco Bug
ID
Collaboration and Social Media

Cisco WebEx Meetings Server&faafaafy/aa, 11.x CSCvc0855
Cisco WebEx Meetings Serveraféafaafy.a, 12.x CSCvc0855
8, "af%af%.af @a,nafPaf” a, afoa,na,caffaf a@ "a, afoa,na,cafaf

Cisco Agent for OpenFlow CSCvc0871
Cisco Jabber Software Development Kit CSCvc0878
Cisco Jabber for Android CSCvc0882
Cisco Jabber for Mac CSCvc0877

Cisco Webex Business Suite

CSCvc0855



https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08554
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08820
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Cisco WebEx Meetings Server &*
afzaf«af @afiafta, £a,caf—afoasrfas af-a,©afras (MMP)

CSCvc0855

Cisco WebEx Meetings Server:SSL a,28fv.af"4,|3, 88 =

CSCvc0855

af@affaf af afna, a,¢af—afa,+af1a, aF5afa€Qa, pafnafa,'aceaesa, s

Cisco 1000 &, -afafvaa,° Connected Grid af «afvaa, ¢,

CSCvc0866

Cisco Wide Area Application ServicesiVa WAA Si¥d6o

CSCvc0868

~ A~

af@affaf af afna, a€Sa, aeajlaraftaras, a,»a af¥aras

Ciscod, *&f°4f TAf af , & »3 Af ¥Af35 14 £4 CAf—Af©F o 044, 14 C4f fAf—Af 1A Y:A1 5 BfY4Af € || CSCvc0854
Cisco FireSIGHT &, -8, '8f Taf & Y:8faf 5,14 85 ¢ CSCvc0853
Cisco Identity Services EngineiVs | SEiY%6o0 CSCvc0870
df@affafaf afva, ¢(®jc@ta@® af—afafa,afsas

Cisco NetFlow Generation Appliance CSCvc0861
Cisco Network Analysis Module CSCvc0861
Cisco Prime | P Express CSCvc0861
Cisco Prime Network Registrar CSCvc0860
Cisco Security Manager CSCvc0862

Routing and Switching - Enterprise and Service Provic

Cisco Application Policy Infrastructure Controlleriva” API Ci¥d60 CSCvc0857

Cisco Connected Gridaf «afY.a, ¢ivSCisco CG-OSa, Yoaf«af "3, 14, 85,¢5, 8@ Y & E CSCvc0856

Cisco |I0S XR & Y58f+3f"4,'4, 85, ¢ CSCvc0862

Cisco Nexus 9000 &, -af%afv.a,° af 8, jaf-afeaf fa, &4 ocaf faf @i ACI afCasvaas%oi’a%o CSCvc0857

Cisco ONS 15454 Series Multiservice Provisioning Platforms CSCvc0868
Unified Computing

Cisco UCS Director CSCvc0856

6Y3&£°a@Sa,”a@3af | aFafa,ia,na5%o a,3aFYaF¥aS A, +aFa, 8

Cisco Computer Telephony Integration Object Serveriva CT1OSY4%60 CSCvc0852
Cisco UC Integration for Microsoft Lync CSCvcl1078
Cisco Unified Attendant Console Advanced CSCvc0874
Cisco Unified Attendant Console Business Edition CSCvc0874
Cisco Unified Attendant Console Department Edition CSCvc0874
Cisco Unified Attendant Console Enterprise Edition CSCvc0874
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08542
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08614
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08623
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08565
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc10784
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749

Cisco Unified Attendant Console Premium Edition CSCvc0874
Cisco Unified Attendant Console Standard CSCvc0875
Cisco Unified Communications Manager IM & Presence ServicelVs ee—8¢8° CUPSIY42%0 CSCvc0876
Cisco Unified Contact Center Enterprise CSCvc0852
Cisco Unified |P 8961&»€0+ CSCvc0877
Cisco Unified P 9951&»€0+ CSCvc0877
Cisco Unified P 9971&»&0+ CSCvc0877
Cisco Unified Intelligent Contact Management Enterprise CSCvc0852
Cisco Unified Workforce Optimization - Quality Managementa, Y28 2af ¥afva, -af 8af3 CSCvc0882
Cisco Unified Workforce Optimization CSCvc0883
Cisco Unity Connection CSCvc0875
Cisco Virtualization Experience Media Edition CSCvc0882

af*af15,°5€94a,'af afafNaFYaFa, ca€Qaftaf-af—af-a,1asa,'a€9a 953, aQ%af as

Cisco Edge 300 Digital Media Player CSCvc0872
Cisco TelePresence Conductor CSCvc0862
Cisco TelePresence MX Series CSCvc0864
Cisco TelePresence Profile Series CSCvc0864
Cisco TelePresence SX Series CSCvc0864
Cisco TelePresence System EX &, -af%af¥44,° CSCvc0864
Cisco Telepresence Integrator C &, -af %af¥44,° CSCvc0864
Cisco Video Surveillance Media Server CSCvc0869
Cisco Videoscape Control Suite CSCvc0865
af &8 oafoaf-a,*
Cisco &f 8 ndfoaf-81LAN & 3af3af afafvafo CSCvc0862

0o~

a,-8,'a,® af>a,'af faf faf%o a afvaf"a*

Cisco WebEx Messenger Service

CSCvc0855
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08648
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08657
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8+ AfVAf-Af« AfCAfTAf

. Cisco |0S XE3, Y4af+af 4, 14, 85, ¢ivAWebaf |af .8, 18, 0af 8, (AfY.af+4 84,08, 15 @3,

Collaboration and Social Media

» Cisco SociaMiner
* Cisco WebEx Nodefor MCS

8, af%af%.af @a,=af’af" d, afoa,=d,car’af a€ “d, afod,=d,caraf” a,%af-af g, | d,8d,¢

 Cisco AnyConnect Secure Mobility Client for Android

o &ft413, af af faf—af—afoaffaf af-a ©afv.af 2@'a€'Cisco
AnyConnectd,»3,af¥3,¢cafcaf afasta,£a, afoa,na,cafras

» Cisco AnyConnect Secure Mobility Client for Linux

» Cisco AnyConnect Secure Mobility Client for Mac OS X

» Cisco AnyConnect Secure Mobility Client for Windows

 Cisco AnyConnect Secure Mobility Client for iOS

* Cisco Jabber Guest

» Cisco Jabber for Windows

« Cisco WebEx Meetings3, af©3, o, ¢af3af" &€ &4 %f2af—af-afY 4!

» Cisco WebEx Meetings for BlackBerry

af @affar af arue,”
G, ¢ Gf—Gf°G, +Gf %0, -GISGFGE € UGG a, GEQ G SE, G€°a, ¢G, 6 »afOG~Gf G, arSGf:

» Cisco Application and Content Networking Systemia"A CN Si%/4%o
» Cisco Visua Quality Experience Server
» Cisco Visua Quality Experience Tools Server

Af @Gffaf Gf Grua, oS0, a€°a,°arartaras, a»a,af¥arasta, £ artareo,na,’

» Cisco Adaptive Security Appliancei¥a A SATY%o

* Cisco Firepower9300

» Cisco Content Security Management Appliance (SMA)
» Cisco Email Security Appliance (ESA)

» Cisco Physical Access Gateway

* Cisco Secure Access Control Systemi/s" A CSIY4%o
 Cisco Virtua Security Gateway for Microsoft Hyper-V



» Cisco Web Security Appliance (WSA)

8f @ Affar af 16, (®icp1a@ "Gf—afar a, Grsarasra,

» Cisco Application Networking Manager
 Cisco Business Video Services Automation Software
 Cisco Configuration Professional
» Cisco Digital Media Manager
 Cisco Evolved Programmable Network Manager
« Ciscog®ic@1a,caf—afoa,na, casrs,
 Cisco Multicast Manager
» Cisco Network Profiler
 Cisco Packet Tracer
 Cisco Policy Suite
 Cisco Prime Access Registrar
* Cisco Prime Collaboration Assurance
* Cisco Prime Collaboration Deployment
* Cisco Prime Collaboration Manager
» Cisco Prime Collaboration Provisioning
« Cisco Prime Data Centeraf @affaf af aflaa, afzafeaflsa, aft
* Cisco Prime Home
 Cisco Prime
Infrastructuredf —af ©4a, °& ¢af3af %oaf —af -8 vd, 18, (af 3af %od, Caf af 33, 28f .af "4, |8, 88, a
* Cisco Prime Infrastructure
 Cisco Prime LAN Management Solution - Solaris
 Cisco Prime License Manager
» Cisco Prime Network Registrar IP & ¢af %0af -8, af zaf @afa, af£iva" IPAM1%%o
 Cisco Prime Network Services Controller
 Cisco Prime Network
« Cisco Prime Optical & fifvaf“8,1 af—afaf €a,naf€afhi@'a @
* Cisco Prime Performance Manager
 Cisco Smart Net Total Care - af &f 48, «af « 8,38f -8, 3, ¢, 8, ¢af—af©4, od, ¢af34, 1
« Cisco UCS Central & Y48faf 4 4,84, ¢
 Cisco Unified Intelligence Center

Routing and Switching - Enterprise and Service Provider

» Cisco 910 Industrial Router
» Cisco ASR 5000 § -afeafv.a,°
» Cisco Broadband Access Center for Telco and Wireless



« Cisco 10Sa€53,3€3Cisco 10S XE4,1.4f+3f°4,!4,84,¢

» Cisco MDS 9000 Series Multilayer Switches

» Cisco Nexus 1000V &, -af3afv.a,°© 3,14, odf faf @

« VMware vSphered@'a€'Cisco Nexus 1000V3,'5,naffaf€

 Cisco Nexus 3000 Series Switches

 Cisco Nexus 3500 Series Switches

 Cisco Nexus 4000 Series Blade Switches

 Cisco Nexus 5000 Series Switches

 Cisco Nexus 6000 Series Switches

 Cisco Nexus 7000 Series Switches

« Cisco Nexus 9000 3, -af25fY.4,° 4,14, oaf faf @144, 8,; 3538 %03, ¢ 3fafGE@NX-0S
afcasriaas%oita%o

 Cisco Service Control Operating System

Af«AfvAf1a EAfS, °a€pSE, 000, '8, naffar@ara,° - 6, 'afcafthif« a6, arepa,"

« Cisco 2204, 8728 Y4 °Smart Plus(Sx220)3, 14, udf f4f ©
« Cisco 5008, -8f28f Y4, 95, 14, ¢Af f4, «af—&f «(Sx500)3f 28f @ 35143, 3F%03, '3, 0 faf @
« Cisco Small Business 3008, -&f2%f Y48, °(Sx300)af 23 @ 3£ 43, 35%03, 3,0 3FFaF @

Unified Computing

* Cisco Common Services Platform Collector

« Cisco UCS 6200 3, -af3fY.3,° af «4, jaf-af%af fa, 4 0af3a, (Afv.a, 3af@a, af”

» Cisco UCS B4, -af%afv.a, caf—-af -af v.af %o, gf V-af @

e Cisco UCS Manager

» Cisco UCS 4 14, ¢af3af%o0a, ¢afafs C &, -afafva,° afoaffa, & pafvafe -
CU+d@ C®ic@13,3afaf afafuafo

EYSAL A€ SA, "G °af | GfGf+a, 6,26 %0 G, °afYar¥asa,+asrva, arsar artafeo,qa,’

» Cisco ATA 187 Analog Telephone Adaptor

« Cisco ATA 1903, -Af%f V.4, 8, ¢af SAf 4, °4, ¢AfV.afY af Saf «&, CAf€af—4&, ¢,
» Cisco Agent Desktop for Cisco Unified Contact Center Express

» Cisco Agent Desktop

e Cisco DX &, -af%afv.a,° |P &f«8 ©af3

 Cisco Emergency Responder

» Cisco Finesse

 Cisco Hosted Collaboration Mediation Fulfillment



« Cisco |P 78003, -af24fY.4, %6 »e0+a0Y

« Cisco IP 88003, -af24f V.3, % »e0+iYE8V PNagOY &f ¥z

 Cisco IP Interoperability and Collaboration System (1PICS)

» Cisco Jabber for iPhone and iPad

» Cisco MediaSense

* Cisco Paging Serveriva I nformacastiy%o

 Cisco Paging Server

 Cisco Remote Silent Monitoring

» Cisco SPA112 2-Port Phone Adapter

« Cisco SPA122 Analog Telephone Adapter(ATA)a€S3, 3@ 3af«af%a,

« Cisco SPA232D Multi-Line DECT4, ¢af SAf 3, °©»@0+3, CAfE3f—A& ¢(ATA)

» Cisco SPA51x IP Phone

o Cisco SPA525G 58 7¢-8IP&»e0+

« Cisco SPA8000 8af @afuaf 1Paftaf-af-a,0afafa, afuasf a, | a,8a,n

« Cisco SPA8800 | P &f taf-af+8, OAf<Af Y & 28 Y.af "4, 13, 83 0ivs 4 FXS Af @afuaf 3@~ 4 FXO
af@afnaf a’at...e"uita%o

» Cisco Small Business SPA 3003, -af %af¥4a,°I P Phone

* Cisco Small Business SPA5008, -af %af¥4a,°I P Phone

» Cisco TAPI Service ProvideriVa T SPiY4%o

* Cisco Unified Communications Domain Manager

» Cisco Unified Communications Manager Session Management Edition

* Cisco Unified Communications Manager

» Cisco Unified Contact Center Express

» Cisco Unified Customer Voice Portal

 Cisco Unified E-Mail Interaction Manager

* Cisco Unified IP 6901&»€0+

* Cisco Unified IP 6945&»€0+

« Cisco Unified IP 79003, -af24f V4, °%6»0+a80Y

 Cisco Unified IP 7937&»€0+

o & ffvaf%oaf afvafta, £ & 3afvaf «& 18%4ia€'a€' Cisco Unified IP 8831 Conference Phone

» Cisco Unified IP 8831 Conference Phone

* Cisco Unified IP 8945&»e0+

 Cisco Unified MeetingPlace

« Cisco Unified SIP Proxy & Y:8f«3f4, !4 83, ¢

* Cisco Unified Web Interaction Manager

* Cisco Unified Wireless | P Phone

 Cisco Unity Express

« Cisco Virtual PGW 2200 &, Y78f«af "8, 14 caf faf @

 Cisco Virtualized Voice Browser

Af" Af14,%BEQ 0, |0 0L GfUOFYOFE,°GE € Oftaf~0f—af-8, 4G f0, G€@a@Sa, a0 6fOard,"d,°arhaf



dftafepa,na,’

« Cisco 43003, -af%af.a,°af +a,,8, ¢af «af iaf +a,£a ¢af—af -afvaafoafs

« Cisco 44003, -af%af.a,°af +a,,8, ¢af «af iaf +a,£a ¢af—af -afvaafoafs

 Cisco Cloud Object Storage

 Cisco D9859 Advanced Receiver Transcoder

» Cisco DCM Series D990x Digital Content Manager

» Cisco Edge 340 Digital Media Player

 Cisco Enterprise Content Delivery System (ECDS)

» Cisco Expressway Series

» Cisco MXE 3500 Series Media Experience Engines

 Cisco Show and Share

 Cisco TelePresence Content Server

» Cisco TelePresence ISDN Gateway 3241

» Cisco TelePresence ISDN Gateway M SE 8321

» Cisco TelePresence ISDN Link

» Cisco TelePresence MCU 4200 §, -af%af ., °a€€ 4500 a,-af*afa,°a€€¢ 5300
3,-3faf143,°3€@MSE 84203€ 353,33 MSE 8510

» Cisco TelePresence Serial Gateway Series

« Cisco TelePresence Server 7010 49 53,"3€° MSE 8710

 Cisco TelePresence Server on Multiparty Media 3105€53,"3€3320

 Cisco TelePresence Server on Multiparty Media 820

* Cisco TelePresence Server on Virtual Machine

 Cisco TelePresence Supervisor MSE 8050

 Cisco TelePresence System 1000

 Cisco TelePresence System 1100

 Cisco TelePresence System 1300

» Cisco TelePresence System 3000 Series

 Cisco TelePresence System 500-32

 Cisco TelePresence System 500-37

» Cisco TelePresence System TX 1310

» Cisco TelePresence TX9000 &, -af2afv.4,°

* Cisco TelePresence Video Communication Serveriva'V CSiY46o

* Cisco Video Distribution Suite for Internet Streamingivs’ VDS | SICDS-| Si¥%o

» Cisco Video Surveillance 3000 Series IP Cameras

 Cisco Video Surveillance 4000 Series High-Definition IP Cameras

 Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras

» Cisco Video Surveillance 6000 Series IP Cameras

» Cisco Video Surveillance 7000 Series IP Cameras
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