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2ã�¤ã�®è„†å¼±æ€§ã�¯ã€�1.1.0ãƒªãƒªãƒ¼ã‚¹ã‚·ãƒªãƒ¼ã‚ºã�®æœ€æ–°ã�®OpenSSLãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«ã�®ã�¿å½±éŸ¿ã�—ã�¾ã�™ã€‚æ®‹ã‚Šã�®é‡�å¤§åº¦ã€ŒLowã€�ã�®è„†å¼±æ€§ã�¯ã€�1.0.2ã�Šã‚ˆã�³1.1.0ãƒªãƒªãƒ¼ã‚¹ã‚·ãƒªãƒ¼ã‚ºã�®OpenSSLãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«å½±éŸ¿ã�—ã�¾ã�™ã€‚
 

 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯è¿½åŠ æƒ…å ±ã�Œå…¥æ‰‹å�¯èƒ½ã�«ã�ªã�£ã�Ÿæ™‚ç‚¹ã�§æ›´æ–°ã�•ã‚Œã�¾ã�™ã€‚
 

 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚  
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161114-openssl

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20161114-openssl

åˆ�å…¬é–‹æ—¥ : 2016-11-14 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2017-01-11 13:45

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.9 : Interim

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvc13497 CSCvc08680 

CSCvc08623 CSCvc08689 CSCvc08700 

CSCvc08567 CSCvc08820 CSCvc08781 

CSCvc08542 CSCvc08663 CSCvc08607 

CSCvc08629 CSCvc08529 CSCvc08628 

CSCvc08749 CSCvc08828 CSCvc08627 

CSCvc08648 CSCvc08570 CSCvc08555 

CSCvc08554 CSCvc08697 CSCvc08612 

CSCvc08750 CSCvc08559 CSCvc08614 

CSCvc08779 CSCvc08657 CSCvc08539 

CSCvc08715 CSCvc08759

CVE-2016-

7053

CVE-2016-

7054

CVE-2016-

7055

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161114-openssl
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc13497
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08680
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08623
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08820
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08542
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08627
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08555
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08750
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08559
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08614
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08779
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08759
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7053
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7053
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7054
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7054
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7055
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7055
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ã‚·ã‚¹ã‚³ã�§ã�¯ã€�è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ã�—ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã�¨ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�„è£½å“�ã�«å¯¾ã�™ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿ã‚’ç‰¹å®šã�—ã�¾ã�—ã�Ÿã€‚è£½å“�ã�Œè©²å½“ã�™ã‚‹ã�‹ã�©ã�†ã�‹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã�®é …ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�„è£½å“�ã�®Cisco
Bug IDã�Œè¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ãƒ�ã‚°ã�¯ Cisco Bug Search 

Toolã‚’ä½¿ç”¨ã�—ã�¦æ¤œç´¢ã�§ã��ã€�åˆ©ç”¨å�¯èƒ½ã�ªå›žé�¿ç–ã‚„ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�ªã�©ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å›ºæœ‰ã�®è¿½åŠ æƒ…å ±ã�Œå�«ã�¾ã‚Œã�¾ã�™ã€‚
 

 

èª¿æŸ»ä¸ã�®è£½å“�  

 

æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®1ã�¤ä»¥ä¸Šã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�‹ã�©ã�†ã�‹ã‚’åˆ¤æ–ã�™ã‚‹ã�Ÿã‚�ã�«ç�¾åœ¨èª¿æŸ»ä¸ã�§ã�™ã€‚
 

 

 

Unified Computing  

Cisco HyperFlex System•

 

ã‚·ã‚¹ã‚³ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹  

Cisco Cloud Web Security•

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

æ¬¡ã�®è¡¨ã�«ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹é‡�å¤§åº¦ã�®ä½Žã�„è„†å¼±æ€§CVE-
2016-7055ã�®å½±éŸ¿ã�®ã�¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã‚’ç¤ºã�—ã�¾ã�™ã€‚  
 

 

è£½å“�
Cisco Bug 

ID
Fixed Release Availability

Collaboration and Social Media

Cisco WebEx Meetings Serverãƒªãƒªãƒ¼ã‚¹1.x CSCvc08554 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco WebEx Meetings Serverãƒªãƒªãƒ¼ã‚¹2.x CSCvc08554 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco Agent for OpenFlow CSCvc08715 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Jabber Software Development Kit CSCvc08781 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Jabber for Android CSCvc08820 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Jabber for Mac CSCvc08779 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Webex Business Suite CSCvc08557 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08820
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08779
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08557


Cisco WebEx Meetings Server â€“ 

ãƒžãƒ«ãƒ�ãƒ¡ãƒ‡ã‚£ã‚¢ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ (MMP)
CSCvc08559 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco WebEx Meetings Server:SSLã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ CSCvc08555 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³

Cisco 1000 ã‚·ãƒªãƒ¼ã‚º Connected Grid ãƒ«ãƒ¼ã‚¿ CSCvc08663 15.6.3ï¼ˆ2016å¹´12æœˆ11æ—¥ï¼‰

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰ CSCvc08680 6.4.1ï¼ˆ2017å¹´4æœˆ17æ—¥ï¼‰

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Ciscoã‚³ãƒ³ãƒ†ãƒ³ãƒ„ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚µãƒ¼ãƒ� CSCvc08542 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

Cisco FireSIGHT ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCvc08539 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Identity Services Engineï¼ˆISEï¼‰ CSCvc08700 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco NetFlow Generation Appliance CSCvc08619 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Network Analysis Module CSCvc08614

Cisco Prime IP Express CSCvc08612 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Prime Network Registrar CSCvc08607 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Security Manager CSCvc08623

4.11ï¼ˆ2017å¹´1æœˆ20æ—¥ï¼‰ 

4.12ï¼ˆ2016å¹´12æœˆ30æ—¥ï¼‰ 

4.13ï¼ˆ2017å¹´2æœˆ24æ—¥ï¼‰

Routing and Switching - Enterprise and Service Provider

Cisco Application Policy Infrastructure Controllerï¼ˆAPICï¼‰ CSCvc08570

Cisco Connected Gridãƒ«ãƒ¼ã‚¿ï¼šCisco CG-OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œ CSCvc08565 15.6.3ï¼ˆ2016å¹´12æœˆ11æ—¥ï¼‰

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCvc08628 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆACI ãƒ¢ãƒ¼ãƒ‰ï¼‰ CSCvc08571 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Cisco ONS 15454 Series Multiservice Provisioning Platforms CSCvc08689 10.62ï¼ˆ2017å¹´4æœˆï¼‰

Unified Computing

Cisco UCS Director CSCvc08567
6.1ï¼ˆ2016å¹´12æœˆ14æ—¥ï¼‰ 

6.5ï¼ˆ2017å¹´3æœˆ17æ—¥ï¼‰

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Computer Telephony Integration Object Serverï¼ˆCTIOSï¼‰ CSCvc08529 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco UC Integration for Microsoft Lync CSCvc10784 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Unified Attendant Console Advanced CSCvc08749 Affected systems have been updated.

Cisco Unified Attendant Console Business Edition CSCvc08749 Affected systems have been updated.

Cisco Unified Attendant Console Department Edition CSCvc08749 Affected systems have been updated.

Cisco Unified Attendant Console Enterprise Edition CSCvc08749 Affected systems have been updated.

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08559
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08555
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08680
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08542
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08614
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08623
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08565
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc10784
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749


Cisco Unified Attendant Console Premium Edition CSCvc08749 Affected systems have been updated.

Cisco Unified Attendant Console Standard CSCvc08750 12.0(1) (AUG-2017)

Cisco Unified Communications Manager IM & Presence Serviceï¼ˆæ—§ç§° CUPSï¼‰ CSCvc08769 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Unified Contact Center Enterprise CSCvc08529 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Unified IP 8961é›»è©± CSCvc08770

Cisco Unified IP 9951é›»è©± CSCvc08770

Cisco Unified IP 9971é›»è©± CSCvc08770

Cisco Unified Intelligent Contact Management Enterprise CSCvc08529 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Unified Workforce Optimization - Quality Managementã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ CSCvc08828 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Unified Workforce Optimization CSCvc08830 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Unity Connection CSCvc08759 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Virtualization Experience Media Edition CSCvc08826 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚° ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Edge 300 Digital Media Player CSCvc08726 1.6RB6ï¼ˆ2016å¹´12æœˆ11æ—¥ï¼‰

Cisco TelePresence Conductor CSCvc08629 3.4.1ï¼ˆ2016å¹´12æœˆï¼‰

Cisco TelePresence MX Series CSCvc08648 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco TelePresence Profile Series CSCvc08648 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco TelePresence SX Series CSCvc08648 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco TelePresence System EX ã‚·ãƒªãƒ¼ã‚º CSCvc08648 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Telepresence Integrator C ã‚·ãƒªãƒ¼ã‚º CSCvc08648 ä¿®æ£ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Video Surveillance Media Server CSCvc08697 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

Cisco Videoscape Control Suite CSCvc08657 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹

Cisco ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ© CSCvc08627

ã‚·ã‚¹ã‚³ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹

Cisco WebEx Messenger Service CSCvc08556 ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

 

æ³¨ï¼šã�“ã�®è„†å¼±æ€§ã�®é‡�å¤§åº¦ã�Œä½Žã�„ã�Ÿã‚�ã€�OpenSSL Software 
Foundationã�§ã�¯ã€�ç�¾æ™‚ç‚¹ã�§ã�¯æ–°ã�—ã�„1.0.2ãƒªãƒªãƒ¼ã‚¹ã‚’ç™ºè¡Œã�™ã‚‹äºˆå®šã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�Œæ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚
 

 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08750
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08769
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08770
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08770
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08770
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08830
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08759
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08826
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08726
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08627
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08556


 

ã‚±ãƒ¼ãƒ–ãƒ« ãƒ¢ãƒ‡ãƒ   

Cisco IOS XEã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ï¼šWebãƒ¦ãƒ¼ã‚¶ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�®ã�¿•

 

Collaboration and Social Media  

Cisco SocialMiner•

Cisco WebEx Node for MCS•

 

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢  

Cisco AnyConnect Secure Mobility Client for Android•

ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ—ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å�‘ã�‘Cisco 
AnyConnectã‚»ã‚ãƒ¥ã‚¢ãƒ¢ãƒ“ãƒªãƒ†ã‚£ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ

•

Cisco AnyConnect Secure Mobility Client for Linux•

Cisco AnyConnect Secure Mobility Client for Mac OS X•

Cisco AnyConnect Secure Mobility Client for Windows•

Cisco AnyConnect Secure Mobility Client for iOS•

Cisco Jabber Guest•

Cisco Jabber for Windows•

Cisco WebEx Meetingsã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ â€“ ã‚ªãƒ³ãƒ—ãƒ¬ãƒŸã‚¹•

Cisco WebEx Meetings for BlackBerry•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³  

Cisco Application and Content Networking Systemï¼ˆACNSï¼‰•

Cisco Visual Quality Experience Server•

Cisco Visual Quality Experience Tools Server•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco Adaptive Security Applianceï¼ˆASAï¼‰•

Cisco Firepower9300•

Cisco Content Security Management Appliance (SMA)•

Cisco Email Security Appliance (ESA)•

Cisco Physical Access Gateway•

Cisco Secure Access Control Systemï¼ˆACSï¼‰•

Cisco Virtual Security Gateway for Microsoft Hyper-V•



Cisco Web Security Appliance (WSA)•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°  

Cisco Application Networking Manager•

Cisco Business Video Services Automation Software•

Cisco Configuration Professional•

Cisco Digital Media Manager•

Cisco Evolved Programmable Network Manager•

Ciscoç®¡ç�†ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco Multicast Manager•

Cisco Network Profiler•

Cisco Packet Tracer•

Cisco Policy Suite•

Cisco Prime Access Registrar•

Cisco Prime Collaboration Assurance•

Cisco Prime Collaboration Deployment•

Cisco Prime Collaboration Manager•

Cisco Prime Collaboration Provisioning•

Cisco Prime Data Centerãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ãƒžãƒ�ãƒ¼ã‚¸ãƒ£•

Cisco Prime Home•

Cisco Prime 

Infrastructureãƒ—ãƒ©ã‚°ã‚¢ãƒ³ãƒ‰ãƒ—ãƒ¬ã‚¤ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤

•

Cisco Prime Infrastructure•

Cisco Prime LAN Management Solution - Solaris•

Cisco Prime License Manager•

Cisco Prime Network Registrar IP ã‚¢ãƒ‰ãƒ¬ã‚¹ ãƒžãƒ�ãƒ¼ã‚¸ãƒ£ï¼ˆIPAMï¼‰•

Cisco Prime Network Services Controller•

Cisco Prime Network•

Cisco Prime Opticalã‚µãƒ¼ãƒ“ã‚¹ ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼å�‘ã�‘•

Cisco Prime Performance Manager•

Cisco Smart Net Total Care - ãƒãƒ¼ã‚«ãƒ« ã‚³ãƒ¬ã‚¯ã‚¿ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco UCS Central ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco Unified Intelligence Center•

 

Routing and Switching - Enterprise and Service Provider  

Cisco 910 Industrial Router•

Cisco ASR 5000 ã‚·ãƒªãƒ¼ã‚º•

Cisco Broadband Access Center for Telco and Wireless•



Cisco IOSã�Šã‚ˆã�³Cisco IOS XEã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco MDS 9000 Series Multilayer Switches•

Cisco Nexus 1000V ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

VMware vSphereå�‘ã�‘Cisco Nexus 1000Vã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 3000 Series Switches•

Cisco Nexus 3500 Series Switches•

Cisco Nexus 4000 Series Blade Switches•

Cisco Nexus 5000 Series Switches•

Cisco Nexus 6000 Series Switches•

Cisco Nexus 7000 Series Switches•

Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ã€�NX-OS 
ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

Cisco Service Control Operating System•

 

ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Šã‚ˆã�³ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚° - ã‚¹ãƒ¢ãƒ¼ãƒ« ãƒ“ã‚¸ãƒ�ã‚¹  

Cisco 220ã‚·ãƒªãƒ¼ã‚ºSmart Plus(Sx220)ã‚¹ã‚¤ãƒƒãƒ�•

Cisco 500ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¿ãƒƒã‚«ãƒ–ãƒ«(Sx500)ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Small Business 300ã‚·ãƒªãƒ¼ã‚º(Sx300)ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ã‚¹ã‚¤ãƒƒãƒ�•

 

Unified Computing  

Cisco Common Services Platform Collector•

Cisco UCS 6200 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

Cisco UCS Bã‚·ãƒªãƒ¼ã‚ºãƒ–ãƒ¬ãƒ¼ãƒ‰ã‚µãƒ¼ãƒ�•

Cisco UCS Manager•

Cisco UCS ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ C ã‚·ãƒªãƒ¼ã‚º ãƒ©ãƒƒã‚¯ ã‚µãƒ¼ãƒ� - 
çµ±å�ˆç®¡ç�†ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©

•

 

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco ATA 187 Analog Telephone Adaptor•

Cisco ATA 190ã‚·ãƒªãƒ¼ã‚ºã‚¢ãƒŠãƒã‚°ã‚¿ãƒ¼ãƒŸãƒŠãƒ«ã‚¢ãƒ€ãƒ—ã‚¿•

Cisco Agent Desktop for Cisco Unified Contact Center Express•

Cisco Agent Desktop•

Cisco DX ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³•

Cisco Emergency Responder•

Cisco Finesse•

Cisco Hosted Collaboration Mediation Fulfillment•



Cisco IP 7800ã‚·ãƒªãƒ¼ã‚ºé›»è©±æ©Ÿ•

Cisco IP 8800ã‚·ãƒªãƒ¼ã‚ºé›»è©±ï¼šVPNæ©Ÿèƒ½•

Cisco IP Interoperability and Collaboration System (IPICS)•

Cisco Jabber for iPhone and iPad•

Cisco MediaSense•

Cisco Paging Serverï¼ˆInformacastï¼‰•

Cisco Paging Server•

Cisco Remote Silent Monitoring•

Cisco SPA112 2-Port Phone Adapter•

Cisco SPA122 Analog Telephone Adapter(ATA)ã�Šã‚ˆã�³ãƒ«ãƒ¼ã‚¿•

Cisco SPA232D Multi-Line DECTã‚¢ãƒŠãƒã‚°é›»è©±ã‚¢ãƒ€ãƒ—ã‚¿(ATA)•

Cisco SPA51x IP Phone•

Cisco SPA525G 5å›žç·šIPé›»è©±•

Cisco SPA8000 8ãƒ�ãƒ¼ãƒˆIPãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤•

Cisco SPA8800 IP ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆ4 FXS ãƒ�ãƒ¼ãƒˆã�¨ 4 FXO 
ãƒ�ãƒ¼ãƒˆã‚’å†…è”µï¼‰

•

Cisco Small Business SPA300ã‚·ãƒªãƒ¼ã‚ºIP Phone•

Cisco Small Business SPA500ã‚·ãƒªãƒ¼ã‚ºIP Phone•

Cisco TAPI Service Providerï¼ˆTSPï¼‰•

Cisco Unified Communications Domain Manager•

Cisco Unified Communications Manager Session Management Edition•

Cisco Unified Communications Manager•

Cisco Unified Contact Center Express•

Cisco Unified Customer Voice Portal•

Cisco Unified E-Mail Interaction Manager•

Cisco Unified IP 6901é›»è©±•

Cisco Unified IP 6945é›»è©±•

Cisco Unified IP 7900ã‚·ãƒªãƒ¼ã‚ºé›»è©±æ©Ÿ•

Cisco Unified IP 7937é›»è©±•

ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ ã‚³ãƒ¼ãƒ«åˆ¶å¾¡å�‘ã�‘ Cisco Unified IP 8831 Conference Phone•

Cisco Unified IP 8831 Conference Phone•

Cisco Unified IP 8945é›»è©±•

Cisco Unified MeetingPlace•

Cisco Unified SIP Proxy ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco Unified Web Interaction Manager•

Cisco Unified Wireless IP Phone•

Cisco Unity Express•

Cisco Virtual PGW 2200 ã‚½ãƒ•ãƒˆã‚¹ã‚¤ãƒƒãƒ�•

Cisco Virtualized Voice Browser•

 

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚°



ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco 4300ã‚·ãƒªãƒ¼ã‚ºãƒ‡ã‚¸ã‚¿ãƒ«ãƒ¡ãƒ‡ã‚£ã‚¢ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼•

Cisco 4400ã‚·ãƒªãƒ¼ã‚ºãƒ‡ã‚¸ã‚¿ãƒ«ãƒ¡ãƒ‡ã‚£ã‚¢ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼•

Cisco Cloud Object Storage•

Cisco D9859 Advanced Receiver Transcoder•

Cisco DCM Series D990x Digital Content Manager•

Cisco Edge 340 Digital Media Player•

Cisco Enterprise Content Delivery System (ECDS)•

Cisco Expressway Series•

Cisco MXE 3500 Series Media Experience Engines•

Cisco Show and Share•

Cisco TelePresence Content Server•

Cisco TelePresence ISDN Gateway 3241•

Cisco TelePresence ISDN Gateway MSE 8321•

Cisco TelePresence ISDN Link•

Cisco TelePresence MCU 4200 ã‚·ãƒªãƒ¼ã‚ºã€�4500 ã‚·ãƒªãƒ¼ã‚ºã€�5300 
ã‚·ãƒªãƒ¼ã‚ºã€�MSE 8420ã€�ã�Šã‚ˆã�³ MSE 8510

•

Cisco TelePresence Serial Gateway Series•

Cisco TelePresence Server 7010 ã�Šã‚ˆã�³ MSE 8710•

Cisco TelePresence Server on Multiparty Media 310ã�Šã‚ˆã�³320•

Cisco TelePresence Server on Multiparty Media 820•

Cisco TelePresence Server on Virtual Machine•

Cisco TelePresence Supervisor MSE 8050•

Cisco TelePresence System 1000•

Cisco TelePresence System 1100•

Cisco TelePresence System 1300•

Cisco TelePresence System 3000 Series•

Cisco TelePresence System 500-32•

Cisco TelePresence System 500-37•

Cisco TelePresence System TX1310•

Cisco TelePresence TX9000 ã‚·ãƒªãƒ¼ã‚º•

Cisco TelePresence Video Communication Serverï¼ˆVCSï¼‰•

Cisco Video Distribution Suite for Internet Streamingï¼ˆVDS-IS/CDS-ISï¼‰•

Cisco Video Surveillance 3000 Series IP Cameras•

Cisco Video Surveillance 4000 Series High-Definition IP Cameras•

Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras•

Cisco Video Surveillance 6000 Series IP Cameras•

Cisco Video Surveillance 7000 Series IP Cameras•

Cisco Video Surveillance PTZ IP Cameras•

Cisco Videoscape AnyRes Live•

Cisco Videoscape Voyager Vantage•



Tandberg Codian ISDN Gateway 3210ã€�3220ã€�ã�Šã‚ˆã�³3240•

Tandberg Codian MSE 8320•

 

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹  

Cisco Mobility Services Engine•

 

ã‚·ã‚¹ã‚³ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹  

Cisco Assessment Service for Network Authentication•

ã‚·ã‚¹ã‚³ã�®ã‚¯ãƒ©ã‚¦ãƒ‰ã�Šã‚ˆã�³ã‚·ã‚¹ãƒ†ãƒ ç®¡ç�†•

Cisco Collaborationä»®æƒ³ãƒžã‚·ãƒ³é…�ç½®ãƒ„ãƒ¼ãƒ«•

Cisco Connected Analytics For Collaboration•

Cisco Connectivity•

Cisco Feature Analyticsã‚µãƒ¼ãƒ“ã‚¹•

Cisco ICãƒ‡ã‚£ã‚¹ãƒˆãƒªãƒ“ãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ â€“ å†…éƒ¨•

Cisco Network Device Security Assessment Service•

Cisco Network Performance Analysis•

Cisco One Portal•

Cisco Partner Support Service 1.x•

Cisco Network Configuration and Change Management•

Cisco Proactive Network Operations Center•

Cisco Registered Envelope Service•

Cisco Sentinel•

Cisco Services Provisioning Platform•

Cisco Smart Care•

Cisco Smart Collector - Product Lifecycle Manager•

Cisco Smart Net Total Care â€“ ã‚³ã‚¢ã‚µãƒ¼ãƒ“ã‚¹•

Cisco Smart Net Total Care â€“ ã‚¹ãƒžãƒ¼ãƒˆã‚¤ãƒ³ã‚¿ãƒ©ã‚¯ã‚·ãƒ§ãƒ³•

Cisco Smart Net Total Care•

Cisco Unified Communications Upgrade Readiness Assessment•

Cisco Unified Communications/Collaborationã‚µã‚¤ã‚¸ãƒ³ã‚°ãƒ„ãƒ¼ãƒ«•

Cisco Unified Service Delivery ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ •

Cisco Universal Small Cell 5000ã‚·ãƒªãƒ¼ã‚ºï¼šãƒªãƒªãƒ¼ã‚¹3.4.2.xã�Œç¨¼åƒ�•

Cisco Universal Small Cell 7000ã‚·ãƒªãƒ¼ã‚ºï¼šãƒªãƒªãƒ¼ã‚¹3.4.2.xã�Œç¨¼åƒ�•

Cisco Universal Small Cell CloudBase Factory 

Recoveryãƒ«ãƒ¼ãƒˆãƒ•ã‚¡ã‚¤ãƒ«ã‚·ã‚¹ãƒ†ãƒ ï¼šãƒªãƒªãƒ¼ã‚¹2.99.4ä»¥é™�
•

Cisco Universalã‚¹ãƒ¢ãƒ¼ãƒ«ã‚»ãƒ«Iuh•

ã‚¯ãƒ©ã‚¦ãƒ‰ã�Šã‚ˆã�³ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ã‚µãƒ¼ãƒ“ã‚¹•

ICã‚ãƒ£ãƒ—ãƒ�ãƒ£•



Network Health Framework•

ã‚µãƒ¼ãƒ“ã‚¹åˆ†æž�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ •

Smart Net Total Care â€“ å¥‘ç´„æƒ…å ±ã‚·ã‚¹ãƒ†ãƒ ãƒ—ãƒã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©•

Smart Net Total Care â€“ å¥‘ç´„æƒ…å ±ã‚·ã‚¹ãƒ†ãƒ •

Software Operations Risk Assessment(SORA)•

 

è©³ç´°

OpenSSL Software 

Foundationã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§2016å¹´11æœˆ10æ—¥ã�«å…¬é–‹ã�•ã‚Œã�ŸCommon
Vulnerabilities and 
Exposures(CVE)IDã�Šã‚ˆã�³è„†å¼±æ€§ã�®å��å‰�ã�¯æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚
 

CVE-2016-7053:OpenSSL CMSã�®ãƒŒãƒ«é€†å�‚ç…§ã�®è„†å¼±æ€§•

CVE-2016-7054:OpenSSL 

ChaCha20/Poly1305ã�®ãƒ’ãƒ¼ãƒ—ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�®è„†å¼±æ€§
•

CVE-2016-7055:OpenSSL Montgomery Multiplication May Producing Incorrect Results 

Vulnerability

•

 

OpenSSL CMSã�®ãƒŒãƒ«é€†å�‚ç…§ã�®è„†å¼±æ€§  

 

OpenSSL 1.1.0ã�®ASN.1 
CHOICEã‚¿ã‚¤ãƒ—ã‚’å‡¦ç�†ã�™ã‚‹ã‚³ãƒ¼ãƒ‰ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³(DoS)çŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ç‰¹å®šã�®ç„¡åŠ¹ã�ªã‚¨ãƒ³ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚°ã‚’è§£æ”¾ã�—ã‚ˆã�†ã�¨ã�—ã�Ÿå ´å�ˆã�«ã€�æ§‹é€ ä½“ã‚³ãƒ¼ãƒ«ãƒ�ãƒƒã‚¯ã�«NULLå€¤ã�Œæ¸¡ã�•ã‚Œã‚‹ã�“ã�¨ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿå…¥åŠ›ã‚’é€�ä¿¡ã�—ã�¦è©²å½“ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§å‡¦ç�†ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®æ£å¸¸ã�ªå‹•ä½œã‚’å�œæ¢ã�•ã�›ã€�DoSçŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
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ã�“ã�®è„†å¼±æ€§ã�«ã�¯æ¬¡ã�®CVE 
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ã�“ã�®è„†å¼±æ€§ã�«ã�¯æ¬¡ã�®CVE 
IDã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚CVE-2016-7055  
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2016å¹´11æœˆOpenSSLã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

å›žé�¿ç–
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è©²å½“ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�¯å…¥æ‰‹å�¯èƒ½ã�«ã�ªã�£ã�Ÿæ™‚ç‚¹ã�§å…¬é–‹ã�•ã‚Œã€�ã��ã‚Œã‚‰ã�®ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«é–¢ã�™ã‚‹æƒ…å ±ã�¯Cisco
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ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
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URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161114-openssl

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.9 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�¨å˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim 2017å¹´1æœˆ11æ—¥

1.8 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�¨å˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim 2016å¹´12æœˆ2æ—¥

1.7 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�¨å˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim 2016-November-23

1.6 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�¨å˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim 2016å¹´11æœˆ22æ—¥

1.5 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�¨å˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim 2016å¹´11æœˆ21æ—¥

1.4 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�¨å˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim 2016å¹´11æœˆ18æ—¥

1.3 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�¨å˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim 2016å¹´11æœˆ17æ—¥

1.2 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�¨å˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim 2016å¹´11æœˆ16æ—¥

1.1 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�¨å˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�Šã‚ˆã�³ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim 2016å¹´11æœˆ15æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Interim 2016å¹´11æœˆ14æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161114-openssl


ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


