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Defect

Fixed releases availability

XYRND=O F7VT5—>32, Y—ERA, 8XOT7IEZL -3

Cisco Application Control
Engine ( ACE30/ACE 4710 )

0.CSCut83796

Cisco Wide Area Application
Services ( WAAS )

0.CSCut77531

5.3.5d ( 20155F5H318 )

XYRID—=UO8BK

;AT EF1UT4 FINARA

Cisco ASA CX & Cisco Prime
Security Manager

0.CSCut77532

FEEZSTDRVI—AONYFTI7A
IFREEENDFETT (2015F8A
) o

Engine ( ISE)

Cisco Clean Access Manager 0.CSCut77524 || R & M CentOSE IE
Ci Identity Servi
190 TAently Services 0.CSCut77541 | R &+ ORHELISE

SAARABE AT AL (IPS)

0.CSCut77568

7.3.4 (20157 R R4 )
7.1.11 (20155108318 )

Cisco NAC Appliance ( Clean
Access Server )

0.CSCut77525

{RE DO CentOSIEIE

Cisco NAC Guest Server

0.CSCut77528

{RE F D CentOSIE1E

Cisco Physical Access Control
Gateway

0.CSCut77535

1.5.3 (2015554158 )

Cisco Secure Access Control
Server ( ACS)

0.CSCut77567

5.7 (201558308 )

Cisco Virtual Security Gateway for
Microsoft Hyper-V

0.CSCut77418

5.2(1)VSG2(1.3) (2015%4A30H )

XY RND—0OE®BETOED3ZVT



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-ntpd
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-ntpd
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut83796
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77531
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77532
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77524
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77541
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77525
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77528
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77535
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77418

Cisco Application Networking
Manager

0.CSCut77402

{RE F D CentOSIE1E

Cisco Prime Collaboration
Assurance

0.CSCut77459

11.0 (2015%7H6RH )

Cisco Prime Collaboration
Provisioning

0.CSCut77458

11.0 ( 2015%7H6R )

Cisco UCS Central

0.CSCut77422

1.4.1 (20155108308 )

Cisco Virtual Topology System ( |H
s Virtual Systems Operations

Center )

0.CSCut77466

1.5 (April 2015)
2.0 (July 2015)

Routing and Switching - Enterprise

and Service Provider

Cisco Application Policy
Infrastructure Controller ( APIC )

0.CSCut77409

1.1(1) ( AF T )

CiscolOSXRY 7 kI 7T

0.CSCut77468

Pending

Cisco 10S# & TFCisco I0S XEY 7
NoOxTT

0.CSCut77619

15.5(3)M ( 2015%E7A318 )
XE3.16.0S-15.5(3)S ( 2015%7A )

Cisco MDS 9000 Series Multilayer
Switches

0.CSCut77412

5.2(8g) ( 2015%6 8308 )
6.2(11c) ( 2015568158 )
6.2(13) (2015%€7A158 )

Cisco Nexus 1000V >~ 1) —X A A
v F

0.CSCut77414

5.2(1)SV3(2.1) ( 2015488 )

Cisco Nexus 3000 Series Switches

0.CSCut77415

6.0(2)U7(1)
6.0(2)A7(1)

Cisco Nexus 5000 Series Switches

0.CSCut77416

7.2 (2015%5A31RH )

Cisco Nexus 6000 Series Switches

0.CSCut77417

7.2 (201556 H308 )

Cisco Nexus 7000 Series Switches

0.CSCut77411

7.2 (2015%5H318 )

Cisco Nexus 9000 Series Switches

0.CSCut77413

7.0(3)11(2) (30-Apr-2015)

Cisco Network Convergence
System ( NCS ) 6000 [a (+ I0S-XR

0.CSCut77471

5.2.5

BESKLUVIZY

TARIIX1Z

=23y FNAR

Cisco Management Heartbeat
Server

0.CSCut77579

TY7JL—ROFIEAFATETY

o

EFF. ANV=32T, FLTLEVRA, 8XFRNFVARAOA—FT12T FNA4A

Cisco 910 Industrial Router

0.CSCut78846

1.2.1 (201448308 )

Cisco Enterprise Content Delivery

System (ECDS)

0.CSCut77479

2.6.4 (2015558158 )
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Cisco Expressway Series 0.CSCut77506

X8.5.2 (2015%5H8H )

Cisco Show and Share 0.CSCut77493

5.6.1 (201558AH 158 )

Cisco TelePresence Conductor 0.CSCut77474

3.1 (June 2014)

Cisco TelePresence Vide
© 0.CSCut77506

Communication Server ( VCS )

X8.5.2 ( 2015%5H8H )

Cisco Video Surveill Medi
isco Video Surveillance Media 0.CSCut77540

Server

7.7 (2015598 )

SAOARATY RH—EX

Cisco Common Services Platform
0.CSCut77370

Collector

1.6 (201564308 )

et EEATVWAEVWZ EfEFEhI-REA

RKORICRITHRBB RO Y —EAGFFHEEATH ), CVE-2015-1798F /=& CVE-2015-
1799 THBENTLVBIVThOMREMOEEELEZHEE A,

Collaboration and Social Media

» Cisco MeetingPlace
» Cisco SocialMiner

Cisco WebEx Meetings Server versions 1.x

Cisco WebEx Meetings Server versions 2.x
Cisco WebEx Node for MCS

IVRRAVNDTATONEDTATONYTRNDIIT

» Cisco Agent for OpenFlow

+ Cisco IP Communicator

+ Cisco Jabber Guest 10.0(2)

+ Cisco Jabber for Windows

» Cisco NAC Agent for Mac

» Cisco NAC Agent for Web

» Cisco UC Integration for Microsoft Lync
+ Cisco Unified Personal Communicator
+ Cisco Virtualization Experience Media Engine
» Cisco WebEx Meetings for Android

» Cisco WebEx Meetings for Blackberry
+ Cisco WebEx Meetings for WP8

» Cisco WebEx Productivity Tools



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77493
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77474
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77540
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut77370

* WebEx Recording Playback Client

XYRND=O TF7)Tr—>32, Y—ER, $rOET7I7EIL—3>

» Cisco Application Control Engine (ACE10 and ACEZ20)

» Cisco Application and Content Networking System ( ACNS )
» Cisco Extensible Network Controller ( XNC )

« Cisco GSS 4492R7'O—NIL YA hEL I &

» Cisco Nexus Data Broker ( NDB )

« Cisco Smart Call Home NS > AR— K7 —KD T A

+ Cisco Visual Quality Experience Server

+ Cisco Visual Quality Experience Tools Server

s ATV H—ERXRARAYTF

XY RND=O8BKVITY £F1UT1 FINAA

s Cisco BREEFXIVTA TTSAT A (ASA)VYTRDIIT
» Cisco Adaptive Security Device Manager

» Cisco Email Security Appliance (ESA)

 Cisco FireSIGHT AT A V7 RNJIT

» Cisco IronPort Encryption Appliance ( IEA )

+ Cisco lronPort WSA

» Cisco Physical Access Manager

« CiscotzF*a1VTF1EBTTZA4FT A (SMA)

XY RND—08EBETOED3ZVY

» Cisco Access Registrar 7 7’24 T 2 A

» Cisco Connected Grid Device Manager

» Cisco Connected Grid Network Management System
» Cisco Insight Reporter

» Cisco Linear Stream Manager

» Cisco MATE Collector

» Cisco MATE Design

» Cisco MATE Live

» Cisco Mobile Wireless Transport Manager
» Cisco Multicast Manager

» Cisco Netflow Collection Agent

» Cisco Network Analysis Module

« CiscoxY ND—JL V&



» Cisco Network Configuration and Change Management Service
+ Cisco Prime Access Registrar 7 7’247 > A

» Cisco Prime Access Registrar

» Cisco Prime Analytics

» Cisco Prime Cable Provisioning

» Cisco Prime Central for SPs

+ Cisco Prime Data Center Network Manager ( .ova $ &k U .iso 1 A KR—F )
» Cisco Prime Home

» Cisco Prime IP Express

» Cisco Prime Infrastructure Standalone Plug and Play Gateway
» Cisco Prime Infrastructure

» Cisco Prime LAN Management Solution ( LMS - Solaris )

» Cisco Prime License Manager

» Cisco Prime Network Registrar(CPNR)IPAM

+ Cisco Prime Network Registrar ( CPNR ) RET7 7’547 > A
» Cisco Prime Network Services Controller

» Cisco Prime Optical for SPs

« SP[a ¥ Cisco Prime Performance Manager

» Cisco Prime Provisioning for SPs

- Cisco Prime Y —ERX AZOATRBT7SA4 TV A

» Cisco Quantum Policy Suite (QPS)

+ Cisco SONA 1 —k

» Cisco Security Manager

» Cisco TelePresence MPS Series

» Cisco Unified Provisioning Manager ( CUPM )

» CiscoWorks Network Compliance Manager

» Security Module for Cisco Network Registrar

« AZT77ARAZ1ZT5—>328AY-)

Routing and Switching - Enterprise and Service Provider

* CRS-CGSE-PLIM

+ CRS-CGSE-PLUS

+ Cisco ASR 9000 I —AHEEHRY—ERX EZ1—-)

» Cisco Broadband Access Center Telco Wireless

+ Cisco Connected Grid JL—2#&

« Cisco Metro Ethernet 1200 > U —X 79t A FIN1 A

« Cisco Nexus 4000 ') —X

» Cisco ONS 15454 Series Multiservice Provisioning Platforms
» Cisco OnePK All-in-One VM

» Cisco Service Control Application for Broadband



Cisco Service Control Collection Manager
Cisco Service Control Operating System
Cisco Service Control Subscriber Manager
Cisco VPN Acceleration Engine

WN—TFTAVIBRTFRAYFUT -AE—IL EDZXRRA

» Cisco RV180W Wireless-N Multifunction VPN Router
 Cisco Small Business RV 120W Wireless-N VPN7 7 4 7O #—)L
+ Cisco Small Business RV > 1) —X JL—#& 0xxv3

+ Cisco Small Business RV 1) —X JL—4& RV110W
+ Cisco Small Business RV 1) —X JL—#A& RV130x

+ Cisco Small Business RV >~ 1) —X JL—& RV215W
+ Cisco Small Business RV > 1) —X JL—4& RV220W
+ Cisco Small Business RV > 1) —X JL—& RV315W
+ Cisco Small Business RV > 1) —X JL—#& RV320

» Cisco Sx220 switches

» Cisco Sx300 switches

» Cisco Sx500 switches

Unified Computing

- Cisco Standalone Z ¥ ¥ #—/\ CIMC

» Cisco UCS Director

+ Cisco UCS Invicta &) —X

» Cisco UCS Manager

» Cisco Unified Computing System B-Series (Blade) Servers

+ Cisco Unified Computing System E >~1J—X 7L —R #—/\
« UCSIIOE>21-)L

EEBLVPIZT77AROAZI2=Z5—>3> FNAA

» Cisco 190 ATA Series Analog Terminal Adaptor

» Cisco 7937 IP Phone

» Cisco 8800 Series IP Phones - VPN Feature

» Cisco ATA 187 Analog Telephone Adaptor

» Cisco Agent Desktop

» Cisco Broadband Access Center for Cable Tools Suite 4.1

» Cisco Broadband Access Center for Cable Tools Suite 4.2

» Cisco Computer Telephony Integration Object Server ( CTIOS )



CiscoDXU—XIP 7%~

Cisco Desktop Collaboration Experience DX70 & & T* DX80
Cisco Emergency Responder

Cisco Finesse

Cisco Hosted Collaboration Mediation Fulfillment
Cisco IM and Presence Service ( CUPS )

Cisco IP Interoperability and Collaboration System (IPICS)
Cisco MS200X Ethernet Access Switch

Cisco MediaSense

Cisco Packaged Contact Center Enterprise

Cisco Paging Server ( Informacast )

Cisco Paging Server

Cisco Prime Cable Provisioning Tools Suite 5.0
Cisco Prime Cable Provisioning Tools Suite 5.1
Cisco Remote Silent Monitoring

Cisco SPA112 2-Port Phone Adapter

Cisco SPA122 ATA with Router

Cisco SPA232D Multi-Line DECT ATA

Cisco SPA30X Series IP Phones

Cisco SPA50X Series IP Phones

Cisco SPA51X Series IP Phones

Cisco SPA525G

Cisco SPA8000 8 R—NIPFL 74— 4% —KDIA
Cisco SPA8800IP TL 74— ' —RJI A (4FXSKR—KN&E 4FXO R—hZHE )
Cisco StarOS YV 7 koI 7

Cisco TAPI Service Provider ( TSP )

Cisco Unified 3900 >~ J—XIP 7 # >

Cisco Unified 6900 Series IP Phones

Cisco Unified 6911 IP 7 # >/

Cisco Unified 6945 IP 7 # >/

Cisco Unified 7800 Series IP Phones

Cisco Unified 8831 /1) —X IP Conference Phone
Cisco Unified 8961 IP 7 # >/

Cisco Unified 9951 IP 7 # >/

Cisco Unified 9971 IP 7 # >/

Cisco Unified Attendant Console Advanced

Cisco Unified Attendant Console Business Edition
Cisco Unified Attendant Console Department Edition
Cisco Unified Attendant Console Enterprise Edition
Cisco Unified Attendant Console Premium Edition
Cisco Unified Attendant Console Standard



+ Cisco Unified Client Services Framework

» Cisco Unified Communications Domain Manager

» Cisco Unified Communications Manager ( UCM )

» Cisco Unified Communications Manager Session Management Edition ( SME )
+ Cisco Unified Communicationst 44 <> JY —)L

» Cisco Unified Contact Center Enterprise

» Cisco Unified Contact Center Express

» Cisco Unified E-Mail Interaction Manager

» Cisco Unified IP Conference Phone 8831 for Third-Party Call Control
+ Cisco Unified IP Phone 7900 Series

« Cisco Unified IP Phone 8941 & & U 8945 ( SIP )

» Cisco Unified Integration for IBM Sametime

» Cisco Unified Intelligence Center ( CUIC )

» Cisco Unified Intelligent Contact Management Enterprise
» Cisco Unified Operations Manager ( CUOM )

+ Cisco Unified Service Monitor

» Cisco Unified Service Statistics Manager

» Cisco Unified Sip Proxy

» Cisco Unified Web Interaction Manager

» Cisco Unified Wireless IP Phone

» Cisco Unified Workforce Optimization

» Cisco Unity Connection ( UC)

» Cisco Unity Express

+ xony VIM/CCDM/CCMP

EFF. ANV=32T, FLTLEVA, 8LTNFVAOA—F12T FNAA

» Cisco AnyRes Live ( CAL )

» Cisco AnyRes VOD ( CAL )

 Cisco AutoBackupt —/\

« CiscoCDSA VB —FY RNAKND—Z2Y

» Cisco Command 2000 Server (cmd2k ) ( RH X—X)
» Cisco Common Download Server(CDLS)

» Cisco D9034-S Encoder

» Cisco D9036 Modular Encoding Platform

» Cisco D9054 HDTV Encoder

» Cisco D9804 Multiple Transport Receiver

» Cisco D9824 Advanced Multi Decryption Receiver
» Cisco D9854/D9854-1 Advanced Program Receiver
» Cisco D9858 Advanced Receiver Transcoder

» Cisco D9859 Advanced Receiver Transcoder



Cisco D9865 Satellite Receiver

Cisco DCM Series 9900-Digital Content Manager

Cisco DNCS Application Server ( AppServer )

Cisco Digital Media Manager

Cisco Digital Media Player

Cisco Digital Network Control System(DNCS)

Cisco Digital Transport Adapter Control System ( DTACS )
Cisco¥® 7> 0O— RH%—/Y(DLS) (RHR—X )

Cisco Download Server ( DLS ) ( Solaris )

Cisco Edge 300 Digital Media Player

Cisco Edge 340 Digital Media Player

Cisco IPTV Services Delivery System ( ISDS )

Cisco International Digital Network Control System ( iDNCS )
Cisco Media Experience Engines ( MXE )

Cisco Media Services Interface

Cisco Model D9485 DAVIC QPSK

Cisco PowerVux Y K=ot 82—

Cisco Powerkey CAS Gateway ( PCG )

Cisco Powerkey Encryption Server ( PKES )

Cisco Remote Conditional Access System(RCAS)
CiscoDE—hZRY D=2 O—-IL2 AT A(RNCS)
Cisco TelePresence 1310

Cisco TelePresence Advanced Media Gateway Series

Cisco TelePresence Content Server ( TCS )

Cisco TelePresence EX Series

Cisco TelePresence Exchange System ( CTX))

Cisco TelePresence IP Gateway Series

Cisco TelePresence IP VCR Series

Cisco TelePresence ISDN GW 3241

Cisco TelePresence ISDN GW MSE 8321

Cisco TelePresence ISDN Link

Cisco TelePresence MCU (8510, 8420, 4200, 4500 and 5300)
Cisco TelePresence MX Series

Cisco TelePresence MXP Software

Cisco TelePresence Management Suite ( TMS )

Cisco TelePresence Management Suite Analytics Extension ( TMSAE )
Cisco TelePresence Management Suite Extension ( TMSXE )
Cisco TelePresence Management Suite Extension for IBM
Cisco TelePresence Management Suite Provisioning Extension
Cisco TelePresence Multipoint Switch (CTMS)

Cisco TelePresence Profile Series



» Cisco TelePresence SX Series

» Cisco TelePresence Serial Gateway Series

» Cisco TelePresence Server 8710, 7010

» Cisco TelePresence Server on Multiparty Media 310, 320
» Cisco TelePresence Server on Virtual Machine

» Cisco TelePresence Supervisor MSE 8050

» Cisco TelePresence System 1000

» Cisco TelePresence System 1100

» Cisco TelePresence System 1300

» Cisco TelePresence System 3000 Series

» Cisco TelePresence System 500-32

» Cisco TelePresence System 500-37

» Cisco TelePresence TE Software (for E20 - EoL)

» Cisco TelePresence TX 9000 Series

+ Cisco Telepresence Integrator C 1) —X

» Cisco Transaction Encryption Device ( TED )

» Cisco VDS Service Broker

» Cisco VEN401 Wireless Access Point Product

» Cisco VEN501 Wireless Access Point

« Cisco EFFBMEATLAL LI—F—

» Cisco Video Surveillance 3000 Series IP Cameras

» Cisco Video Surveillance 4000 Series High-Definition IP Cameras
» Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras
» Cisco Video Surveillance 6000 Series IP Cameras

» Cisco Video Surveillance 7000 Series IP Cameras

» Cisco Video Surveillance PTZ IP Cameras

« Cisco Videoscape/\Y 277 14 A(VBO)

» Cisco Videoscape Conductor

» Cisco Videoscape Control Suite

» Cisco Videoscape Distribution Suite Transparent Caching
+ Cisco Virtual PGW 2200 YV 7 RAA Y F

* Cloud Object Store ( COS )

» Digital Media Player(DMP)4310

» Digital Media Player(DMP)4400

 Explorer Controller (EC ) > AT A

» Tandberg Codian ISDN GW 3210/3220/3240

» Tandberg Codian MSE 8320 model

D4VLA

s Cisco3G 7T ALbMEI DA4YVL A



« CiscolOS PO A RA K~

» Cisco Mobility Services Engine ( MSE )

» Cisco RF Gateway 1 ( RFGW-1)

+ Cisco Small Business 121 ) —X DA VYL A 7O EARAV K
+ Cisco Small Business 321 ) —X DA VYL A FIOLARAV N
+ Cisco Small Business 500 ) —X DA VYL A F7IOLARAV N
« CiscoWAP371 DA VYL A TIOEARAU B

» Cisco Wireless LAN Controller ( WLC )

PAARATY RF—ERAR

s Cisco7ZTREX—=I) EF¥21VUFT 41

» Cisco Cloud Web Security

» Cisco Intelligent Automation for Cloud

» Cisco Registered Envelope Service ( CRES )

» Cisco Unified Services Delivery Platform ( CUSDP )

» Cisco Universal Small Cell(USC)CloudBase

« Cisco Universal Small Cell 5000 ') —X (V3.42x VY7 NJIT&ET)
« Cisco Universal Small Cell 7000 ') —X (V3.42x VY7 NI I T &ET)
» Cisco Universal Small Cell CloudBase

+ Cisco WebEx WebOffice # & ' Workspace

« Cisco WebEx11 77U r—>3a> H4—N\

» Cisco Webex Meeting Center

O ADARBICEVTZOT7 RNAM P UOEEEZIT2E0K, BEEREATVLERA,

FHAM

201554 A7H. NTP.org& US-CERTIE, SREF4M0/N A /NAICET2200MBEICHLT R+
AVFATFTRNAFU=ERJ)—ALEL 1=,

SAOAHBHF NS OBEEL SRITIEERE, RMIEICERYERT,

DAAHRRBIEDOVTR, CORFIXMO "ZERE) U/ 3VIZR&EE TV BC isco Bug
IDIEHRZSRL TS EEL,

BMEREFMAFIER, RRCEOATAANL—232 4R, OV 74F2L -3
HAR, BROXTFUAHARICEBEENTVET, SSBRDHERT RINA AN RERIG
Bk, BEHEOYR—PMZIEYTIEBICBSBVEDLELSEZL,

fE35 14 O B Fd & U'BIE 3 % Common Vulnerabilities and Exposures(CVE)IDIEIXD EH V) TT,



CVE-2015-1798:NTPFREE/N 1 N A D e 551%

ntpd® X ¥ £—TFFRE0— R(MAC)KREEL —F > DESEHICKY) . BREETAhTWEVWUE—ND
WEENNTPRAMEZ/NA/NATEDARMEN B KT,

COMEFEME. MACT 1 —)LROBIAANEL<ITOIABVZEICERLET. REEGE, XHF
— AL REE N TWVWANTPRANIFEIEEZ N TVWEVLNTPNT Y RZ2ZEETHET, O
SMHETENRAITDTAREMENI BV ET. COFRERABICKIY, REEEINTPHHBF—Z2HS5 %<
TENTPNT Y RZENTPARANICAZV DI O RNTERAREN B EXT,

CVE-2015-1799NTPFRELTX# T V> T —> 3 2 F'DoSKEN SRFEE W

Ntpd DFEIETI— ROETFHEIC KV, BATATVEVWIE—NOREZFENNTPF—ZHS5EL< T
ENTPREZEREA DIV NTEDARMIHYET,

COMEEBEMIE, BN RKBMLIEEEONTPNT Y NOEMSLBICEALET, HEE,
NTPREZEHZREL ENTPNT Y N2 EHMICEE IR LT, COMRBUEEZFENEATZ T
BEMAN BV ET, FTEFAICKIITRE, REHEINTPRANEOBEZTHEE. RBPZHET
DAEEMEN DY) ET,

2] 3 5%
NTPARANADT VL AR EBTESRERLTCHRT DL, TERRO RSN ERE NE

T, WEBEEG, RT—T1420EnENTY NEeERALTINSOMRBEHEZERERA TS A8
AHWEY,

XY RD—OROAD FNAAICEAAREMOMIEEKGE., COFT RNAHFUOHRE RF I X
>~ N T®»% TCisco Applied Mitigation Bulleting ZZRBL TKEEW, UTOV Y IONSAFTE
79,

https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertld=36857

BEZRVYTRNDIT

V7RNDITOT7Y7TIL—RERFTDHEE. http://www.cisco.com/go/psirt ® Cisco
Security Advisories, Responses, and Alerts 7—HA 7 X, #HEOT7 RNAHFUESBLTEED
AEEMERERBT YT IL—RIYVI—3 E2BRLULTLEE,

WIFhoBEE, 7YTIL—RIBFNAALCTDBXEIN BB E, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
Bl T<EEV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICHEBLEbELLEE L,


https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=36857
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

DAARBOYV T RNIDITN=23 2 EBEICODVTE, CORFIXND TZHRR, &2
>avICRHEE N TWSCiscoBug IDEHRZESHBL TS &L,

HEREIR
$propertyAndFields.get("recommendations")
FEMASH & nAFHEK

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RNAHFUIZEBEEhTWVLS
EHEEOTEFAEFPTOLAREEEL TLERE A,

ChSDOiEEME. US-CERT/CCASY AOICHMEENEZEMNDTT,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20150408-ntpd

o] B R
IN— U AT
>3 B >a| —& =ER]
> > A
) ; hY P4 1
1.11 | Cisco Nexus 700085 & U*Cisco MDSD /N T IDZEIE, &f Final 2015
dm 12A7H
W 20155
1.10 [N6KAMOSMUZHIERL ., 10S XROD o] A Z EHi, 9H9H
20155
r'% ; J1)— I o
1.9 BEZX) ) —AOA A, 5ZEH 5A28H
20155
r'% ; 1) — I o
1.8 BEZKD)—AOTRAM, FIZEH 5A14H
_ 20154
[ AN | =] > ~ = e
1.7 ZEEm U3V EERK. 5A6H
Cisco WebEx Meetings Server/\—2 3 1 x8 & UV2.x% THESS
16 MHY, Hs THEBL,L ICEE, "ZIEHGA . "REES 20154
' FEIH HGA., . "REEZEATVWEVWCEfBREALR 4H30H
IIII:EIJ 0)127:/3\/&%%0
15 ZEBm, . "REMIFETHIERA, . "HEKEZEEAT 2015 F 4
' WEWZ EFERENERR) OV 3D ZEN, R 24 8



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-ntpd
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-ntpd

JN— o AT
>3 ieA >a| —& B

> > A
14 FZE8m, . "REUIFEET 2 ER, . "BEEZESAT 20154
' WEWC ENEREAERRB, OO 3> E2EH, 4H23H
13 FZURG, . "REMIEEIT 2 RHRB. . "HRIEEESAT 20154
' WEWC ENERETAERRB, oI 3> E2EH, 4815H
19 FZURG, . "HREMIEEIT 2RRB. . "HRIEEZESAT 201545
' WEWC ENEREAERRB, oI 3> E2EH, 4813H
11 MZYMEm, . "RENESFEEII2ER, . "REKEZESAT 201545
' WEWC ENEREAE®RR, OO 3> E2EH, 4H9H
201545

/\ 1)1 ) —

1.0 EAREV)—A AA8H

AR

BT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERKRIZDENDTE
HYEEBA, ETRNABVOBBBICVIVOERICETZEEO IR TNhSOERAEC
HBDENELERT, Ty PAORBRERFIXVNORABTZFERLICEELLEY ., EFLLEY
THRENEBLET,

AT RNAF)ORRABICEL THEREE O URL ZEBEL ., BiOEHPBERZRL 1255,
HUANEBLEBBREFIRBZENERA. TOLEBRE, BRR[FZEsIERILLEY, EER
BHARBELTVWEY TR BN ERT, CORFIXDMNOBERE., ZAOHROIV R
A—HZXHRELTVET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



