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Ciscoaftaf @a,13,'3€ 3€@e0%31,"a@™a,«Cisco 10S3,%afaf°3,! 3,83,¢3@%a€@Y3@ Cisco

I0S

XE3,2af3f°3,!3,83,¢afafaf%3,'a,a@Ye|Fa@—a€@SIPafaffa,»af14d, 3,31 c@TIO™3,<3," 39134
10S3,%.4f-af°4,! 5,85,¢3€%3€Y3€ Cisco I0S

XE3,2af3f°3,!3,84,C3,4@Ye|Fa@—3€@ | 5€,3,aft3f@a, 03, 3@ ESIPASaffa,»3f1d, 3@ ®at ! c@ 13
show udpa, 3éf2€1f3éf%oé,’él/zg,(;”"éé“"é,éé“éé"é,’é@§é<§é,0§®—é@%é@“" | include
50605€»53,”3€> show tcp brief all | include

5060|50618," &4c¢" 8@p—a € | €@ SIPaf@af1haf d @ 39,30 | 3€,3, <03 QO @ TaP<A, (%@
Layer

Security(TLS)a@ EaYs¢" d€+3, i@ | 8€,3,<3 3@ 3@ TCPaf@afhaf 50615€83«aYd@—3@%

<#root>

Router#

show udp | include 5060

17 0.0.0.0 @ --any-- 5060 © © 11 @
Router#
show tcp brief all | include 5060|5061
7F12774@5E20 061 * * LISTEN

0.0.0.0.5
7F127BBE20D8 ©.0.0.0.5060 *x LISTEN
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8, -8,18, LY @A 8¢ haf@i9—ae | 3,3« Cisco I0S 3,%%af-af"a,!4,83,¢

afeafeasfiaa,'a, e’ Qa9 Ma I P«3Q aEQ@aftafea na,'a@«afs,ca,naffa@9—aie | show

version &,38fZaf3af %03, a; A QEaQ | a€@a, a,'aFtasf

af@arSafuaa, e; “¢r°a @ —a@hae™aE, " Internetwork Operating System Software"a€€"Cisco
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"Version" 3@ Cisco IOS &,%af+af"a, 4, a,¢

afeafeafa,' c@@aeEe| (i@ 3, EaPAIQP™IE,a»-a9®3,:3,'3,°

3f1af€a,n3,'3983€ 3€@show version
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& 3Q®a%a@ 3€@Cisco I0S §,%%afaf"3, ) 4,83,¢ afarasria,'aoE
15.2(4)M53€ 3,153, af afhaf«a €3, Ea@VYa,0afaf1ha, a9 @39 E C3900-UNIVERSALKI-
M 3@83€,5,<4,-3,"3,°6£13"93,(r°iQ@—3@ | 30,3 QNUIG™IE,

<#root>

Router>

show ver si on

Cisco IOS Software, (C3900 Software (C3900-UNIVERSALK9-M), 15.2(4)M5, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.
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|OS4, YoAf+af 4, 4, 88 CAAfEf YA EQP®I 1A QP @2 | 93%0Ta@®&; 1585 =f..& +3@ F€Q@AE/White
Paper: Cisco 10S and NX-OS Software Reference

GUideA€3,89,C..8090—39 |59 QIO 36°39,3€,

&, tal/oc8a,' 49 «8,"8 9839, 80°80,30"59 "aQE(C°° QI Y4, EGQVRELA"§

Cisco Unified Communications
Manageré@‘é€QéQ“é0®é,,Té%J_rae€§é0®éVzié\?&é,’é0—50‘50%50&“5&

Q@3 5,3 f18"@IP«31953Q,30 | I£HIQ"TOB®E, Caf%Af Q5,05 N5 3Q9®IV+éY; 3,89 —3
0% °
SIPa€ 3€3,naf%3, afaf@Affaf A 3@ OIPBIPAFQASFAf af afhd, 58, 8» 3@ —3Q@YEY34F°5€ 53,

Cisco 10S4, Y28f«af "4, 18, 88, ¢3€S3,"3€3Cisco [0S XE3,af+af 3, 13,83,Ca@®Session Initiation
Protocol(SIP)3®VYef... 4@ «3@53'5 ¢, T3%+2€83€«3,"5,55€9e? Qe 14393, Fi9 | 5€,36%36,3F.
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IPAF@afY3, 3f55PA(IPVA)3 Q%@ VI IPaFOaf1a, AFSaF6(IPV6)EEES A —afaf 3,385 «3 983 @ rEaC
over UDPaf 3f©af+3,£3ffa, a€©@%3€&Y3€ SIP over
TCPéf“é.f@éf-é,Eé.ffé,_é®§é,éae£é“©g""éo~§,CE§,<§Q_éf1/zae€§éQCEéQ,éSéQ%éo“"éﬁ

4@ "3@®e,TaV%+r€85€¢ 3€@Cisco Bug ID CSCul46586(

C™»E&2Af lafVa,18°,¢" )4  aQ@—a@ | -1, dE-3€+3,EIQ | 3©,3QAIQP™MAEIQO"IO®, TAVa+ €8
Vulnerabilities and Exposures(CVE)IDad@ "ad@—a¢  CVE-2014-

33603 E3%0%3,5312"3€) | 3,%03, E3€ | 5€,39%IO™AE,

H76€p G-

Cisco |0S3, YHaf+af "4, 14, 84 ¢4@ %439 Ya€ Cisco I0S
XE&,%af+af"a, | é,§§,¢é,’é®?éiCE§Q—§@ | é@,,é,<é©zé1/2"§0m§,<§,'5,1é,séfi§f0§,0§,1§Q§VOIP§,|J§f%§J

af@affaf af afina, at..a@®Ciscodftaf€d,na,'a@«EQ@O¢" 3@ efLa@a»-aQ@R¢O0IEc-3@ F€QPx
Cisco |OSA, V/4f+4f "4, 4, §4, ¢a€ ®Session Initiation Protocoli€p«G€pSa€ d,<Denial of

Service(DoS)8, 1G%+@€80€@®®,%¢" G@®E G ¥i€ ¢OF Ea@«-CIQP™3 6 QOC" & 348;00¢-6£Y3 +3QC
https:.//sec.cloudapps.cisco.com/security/center/viewAM BAl ert.x 7al ertl d=35259

SIPafaa, 1af<af3s, °af @afhaf a€®c,iaS'acE-

SIP3,’ ce09608SIE@ « 3O ™3, ¢...8 | QIO FIH3 @, 51359 5,03,'49B3 3@ 3€Qr0e€], 89 39835 =
10S3,%3f-3°4,! 4,83,¢53€53,"3€>Cisco I0S
XE3,%haf+af"4,! 4,85, 3@ @4 €6f 3@ @Af A Ef 1S, 5Q83Q FEQ (RO TEE. 39 2-j3Q®F 3af7a3af%

sip-ua

no transport udp

no transport tcp

no transport tcp tls

&4 Siv.&Media Gateway Control
Protocol(MGCP)a@%3€@Y3€ H.3233,°3f143f«3,4t1 | c@139—3@ | 3€,3,<3f13f 93,013,539 «39"39®S>7

5O 5 OPN7EQ(-3,6Q0C" 5O—3OVI%UEIQEIEQ show udpa 3af2afaf%E€ " show tcp brief
all3, 3af 281381 %08, 8iC’ BP—3@ | SEQSIP
UDPaf@af1af 3@ TCPaf@af%if 39 Eé-%0i@ 30 50,5303 3,/((°" @I985 @ @I0%IO™5


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCul46586
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=35259

asic a@—a€ | a€,a,<Cisco
10S3,%.af+af"a,!4,83,¢af*afaf1aa,'a@«3,"a@L£3Q | 3@ G€QSIPAQEAFEA L£3,»afhaf-af«3 @« QP EQELS

show ip
socketsA, 3af Zaf3af %o 3@ ®aT°aS»a @ «SIPaf@afuaf a €@ Ea,2afhaf—afa€ & ¢n°a@+3,Ed 3 4@ a9 C

*Nov 2 11:36:47.691: sip_udp_sock_process_read: SIP UDP Listener is DISABLED

8, 3af3Af AfAfYAf« Af—Af-AfVAfs Af @asa, 558,°

SIP3, ffV.Aaf“ 4,18, @ @avba@™a ;.. | QIQEI@, 8 aftaf@a,03,'3€83@ a€@3, afaf afaflaaf«af—
10S3,%%3f-3°4,' 4,83,¢5€53,"3€>Cisco I0S

XEa %zéf-éfé, 13,83,¢8f%3af%3,"12.0S3€@ 12.2SX3€@ 12.2S3€ @ 12.3Ta€ @ 12.43€@ 12.4Ta»¥Eé™M Q3@
CoPP 3,8 3a®33Q@—3€ | 3€@®ic@Taf—af-af1hafa€ "aafas afaflaf«

af—af-afuafis,'a; @6 3@ —a€c@xr—Ca"3@®3,»3,af¥asrafta e

3f@afa, afha€Sa, 398 AR33Q«SU"IPLIQP | 3€HA, nafAfAf035,'af Af03, AfQPAFLIQPAFIAfQAx

13€" The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
13€" Everything else is not trusted. The following access list is used
13€” to determine which traffic needs to be dropped by a control plane
13€" policy (the CoPP feature): if the access list matches (permit),
13€" traffic will be dropped and if the access list does not

13€” match (deny), traffic will be processed by the router.

access-list 100 deny udp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny udp host 172.16.
access-list 100 deny tcp host 172.16. any eq 5060
access-list 100 deny tcp host 172.16.1.1 any eq 5061
access-list 100 permit udp any any eq 5060
access-list 100 permit tcp any any eq 5060
access-list 100 permit tcp any any eq 5061

.0.255 any eq 5060
.0.255 any eq 5060
.0.255 any eq 5061
any eq 5060

I—‘I—‘I—‘SSS
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13€" Create a class map for traffic to be policed by
13€" the CoPP feature.

class-map match-all drop-sip-class
match access-group 100

13€" Create a policy map that will be applied to the
13€" control plane of the device.

policy-map control-plane-policy
class drop-sip-class
drop

13€” Apply the policy map to the control plane of the
13€" device.



control-plane
service-policy input control-plane-policy
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26098 ° 5@ P®COPPIQ @Y% PEIO €
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deny4, ¢4 3 -4f54f35€ "3 €61 5Q™E,Af3, tAffAF 5@ AfQAFS, AfhAFAffAf—5€®

dropagoY &f A€ ®& VY, 5,39 —39 39 %3 53,56, COPPROYEf 3@ ®e " AREIQ &V (" 59«37
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QOSAf @G, -6.°G,°G€p S8, €p>d, -0, SaS UG GFG,°6, G af 0, £6,®GF¥ G~ Y4d,-GFS AT, -G, A6 %0 BEDP T ®
8 SAfOAf Af A VAL «Af—Bf ~AfYAFAf @EFE, 375, 5P FQRC« 3,/89,C.. 550—30 1001 19:39,5€E,

a,®acfxa@¢a,2afaf " q,,4,8a,¢

5 1583 5, '5 584 CAO®3, CAffaf—&,°3f-af 1A %08, enced 75@™E,A 39 30 €O
http://www.cisco.com/go/psirt &@®4&,-3,"a,2 3,»3,af¥af5f1a,£

5.¢af%03f €313 15 5€Q8; cec’aE QIS 3QEE3YYIO®S, Caf 143 «8,naf-5, I€QIUECISEQ®E,CE
3,812 3fYaf%3,-af84f°3,¢C°°QIiQ—3@Q | i QOQIOQ 30°30.3€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,'5 @« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi¥%%od, i @—3 @ @3€ A¥'(C,i@—i® | é@,,é,éfiéa‘s‘éﬁéﬁéﬁéﬂé.f—éféf@é,néﬁéf%éoe

Cisco |OS & WAAf-af 4,15, 83, ¢

5 -51533€ 3€Q3OSA®CxE 3 ECisco
1053, 143f-3°4,! 5,83, 3@ ®8, 13%+2€85Q@®E12+6Y:3, 8@ —3€'3,«3@ &f/he€83,8 nae-3@™5, 3@ Y4S, €
|OS Software Checker 3€«3,3,53€ @230 ®3,;3,'3, 3,30V Ei €53 @I ©%IQ™MIE,

* af%oafaf faf—ar€s, af?

&f iAf AfYAFYA€ <3, %03 f2 A 43,15, 6 @ 25I5O™3 A GEQAFAFUS, «Af«

5,8, 18F5f 33, %0853, 08f <5, 8, CAFfaf—afafhaf%0d @™, (O IO 5O«E, 3OLIO | FEQ R
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afeafeary.a,t
2.1x 8, T&/caeE859 3 @ — e,
2.2.x &, TaY/c-aeE 8593 @ — e,
2.3 8, T&/aeE859 3 @ — e,
2.4.X 8, Ta/oc£859 3 @ — e,
2.5 8, T8V 8593 @ — e,
2.6.x 8, 1&/aeE859°3 @ — e,
3.1.xS &, T8t §5€p,3,55€,3.7.654 ¥é™M Q3@ «(8» | FIQP—3@ 1O VIO 3939 ,3€, |8,
3.1.xSG &, 18/ ceE859°3 @ — e,
3.2.xS &, T8Ycot§5€p,3,55€,3.7.654 ¥é™M Q3@ «(8» | FIP—3@ 3O VIO 3939 ,3€, |8,
3.2.xSE 8, T&/aeE859° 3 @ — e,
3.2.xSG 8, TaYtace8a e,
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3.3XSE 8, T&Y/ 8393 @ — 3.
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3.3.xSQ &, 1&/aceE859°3 @ — &,
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3.4.xSG 8, T&Y/ 8593 @ — 3.
3.4.XSQ 8, T&V/o£85@° 5@ — &,
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3.5.XE 8, T&/caeE859° 3 @ — 3.
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