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SSL/TLS Man-in-the-Middleè„†å¼±æ€§•

DTLSå†�å¸°æ¬ é™¥ã�®è„†å¼±æ€§•

DTLSã�®ç„¡åŠ¹ã�ªãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆã�®è„†å¼±æ€§•

SSL_MODE_RELEASE_BUFFERS 

NULLãƒ�ã‚¤ãƒ³ã‚¿ã�®å�‚ç…§è§£é™¤ã�«é–¢ã�™ã‚‹è„†å¼±æ€§
•

SSL_MODE_RELEASE_BUFFERSã‚»ãƒƒã‚·ãƒ§ãƒ³ã‚¤ãƒ³ã‚¸ã‚§ã‚¯ã‚·ãƒ§ãƒ³ã�¾ã�Ÿã�¯DoSè„†å¼±æ€§•

Anonymous ECDHã�®ã‚µãƒ¼ãƒ“ã‚¹æ‹’å�¦ã�®è„†å¼±æ€§•

ECDSA NONCEã‚µã‚¤ãƒ‰ãƒ�ãƒ£ãƒ�ãƒ«å›žå¾©æ”»æ’ƒã�®è„†å¼±æ€§•

 

ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�SSLã�¾ã�Ÿã�¯DTLSæŽ¥ç¶šã‚’çµ‚äº†ã�™ã‚‹Secure
Sockets Layer(SSL)ã�¾ã�Ÿã�¯Datagram Transport Layer 
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Critical
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20140605-openssl

åˆ�å…¬é–‹æ—¥ : 2014-06-05 22:40

æœ€çµ‚æ›´æ–°æ—¥ : 2015-03-27 19:50

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.28 : Final

CVSSã‚¹ã‚³ã‚¢ : 10.0

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID : CSCup22590
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http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:C/I:C/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22590
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3470
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3470
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0195
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0195
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0198
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0198
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-5298
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-5298
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0076
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0076
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0221
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0221
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0224
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0224
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Collaboration and Social Media

Cisco SocialMiner(CSCup24081)•

Cisco WebEx Meetings Serverãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.x(CSCup22555)•

Cisco WebEx Meetings Serverãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³2.x(CSCup22555)•

Cisco WebEx Node for MCS(CSCup34787)•

 

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco Agent for OpenFlow(CSCup24058)•

Androidå�‘ã�‘Cisco 
AnyConnectã‚»ã‚ãƒ¥ã‚¢ãƒ¢ãƒ“ãƒªãƒ†ã‚£ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ(CSCup22547)

•

ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ—ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å�‘ã�‘Cisco 
AnyConnectã‚»ã‚ãƒ¥ã‚¢ãƒ¢ãƒ“ãƒªãƒ†ã‚£ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ(CSCup22547)

•

Cisco AnyConnect Secure Mobility Client for iOS(CSCup22547)•

Cisco Jabber for Android(CSCup23952)•

Cisco Jabber for iOS(CSCup23957)•

Cisco Jabber for Mac(CSCup23910)•

Cisco Jabber Guest(CSCup65216)•

Cisco Jabberã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢é–‹ç™ºã‚ãƒƒãƒˆ(CSCup23934)•

Cisco Jabber Video for TelePresence(Movi)(CSCup24126)•

Cisco Jabber Video for iPad(CSCup23942)•

Cisco Jabber Voice for Android(CSCup23938)•

Cisco Jabber Voice for iPhone(CSCup23948)•

Cisco Jabber for Windows(CSCup23913)•

Cisco WebEx Connect Client for Windows(CSCup23973)•

Cisco WebEx Meetings Serverï¼ˆã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆï¼‰(CSCup22614)•

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140605-openssl
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24081
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22555
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22555
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup34787
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24058
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23952
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23957
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23910
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup65216
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23934
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24126
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23942
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23938
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23948
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23913
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23973
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22614


BlackBerryå�‘ã�‘Cisco WebEx Meetings(CSCup22617)•

Cisco WebEx Productivity Tools(CSCup22568)•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³

Cisco 

ACEã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã‚¨ãƒ³ã‚¸ãƒ³ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«(ACE10ã€�ACE20)(CSCup28056)

•

Cisco 

ACEã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã‚¨ãƒ³ã‚¸ãƒ³ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«(ACE30)(CSCup22544)

•

Cisco ACE Application Control Engineã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ACE4710)(CSCup22544)•

Cisco Wide Area Application Services(WAAS)(CSCup22648)•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Ciscoé�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢(CSCup22532)•

Cisco ASA CX Context-Aware Security(CSCup24314)•

Ciscoã‚³ãƒ³ãƒ†ãƒ³ãƒ„ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ç®¡ç�†ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(SMA)(CSCup22506)•

Cisco Eãƒ¡ãƒ¼ãƒ«ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ESA)(CSCup21571)•

Cisco NACã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(Clean Access Server)(CSCup24014)•

Cisco NAC Manager(Clean Access Manager)(CSCup24028)•

Cisco NACã‚²ã‚¹ãƒˆã‚µãƒ¼ãƒ�(CSCup24002)•

Cisco IPS(CSCup22652)•

Cisco Identity Service Engine(ISE)(CSCup22534)•

Cisco Physical Access Gateway(CSCup22414)•

Cisco Secure Access Control Server(ACS)(CSCup22665)•

Cisco Small Business 

ISA500ã‚·ãƒªãƒ¼ã‚ºçµ±å�ˆåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(CSCup24029)

•

Cisco Virtual Security Gateway for Microsoft Hyper-V(CSCup22419)•

Cisco Virtual Security Gateway for VMware(CSCup22419)•

Cisco Webã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(WSA)(CSCup22522)•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco Application Policy Infrastructure Controller(APIC)(CSCup22625)•

Cisco Application Networking Manager(ANM)(CSCup24492)•

Cisco Common Services Platform Collector(CSCup24136)•

Cisco MATEè£½å“�(CSCup22446)•

Cisco Prime Access Registrar(CSCup23967)•

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup28056
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22544
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22544
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22532
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24314
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup21571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24014
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24028
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24002
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22652
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22534
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22414
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24029
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22419
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22419
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22522
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22625
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24492
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24136
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22446
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23967


Cisco Prime Collaboration Deployment(CSCup23962)•

Cisco Prime Collaboration Provisioning 10.5(CSCup23964)•

Cisco Prime Data Center Network Manager(DCNM)(CSCup22646)•

Cisco Prime Infrastructure(CSCup22623)•

Cisco Prime IP Express(CSCup39248)•

Cisco Prime LAN Management Solution(LMS)(CSCup22054)•

Cisco Prime LAN Management Solution(LMS):Solaris(CSCus55522)•

Cisco Prime License Manager(CSCup23915)•

Cisco Prime Network(CSCup22047)•

Cisco Prime Network Analysis Module(NAM)(CSCup24103)•

Cisco Prime Network Services Controller(PNSC)(CSCup22613)•

Cisco Prime Network Registrar(CPNR)(CSCup22498)•

Cisco Prime Optical for SPs(CSCup22035)•

Cisco Prime Performance Manager for SPs(CSCup22038)•

Cisco Quantum Policy Suite(QPS)(CSCup24089)•

Cisco Security Manager(CSCup22582)•

Security Module for Cisco Network Registar(CSCup44973)•

 

Routing and Switching - Enterprise and Service Provider

Cisco 1000ã‚·ãƒªãƒ¼ã‚ºConnected Gridãƒ«ãƒ¼ã‚¿(CSCup24084)•

Cisco CSS 11500ã‚·ãƒªãƒ¼ã‚ºã‚³ãƒ³ãƒ†ãƒ³ãƒ„ã‚µãƒ¼ãƒ“ã‚¹ã‚¹ã‚¤ãƒƒãƒ�(CSCup28017)•

Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢(CSCup22590)•

Cisco IOS XEã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢(CSCup22487)•

Cisco IOS XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢(CSCup22654)•

Cisco MDSã‚¹ã‚¤ãƒƒãƒ�(CSCup22563)•

Cisco Metro Ethernet 1200ã‚·ãƒªãƒ¼ã‚ºã‚¢ã‚¯ã‚»ã‚¹ãƒ‡ãƒ�ã‚¤ã‚¹(CSCup70117)•

Cisco MXE 3500ã‚·ãƒªãƒ¼ã‚º(CSCup22361)•

Cisco MXE 5600ã‚·ãƒªãƒ¼ã‚º(CSCup2236)•

Cisco Nexus 1000V Intercloud(CSCup22571)•

Microsoft Hyper-Vå�‘ã�‘Cisco Nexus 1000Vã‚¹ã‚¤ãƒƒãƒ�(CSCup23937)•

VMware vSphereå�‘ã�‘Cisco Nexus 1000Vã‚¹ã‚¤ãƒƒãƒ�(CSCup22641)•

Cisco Nexus 1010 Virtual Services Appliance(CSCup22643)•

Cisco Nexus 1100 Virtual Services Appliance(CSCup22643)•

Cisco Nexus 2000ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¨ã‚¯ã‚¹ãƒ†ãƒ³ãƒ€(CSCup22365)(CSCup22663)•

Cisco Nexus 3000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCup44235)•

Cisco Nexus 3164ã‚¹ã‚¤ãƒƒãƒ�(CSCup24057)•

Cisco Nexus 5000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCup22365)(CSCup22663)•

Cisco Nexus 5600ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCup22365)(CSCup22663)•

Cisco Nexus 6000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCup22365)(CSCup22663)•

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23962
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23964
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22646
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22623
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup39248
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22054
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus55522
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23915
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22047
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24103
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22613
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22498
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22035
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22038
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Cisco Nexus 7000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCup22563)•

Cisco Nexus 9000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCup24057)•

Cisco OnePKã‚ªãƒ¼ãƒ«ã‚¤ãƒ³ãƒ¯ãƒ³VM(CSCup22592)•

Cisco ONS 15400ã‚·ãƒªãƒ¼ã‚º(CSCup24077)•

 

ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Šã‚ˆã�³ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚° - ã‚¹ãƒ¢ãƒ¼ãƒ« ãƒ“ã‚¸ãƒ�ã‚¹

Cisco RV180W Wireless-N VPNãƒ«ãƒ¼ã‚¿(CSCuo18692)•

Cisco RV220W Wireless-N VPNãƒ«ãƒ¼ã‚¿(CSCuo18692)•

Cisco WAG310G Wireless-G ADSL2+ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤VoIP(CSCup22426)•

 

Unified Computing

Cisco UCS Bã‚·ãƒªãƒ¼ã‚ºï¼ˆãƒ–ãƒ¬ãƒ¼ãƒ‰ï¼‰ã‚µãƒ¼ãƒ�(CSCup22565)•

Cisco UCS Cã‚·ãƒªãƒ¼ã‚ºï¼ˆã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ãƒ©ãƒƒã‚¯ï¼‰ã‚µãƒ¼ãƒ�(CSCup22566)•

Cisco UCS Central(CSCup22584)•

Cisco UCSãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ(CSCup53743)•

Cisco UCS Invictaã‚·ãƒªãƒ¼ã‚ºã‚½ãƒªãƒƒãƒ‰ã‚¹ãƒ†ãƒ¼ãƒˆã‚·ã‚¹ãƒ†ãƒ (CSCup22388)•

 

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚°
ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco D9036 Modular Encoding Platform(CSCup23995)•

Cisco Digital Media Manager(DMM)(CSCup24174)•

Cisco Edge 300 Digital Media Player(CSCup24260)•

Cisco Edge 340 Digital Media Player(CSCup24248)•

Cisco Digital Media Player(DMP)4300ã‚·ãƒªãƒ¼ã‚º(CSCup92446)•

Cisco Digital Media Player(DMP)4400ã‚·ãƒªãƒ¼ã‚º(CSCup92446)•

Cisco Expresswayã‚·ãƒªãƒ¼ã‚º(CSCup25151)•

Cisco Enterprise Content Delivery System(ECDS)(CSCup24139)•

Cisco Hosted Collaboration Mediation Fulfillment(HCM-F)(CSCup24156)•

Cisco Internet Streamer(CDS)(CSCup30939)•

Cisco IP Video Phone E20(CSCup23984)•

Cisco MediaSense(CSCup24113)•

Cisco PowerVu D9190 Conditional Access Manager(PCAM)(CSCup24013)•

Cisco TelePresence Advanced Media Gatewayã‚·ãƒªãƒ¼ã‚º(CSCup29733)•

Cisco TelePresence Conductor(CSCup22610)•

Cisco TelePresence Content Server(TCS)(CSCup22349)•

Cisco TelePresence EXã‚·ãƒªãƒ¼ã‚º(CSCup25163)•

Cisco TelePresence Exchange System(CTX)(CSCup23979)•
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Cisco TelePresence Integrator Cã‚·ãƒªãƒ¼ã‚º(CSCup25163)•

Cisco TelePresence IP Gatewayã‚·ãƒªãƒ¼ã‚º(CSCup22636)•

Cisco TelePresence IP VCRã‚·ãƒªãƒ¼ã‚º(CSCup23998)•

Cisco TelePresence ISDN GW 3241(CSCup22632)•

Cisco TelePresence ISDN GW MSE 8321(CSCup22632)•

Cisco TelePresence ISDN Link(CSCup23978)•

Cisco TelePresence MCUå…¨ã‚·ãƒªãƒ¼ã‚º(CSCup23994)•

Cisco TelePresence Multipoint Switch(CTMS)(CSCup23980)•

Cisco TelePresence MXã‚·ãƒªãƒ¼ã‚º(CSCup25163)•

Cisco TelePresence MXPã‚·ãƒªãƒ¼ã‚º(CSCup23989)•

Cisco TelePresence Profileã‚·ãƒªãƒ¼ã‚º(CSCup25163)•

Cisco TelePresence Recording Server(CTRS)(CSCup22338)•

Cisco TelePresence Serial Gatewayã‚·ãƒªãƒ¼ã‚º(CSCup22633)•

Cisco TelePresence Server 8710ã€�7010(CSCup22629)•

Cisco TelePresence Server on Multiparty Media 310, 320(CSCup22629)•

ä»®æƒ³ãƒžã‚·ãƒ³ä¸Šã�®Cisco TelePresence Server(CSCup22629)•

Cisco TelePresence Supervisor MSE 8050(CSCup22635)•

Cisco TelePresence SXã‚·ãƒªãƒ¼ã‚º(CSCup25163)•

Cisco TelePresence System 1000(CSCup22603)•

Cisco TelePresence System 1100(CSCup22603)•

Cisco TelePresence System 1300(CSCup22603)•

Cisco TelePresence 1310(CSCup22603)•

Cisco TelePresence System 3000ã‚·ãƒªãƒ¼ã‚º(CSCup22603)•

Cisco TelePresence System 500-32(CSCup22603)•

Cisco TelePresence System 500-37(CSCup22603)•

Cisco TelePresence TX 9000ã‚·ãƒªãƒ¼ã‚º(CSCup22603)•

Cisco TelePresence Tã‚·ãƒªãƒ¼ã‚º(T3)(CSCup25163)•

Cisco TelePresence Video Communication Server(VCS)(CSCup25151)•

Tandberg Codian ISDN GW 3210/3220/3240(CSCup22632)•

Tandberg Codian MSE 8320ãƒ¢ãƒ‡ãƒ«(CSCup22632)•

Tandberg 770/880/990 MXPã‚·ãƒªãƒ¼ã‚º(CSCup23989)•

Cisco Video Surveillance 3000ã‚·ãƒªãƒ¼ã‚ºIPã‚«ãƒ¡ãƒ©(CSCup22372)•

Cisco Video Surveillance 4000ã‚·ãƒªãƒ¼ã‚ºIPã‚«ãƒ¡ãƒ©(CSCup22381)•

Cisco Video Surveillance 4300E/4500Eé«˜è§£åƒ�åº¦IPã‚«ãƒ¡ãƒ©(CSCup22377)•

Cisco Video Surveillance 6000ã‚·ãƒªãƒ¼ã‚ºIPã‚«ãƒ¡ãƒ©(CSCup22372)•

Cisco Video Surveillance 7000ã‚·ãƒªãƒ¼ã‚ºIPã‚«ãƒ¡ãƒ©(CSCup22372)•

Cisco Video Surveillance PTZ IPã‚«ãƒ¡ãƒ©(CSCup22372)•

Cisco Videoscape AnyRes Live(CAL)(CSCup24177)•

Cisco Virtualization Experience Media Engine(CSCup47300)•
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Cisco Unified Contact Center Enterpriseã�Šã‚ˆã�³Hostedå�‘ã�‘Cisco Agent 
Desktop(CSCup24189)

•

Cisco Unified Contact Center Expresså�‘ã�‘Cisco Agent Desktop(CSCup34257)•

Cisco ATA 187 Analog Telephone Adapter(CSCup24458)•

Cisco ATA 190ã‚·ãƒªãƒ¼ã‚ºã‚¢ãƒŠãƒã‚°é›»è©±ã‚¢ãƒ€ãƒ—ã‚¿(CSCup24100)•

Cisco Desktop Collaboration Experience DX650(CSCup22514)•

Cisco Emergency Responder(CER)(CSCup24079)•

Cisco Paging Server(CSCup24093)•

Cisco SPA112 2ãƒ�ãƒ¼ãƒˆé›»è©±ã‚¢ãƒ€ãƒ—ã‚¿(CSCup24514)•

ãƒ«ãƒ¼ã‚¿æ�è¼‰Cisco SPA122 ATA(CSCup24514)•

Cisco SPA232D Multi-Line DECT ATA(CSCup24514)•

Cisco SPA300ã‚·ãƒªãƒ¼ã‚ºIP Phone(CSCup39003)•

Cisco SPA500ã‚·ãƒªãƒ¼ã‚ºIP Phone(CSCup39003)•

Cisco SPA510ã‚·ãƒªãƒ¼ã‚ºIP Phone(CSCup39003)•

Cisco SPA525ã‚·ãƒªãƒ¼ã‚ºIP Phone(CSCup38998)•

Cisco TAPI Service Provider(TSP)(CSCup35534)•

Cisco Computer Telephony Integration Object Server(CTIOS)(CSCup24074)•

Cisco Unified Attendant Consoleï¼ˆã�™ã�¹ã�¦ã�®ã‚¨ãƒ‡ã‚£ã‚·ãƒ§ãƒ³ï¼‰(CSCup23967)•

Cisco Unified Attendant Console Advanced(CSCup24304)•

Cisco Unified Communications 500ã‚·ãƒªãƒ¼ã‚º(CSCup22590)•

Cisco Unified Communications Manager(UCM)(CSCup22670)•

Cisco Unified Communications Manager Session Management Edition(SME)(CSCup22670)•

Cisco Unified Communications Widgets Click To Call(CSCup30489)•

Cisco Unified Contact Center Enterprise(CSCup24074)•

Cisco Unified Contact Center Express(CSCup24073)•

Cisco Unified Domain Manager(CSCup24018)•

Cisco Unified 6901/6911 IP Phone(CSCuq05675)•

Cisco Unified 6945 IP Phone(CSCuq05680)•

Cisco Unified 6921/6941/6961ã‚·ãƒªãƒ¼ã‚ºIP Phone(CSCup22596)•

Cisco Unified 7800ã‚·ãƒªãƒ¼ã‚ºIP Phone(CSCup22531)•

Cisco Unified 7900ã‚·ãƒªãƒ¼ã‚ºIP Phone(CSCup22595)•

Cisco Unified 8831 IP Phone(CSCup22638)•

Cisco Unified 8941 IP Phone(CSCup22598)•

Cisco Unified 8945 IP Phone(CSCup22598)•

Cisco Unified 8961 IP Phone(CSCup22539)•

Cisco Unified 9951 IP Phone(CSCup22539)•

Cisco Unified 9971 IP Phone(CSCup22539)•

Cisco Unified IM and Presence Services(CUPS)(CSCup22627)•

Cisco Unified Intelligent Contact Management Enterprise(CSCup24074)•

Cisco Unified IP Conference Phone 8831(CSCup37353)•

Cisco Unified Wireless IP Phone 2920ã‚·ãƒªãƒ¼ã‚º(CSCup37238)•
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Cisco Unified Workforce Optimization(CSCup22397)•

Cisco Unity Connection(UC)(CSCup24038)•

 

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹

Cisco Mobility Service Engine(MSE)(CSCup22619)•

V3.4.2.xã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco Universal Small Cell 
5000ã‚·ãƒªãƒ¼ã‚º(CSCup22656)

•

V3.4.2.xã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco Universal Small Cell 
7000ã‚·ãƒªãƒ¼ã‚º(CSCup22656)

•

Cisco Wireless LAN Controller(WLC)(CSCup22587)•

Small Cell Factory Recovery root Filesystem V2.99.4ä»¥é™�(CSCup22656)•

 

æ¬¡ã�®ã‚·ã‚¹ã‚³ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹1ã�¤ä»¥ä¸Šã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ¤æ˜Žã�—ã�¾ã�—ã�Ÿã€‚ 
 

Cisco USC Invictaã‚·ãƒªãƒ¼ã‚ºè‡ªå‹•ã‚µãƒ�ãƒ¼ãƒˆãƒ�ãƒ¼ã‚¿ãƒ«(CSCup22667)•

Cisco Proactive Network Operations Center(CSCup24163)•

Cisco Registered Envelope Service(CRES)(CSCup22537)•

Cisco Smart Call Home(CSCup24112)•

Cisco Smart Care(CSCup24109)•

Cisco WebEx Messenger Service(CSCup21560)•

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�
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Layer Security(TLS)ã�¾ã�Ÿã�¯Datagram Transport Layer 
Security(DTLS)æ©Ÿèƒ½ã‚’ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¯è©²å½“ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®OpenSSLã�Œç›´æŽ¥å�«ã�¾ã‚Œã�¦ã�„ã�ªã�„ã�Ÿã‚�ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã�Œã€�ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�®ãƒ™ãƒ³ãƒ€ãƒ¼ã�ŒæŽ¨å¥¨ã�™ã‚‹ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�«é–¢ã�™ã‚‹ä¸€èˆ¬çš„ã�ªãƒ™ã‚¹ãƒˆãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã�«å¾“ã�£ã�¦ã€�ãƒ›ã‚¹ãƒˆã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã‚’ç¢ºèª�ã�—ã€�ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã�Ÿã‚�ã�«å¿…è¦�ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚
 

 

æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�¯åˆ†æž�ã�•ã‚Œã�¦ã�Šã‚Šã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚ 
 

 

 

Collaboration and Social Media  

Cisco WebEx Social•

 

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢  

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22397
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24038
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22667
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22537
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24112
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24109
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup21560


Cisco IP Communicator•

Cisco NAC Agent for Mac•

Cisco NAC Agent for Web•

Cisco NAC Agent for Windows•

Cisco UC Integration for Microsoft Lync•

Cisco Unified Personal Communicator•

Cisco Unified Video Advantage•

Webex Productivity Tools•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³  

Cisco ACE GSS 4400 Series Global Site Selector•

Cisco Application and Content Networking Systemï¼ˆACNSï¼‰•

Cisco Extensible Network Controllerï¼ˆXNCï¼‰•

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco Adaptive Security Device Manager•

Cisco Content Security Appliance Updater Servers•

Cisco IronPort Encryption Applianceï¼ˆIEAï¼‰•

Cisco Physical Access Manager•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°  

Cisco Digital Media Managerï¼ˆDMMï¼‰•

Cisco Discovery ã‚µãƒ¼ãƒ“ã‚¹•

Cisco Insight Reporter•

Cisco Linear Stream Manager•

Cisco Prime Analytics•

Cisco Prime Cable Provisioning•

Cisco Prime Collaboration Assurance Manager•

Cisco Prime Home•

Cisco Prime Provisioning for SPs•

Cisco Show and Shareï¼ˆSnSï¼‰•

Cisco Unified Intelligence Center•

Cisco Unified Provisioning Managerï¼ˆCUPMï¼‰•

Cisco Wireless Control Systemï¼ˆWCSï¼‰•

CiscoWorks Network Compliance Manager•



Prime Collaboration Provisioning - 10.0•

 

Routing and Switching - Enterprise and Service Provider  

Cisco Broadband Access Center Telco Wireless•

Cisco Nexus 4000 ã‚·ãƒªãƒ¼ã‚º•

 

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco Billing and Measurements Server•

Cisco Finesse•

Cisco MGC Node Manage(CMNM)•

Cisco PSTNã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤(PGW 2200)•

Cisco Remote Silent Monitoring•

Cisco SPA8000 8 ãƒ�ãƒ¼ãƒˆ IP ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤•

Cisco SPA8800 IP ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆ4 FXS ãƒ�ãƒ¼ãƒˆã�¨ 4 FXO 
ãƒ�ãƒ¼ãƒˆã‚’å†…è”µï¼‰

•

Cisco Unified 3900 ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³•

Cisco Unified Contact Center Domain Manager•

Cisco Unified Contact Center Management Portal•

Cisco Unified Customer Voice Portalï¼ˆCVPï¼‰•

Cisco Unified E-Mail Interaction Manager•

Cisco Unified Operations Managerï¼ˆCUOMï¼‰•

Cisco Unified Service Monitor•

Cisco Unified Sip Proxy•

Cisco Unified Web Interaction Manager•

Cisco Virtual PGW 2200 ã‚½ãƒ•ãƒˆã‚¹ã‚¤ãƒƒãƒ�•

Exony VIM/CCDM/CCMP•

 

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚°
ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco AnyRes VOD(CAV)•

Cisco D9034-S Encoder•

Cisco D9054 HDTV Encoder•

Cisco D9804 Multiple Transport Receiver•

Cisco D9824 Advanced Multi Decryption Receiver•

Cisco D9854/D9854-I Advanced Program Receiver•

Cisco D9858 Advanced Receiver Transcoder•

Cisco D9859 Advanced Receiver Transcoder•



Cisco D9865 Satellite Receiver•

Cisco DCM Series 9900-Digital Content Manager•

Cisco TelePresence Management Suiteï¼ˆTMSï¼‰•

Cisco TelePresence Management Suite Analytics Extensionï¼ˆTMSAEï¼‰•

Cisco TelePresence Management Suite Extensionï¼ˆTMSXEï¼‰•

Cisco TelePresence Management Suite Extension for IBM•

Cisco TelePresence Management Suite Provisioning Extension•

Cisco TelePresence Managerï¼ˆCTSManï¼‰•

Cisco Unified Service Statistics Manager•

 

ã‚·ã‚¹ã‚³ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹  

Cisco One Portal•

Cisco Services Provisioning Platformï¼ˆSPPï¼‰•

Cisco SmartConnection•

Cisco SmartReports•

Cisco Unified Services Delivery Platformï¼ˆCUSDPï¼‰•

Cisco Universal Small Cell CloudBase•

Cisco WebEx WebOffice ã�Šã‚ˆã�³ Workspace•

Cisco WebEx Messenger Service•

è©³ç´°

OpenSSLãƒ—ãƒã‚¸ã‚§ã‚¯ãƒˆã�¯ã€�2014å¹´6æœˆ5æ—¥ã�«7ã�¤ã�®è„†å¼±æ€§ã‚’å…¬é–‹ã�—ã�¾ã�—ã�Ÿã€‚ã�“ã‚Œã‚‰
1 ã�¤ä»¥ä¸Šã�®è„†å¼±æ€§ã�¯ OpenSSL 
ã�®ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚µãƒ¼ãƒ�ã�®ä¸¡æ–¹ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ç’°å¢ƒã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚è„†å¼±æ€§ã�®å��ç§°ã�Šã‚ˆã�³ã��ã‚Œã�«é–¢é€£ã�™ã‚‹
Common Vulnerabilities and Exposuresï¼ˆCVEï¼‰ID ã�¯æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚  
 

ã‚·ã‚¹ã‚³è£½å“�ã�Œã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�‹ã‚‰å�—ã�‘ã‚‹å½±éŸ¿ã�¯ã€�è£½å“�ã�”ã�¨ã�«ç•°ã�ªã‚Šã�¾ã�™ã€‚
 

 

ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¤ã�„ã�¦ã�¯ã€�æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®ã€Œè©²å½“è£½å“�ã€�ã�®é …ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹
Cisco Bug ID 
æƒ…å ±ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚è¿½åŠ æƒ…å ±ã�¨è©³ç´°æ‰‹é †ã�¯ã€�è£½å“�ã�”ã�¨ã�®ã‚·ã‚¹ã‚³
ã‚¤ãƒ³ã‚¹ãƒˆãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ã‚¬ã‚¤ãƒ‰ã€�ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚¬ã‚¤ãƒ‰ã€�ã�Šã‚ˆã�³ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ã‚¬ã‚¤ãƒ‰ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�•ã‚‰ã�ªã‚‹èª¬æ˜Žã‚„ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¹ã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�ã�Šå®¢æ§˜ã�®ã‚µãƒ�ãƒ¼ãƒˆã‚’æ‹…å½“ã�™ã‚‹çµ„ç¹”ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚
 

 



SSL/TLS Man-in-the-Middleè„†å¼±æ€§

è©²å½“ã�™ã‚‹ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚µãƒ¼ãƒ�é–“ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ä»£è¡Œå�—ä¿¡ã�™ã‚‹æ©Ÿèƒ½ã‚’æŒ�ã�¤èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�ä¸é–“è€…æ”»æ’ƒã‚’æ£å¸¸ã�«å®Ÿè¡Œã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

æœ¬è„†å¼±æ€§ã�® ID ã�¯ CVE ID CVE-2014-0224 ã�§ã�™ã€‚  
 

DTLSå†�å¸°æ¬ é™¥ã�®è„†å¼±æ€§

èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�è©²å½“ã�™ã‚‹ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã‚’æ”»æ’ƒè€…ã�«ã‚ˆã�£ã�¦åˆ¶å¾¡ã�•ã‚Œã‚‹ã‚µãƒ¼ãƒ�ã�«æŽ¥ç¶šã�™ã‚‹ã‚ˆã�†ã�«èª¬å¾—ã�§ã��ã‚‹å ´å�ˆã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�ŸDTLSãƒ‘ã‚±ãƒƒãƒˆã�Œè©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�§éƒ¨åˆ†çš„ã�¾ã�Ÿã�¯å®Œå…¨ã�ªDoSçŠ¶æ…‹ã�Œç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

æœ¬è„†å¼±æ€§ã�® ID ã�¯ CVE ID CVE-2014-0221 ã�§ã�™ã€‚  
 

DTLSã�®ç„¡åŠ¹ã�ªãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆã�®è„†å¼±æ€§

èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�ŸDTLSãƒ‘ã‚±ãƒƒãƒˆã‚’ã€�ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼çŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�™ã‚ˆã�†ã�«è¨è¨ˆã�•ã‚Œã�Ÿè©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�¯æ˜‡æ ¼ã�•ã‚Œã�Ÿç‰¹æ¨©ã�§ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹æ©Ÿèƒ½ã‚’å�–å¾—ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

æœ¬è„†å¼±æ€§ã�® ID ã�¯ CVE ID CVE-2014-0195 ã�§ã�™ã€‚  
 

SSL_MODE_RELEASE_BUFFERS 
NULLãƒ�ã‚¤ãƒ³ã‚¿ã�®å�‚ç…§è§£é™¤ã�«é–¢ã�™ã‚‹è„†å¼±æ€§

èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�NULLãƒ�ã‚¤ãƒ³ã‚¿ã�®é€†å�‚ç…§ã‚’ãƒˆãƒªã‚¬ãƒ¼ã�™ã‚‹ã‚ˆã�†ã�«è¨è¨ˆã�•ã‚Œã�Ÿæ‚ªæ„�ã�®ã�‚ã‚‹è¦�æ±‚ã‚’é€�ä¿¡ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�§éƒ¨åˆ†çš„ã�¾ã�Ÿã�¯å®Œå…¨ã�ªDoSçŠ¶æ…‹ã�Œç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

æœ¬è„†å¼±æ€§ã�® ID ã�¯ CVE ID CVE-2014-0198 ã�§ã�™ã€‚  
 

SSL_MODE_RELEASE_BUFFERSã‚»ãƒƒã‚·ãƒ§ãƒ³ã‚¤ãƒ³ã‚¸ã‚§ã‚¯ã‚·ãƒ§ãƒ³ã�¾ã�Ÿã�¯DoSè„†å¼±æ€§

èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ã‚’ãƒ‘ãƒ©ãƒ¬ãƒ«ã‚³ãƒ³ãƒ†ã‚ã‚¹ãƒˆã�«æŒ¿å…¥ã�™ã‚‹ã‚ˆã�†ã�«è¨è¨ˆã�•ã‚Œã�Ÿæ‚ªæ„�ã�®ã�‚ã‚‹è¦�æ±‚ã‚’é€�ä¿¡ã�—ã�Ÿã‚Šã€�DoSçŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

æœ¬è„†å¼±æ€§ã�® ID ã�¯ CVE ID CVE-2010-5298 ã�§ã�™ã€‚  
 

Anonymous 



ECDHã�®ã‚µãƒ¼ãƒ“ã‚¹æ‹’å�¦ã�®è„†å¼±æ€§

èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�è©²å½“ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã‚’æ”»æ’ƒè€…ã�«ã‚ˆã�£ã�¦åˆ¶å¾¡ã�•ã‚Œã‚‹ã‚µãƒ¼ãƒ�ã�«æŽ¥ç¶šã�™ã‚‹ã‚ˆã�†ã�«èª¬å¾—ã�§ã��ã‚‹å ´å�ˆã€�NULLãƒ�ã‚¤ãƒ³ã‚¿ã�®é€†å�‚ç…§ã‚’ãƒˆãƒªã‚¬ãƒ¼ã�™ã‚‹ã‚ˆã�†ã�«è¨è¨ˆã�•ã‚Œã�Ÿå·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿè¨¼æ˜Žæ›¸ã‚’é€�ä¿¡ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯
DoS çŠ¶æ…‹ã‚’ç™ºç”Ÿã�•ã�›ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚  
 

æœ¬è„†å¼±æ€§ã�® ID ã�¯ CVE ID CVE-2014-3470 ã�§ã�™ã€‚  
 

ECDSA NONCEã‚µã‚¤ãƒ‰ãƒ�ãƒ£ãƒ�ãƒ«å›žå¾©æ”»æ’ƒã�®è„†å¼±æ€§

è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�™ã‚‹èƒ½åŠ›ã‚’æŒ�ã�¤æ”»æ’ƒè€…ã�¯ã€�ã‚µã‚¤ãƒ‰ãƒ�ãƒ£ãƒ�ãƒ«æ”»æ’ƒã‚’ä»‹ã�—ã�¦ECDSAæš—å�·åŒ–ãƒžãƒ†ãƒªã‚¢ãƒ«ã�®ä¸€éƒ¨ã‚’å›žå¾©ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�¯ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯é€šä¿¡ã�®ä¿�è·ã�«ä½¿ç”¨ã�•ã‚Œã‚‹æš—å�·ã‚ãƒ¼ã‚’å†�æ§‹ç¯‰ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

æœ¬è„†å¼±æ€§ã�® ID ã�¯ CVE ID CVE-2014-0076 ã�§ã�™ã€‚  
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


