8,8, 18, %" @a@«altéY;3€™a,«0penSSLAGER

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2014-

~8| 20140605-openss 3470
& @a...né-«e—Y¥ : 2014-06-05 22:40 CVE-2014-
ae0eEgLBe ae—"ee—¥ : 2015-03-27 19:50 0195
af @afvaa, afsaf 1.28 : Fina CVE-2014-
CVSS4,%4,%, ¢ : 10.0 0198
CVE-2010-

&Z76€¢¢- : No Workarounds available

Cisco Af€&,° ID : CSCup22590 5298

CVE-2014-
0076
CVE-2014-
0221
CVE-2014-
0224
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e SSL/TLS Man-in-the-Middleg, 1&/«-ae€£8

e DTLS3t@4,°e- é™M¥3@®e,Talte€s

« DTLS3@®¢,i85'3€@%af+3503,°afiaf’af 5@ ®e, 131+ €8

« SSL_MODE_RELEASE BUFFERS
NULL&f€3,n3f%3,;3@®a€,C...8e8£6™n3 @«é-Ca@Q™a e, Talat €S

« SSL_MODE_RELEASE_BUFFERSA »af {4, -4f §af%4, 0af34, 4 84, 3, -4 85f3a@%4a@Y3€ DoSe, taltet

+ Anonymous ECDHa@®3,uafaf'a,'ea@ | a@®e, Tali+ae€s

« ECDSA NONCES3 g 0af%o3f @ af£3f @ af«a23%40x"»2'fa@®e, a8

5O "3Q®e,T81+2€33Q®E+EY; 3,/ 8Q9—39'3,Aftaf@E,n3,'5@ 3€QSSLIQ%IOYI€ DTLS=Z¥ (33
Sockets Layer(SSL)3@%3€Ya€ Datagram Transport Layer
Security(DTLS)3,uafhif @@ 3@—i@  eOYefa@™a aftaf€a,nd, a€@a@%i@Yi€ SSLI@ %I

8,-8,28,%5@83€¢ €993, (E3,%3@®e,Ta%tre83@«d %4aQ™a4,3,%%afaf4,4,83,¢


http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:C/I:C/A:C/E:F/RL:OF/RC:C
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0076
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0076
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0221
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0221
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0224
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0224
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20140605-openss|

SOP8Y5" SEYAA" €

8@ ®3,»3, 3,3f83 3@ «CONae & "eY%0ae 3, FIQ 36,593, 1" PIP«IPrIO, 30 3@
TACG@%3QY3O 3,UafQaFhAf af—afaf @3, naFEAf14AQ«EELCUIAP—a@ | FEQTACA, +aF1A,"a, 8,245 A

&, TaV 85 ®a@,a,«e£%-3" @
Collaboration and Social Media

» Cisco SociaMiner(CSCup24081)

« Cisco WebEx Meetings Serveraf €afaa, af8af1.x(CSCup22555)
« Cisco WebEx Meetings Serveraf €af1sa, 3f8af32.x(CSCup22555)
* Cisco WebEx Node for MCS(CSCup34787)

8, af%af%o.af @a,=af’af" a, afoa,nd,car’af a€ “d, afod,nd, caraf” a,%af-af d, | d,8d,¢

» Cisco Agent for OpenFlow(CSCup24058)

+ Androida@'a€'Cisco
AnyConnectd,»3,af¥3,¢cafcaf afasta,£a, af©a,na,caf*af (CSCup22547)

o &f1318 af af faf—af—afoaf faf af-a ©afvaf a€¢'a€'Cisco
AnyConnectd,»3,af¥a,cafcaf afasta, £a, afoa,na, cafaf (CSCup22547)

» Cisco AnyConnect Secure Mobility Client for iOS(CSCup22547)

* Cisco Jabber for Android(CSCup23952)

* Cisco Jabber for iOS(CSCup23957)

* Cisco Jabber for Mac(CSCup23910)

* Cisco Jabber Guest(CSCup65216)

« Cisco Jabberd, 28f+&f 4, |8, 88, ¢6~¢™°4, &f faf"(CSCup23934)

* Cisco Jabber Video for TelePresence(Movi)(CSCup24126)

* Cisco Jabber Video for iPad(CSCup23942)

* Cisco Jabber Voice for Android(CSCup23938)

* Cisco Jabber Voice for iPhone(CSCup23948)

* Cisco Jabber for Windows(CSCup23913)

» Cisco WebEx Connect Client for Windows(CSCup23973)

 Cisco WebEx Meetings Serveriva'a, af©4a, o8 ¢af3af 1%/5260(CSCup22614)


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140605-openssl
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24081
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup65216
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23934
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24126
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23942
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23938
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23948
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23913
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23973
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22614

BlackBerrya€'a€'Cisco WebEx Meetings(CSCup22617)
Cisco WebEx Productivity Tools(CSCup22568)

af@asfarar arua,”
G, ¢ Gf—a/°6, a1 140, - GSGF €8, LaSUAFa, GEQ T SE, G0, 8, 6 »afOG S 14d,-Gr5ar

Cisco

ACES] ¢af—af3a, +afv.a, -af 8af3a,3af3af af af vaaf «a, af3a, afsaf ¢a, af¥afvaaf «(ACEL10a€€@ACE20)(CS
Cisco

ACES§ ¢af—afaa, +afv.a, -af 8af3a,3af3af afaf vaaf «a, af3a, afsaf ¢a, af¥afaaf «(ACE30)(CSCup22544)
Cisco ACE Application Control Engined, ¢af —af ©4, o8, ¢&f3a,*(ACE4710)(CSCup22544)

Cisco Wide Area Application Services(WAAS)(CSCup22648)

Af @Gffaf Gf arua, oS0, a€°a,arartarar, a»a,af¥arasa, £ artareo,na,’

Ciscoé@©a; 00d7<3,»3,af¥afaf1a,£3,Caf—afOa,na,¢af33,"(ASA)a,.af-af"4, | §,83,¢(CSCup22532
Cisco ASA CX Context-Aware Security(CSCup24314)

Ciscod, 3af3af Taf3af, 4 »4 af ¥afeaf 14, £c®ice13,¢af—af©a,na,¢afa, (SMA)(CSCup22506)
Cisco E&f jafv-af «8, »8, af ¥afeaf 14 £8, ¢af —af ©4 od, ¢af 34, 1(ESA)(CSCup21571)

Cisco NAC3, ¢af—af©3a, ng, ¢af3a,1(Clean Access Server)(CSCup24014)

Cisco NAC Manager(Clean Access Manager)(CSCup24028)

Cisco NAC3,23,18f "4, pf vaaf € (CSCup24002)

Cisco IPS(CSCup22652)

Cisco ldentity Service Engine(I SE)(CSCup22534)

Cisco Physical Access Gateway(CSCup22414)

Cisco Secure Access Control Server(ACS)(CSCup22665)

Cisco Small Business

| SA5003, -af 8f V43, Ocd€p "aZ<d,»3,af¥afafta, £3a,caf—afoa,na, ¢afa, (CSCup24029)
Cisco Virtual Security Gateway for Microsoft Hyper-V (CSCup22419)

Cisco Virtual Security Gateway for VMware(CSCup22419)

Cisco Web3, »4, af ¥af2af 14 £3, ¢af —af ©4, 0§, ¢af34 1(WSA)(CSCup22522)

8f @ affaf Gf 6, (®ic1a@ “Gf—Gfar a, Grearasra,°

Cisco Application Policy Infrastructure Controller(APIC)(CSCup22625)
Cisco Application Networking Manager(ANM)(CSCup24492)

Cisco Common Services Platform Collector(CSCup24136)

Cisco MATEeEY-A" €(CSCup22446)

Cisco Prime Access Registrar(CSCup23967)


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup28056
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22544
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22532
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24314
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup21571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24014
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24028
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24002
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22652
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22534
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22414
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24029
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22419
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22419
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22522
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22625
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24492
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24136
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22446
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23967

* Cisco Prime Collaboration Deployment(CSCup23962)

* Cisco Prime Collaboration Provisioning 10.5(CSCup23964)
 Cisco Prime Data Center Network Manager(DCNM)(CSCup22646)
* Cisco Prime Infrastructure(CSCup22623)

 Cisco Prime | P Express(CSCup39248)

 Cisco Prime LAN Management Solution(LM S)(CSCup22054)
 Cisco Prime LAN Management Solution(LM S): Sol aris(CSCus55522)
* Cisco Prime License Manager(CSCup23915)

 Cisco Prime Network(CSCup22047)

 Cisco Prime Network Analysis Module(NAM)(CSCup24103)
 Cisco Prime Network Services Controller(PNSC)(CSCup22613)
 Cisco Prime Network Registrar(CPNR)(CSCup22498)

 Cisco Prime Optical for SPS(CSCup22035)

* Cisco Prime Performance Manager for SPS(CSCup22038)

* Cisco Quantum Policy Suite(QPS)(CSCup24089)

 Cisco Security Manager(CSCup22582)

 Security Module for Cisco Network Registar(CSCup44973)

Routing and Switching - Enterprise and Service Provider

 Cisco 10003, -af2afv.a, °Connected Gridaf «af¥a, ¢(CSCup24084)

 Cisco CSS 115008, -af %afv.a,°a, 3af3af taf3af, a gf vaf“ & 14,14 oaf faf @ (CSCup28017)
» Cisco 0S4, %44f+&f "8, |8, 88, ¢(CSCup22590)

« Cisco |10S XE8, Y28f+af 4,3 88, ¢(CSCup22487)

» Cisco 10S XRa, ¥48f+&f "4, |8, 88, ¢(CSCup22654)

» Cisco MDS3, 14, 0af faf €(CSCup22563)

« Cisco Metro Ethernet 12003, -8f24f Y3, °4, ¢4, 8, »3, '4f $4f €4d,23,"(CSCup70117)

« Cisco MXE 35008, -8 %if /28, °((CSCup22361)

« Cisco MXE 56008, -af %if /48, °(CSCup2236)

» Cisco Nexus 1000V Intercloud(CSCup22571)

* Microsoft Hyper-Va€'a€'Cisco Nexus 1000V3,"d,naffaf€(CSCup23937)

« VMware vSphered@'a€'Cisco Nexus 1000V3,'a,naffaf€(CSCup22641)

» Cisco Nexus 1010 Virtual Services Appliance(CSCup22643)

» Cisco Nexus 1100 Virtual Services Appliance(CSCup22643)

« Cisco Nexus 20003, -af3af V4, °af +3, jaf—afaf f&, 3,4 3 18f Taf38f€(CSCup22365)(CSCUp22663)
» Cisco Nexus 30008, -af2afvaa,°a,1a, oaf faf € (CSCupd4235)

 Cisco Nexus 31643, 14, odf faf € (CSCup24057)

« Cisco Nexus 50003, -af3af .4, °4, 14, oaf f 4f € (CSCup22365)(CSCup22663)

» Cisco Nexus 56008, -af2afva,°a, 18, oaf f af € (CSCup22365)(CSCup22663)

« Cisco Nexus 60003, -af3af Y4, °4, 14, oaf f 4f € (CSCup22365)(CSCup22663)
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22654
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22563
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup70117
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22361
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22361
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23937
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22643
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22643
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22365
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup44235
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24057
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22365
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22365
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22365
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22663

Cisco Nexus 70008, -&f2%f Y4, 94, 18, oaf f4f € (CSCup22563)
Cisco Nexus 90008, -&f2f .4, °4, 14, naf f4f € (CSCup24057)
Cisco OnePK 8, 3af Vi «8, oaf3&f Bf3V M (CSCup22592)
Cisco ONS 154008, -afafY/4, 9(CSCup24077)

Af«<AfVAfta EAf8, °5€SH, a€°d, 6, naffarfeara, - 6,'arcasuat« afa,area,

Cisco RV180W Wireless-N VPNaf «af ¥4, ¢(CSCu018692)
Cisco RV220W Wireless-N VPNaf «af ¥4, ¢(CSCuo18692)

« Cisco WAG310G Wireless-G ADSL 2+4 2 v2f 4, 14, 88 oV ol P(CSCup22426)

Unified Computing

Af“ Af 18, BEQ G, '6F G ASUEFVEF 6, GE€ @A ftGf-af—Gf-8, %4ard, 66 a€Sa,

Cisco UCS B, -&f2f VA, i/ &f —f ~8f Yaf %oi/%03, fif V&S €(CSCUp22565)

Cisco UCS C3, -85 V44, %4 8, 18, GAf38f %08, CAf Bf38f OAf [, TY9%08, fif V-&f €(CSCup22566)

Cisco UCS Central (CSCup22584)
Cisco UCSAf+3, jaf—-af2af fa, 3 oafa, ¢Afv.a, 3af @48, af (CSCups53743)

Cisco UCS Invictad, -af3af Y4, o8 Yoafoaif f 5f %03, 1af Tafv4af 5, -8 4f taf (CSCup22388)

~ A~

dftafepa,na,’

Cisco D9036 Modular Encoding Platform(CSCup23995)

Cisco Digital Media Manager(DMM)(CSCup24174)

Cisco Edge 300 Digital Media Player(CSCup24260)

Cisco Edge 340 Digital Media Player(CSCup24248)

Cisco Digital Media Player(DMP)43008, -af 2af v, 9(CSCup92446)

Cisco Digital Media Player(DM P)44008, -af %af ¥4, 9(CSCup92446)

Cisco Expresswaya, -af 2af 8, 9(CSCup25151)

Cisco Enterprise Content Delivery System(ECDS)(CSCup24139)

Cisco Hosted Collaboration Mediation Fulfillment(HCM-F)(CSCup24156)
Cisco Internet Streamer(CDS)(CSCup30939)

Cisco IP Video Phone E20(CSCup23984)

Cisco MediaSense(CSCup24113)

Cisco PowerVVu D9190 Conditional Access Manager(PCAM)(CSCup24013)
Cisco TelePresence Advanced Media Gatewaya, -af2af v4a, 9 (CSCup29733)
Cisco TelePresence Conductor(CSCup22610)

Cisco TelePresence Content Server(TCS)(CSCup22349)

Cisco TelePresence EX 4, -af2af %44, °(CSCup25163)

Cisco TelePresence Exchange System(CTX)(CSCup23979)

a

Q’af aroara,’'a, *aruas
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23995
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24174
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24260
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24248
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup92446
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup92446
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup25151
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24139
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24156
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup30939
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23984
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24113
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup24013
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup29733
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup22349
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup25163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup23979

 Cisco TelePresence Integrator C3, -af2af .8, °(CSCup25163)

» Cisco TelePresence | P Gateway$, -af 2af¥48,°(CSCup22636)

» Cisco TelePresence IP VCR3, -af2af ., °(CSCup23998)

 Cisco TelePresence ISDN GW 3241(CSCup22632)

» Cisco TelePresence ISDN GW M SE 8321(CSCup22632)

» Cisco TelePresence ISDN Link(CSCup23978)

« Cisco TelePresence MCUA..." 8, -af 28f V48, %(CSCup23994)

 Cisco TelePresence Multipoint Switch(CTMS)(CSCup23980)

 Cisco TelePresence M X4, -af2afva, 9(CSCup25163)

 Cisco TelePresence MXP3, -af2afvaa, °(CSCup23989)

 Cisco TelePresence Profiled, -af2afvaa, °(CSCup25163)

 Cisco TelePresence Recording Server(CTRS)(CSCup22338)

» Cisco TelePresence Serial Gateway3, -af2af .8, °(CSCup22633)
 Cisco TelePresence Server 8710a€€ 7010(CSCup22629)

» Cisco TelePresence Server on Multiparty Media 310, 320(CSCup22629)
. &@af3afz3, -af35 Sa@®Cisco TelePresence Server(CSCup22629)
 Cisco TelePresence Supervisor M SE 8050(CSCup22635)

» Cisco TelePresence SX 3§, -af%af .4, °(CSCup25163)

» Cisco TelePresence System 1000(CSCup22603)
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