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CSCuer4118, CSCub28371, CSCud23401 and CSCud31109

Calculate the environmental score of

CVSS Base Score - 9.3

Access | Access | Authentication Confidentiality || Integrity [ Availability
Vector || Complexity Impact Impact I mpact
Network || Medium None Complete Complete| Complete

CVSS Temporal Score- 7.3
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Exploitability

Remediation Level

Report Confidence

Proof-of-Concept

Official-Fix

Confirmed

Cisco WebEx ARF Player Heap Corruption Vulnerability

CSCue74147 and CSCub28383

Calculate the environmental score of and

CVSS Base Score - 9.3

Access || Access Authentication Confidentiality || Integrity | Availability
Vector | Complexity I mpact Impact | Impact
Network | Medium None Complete Complete| Complete

CVSS Temporal Score- 7.3

Exploitability

Remediation Level

Report Confidence

Proof-of-Concept

Official-Fix

Confirmed

Cisco WebEx WRF Player Exception Handler Corruption Vulnerability

CSCuc27639

Calculate the environmental scor e of

CVSS Base Score- 9.3
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V ector

Access
Complexity

Confidentiality

Authentication Impact

Integrity [ Availability
Impact I mpact

Network

Medium

None Complete

Complete| Complete

CVSS Temporal Score- 7.3

Exploitability

Remediation Level

Report Confidence

Proof-of-Concept

Official-Fix

Confirmed

Cisco WebEx WRF Player Stack Buffer Overflow Vulnerability
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CVSS Base Score- 9.3

Access
Vector

Access
Complexity

Confidentiality

Authentication
Impact

Integrity [|Availability
Impact || Impact

Network

Medium

None Complete

Complete|| Complete

CVSS Temporal Score- 7.3

Exploitability

Remediation Level

Report Confidence

Proof-of -Concept

Official-Fix

Confirmed




Cisco WebEx WRF Player JPEG DHT Index Memory Corruption
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Calculate the environmental scor e of

CVSS Base Score- 9.3

Access | Access | Authentication Confidentiality || Integrity [ Availability
Vector [ Complexity Impact Impact | Impact
Network [ Medium None Complete Complete|| Complete

CVSS Temporal Score- 7.3

Exploitability Remediation Level Report Confidence
Proof-of-Concept Official-Fix Confirmed
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