Cisco
|OS3, VFAfeaf 4,3, 83, ¢a@®a,raf’a, cafhaf@assras

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2013-
H igh 20130327-ike 1144

& @a...~é-<e—Y¥ : 2013-03-27 16:00

ae0eEg e ae-"ae—¥ . 2013-04-11 15:30

df @afa, afsasf 1.1: Find

CVS&4,14,%4,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco af @4a,° ID : CSCth81055

Y- 3@«a, a,«ef..a t3@ A€Qecte23Q«ad, a,<aZYe-13Q9REQZA...~ a1 A«
Al

&, 6@

Cisco

|OSE, Y58f+af "4, |3, 88, Ca@®a,nafa,  afnaf@affaf a,afva,” é,_é,1éf@é,§éf3§,§(IKE)ae©Véf1/zé QD «AQ IEQ:

§,-8,%5%€ J@"'de®e,Ta%+txrc8aQ«a %t |a@™4,3,%afaf"4,)4,83,Ca, caffaf—aftafnas a,afrasrasry

Q"3 ®3,Caf%oaf€a,na,q éfaé®_§€Qae—|ié0®éfa§f3é,_é,“é,§<;¢°éaéé0§é®050%50w§€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130327-ike

a8 1Y,820134 3as06 27— ¥a@ ®Cisco

10S3,%.af+af"a,|4a,83,¢3,»3,af¥afafta,£3,¢af%oaf@a,na,9afaf @afraftoaf«a...~é—3@«3@ IE€Q73»1
Security

Advisoryid@Ea@«3€3%43,E3€@ | 3€,3@%IQO™a€, GO™IQ'3Q | 3Q®3,Caf%oaf@a,na 95 5¢ a€QCi
10S&,%af+af"a,]a,83,ca@®e,Talh+tx€83@«a %at|i@—3@ | i@, 3€3%3@™a€,3€,Cisco
10S4,%2af+af"3,4a,83,¢a,»3,af¥afasta,£3,Caf%0af € a,0a8,94f 8@ «3@ €QIQ"IQ®,Caf%odf€a, a1
10S3,%.af+af"a,|4,83,¢af*afaf1a,'a@  a€@20133" 3" 3@ RIf@af af%odf«a... 16—« 3@ «3 @ «3@34a,C
10S3,%%af+af3,! 5,83,3@®¢,13%+x€83,'4; ®efi€@—a@YCisco
10S&,%af+af"a,!a,83,¢cafafafa,'a@Ee "e%%a9+3,Ei@ | 3@, @3%aQ9™aE,

AE<E€... 3@ ®A...~é—Afaf3, 4@ d€Q@x-ia@®AIfFAfE, a@®AEECisco Event Response:
Semiannual Cisco IOS Software Security Advisory Bundled


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130327-ike
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Publication3€@3€«3€,3,53@3%43Q™3E,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP_mar13.html

€023Y%" e£V2a" @

|KESf @afha, af8af*2(IKEv2)3, a,uaf@af1haf a€»a @Sa€ @IKEaf@afad, af8af 1(IKEv1)a, a%zic” a@™a,
10S3,%af-3f°4, ! 3,83,C3@®eO%aY"af@afa, Af8a a@®a,1afaf "3, | §,85,¢3,nafiaf143, 3, a®Ye|E3@—
[0Saftaf€a,nd,'a@«3€@ e,Td%tr€83@EI A dQ@—3Q@UIO™AE,

&, T/t e€85@®aQ,a,<e£%23" @

aftaf©4a,n3,'3€ Ee0%8:"af@aF%a, 3F535°5©®Cisco
10S3,%:35°35°4,'4,54,¢3, 40V —3€ | 59,3,E30 30059156, 2956

4 "3Q®e,T8%+2€83¢@ 3€@15.1GCIEQ15.1Ta€H9S53,"5€>15.1XBa€®Cisco
10S3,1,4f-35°3, ! 5,88,CaF2 5413, aF 3f 3,053 «312+6Y:3,48 73@ 3@ %IQ™EE, »-3€@®Cisco
10S4,af*af"3, ! 4,83, ¢Cafafarsa, af af-a, 0339 a%:+éY:3, 4@ —3€'39%43€>3,"3€,

8, 8,18, LY @A 8¢ haf@iO9—a@ | 3,3« Cisco I0S §,%%af-af"a,!4,83,¢

afrafeasiaga,'a, o’ @I PMa I @«3Q aEQ@aftafea na,'a@«afs,ca naffa@9—aie | show

version &,3afZaf3af %04, dvx; A LA | a€@a,-a,'aFtaf

af©afSafa, e ¢u*aQP—aO%ae™aE, "Internetwork Operating System Software"4£€"Cisco

I0S Software" 5€,3,«3€,3€9 3€"3,E3,%03@«Ei2a%%a@™a,3,-3,'aftaf

3fQarSafha€«3, 3Q@£f3@ | aftarea,na, 398 Cisco I0S

a,%2af+af"a,)3,83,Ca@EC haf@PIO—3€ |39,3,<30"3€ 3,((°°QPIOPBIQPQIONIG™E,
dQQPIORINES, @I@«a,nafiaf1d, Q9 @IQEx-31IQPRE-"3Q«e| (n°i@3, Ei€QcY35€,5© |
"Version" 3@ Cisco IOS a,%.af-af"a, a,"a,¢

afeafeasad,' a @@ 3@ Ee| (ri@a, EF@AIQ9™AEE, a»-39®35, 3,3,

3ftaf€3,03,'3¢83€ 3€@show version

8,%8f78f3af %A@ EA"de " 3P —AQ3 P« AQL£AHYA,SACHI"YaQBAI A3 Q ER; " ¢r°a 3, EIQYS
25O ®&%4a€¢ 3E@Cisco

10S3,%af-af°4, ! 8,83,¢afaf2a%3,"15.0(1)M13,'a®VYe|F3@—3€ 4,033, af af14af«3€+3,FiQ | 3@
UNIVERSALKO-M3€@83€,3,<3,-3,'3,°e£123" €38, (r°i@—3€@ | 3€,3 @43 Q™3E,

<#root>

Router>

show ver si on


http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_mar13.html

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed 02-Dec-09 17:17 by prod_rel_team

l--- output truncated

Cisco

|OS3, Vo8f+af "4, '8, 83, Cafeafaf 18, 5@ ®E VAP 98| @a%0ta@®;158S &f...8 +3@ 3€Q@r-j3@®URLAC
Paper: Cisco I0S and NX-OS Software Reference

GUided€©3,'3€9,¢..83090—3€ | 3QQIQ 303935,
http://www.cisco.com/web/about/security/intelligence/ios-ref.html .

Cisco
|OS4, Y2af«af "4, |4, 84, ¢€1f0§.f%5,,5.f§§.f350CEIKEv 23,/a,paf@afhaf a@—a@ | ao,q

Cisco

|0S3, YA8f+3f "5, 15,88, ¢a@ 83 € 3€@3a,%%afaf"a, 3,83, caf@afsa, af8afr15.1(1)Ta@8a €6F 3@ ®af—af
show subsys | include ikev23€, 81°8Sa€ « ikev2

Librarya€ E3 @ «3 @33, E3€@ | 3,33 3@ 3€@aftaf@a, na,'a€@ IKEV23, 3, paf@afhaf a@—a@ |3
ikev2

Librarya€ E3 @ «3 @33, Ei@ | 3€,39%5€,3 a@ 3€Qaftafea,na,'a€@ IKEv23, 3 paf@afhaf a€@—

<#root>

ISR2900#show subsys | include ikev2

i kev2 Li brary 1. 000. 001

ikev2_cli_registry Registry 1.000.001
ISR2900#

2 AQPRIMNAIPBIQ A€QISTafQa s, 3@ IKEV2E, '3, paf@afhaf i@—ai@  3€,3@%hié»3,"a€,

CISC02821#show subsys | include ikev2
ikev2_cli_registry Registry 1.000.001
CISC02821#


http://www.cisco.com/web/about/security/intelligence/ios-ref.html

aftaf€a,na,'a@EIKEVI¢" @« " a®3ae+a,Ea® 86,3, Q09 TaH <A, ¢
IKEV1E,' 80" 8@ ™35,eOYef3€ dnsa°a9,8,55€Qx-aQ®3, a9 13394 af@afhaf@aft

* LANé&" VPN

o afeafcafvaf a¢a &a»a1t VPNIYASSSL VPN &' é™ode €1%%0
» Dynamic Multipoint VPNi%2' DMV PN1%/4%o

» Group Domain of Interpretation(GDOI)

dftaf€a,na,'a@EIKEVI¢" @« AR5 4, i@ | 8,3, 3 9«3 QO0IQTIQ A, 2 QPIH™F, A QP «i

. ABYeEA 5@ B®IfLaf@a, 13,3 @SIKEaf@aflhaf a@Eé-39,3€ | 3,3, 3@ 3QO0IQPTaH <, ¢
- AftAf€a,03,¢ 4@33Q«IKEV120Yef3Q Fi@«i@¥i, Fi@ 36,339 3QO0IQPTIHA, (o8
ARY&(E4 4@ P®aFIafO 4,04, 'aQSIKEAfFQafhaf a@EE-<3€9,3€ 39,358,309« 3903913920 ®
dftaf€a,na,'aQ@«IKEdQ@Ee a®359+3, i€ | 56,3, 3Q903Q 1303, '(C°° QO™ I P«IQ aE:
udp
CLI5,%8f 2838 %08, ™0 EAQ ™3« Q"3 "3, 395483, 93O —a 9% Q™a€ aftaf@a,na,'a@8UDPAS

E8QP®aIIP8IQ IEQIPVAIO%IQPYIQ [PV6IQRIQP, 333, Ea@d, 4% (" 3@—a€  GEQUDP

Router#show udp

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 --listen-- --any-- 1975 © 0 1000001 0@
17 --listen-- 192.168.100.1 500 ©0 0 1001011 @
17(v6) --listen-- FD8O@::1 500 0 0 1020011 O
17 --listen-- 192.168.100.1 4500 ©0 0 1001011 @
17(v6) --listen-- FD8O@::1 4500 ©0 0 1020011 O
Router#

Aft4f€a,nd,"@" A®33@«IKEV1eOYesf 39 EdQ«aQ%i,EQ | 36,5,<39«A0039 1394, ¢(o@?

Cisco

|OSAftaf €3,03,'a@®e " AR5 @«L, Ta%+x€83 @ Ei€,5,«3 @« 3 QO0IQPT139E,'d ue-G9™35,<3Q«3@
show run | include crypto map|tunnel protection ipsecicrypto gdoi enable

moded, 3af 7af38f %od,’ o C" AP —3 @ NIGP™IE, 39" 3O B®E 23738 %03 @ ®E1°8S 3@« tunnel

protection ipseca@%3@Y3€  crypto

gdoiZ@ R, 3933, Ed@«3 @ Ea@«a @3, Ei@ 3,33 3@ 3€Qaftaf@a,ra,'a@«3€@ IKEE a®S
crypto mapi@ Ed @ «3@3%a, E3@ | 3€,5,<3 3@ 3@ a€@a, affaf—af afzaffaf—a€ & ipsec-
isakmpa@ 3@ —3€@ | & AR5 +3, 3@ | 39,35, 39" "3 3,((°°QIP—3QAIQP™NAE,2dQPBRAYEE

<#root>



router#
show run | include crypto map|tunnel protection ipsec|crypto gdo

crypto map CM 100 ipsec-isakmp
crypto map CM
router#

&, TaYrac€ss,’ 49 «a,"898389,39%36,,30"39 3G ECC°R* QIO 3, EIHYELLI"O

IKEV23,' 8 fif @afhaf a@™a, «c©%aY:"af @afa, afsaffa@®Cisco
10S4,%af-af"3a,!5,83,¢5,4RYe|E3Q—3@ | 5€,3,<5,-3,'3,°3f1af@ 3,135,539 G€QIKEVI 3@ EL " a®35¢

2 8@ Pf13"93€ IKEV13€@ IKEV23Q®4 je-'3,3,uaf @A kIf 3@ —3€ | 3955,55€9369"369®8,

 Cisco ASR 50008, -af %af /-8, °a, 1af Caf aaf «a, »af «8,2af V-8f 8,14, 88 a

 Cisco Access Service Network(ASN)&, 2af-af 4,18, 84, a

« Cisco ePDGiY4 ASR50004, SiY/%o

« SAMI&f™AfY3, 5@ ®aSf a,nafudf-3,'a,»3,af¥afafta £3a,2afuaf a, | 4,83,2(WSG)a€,
« Cisco NX-OS & Yaf+af 5,4, 84, ¢

« Cisco ASA & V4afaf 44,83, ¢

» Cisco AnyConnect

» Cisco CGR 1000&f «af¥4a, ¢,

3@ ®3,3,'3,3ef 13" 939 «319539, 5@ | FEQIQ"TOP®A, Caf%0af 3,13, 035 Q®AV+EY: 3, aQ—3
0%

Cisco
|OSE, Y58f+8f "3, |5, 88, Ca@p«3€@p €@ °@e 1%hi@-3,Ei@ 39,393, afCafhif a@Rx"»x'fet...5¢d

GQ"3Q®e,TaV+e€83@ a€Qe0©?3Y:"3,%5afaf"3,|3,838,Ca€«3,"a IKEASF3, +taffaf d@®xenmce i@ ES
aftaf€4a,n3,'a@EQ"3@®e,TaV+e€83€«3, 3 QL@ | 8,92xL3"OC¢" 3043, E5@ | 39,3, 3939039

Crypto |KE Disaflafv.a, 1a@8af@affaf-a,jaffafa, a,'cn°a@—a€@ Crypto
|Ka@8afafha, a@-a, 3@ 3,3, af@affafd,id, crPa@—a@Ahi@P™a€,x-d@QPRINIQP QP IQP"IO

<#root>

Router#show buffer leak



Header DataArea Pool Size Link Enc Flags Input Output User

49AB48C0@ 3F405384 Small 0 0 0 0 None None Init
49ABB8DC 3F4072C4 Middl 419 7 1 80 Gio/o None Crypto IK
49ABBD58 3F407604 Middl 419 7 1 80 Gio/o None Crypto IK
49ABC1D4 3F407944 Middl 419 7 1 80 Gio/o None Crypto IK
49ABC650 3F407C84 Middl 419 7 1 80 Gio/o None Crypto IK
Router#show buffer leak resource user

Resource User: Init count: 21

Resource User: Crypto IKE Dis count: 100

Resource User: EEM ED Syslog count: 10

Resource User: IP ARP Adjacen count: 1

af@affaf af afnua, 3€83,C3, aft3,£af-3€%5 @2£A O dQECV(YIQP—I@ | 39,5,3 839 39 FE
Crypto IKE
Disa@®3,«3, | aF3f 3@ ESC—3S 3@ —3Q%IO™IE, 39"39®,13%+2€83€ €QIPVAIOKIOYIO |

d@"a@®e,TaV+x€83€ 3€@Cisco Bug ID CSCth81055(

C™M»&E2Af 1af V4, 8°,¢" )a@ a9 —a €@ | 2T, AE-3@+3, EGEQCommon Vulnerabilities and
Exposures(CVE)IDd@ "a€©@—3a€ | CVE-2013-

11445 E&3%0%5,5372"5€ | 8,%03, F3@ | 56,3 ©@ %3O ™EE,

D76 éC-
39"3O®e,13%+r€EI OGO €PR|FO®E Y5, «af5,°5f 3@ E5€,5,550%IO™3E,
Embedded Event Manager (EEM)

@, T8V 85@®a@,a,«Cisco I0Saftaf€a,na,'a¢83€ a€€@Tool Command
Language(TcI)é@«éWéQ)ééQQCisco I0S Embedded Event
Manager(EEM)af@afa,-afa, 'ali¢" d@—a@ | 3€@IQ"3@®e,TaV%+r€85 9«3, 3QLIQ | A @ Qe
IOSé.fiéfQé,ﬁé,1é,gé0®é©251/2“éf—éf§,»§,1é@@éfiéfCéfaé,’QEé -3@33QQIQA%4IO™aE,Cisco


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCth81055
https://sec.cloudapps.cisco.comRPF/register/register.do

IOS
EEM3@Ei@"3@®e,Taltr€83@RA @rLA"OC" dQPRIAQ &f1re€83, ereifaQ9™i 3@ A€QIfQAS
https.//supportforums.cisco.com/docsDOC-303004€ ®a€ECisco Beyond: Embedded Event

Manager (EEM) Scripting

Communitya€@a€<3,%0af€3, | afafaf1haf%oa @83 @ @A @i P™a€, x-jaQ«3€Qaftaf@a,na,'a@®e”

event manager environment EEM_MEM_LEAK_INTERVAL 20
event manager environment EEM_MEM_LEAK_MAX_RUNTIME 5
event manager environment EEM_IKE_BUFF_INCR_THRES 3
event manager environment EEM_FREE_MEMORY_THRES 70
event manager directory user policy "flash:/"

event manager policy eem_ike_mem_leak.tcl

aRxfx a@¢a,2afaf " a, | a,8a,¢

8 58f+3f 4,4, 83, A ®3F, CAffaf—3&,°af~af 143 %03, enced 739 ™35 ,<4 ‘4@ 3 €@ http://www.cisco.comc
5@®43,-3,'a,> 3,»3,af¥af5ft4.F

8,.Caf%0af@8,03 (3 3€Q 8 0eC"a€ QIO S, Q3 EESCYYIQ B, CAf1AE, «8,05f-5, AEQINCECIIEO®4, LA
a,%af*af¥afa, af8af’a,/cC°’Qi0—3@ | i QOVIQ 330,35,

50,3033, QR 3973, 3€Q3,Caffaf—3,°af-3f 1435 %03 @™5,<af15f 3,03, 3@« @ @3 Ta@2af;a5¢3
Technical Assistance
Centeri%a"TACi%%03, 3 @—3 @ @3€@ AY'(,i@—ai@ | é0,,é,<é.fi§.f3§ﬁ'§f§éf3a,1af—§f§f0§,0§f€éf%50<

Cisco |OS & WAAfaf 4, '3, 83, ¢

&-ja@®Cisco 10S3,%2af+af"a, | 4,83, caftafuhaf-af«a@®a,ejEa€@ d€€@Cisco
10S3,%af+af"a,|4a,83,Caf"af-~3,paf?a@«a 3%43;0dQ—3@ | 3,3 Q%I ™AE %' ARSIQRAS af-3,0af 8
Fixed

Release]a™—a@«&j ¢u°d@ -3, E3@3%4a@™a€,20138" 32" 3@ ®AFQaf af%0af«a...~ -2 @« @P«a @A
10S3,%af+af"a,!4a,83,¢3,»3,af¥afafta,£3,¢af%0af@4a,2a,9afaf @affaf%odf«a...~é—«a@«a @ «3 €343, E3

Cisco 10S Software Checkerd,’ dv4:¢" 4@ ™3,<3€ A€ c%o0'a®33@®Cisco
10S3,%.af+af"a,|a,83,Caf*afafaa,'a@«a 34a;ed@™a,a,-a,"'a,a,»a,af¥afrasta,£3,caf%oaf@a,na, 9asa,
Security(SIO)af@af'sa,;af«a@83"O¢" " d Q@RI QP @I QPHIQP™AIE,

afia, . af£afvaafeafeafya,’
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Affected 12.0-Based Releases First Fixed ReleaseiVs 4, @afi€p+a, Ea@Yr €l  ©ao®afa

Affected 12.2-Based Releases First Fixed ReleaseiVs 4, @afi€p+a, Ea@Yrwe€d  ©ao®af3
Affected 12.3-Based Releases First Fixed ReleaseiVs 4, @afi€p+a, Ea@Yr €l  ©a&®afa
Affected 12.4-Based Releases First Fixed ReleaseiVs 6;®aeLi€+a, Ea@Yr €~ @aQ®afs

a+eY 4, a@—ae'd,« 15.0

RS GR First Fixed ReleaseiVs 4;,@acfa€p+a, Ed QYR e€d @aQ®aSF3
afvafa,'ae@®affarasaa,’ ‘8

a+EY 4, d@—ae'a,« 15.1

SFVE %5, 150 ®AFAFEFYS," First Fixed Releaseiv/i 4;®aeta€ +a, Ea @ Vo€ 959 @33
4d, 4d,

15.1EY &, t&/rtoE8a@°3 @ —
15.1GC 15.1(4)GC

15.1M 8, T&Y/aae£85Q 5 @ —
15.1IMR 8, T&/st £S5 @ —
15.1 MRA 8, T8Y/st £S5 @ —
15.1S 8, T8/at £S5 @ —

Cisco |0S XEaftaf 43,03, 114S3€ECisco 10S
XE& Yoafeaf 4 4 85 ¢a@®3,caf™a, nafOaf'af*aftd £5€€a8,'3€,C...88 @ —:

15.1SG &, T&/r-aeL559°3 @ —
Cisco |10S XEaf1af 4,13, "11483€ECisco |0S
XE& Yoafeaf 4 13 83 ¢a@®3,caf™a, nafOaf"'af*aftd,£5€€48,'3€,C...88 @ —:

15.1SNG &, t&/aec859 3 @ —

15.1SNH 8, T&Y/sta£85Q° 5 @ —

15.1SNI 8, t&/ L8593 @ —

15.1SVA 8, T&/ L8593 @ —

15.1SVC 8, T&/a £S5 @ —

15.1SY 8, T8/at £S5 @ —

15.1T 15.1(3)T

15.1XB &, T&Vs+aE85€p,3,55€,000€8" Q3@ ®E; PRI Q AfA[AfVA15.1T

ay+éY (A, a@—ae'a,« 15.2

First Fixed ReleaseiVs 8;®@eLi€*a, EaQYrwe€d  @aQ®afs
afvafra,'a@®afafasaa, Ta;QxEaQ o L




ay+éY ¢4, a@—ae'a,« 15.3

First Fixed ReleaseiVs a;,@aeLa€p+a, Ed QYR e€d" @aO®af 3
afMafnad,'a@@afafrassa,’ 28 © o ©3o

* Cisco

76003, -3f %5 V.8, af «8f Va8, (AP ®A ‘3@ 3€920133" 32" 3@ ®If@af af%0af«a... ~é— 3@ «d @ «3 @343, ES
Security Advisoriesd@®ax0e€d" @i@®a;Prfe, d@ af°afafi,'a€ a€@Cisco

10S&,%af+af"a, 4,83, ¢cafafasa, 15.1(3)S5a@8a@™a€,Cisco
72005€53,"53€373003, 325143, °3f«a3f143,; 3@®3 ‘3@ 3€€©20133" 32" 5@ ®If @338 %0af«d...~é~3
10S&,%af+af"a, | a,83,¢afafaf%a,"15.1(3)S5a3 @83 @ ™a€,59"a, 3@ a€€20133" 42w " 152—¥a@«a

Cisco |0OS XE & 144faf 4, 4, 84, ¢

Cisco 10S
XE& Yaf+af 4, |a 88 ¢30_§€Q§Q"§Q®§,Cé.f%oé.f@é,ﬁé,ﬂ§.fa§Q§éa-'o‘EN2§0'§,CE§Q 1 3€,a,<e,TalatrE€s

Cisco |OS XR & Y4ifeaf 4, 14, 84, ¢

Cisco 10S
XR3 VoAf4f 5,15, 83, ¢5@ €@3Q"aQ®3,Caf%oaf€a,na, éfaéo§éa—-ae~250-é,CEéé ' 3€,3,<¢, Talatar€s

ébﬁafé'\@g""é%é%(éﬁ"é,,.-lé1AQ§TM°éi o
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