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dhcpd

stated 3af Zaf3af %ed, d/og i@ —a €@ | 3@ Q@ VIO 3, 13913Q®3,1afE,;af144f5,85,18,'3€0
ASAQ3,%af+af 3, 3,8a4,(a,'¢cx°3@—3€ |3, @HIO™

ciscoasa# show dhcpd state
Context Configured as DHCP Server
Interface inside, Configured for DHCP SERVER
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ASAZ VsAf+af 4, 14 83 ¢a@SDHCPAfaf-afhaeOYef 3@ Faree%idS 49«39 3 QL3 | 5€,5,593OC
dhcprelay

stated, 3af zaf3af %od,’ d/C" "a@—a€ | AEQDHCPAfaf-afha@ES,ca, afts £af-3€83€,3,«39"3€ 3,
ASAQ3,%af+af"a,a,83,(3,'¢cr°d@—a@ | 3@,d Q%I ™E,

ciscoasa# show dhcprelay state

Context Configured as DHCP Relay

Interface outside, Configured for DHCP RELAY SERVER
Interface inside, Configured for DHCP RELAY
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2. RADIUSA€S3," 39> TACACS+&2 @& " haf@afFAf-aF33, I4SAAAS, PafLIf @3 @ EFE QL@ i, e
3. RADIUSA9 %39 Y3€ LDAP3€@«3, 3 <Active Directoryaf'a,'af afhaf%oc®ic@TaE,
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ciscoasa# show running-config webvpn
webvpn
enable outside
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ASAZ Ysaf-af 4,18, 85, Ca@8afafCaf1haf AAAS, Lafhaf@ i@« %hI@—a@ | af affaf@af«a, caf«afaaf-
running-config tunnel-group <tg_name> general-

attributesd, 3af Zaf3af %08’ a4’ a€p—a € | a€ @ authentication-server-

groupa@ Eafeafcafiaaf AAAS, pafhaf@a@«d %hIQP—i€@ | e°@e %a, e|EiQPT3, i@ Ti@«e ARSIH"
ASA3,%af+af 3, a,83,Ca,'¢r°a@—3@ | 3©,a QAP ™AE,

ciscoasa#show running-config tunnel-group WebVPN general-attributes
tunnel-group WebVPN general-attributes
authentication-server-group RSA

C%olaR3AQP ®AAASL, afLIf QA @« QOIQBAAAISF—Afaf 8, af«a@EaVi¢" 3@+3,EIQ | 3€,3,<39<3
aaa-server <server-tag>a 3afzaf3af%d,’ 8¢ a@P—a@HAQ™AE,aY2 ("3, a@BOAAAISF—AS-

af aj’af«a€@ a€@[Server Group]

FPB®A 3@« (r°i@d, EIQPNUIQO™EE,x-dQPBRINIQ FEQAAAIF—EfAf 3,°5f«3€ a@—3€¢ RSA
SecurID(SDI)3, 8% ¢" 3@ —a€ | 3€,3,<3€93,:3,°RAGP Ei»" 3,3 @ YAAAL, LEf1hAf @3, (o3 @ —3€

<#root>

ciscoasa# show aaa-server RSA
Server Group: RSA

Server Protocol: sdi

a3 1Y8SSL
VPNA@ af1af3 Oaf«af 4@83€ 202%0dS'3@«3Q QL3O 3€,30%36>3,"3€,3f 3 aF@af«a,°af«

S|P3, oaf34, 1A, 3, -AfSALAfiAf 1A £4, ¢4, CAf fAf—AfTAfvAf A «3© 559 a,<D0Se, Taat €S

Cisco ASAG Yafeaf 4, 14 85, ¢a€@ a€@Session Initiation
Protocol(SIP)3,naf33, 5533, 4, af833€ Ere%0dS'd€8 3@ €39 "3Q®8, Ta%trE85Q®EV21é
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show service-policy inspect
SIpA, 38f 28 38f %od,’ &/oC" Ap—a @AY ™IE, 2 -dQPBRIIIQY F€QSIPA,rAfE,af3a, §,-af8a 3@ Exr
ASAQ3,%af+af 4, a,83,(3,'¢cr°a@—a@ | 3@,a Q%I ™AE,

ciscoasa# show service-policy | include sip
Inspect: sip , packet 67, drop @, reset-drop 0

o /&S| P4, oAf34, 14f&8, B, A SAf3ae0Y & VA@ affaf-3,0af«af 39 8e0e%0dS' 49 «I9*IQLIQ 1 59,5€
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Cisco
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DCERPCH, 0af33, 1414, 3, -4 §af34€ Eee%0dS' 4@ «3 Q3@ L3€ | 36,3, 393 QO0IQ T3, (2@ a4
show service-policy | include

dcer pca, 3af Z8f38f %od,’ d/oC" Ap—a @ AP ™IE, 2-iG QP B®III€ G€Q@DCERPCE,nafE,"afsa, &,-af8af
ASAQ3,%2af+af 3, a,83,Ca,'¢r°a@—3@ | 3©,a QAP ™MAE,

ciscoasa# show service-policy | include dcerpc
Inspect: dcerpc, packet @, drop @, reset-drop @

o I/&DCERPCA, 0af34, 4 4, 3, -4f 88°8@ 3f1af5,05f«3f 59550 20e%03S' 39«3 P 5QLiQ 59,
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ciscoasa#show version | include Version
Cisco Adaptive Security Appliance Software Version 8.4(1)

Device Manager Version 6.4(1)

Cisco Adaptive Security Device
Manager(ASDM)3,’ a4 a@p— 50 f1af@3a,13,'3, (RO TIO—3€ 50,3, 3QSEB®CRE" 3 IEQAS:
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DHCPAf af¢af2a%028, SaY4" 5@ | 4@ ®DoSe,, talatae€s

DHCP 4@ 3@ 3€@3,uaf-3f@affaf 5f23,'3, 8> 50 930® IP

5,C3f%03f3, 5E @ aftafa,0af«af" 325f%af 5, 5,53, n5€@DNS &,uaf%3f@S€QWINS

5,uafh3f@5® IP

8,C3f%03f~3,' 5959 0aO®e " ®IAFAFOFaf145,¢3, 0128 (3, 59 «ahH3, 3 5@ «i» 8 739™3, A O V3, &

Cisco

ASAS Yoifeaf 4,14 85 ¢5@ a€@Q@DHCPA,naf4ifQI@%a@Ya@ DHCPE, 3f04,03,Caffaf 3@ 3@ —3@ |
ASASQ@ES,pafhif@ae@ a@—ai@ | dcadlei@—a3@ | 3€,3,d 3@ 3€@Cisco
ASAG,Y»af+a3f"a,!4,83,C3€9 DHCP3, af03,n3,Caffaf a@«af@affaf af afna, & a®3afafoafiafud,a,c
Dynamic Host Configuration

Protocol (DHCP)3, if Y4f © 2 OVef:3 @ ®ABVEE.. 59«39 3L Qe %ie 3, E30 ' 56,59750,3Fa5¢3

VP "aP®e, TaVi+R€E5@ IEPLEIE QLA 3fOASf 3, £5ffE, 5@ 0% 3),"af1af 5,13, 4®> 3@ | 3

4@ "3@®e,TaV+x€85¢ €@ Cisco Bug ID CSCtw84068(

CTM»&E2Af 1af VA8, 18°,¢" )a@ a9 —a€ | 2T, dE-3@+3, EaEQCommon Vulnerabilities and
Exposures(CVE)IDad€@ "a@—a€ | CVE-2012-

4643539 E&%0%8,5312"3€) | 8,%03, E3@ | 3,3 Q%I ™EE,
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Cisco ASA3 VoAf+af "4, 14, 84 CA@«3@ 2¢  ®éj23@®SSL

VPN @ E3@«a@%a,E3Q  8€,39%IH™ESSL
VPN3@ 3€@a%@x¥af s, hafhd, 3@ 3@®afafCafkaf s, ca, a,»3,'¢" d@®afta, afZafa, afhi@83€

* & af©a na, ¢afaf af~a,*SsL
VPNa@ 3€@Webaf-afO©3,|a,93€ “Javad affaf@afuaf@af’af a, ana@—a@ | 3€@&»a@afiafy
» AnyConnect SSL VPN Client&€,

afeaf cafyaf a
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VPN'I'%Aé,_éf©é,0§,Céf3éféf—|é,1é@gé,AéQE‘AnyCon necti’%%oeOYefLi@®e* Qe hiEHPe +3@ €3
challenge-

responsed@Ea;..L | @393 39 39 «IFE€QI83 ! ™MIQ«C 4 YI@ 3, EIQYL @& 1 cec’a@P®rroed Y
VPNC" 5«2~ 3R55€+3, EFQYASAIOEL @8 %43, 00 5€,5,30" 30 3693, 5,53€ 959" 50®8, T4Vt

5Q"a@®e,T4%+0€83@ €3, af0O3,n3,¢afaf af-3,"SSL VPNI@ %439 Ya€ AnyConnect SSL
VPNC" " 3€«@ " 3®33€+3, E3€YCisco

ASASZ, 1535 af°3,! 3,83, C3@«aV+EY; 3@ —3@%UIQ™EE IPsec VPNA,paf143f@IEQIPSEC/L2TP
VPNE,pafhaf @€ @a9%43@Yae IKEV2

AnyConnectd,pafaf@a€@ 30—, & A®33€+3,E3@YCisco

ASA3,»a5°35°3,13,85,C3€ a%:+EY:3,89—3€@'3a93%3€>3,"3€,

& YHQP"aQP®e, 13/ +aE85@P®I @RLA"OC" 3@ «aVi (" dQ8IQ @5, AQPRIQP I€QLO’ 3N "aftaf@a,r
ASAS, 333,135,835, 3@ «GQRIQAV2+EY; 3Q—3QAUIQP™IE,5Q"aQ®L,Ta%+2E5@Q FEQIPVAES

4@ "a@®e,Ta%+x€83€ a€@Cisco Bug ID CSCtz04566(

C™M»&2Af 18f V4, 8°,¢" 4@  d@—a€ | 2T AE-3@+3, EGEQCommon Vulnerabilities and
Exposures(CVE)IDa€@ "a@—a€  CVE-2012-

46593 € E3%0%3,53%:"3€ | 3,%03, E3@ | 59,39 %IQ™AE,

S|P3, oaf34, 1A, 3, -AfSASASiAf 18 £4, ¢4, CAf fAf—AfTAfvAf 49«39 5593,<D0SR, & Vst €S

Internet Engineering Task

ForceiVs |ETFiV»8, caf3a, Afvaf @affaf aS€ei c%o'a ¥e?; 2Y»38"8"41431% %03 € «3," 3@ L3 | A®35cH05F€
Initiation

Protocolila"SIPiaa,»affa, af8afé-«a8af—afaf a,2af«i1%%oa, 'V ¢" d@™a 3@ " a€ @3, afhaf«at | c@t
Description

Protocol (SDP)3€ "é€£x @ 3@ —a@3%4a@™a€,SDPa@ afiafta £3,¢3,'af af'afuaf 3@ ®af@afuas a, aeC
ASAZ,13faf°3,15,83,C3€@ 3€@A&°,¢" a@®SIPS,nafs,'3f33,”4,-af8aF%3, " 3F°3, 48, a» 3 @ —a@Yafiaft:
Cisco

ASA3 YHaf-af 4, 15, 85 ¢A€@®SIPA,naf33,"af3a, &,-af8afa, afa,,ar%a,2afhaf%a@«3€@ &,1al%+xe€83@Ea
/S "aP B8, TaVh+aL55@ i @ 2L OC" 3@ «d% (" 398IQ QI IQOPIY IEQEE36HZAf 3fOA
af-afoaf-a,£affa, a€ " IPv6

3f afOaf-a,£3ffa, a€8af a8, ~afha€+3, (a3 @ efl,x€839E5€,3,539%UIQ™IE,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtz04566
https://sec.cloudapps.cisco.comRPF/register/register.do

G "3@®e,Ta%+r€85€¢ €@ Cisco Bug ID CSCtr63728(

C™M»&2Af 1af VA, 18°,¢" )a@ a9 —a€@ | -t AE-3@ 3, EGE@Common Vulnerabilities and
Exposures(CVE)IDad€@ "d@—a€  CVE-2012-

46603 € E3%0%3,53%:"3€ | 3,%03, E3@ | 5€,39 %I ™AE,

DCERPCA, udf34, 1458, 3, -AfSaf°af @ affafa,ia,2afhaf @ af%afafaf i & ®e, talte€s

DCERPC&@ 3€@Microsofti@®3& " tae£3, 4f0&,05,CaFPaf 353, 3€%3, uafkaf@a,¢af—afa,+af1a, a

DCERPCA, néif 38, 1858, 3, -4f54f%4, 4%, 359 «3@ 369 9o %13, ' 59,39°5,3Rafcaruara

B TVEO"EO R, TaVtaEsiO B3 @ELS O 39 «dic" 3955903 GOPIO FEHEELEQLF 3fO
5f 3f©af+5,£5f5, 3@ IPV6
5F 3fO&53,£a5F8, @ 8aF a5, ~af %35, E5, 3@ efhe€sioEid,35,559%aQ™aE,

G "3@®e,Ta%+r€85€¢ €@ Cisco Bug ID CSCtr21359(

C™M»E&2Af 1af V4, 18°,¢" 4@ a9 —a€ | -t AE-3@+3, EGEQCommon Vulnerabilities and
Exposures(CVE)IDad@ "ad@—a€  CVE-2012-

46613€ E3%0%3,53%:"5€ | 3,%03, E3@ | 5€,39 %I ™AE,

DCERPCA, 0af34, 14, 3, -Af8Afa€ «6-Ca@™E,<DoSe,, taVate€s

DCERPCA, nf38, 148, 3, -4 54f%4, "4f%,  4f %@ «3@ 23@ui@®e,13%+>c53 E39,5,55€ 0 @ i@+
o /59”3, EA, Yood @@, TA/t aES5O ®E QXL OC" 39« 5PEIQ VI IORIQ IEPEE P

a€"a,(E3,%03@®e,Ta%+x€83€ a€@Cisco Bug ID CSCtr21376(

CTM»EE2Af \af VA, 18°, ¢ ) a€pSa, "3 € CSCtr21346(

C™M»E&2Af 1afVa, 8, ¢ )a@ A9 —a@ | 2T, AE-3 @3, EGEQCommon Vulnerabilities and
Exposures(CVE)IDa€@ "a@—a€ | CVE-201 2-46623€53,"3€>CVE-2012-

46633@E33€ 3Q9—3€@ | 23%0°39 3, E3@ | 3€,39%H3Q™

H76€p¢C-


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr63728
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr21359
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr21376
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr21346
https://sec.cloudapps.cisco.comRPF/register/register.do

@2 jaQ®3,»3, 3,383 3@83@ I€QIQ"IO®A, »3,af¥afaf13,£3,CaF%0af 3,135,933« "2%%03 "
DHCPAfjaf taf2a%0%a, Savs' 53¢ | d@®DoSe, talatae€s

DHCP3, fif V4 93 53," 39 °DHCPafaf~af%ae0Yef)3,C, i85 3@ «3@ ™3, E»¥an-39«I€ Q39 59 ®8, T3

SSL VPN&@ & %39 ®DoSe,, &t €S

59 3@ ®L, 13%+e€83, e yaQ™E D76 Q-39 3€9,3,550%3 €3, 3¢,

S|P3, nafes, 454, 3, -Af SAf°af |Af 14, £5, 04, CAf fAf—af tAfVAf 8@ «a9536'a,<D0oSe, TaVstae€s

S|P3, 08f34, 14, 3, -Af 885, ¢, i858 «3O™I 3@ " I€ QIO T OB, 18Vite€saQ Ebr e 35, EFQHA

&3Q®3,’3f2afaf%oa € a€@aftaf-3,0af«af" a@8e a®s@+3,E3@ | 3€,3,<SIP3,nafa,'afsa, a,-af83

ciscoasa(config)# policy-map global_policy
ciscoasa(config-pmap)# class inspection_default
ciscoasa(config-pmap-c)# no inspect sip

DCERPC3,0af33,14f %5, 5, -af8afaf @affafa,ja,"afnaf@afnaf-afafna&®e, talte€sa€ "DCERPC

DCERPCA, 0dif 4, 1458, 3, -4f831%8,’ ¢, i8S 1@ «3 @ ™3, i» ¥an-3 Q9«39 39"5, 3, %03 @B, 4Vt 2 €53, e» V5

a,®acfxa@¢a,2afaf " q,,4,8a,¢

5, V5Af+af 4,5, 84, CA@ ®3, CAffaf—3a,°af~af 143 %03, enced 3@ ™34 ‘3@ 3@ €@ http://www.cisco.comc
d@® Cisco Security Advisories and Responses

8,Caf%a,«3,naf-4,,a%EcYSa @ ®4,Caf%0af@4,03,94f°5,3@.C..88 @ —3@ | 4€E@a%UAR’E,'4Q—3@'5,<4
a,),afaf¥afa, af8af’a,c(°* Qi@ —i0 | QO VIO 30 30,3,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%o3@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi¥%%od, i @—3 @ @3€ A¥'(C,i@—i® | é@,,é,éfiéa‘s‘éﬁéﬁéﬁéﬂé.f—éféf@é,néﬁéf%éoe


http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

DHCPAfi&f ¢af28%028, S4%4 4@ | 49 ®D0Se,, T4Vt €s

<48 afia, af£afva| First Fixed
6, TavataeEs e o . R
afeafeafya,! | ReleaseiVa 8;®@aeLa@+a, E@Yr0e€a  «
7.0 7.21Y4°5.81Y%0
7.1 7.21Y4°5.81Y%0
7.2 7.21Y4°5.81Y%0
8.0 8.01Y4"5.281Y%0
. 8.1 8.11Y4" 2.561Y%0
DHCPAfaf ¢af28%o025, Savs“ 4€p | a@®DoSe, Talatae€s
e o1/
36" CSCtwR4068 8.2 8.21Y4°5.271Y/%6o
8.3 8.31V4 2.311Y%0
8.4 8.41Y/4 3.101YD%60
85 8.51Y/4 1.91Y4%0
8.6 8.61%/4 1.51Y4%0

SSL VPN&@e " %ha@®DoSe, Talatae€s

L 12 afia, af£afvu| First Fixed
e, TaVa-aeEs e A £ g e o e on ~ am o g
aféafeafysa,* | ReleaseiVa 8;Raka@p+a, Ed@Yre€a @AQP®af afr asla:
7.0 Not affected
71 Not affected
7.2 Not affected
8.0 Not affected
SSL 8.1 Not affected
VPN&@e 43@®DoSe, talatae€s 8.2 8.2iY:°5.30iY %o
a€" CSCtz04566 o
8.3 8.31V4 2.341Y/ D60
84 Not affected
85 Not affected
8.6 Not affected

S|P3, oaf4, 1af S8, 3, -AfSA[AfiAf 15, £4, ¢4, CAf fAf—Af tAfvAf @ «3©559'3,<D0Se, 1aVit €S



. 4o afia, af£afva| First Fixed

e, Tal/+aeE8 19,4 = e
afeafeafysa,! | Releaseiva
7.0 Not affecte
7.1 Not affecte
7.2 Not affecte
8.0 Not affecte
8.1 Not affecte

SIP3 0af33,1af 33, 3, -af 8af3af jaf 14 £3, ¢34, ¢af faf —af tafv.af a@®DoSe, tala+ae€s

o~

3€" CSCtr63728 8.2 8.21%4°5.17
83 8.31142.28
84 8.4iY72.13
85 8.51Y41.41%
8.6 8.6i1%4 1.51¢

DCERPCA, 0&f%, 14, 3, -4f a4 @ affafea,id,2afhaf @ af1uafrafaf1ui & ©e, talute€s

& 1S zilfii?\,,z%f’aéf% First
afafeafva.a,! |Rele
7.0 Not
7.1 Not
7.2 Not
8.0 Not
DCERPCA, 0éf34, '8 3, 3, -Af Safaf @ affaf5,8,2af haf @afuaf-afafui@®e, 1av+aees | 8.1 Not
4€" CSCtr21359 8.2 Not
8.3 8.3t
84 8.4
8.5 8.5t
8.6 8.6(
DCERPCH, 0éf?, 14184, 4, -Af 845 «é-¢a9™a,<DoSe, vt e€s
o, /e i e e
aféafearysa,! | ReleaseiVs a;,®aeLa@+a,EA-
DCERPCA, oéf34, 14153, 3, -4f 581 %5 «6-C 3@ ™3,<D0Se, T4 %+ 2e€8 | 7.0 Not affected




a€" CSCtr213763€53,"3a€3CSCtr21346 7.1 Not affected
7.2 Not affected
8.0 Not affected
8.1 Not affected
8.2 Not affected
8.3 8.31Y4"2.251%/4%0
8.4 8.41Y/42.51Y%0
8.5 8.51/4"1.131%/4%o
8.6 Not affected

oy "8 AfAfAfYA,L

2 AP AP «ICPIO™MIQ IO | 3O®=."3¥ " aFEFAINAE,E,/ (PP —FONIQ™IE 10"5,EF, %03 H®

&fi8, AfEAfYa AfoaFoafy.a, 1 o &F BfBfafYa,
7.0 7.21Y°5.81Y/%o
7.1 7.21Y°5.81Y%o
7.2 7.21Y4°5.81Y.%o
8.0 8.0i/4°5.28iY.%o
8.1 8.1i/4"2.561Y.%o
8.2 8.2i1/4°5.331Y.%o
8.3 8.314"2.341Y/%0
8.4 8.41Yi" 4.51Y%o
85 8.5i4" 1. 141Y/%o
8.6 8.61/4"1.51Y/%o

8, VAAf+af 4, 4 85, CA@®AFEA, | AF2EF5F135%o

Cisco ASA3, z8f+af 4,13, 84, ¢a€ a€@Software
Center(Cisco.com)d€<a,%0af€a, | afafaf1haf%o3 @83 Q@ @3 @i ™aE,
http://www.cisco.com/cisco/software/navigator.html



http://www.cisco.com/cisco/software/navigator.html

Cisco ASA

55004, -Af %[ V.8, %€ ©a; 00a87<3,»8,af¥af25f15,£3,Caf—af04&,03,¢5%3,'3@B®3 4@ 3@ €@[e£1L3"€@(Pro
> [a,»a,af¥afiafta,£(Security)] > [af+3,id,na,¢3, | 3,©afhaf«(Firewalls)] >
[6@©3;00d7d,»3,af¥afaf13,£3,Caf—af©a,ra,¢af%a, (ASA)(Adaptive Security Appliances

(ASA))] > [Cisco ASA

55003, -3f%3f%3,°6 @ ©a;00az<3,»3,af¥af2afta,£3,¢af—af04a,23,¢af3, 14" Cisco

ASAafCaftaf«iva%o] >

[6@©a;00d7¢3,»3,af¥af2af13,£3,¢Caf—af0a,r3,¢afa, (ASA)a, v2af-af"a, | 4,83, C(Adaptive Security
Appliance (ASA) Software)]

G «C8»acAQP—aQNIO™AE,30"3,(ES, %0 d@RIfPIf1A, AfS3FPa@P®A €4f 3@ 2S«A®SAf@af1ad, af8e
8, (Af-8, &t 6<E@P™I 3@ & ¢r° @3, EIQUIQP™AE,

Cisco Catalyst

65003, -af2af V.8, °ASA S ff Vaf“ 8 18f ¢4, af Yaf Vaf «a@®a 'a@ 3@ a€@[ef£a"€e(Products)] >
[Ciscod,nafs,;af14af-5,83,03,'3€53, €345 Ca, af¥afuaf«(Cisco Interfaces and Modules)] >
[Ciscoa,pafafa,'afca, af¥asnaf«(Cisco Services Modules)] > [Cisco Catalyst

65003,-af°af%a,°ASAa, pafhafa,'afca, afyafiuas«(Cisco Catalyst 6500 Series ASA Services

Module)] > [ASA&,pafafa, afca, af¥asraaf«(ASASM)3E, .af-af"a, | 4,83,C(ASA Services Module

(ASASM Software)]

A «(8»A 3 QP—a3@hAQP™IE€,59"3, (S, %03 QRIFQaf13, AfSafaQRE €4f 3@ 2S«a®3af@afa, af8e
8, (Af-8 at-6~<a@™a,« 3@ "&] ¢r°a@ 3, EIPAHIG™AE,

3, @RrE£A"OC" " a%a%<aQ "a...~aa@c™Mog;”

Cisco Product Security Incident Response
TeamiVs PSIRTY%0.5€p83 € A€ @ 20e-3,Caf%oaf@a,na, Nafa@«e "%%od€+a,Ed€ | 3€,3,<8,TaVate€

4@ 3@ ®3,»3,af¥afaf1a,£3,Ca5%0af€@3,13,93f 3@« "e%%0d @3, Ei@ | 3€,3,<3O™MIQ'3Q | IO®E,
URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20121010-asa

7

o' 1e", at¥ee

afeafa afsafs

10 20128 10ae06 102e—¥ | & € C%o0 " 3F2a255143,"

d'C¢" eO¢ .,

aa0ed, Caf %odf € 3,03, 95°3@ ¢,i8, 98 %hIQPRS, IQPPIQ IQO—iQ i 2QQIWIO—3€  3€53,55¢


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20121010-asa

20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°3'S3 9T @ —3 @ «dn%oe> AP —3 €
aa0e8, Caf %odf € 3,13, 93P a@®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ («IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYa 49 FE€QI ' (nUIYP TR
3Q"aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"'3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



