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Catalyst Supervisor Engine 7L-E Denial of Service
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<#root>

switch#show module
Chassis Type : WS-C4507R+E

Power consumed by backplane : 40 Watts
Mod Ports Card Type Model Serial No.
B, oo e e e e e m e m e — e g B

4 6

Sup 7L-E 10CGE
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<#root>

Catalyst_4500#show version
Cisco IOS Software, IOS-XE Software, Catalyst 4500 L3 Switch Software (cat450¢

03. 02. 00. XO

RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2011 by Cisco Systems, Inc.
Compiled Thu 22-Sep-11 19:53 by prod_rel_team

<--- COiEB"EQ«AOMI, 3QVE, @39 «d,»d, 5, 5F5AF3E, cR@C¥ --->

System returned to ROM by reload
System image file is "bootflash:/cat4500e-universal.SPA.03.02.00.X0.

150- 2. XO

.bin"
Last reload reason: Reload command

License Information for '

WS- X45- SUP7L- E

License Level: lanbase Type: Default. No valid license found.
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%C4K_SWITCHINGENGINEMAN-4-VFEL2INTERRUPT: (Suppressed 9 times)VFE L2
sptMemory interrupt.valid: 1 addr: @x@ data: @x@ uncorrected ecc: @
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%C4AK_SWITCHINGENGINEMAN-4-VFEL2INTERRUPT: VFE L2 sptMemory
interrupt.valid: 1 addr: @x@ data: @Ox@ corrected ecc: 2
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and Exposuresi¥%”CVEi%%oID d€ 3@ —a€ | CVE-2012-4622
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CSCty88456
- Catalyst 4500E series switch with Supervisor Engine 7L -E Denial of
Service Vulner ability

Calculate the environmental scor e of

CVSS Base Score- 7.8

Access || Access Authentication Confidentiaity || Integrity | Availability
Vector | Complexity I mpact Impact | Impact
Network || Low None None None | Complete

CVSS Tempora Score - 6.4

Exploitability Remediation Level Report Confidence
Functional Official-Fix Confirmed
ay+éY ¢,
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Cisco 10S First Fixed Release for All
. - Advisoriesin the September
XE First Fixed ,
2012 Cisco 1 OS Software
Software Release : :
Security Advisory Bundled
Release 10T
Publication
2.1x Not vulnerable Vulnerable; migrate to 3.6.0S
or later.
29x Not vulnerable Vulnerable; migrate to 3.6.0S
or later.
2.3.x Not vulnerable Vulnerable; migrate to 3.6.0S
or later.
2.4.x Not vulnerable |V Uinerable; migrate to 3.6.0S
or later.
2.5.x Not vulnerable |V Uinerable; migrate to 3.6.0S
or later.
2 6.X Not vulnerable Vulnerable; migrate to 3.6.0S
or later.
3.1.xS Not vulnerable |3.1.4S
Vulnerable; migrate to
31XG Notvulnerable |3 5 5o or Jater.
3.2.xS Not vulnerable Vulnerable; migrate to 3.6.0S
or later.
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3.2.xSG Not vulnerable |(3.2.55G
Vulnerable;
migrate to Vulnerable; migrate to
32xX0  l330sGor  |3.31SG o later.
|ater.
33%S Not vulnerable Vulnerable; migrate to 3.6.0S
or later.
3.3.x.5G Not vulnerable (3.3.1SG
34XS Not vulnerable Vulnerable; migrate to 3.6.0S
or later.
35%S Not vulnerable Vulnerable; migrate to 3.6.0S
or later.
3.6.xS Not vulnerable [ Not vulnerable
3.7.XS Not vulnerable |Not vulnerable
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Notes¥ € 3€@3€Z Cisco |0S XE 3S Release Notes3€ @ 3€ € 5€7 Cisco |0S XE 3SG Release
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