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Router#show zone security
zone self
Description: System defined zone

zone inside
Description: *** Inside Network ***
Member Interfaces:
GigabitEthernet@/0

zone outside
Description: *** Qutside Network ***
Member Interfaces:
GigabitEthernet@/1
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show policy-map type inspect zone-pair | include Match: protocol

httpa€, oo 5@ ®&34<3€@ €@ Cisco
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Router#show policy-map type inspect zone-pair | include Match: protocol http
Match: protocol http

H.3235,04f33,14f 54, 4, -afgaf:aesa@@afafcafasfrasaa,

H.3233, 0df35, 18 5, 4, -af Safa@p«é-CE€L£a Q™3 «afiafcaffafafha, d@«ad hi@—a@ | aftafea nd,'a€
show policy-map type inspect zone-pair & 3af Z&f38f %08,’ &... ¥aS 4@ —a @343 ™ | include Match:

protocol h3234€, 41°8S: 4@ «a€EMatch: protocol

h3233€@i@ Ed@«393%3,E3Q 56,33 0@ 3€QIQOIQORIfTaf@5,05,'a9«3@ ¢,T131+x€85¢
IOS Zone-Based Policy Firewall
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Router# show policy-map type inspect zone-pair | include Match: protocol h323
Match: protocol h323

SIP3, naf3a,1af 33, 4, -af8afla@Sa@®afiafcafrasfriasaa,

&' 8R%A@ «af-3,pafrdi@%IOYI€ af-3,nafu73€®Session Initiation
Protocol(SIP)a,¢af—afa,+af%43, 3838 0% @ ®Af @35, af 43 Ee " a®33€+3, 36 | 355,S.
show policy-map type inspect zone-pair &, 3af Z8f38f %08, &... ¥8S 4@ —3€@343€@™ | include M atch:

protocol sipa€, &t°8S a¢ «a€EMatch: protocol
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10S3,34af\afPaf™afa, af @afa, af1haf-a,ia,13,¢3, | 8,0afuaf«SIPa,nafa, 'afsa, a,-afsaffa@Ee ak

Router# show policy-map type inspect zone-pair | include Match: protocol sip
Match: protocol sip
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a,%2af+af"a,13,83,Ca@EC haf@PIiO—3€ 39,3, 39"3€@ 3,'((°°QPIQPLIQPQIOPNIG™EE,



FQPQIORINUES, @39 «3,0afiaf13, 9 PIQPFr-aEIQPRE-"39«R| (°FP+3,FI€9 (135,50 |
"Version" 3~ Cisco I0S &,%afaf°4,14,"4,¢

af3fa5143,' 4 Q@ IO T (a3, FIQUIQ™IE,4»-39®5, 5,33
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<#root>

Router>

show ver si on

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.
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QO BIUIP«CrIQO™E, 3P TIQ«IEQRRIIIP 3, EIQYASfiafCafaaf143,” 3,8 (*aQP™I AP «IP
show memory debug leaks chunksa, 3af 28f3af %08, 8v2¢C" a@p—a @343 @ ™aE,

Router# show memory debug leaks chunks

GD¢""a@®@af-afaffa, "a, "&; %3S 39-3€ 13€@ ,2@%a@™3€!1/0 Memory Address

Size Alloc_pc PID Alloc-Proc Name Chunk Elements:

AllocPCa,caf%af-a,*a,pa, na, el ?a@ @af-afa,»affa,pafjafcas?a, cafwaf-a,'a,pya,
PID Alloc-Proca€© €&
4733113C 188 419CB164 129 IPA..¥aS>FW h225 tpkt
4S8 A@Q®EAQ AEQAF—arfa,»a,"FW h225
tpkta @®afjafcafiafiafiag, a,'¢n°a@—i@ | a€,39%I@™a€, show memory debug
leak s, 38f 28f38f %.5€p a€€@Cisco
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o8 ', @hSafiafCaFIQP®e] 2 3@ ECCQiQ-3,FIQYE 39 3@ «af«aflha, 3@®afiafcararassa,
show memory
debug, af 787381 %08, 8locC” a@p™3,4; .0 | QIO E3€,3,559 %3O ™IE,59"3, 3, %03 @ ®3F 3557353 %03 €
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3,%:3f°af¥afa, af8af’a, Qi P—i@ | i QP QIQ 393 ,3€,

59,5933, 3@ 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,«<aftaf@a,03, 3@« @ @3 ta@2af;af¢a
Technical Assistance
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Fixed
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10S&,%af+af"a,!a,8a,¢a,»a,af¥afafta,£3,¢af%oaf€a,0a, 9afaf@araf%oaf«a...~é-«a@«a@«a@%a,Ea



Cisco 10S Software Checkerd,’ d/4:¢" 4@ ™3,<3€ A€ c%o0'a®33Q@®Cisco

10S3,%af-af"a, | 3,8a,cafafas1a,'a@«a %4a;ed @™

d,«d,-qa,

'3,°3,»8,af¥afeasrta,£3,Caf%noaf @ a,na, 9afa

Security(SIO)af@aflsa,;af«a@83"O¢" d @8 QP @I QOHIG™AIE,

afia, ,aftafvaafeafeafyva,

Affected 12.0-Based Releases

Affected 12.2-Based Releases

Affected 12.3-Based Releases

Affected 12.4-Based Releases

12.4 8, t&/aeE859 3 @ —

12.4GC &, T8/t oeeSa@ Ed"d0e " 3@ —aQaQP™IE, I Q"GO B3, (af%0af 4,13, 1):
12494 8, 8/t SaQ 5O —

12.4JAX 8, T8/st £S5 @ —

12.4JDA 8, t&/aec859 3 @ —

12.41DC &, T8/ L8893 @ —

12.4JDD 8, t&/caec859 3 @ —

12.4JDE 8, T8/t L8593 @ —

12.4JHA 8, t&/aeE859 3 @ —

12.4JHB 8, T8/ L8593 @ —

12.4JHC 8, T8/st £S5 @ —

12.4JK 8, t&/aeL859 3 @ —

12.4)L 8, T8/st £S5 @ —

12.43X &, t&/aec859 3 @ —

12.43Y &, 1&/aae£859°5 @ —

12.432 8, t&/caec859 3 @ —

12.4MD 12.4(22)M D314 20128 3aa06 30se—¥a@ «a... ¥ e %03 €@~ &FV4i14%o0



https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x

12.4MDA 12.4(24)MDA11

12.4MDB 12.4(24)MDB5a

12.4MDC 8, 1&/to£83°3 @ —

12.4MR 12.4(19)MR35»¥8%. @ 3@ ®AF 55143, 3«39 &,13%+2€83€ 3,3,

124 MRA 6, T8/ ee£86@ Ed e " dQ@—a@%AQ™IE,3Q"aQ®3,Caf%odf@ 4,13 1

12.4 MRB &, T&Vs+aE85€p,3,55€,000€4" Q3O ®E; eI € AfA[A[ YA 115.0M

12.4SW 8, t&/caeE859 3 @ —

12.4T 12.4(24)T7
12.4(15) T175-¥8% @ 3@ ®AF3F 5143, a@«39 &,18%+2€83€ 3€,3,5

12.4XA 8, t&/eE859 3 @ —

12.4XB &, T&/ L8593 @ —

12.4XC &, t&/rt k88 3 @ —

12.4XD 8, t&/taeE859 3 @ —

12.4XE 8, T8/st £S5 @ —

12.4XF &, t&/aec859 3 @ —

12.4XG 8, T8Y/at £S5 @ —

12.4XJ 8, t&/aec859 3 @ —

12.4XK 8, T8/at £S5 @ —

12.4XL &, t&/caeE859 3 @ —

12.4XM 8, T8/ aeL859 3 @ —

12.4XN 8, t&/caeE8589 3 @ —

12.4XP 8, T&/aeL859 3 @ —

12.4XQ 8, t&/caeE859 3 @ —

12.4XR &, T&Y/aeE85€p,5,55€,000€8" QIO ®E; ®RLIQ AfAfAfYA 12.4T
12.4(15)X R106»¥8% @ 3 @ ®afafafua,'a@«a€@ ¢e,1a1%+x€83€ 36,3,

12.4XT 8, T&/aeL859 3 @ —

12.4XV 8, T8/st o853 @ —

12.4XW 8, t&/aec859 3 @ —

12.4XY 8, T8Y/at o853 @ —




12.4X7Z

&, T8/ raeE85€p,3,55€,2200€3" QIO B ®LIQ AfA[Af YA 115.0M

12.4Y A &, T&Vs+ o83, 3,55€,000€8" Q3@ ®3; eI AfAfAf YA 115.0M
12.4YB &, T8/raet 8@ E&™ 300 " 3@ —3QUIO™IE, 59 39 ®3,Caf%0af 4,13 1
12.4YD &, T8/ot85€ E&" 300 3@ —AQUIO™IE P "3O®3, Caf%0af 3,03, 1
12.4YE 12.4(24)YE3d

12.4YG 12.4(24)Y G4

ay+éY 8, a@—ae'a,« 15.0
afMaf1a,'a@®afasrasua,’

15.0M 15.0(1)M8

15.0MR 8, t&/eE859 3 @ —

15.0 MRA &, T&/ L8593 @ —

15.0¢8 8, T&/-ceE85@ 3 @ —

15.0SA 8, T8/ a£85Q 5 @ —

15.0SE 8, T8/st £S5 @ —

15.0SG &, t&/aec859 3 @ —

15.0SY 8, T8Y/at £S5 @ —

15.0XA &, T&Vt ot 85, 3,55€,200€8" Q3O B PRI @ AfAfAfVA15.1T
15.0X0 8, T8/at £S5 @ —

ay+éY 8, a@—ae'a < 15.1
afMaf1a,'a@®afrasrasua,’

15.1EY 8, t&/caec859 3 @ —
15.1GC 15.1(2)GC2

15.1M 15.1(4)M3

15.IMR 8, T&Y/sta£85Q 5 @ —
15.1S 8, T8/at £S5 @ —
15.1SG 8, t&/aec859 3 @ —
15.1SNG 8, T8/at £S5 @ —
15.1SNH 8, t&/aec859 3 @ —
15.1T 15.1(3)T3




15.1XB &, T&Y/r-aeE55€,8,53€,200€8" QIO ®E; PRLIQ AfAf3AfYA1151T
€Y ¢ 3, 4@—ae'a,c 15.2
afvafa,'a@e®afrasrasfa,’
15.2 GC 15.2(1)GC2
15.2¢8’ . .
6, TaY/aeL850 3 @ —
15.2T 15.2(1)T2
15.2(2)T
15.2(2)T1
* Cisco Catalyst

35503, -3f25f Y44, 04, 14, 0af fAf @ 3@ a,naf33,¢afhaf@affaf a,afka, 5,73, 'af 4,853, (IKE)aeOVef1a, 3, ua:
Bug ID
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5f-3,04f023 0afaf%3, 3,80V E5@—3€ | 5€,3,Cisco
35503,-3f23%3,°SMI3,"3,05ffaf @3 1KE3, 3,uaf@afhaf 39 —3€ | 3053, %03 35692, 13%1+39836
12.2SEaf™af143," 3@ ®3,Y:3f+3f "5, 5,85,05, 4@V E5Q™E <a»-3@®3,-5,"5,25f15f @ 5,08, 4«3 Q F€:

Cisco |OS XE &, v4f+af 4, 4 84, ¢

Cisco 10S
XE& Y58f+af 5,13, 85, ¢5€@ €@ 3@ "3@B®af%0a,af¥afiafaf 3€8a...~é—3@+3,Ei¢ ' 3€,3,<8,TaV+te€8a€

Cisco 10S &, V48f+4f "4, '5, 83, ¢ af2afeafy.4, 15€ 3€® Cisco 10S XE &,1,3f+3f°4,'4,84,¢
3fafafha, a@®afzaffaf'afa 3@ «39ni, i€ 3¢ 3EQIEECisco |0S XE 2 Release
Notes3€€ 3€ € 3€ECisco |OS XE 3S Release Notes3E@ €9 3 €53, 3€>3€ECisco |0S XE 3SG
Release Notes36€3,'3€,C..839—30 | 30 Q3@ 3€:39,3€,

Cisco |OS XR & Y4af+af "4, 4, 84, ¢
Cisco 10S XR3, V5af*af 4,15, 85, 5@ a€€20123" 3e0e"3€®Cisco

10S3,af-af"a, | 3,8a,¢a,»3,af¥afafta,£3,Caf%oaf €4a,n3,9afaf @afaf%odf«a...~—3@8a...~é-3€+3,0
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Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf€@a,nd aff @« "e%%id@ 3, i€ | 3€,3,¢,Taltet


http://www.cisco.com/en/US/docs/ios/ios_xe/2/release/notes/rnasr21.html#wp2310700
http://www.cisco.com/en/US/docs/ios/ios_xe/2/release/notes/rnasr21.html#wp2310700
http://www.cisco.com/en/US/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_sys_req.html#wp2999052
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/release/note/OL_24726.html#wp2570252
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/release/note/OL_24726.html#wp2570252
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