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Critical
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20120126-ironport

åˆ�å…¬é–‹æ—¥ : 2012-01-26 17:00

æœ€çµ‚æ›´æ–°æ—¥ : 2014-12-08 21:21

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 10.0

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID : CSCzv32432 CSCuo90523 

CSCzv44580

CVE-2011-

4862

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120126-ironport
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:C/I:C/A:C/E:F/RL:W/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCzv32432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo90523
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCzv44580
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-4862
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-4862
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<#root>

ciscoesa> netstat 
 
Active Internet connections (including servers) 
Proto Recv-Q Send-Q  Local Address          Foreign Address       (state) 
[...] 
tcp4       0      0 172.18.254.80.21       *.*                    LISTEN 
tcp4       0      0 172.18.254.80.22       *.*                    LISTEN 

tcp4       0      0 172.18.254.80.23       *.*                    LISTEN 

      
 
[...]
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ciscoesa> version 



Current Version 
=============== 
Product: Cisco IronPort X1070 Messaging Gateway(tm) Appliance 
Model: X1070 
Version: 7.6.2-201 
[...]
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ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco ESAã�®Cisco Bug ID CSCzv32432( 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã€

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCzv32432
https://sec.cloudapps.cisco.comRPF/register/register.do


�Cisco SMAã�® CSCzv44580( ç™»éŒ² ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã€�ã�Šã‚ˆã�³Cisco WSAã�® 

CSCuo90523 ( ç™»éŒ² ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
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IronPortã�®ãƒ�ã‚°ãƒˆãƒ©ãƒƒã‚ãƒ³ã‚°IDã�¯ã€�å�‚ç…§ç”¨ã�¨ã�—ã�¦ã�®ã�¿æ��ä¾›ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
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AsyncOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ä¸€éƒ¨ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�§ã�¯ã€�ç®¡ç�†ãƒ�ãƒ¼ãƒˆã�«Telnetã�Œè¨å®šã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹ã�Ÿã‚�ã�«ã€�Telnetã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�™ã€‚ç®¡ç�†è€…ã�¯ã€�ç®¡ç�†ã‚°ãƒ©ãƒ•ã‚£ã‚«ãƒ«ãƒ¦ãƒ¼ã‚¶ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹(GUI)ã‚’ä½¿ç”¨ã�™ã‚‹ã�‹ã€�ã�¾ã�Ÿã�¯ã‚³ãƒžãƒ³ãƒ‰ãƒ©ã‚¤ãƒ³ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹(CLI)ã�§interfaceconfigã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�Telnetã‚’ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�™ã€‚ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�®ãƒ™ã‚¹ãƒˆãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã�¨ã�—ã�¦ã€�Telnetã�®ä»£ã‚�ã‚Šã�«ã‚»ã‚ãƒ¥ã‚¢ã‚·ã‚§ãƒ«(SSH)ã‚’ä½¿ç”¨ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

GUIçµŒç”±ã�§Telnetã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®æ‰‹é †ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚ 
 

ã‚¹ãƒ†ãƒƒãƒ—1:[Network] > [IP Interfaces] > [interface_name]ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚ 
ã‚¹ãƒ†ãƒƒãƒ—2:Telnetã‚µãƒ¼ãƒ“ã‚¹ã�®æ¨ªã�«ã�‚ã‚‹ãƒ�ã‚§ãƒƒã‚¯ãƒœãƒƒã‚¯ã‚¹ã‚’ã‚ªãƒ•ã�«ã�—ã�¾ã�™ã€‚ 
ã‚¹ãƒ†ãƒƒãƒ—3:[Submit] ãƒœã‚¿ãƒ³ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¦å¤‰æ›´ã‚’é€�ä¿¡ã�—ã�¾ã�™ã€‚ 
ã‚¹ãƒ†ãƒƒãƒ—4:[Commit Change] 

ãƒœã‚¿ãƒ³ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¦ã�“ã‚Œã‚‰ã�®å¤‰æ›´ã‚’æœ‰åŠ¹ã�«ã�—ã�¾ã�™ã€‚ 
 

CLIçµŒç”±ã�§Telnetã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«interfaceconfigã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

ciscoesa> interfaceconfig 
 
Currently configured interfaces: 
1. Data 1 (192.168.1.1/24 on Data1: mail3.example.com) 
2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com) 
3. Management (192.168.42.42/24 on Management: mail3.example.com) 
 
Choose the operation you want to perform: 
- NEW - Create a new interface. 
- EDIT - Modify an interface. 
- GROUPS - Define interface groups. 
- DELETE - Remove an interface. 
 
[]> edit 
Enter the number of the interface you wish to edit. 
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[]> 3 
 
<..output omitted> 
 
Do you want to enable Telnet on this interface? [N]> N 
Do you want to enable SSH on this interface? [N]> Y

 

æ³¨ï¼šinterfaceconfigã‚³ãƒžãƒ³ãƒ‰ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ã€ŽCisco
AsyncOS Daily Management Guideã€�ã�®ã€ŒOther Tasks in the 

GUIã€�ã�®é …ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
http://www.cisco.com/en/US/docs/security/esa/esa7.5/ESA_7.5_Daily_Management_Guide.pdf 

 

Cisco WSAç”¨ã�®Cisco 
AsyncOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ã�¯ã€�Telnetã�¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚ã�Ÿã� ã�—ã€�SSWã�Œå®Œäº†ã�™ã‚‹ã�¨ã€�Telnetã�¯è‡ªå‹•çš„ã�«ç„¡åŠ¹ã�«ã�ªã‚Šã�¾ã�™ã€‚

Cisco Applied Mitigation Bulletin(AMB)ã€ŽIdentifying and Mitigating Exploitation of the Cisco IronPort 

Appliances Telnet Remote Code Execution 

Vulnerabilityã€�ã�¯ã€�https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-

amb-20120126-ironportã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt

ã�®ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€�å¿œç”ã€�ã�Šã‚ˆã�³é€šçŸ¥ã�®ã‚¢ãƒ¼ã‚«ã‚¤ãƒ–ã‚„ã€�å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�‚ç…§ã�—ã�¦ä¾µå®³ã�®å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

æ¬¡ã�®è¡¨ã�«ã€�Cisco ESAç”¨Cisco 
AsyncOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¾ã�™ã€‚
 

 

 ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹  æœ€åˆ�ã�®ä¿®æ£æ—¥  

 7.1ä»¥å‰�  7.1.5-101

 7.3  7.3.1-101 

 7.5  7.5.1-102

 7.6  7.6.1-022

 8.0  Not affected 
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 8.5  Not affected

 8.6  Not affected 

 

 

æ¬¡ã�®è¡¨ã�«ã€�Cisco SMAç”¨Cisco 
AsyncOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¾ã�™ã€‚
 

 

 

 ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ 
 æœ€åˆ�ã�®ä¿®æ£æ—¥  

 7.2ä»¥å‰�  7.2.2-106  

 7.7  7.7.0-206 

 7.8
 Not 

Available:7.9ä»¥é™�ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�—ã�¾ã�™ã€‚  

 7.9  7.9.0-107  

 8.0  Not affected 

 8.1  Not affected 

 8.2  Not affected 

 8.3  Not affected 

 

 

 

æ¬¡ã�®è¡¨ã�«ã€�Cisco WSAç”¨Cisco 
AsyncOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¾ã�™ã€‚
 

 

 ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ 
 æœ€åˆ�ã�®ä¿®æ£æ—¥  

 7.1ä»¥å‰� 
 Not 

Available:7.7ä»¥é™�ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�—ã�¾ã�™ã€‚  

 7.5
 Not 

Available:7.7ä»¥é™�ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�—ã�¾ã�™ã€‚  

 7.7  7.7.0-757  

 8.0  8.0.6-073

 8.1  8.1.0-235



ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
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http://security.freebsd.org/advisories/FreeBSD-SA-11:08.telnetd.asc 
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


