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<#root>

Router#

show processes | include SIP
149 Mwe 40F48254 4 1 400023108/24000 © CCSIP_UDP_SOCKET
150 Mwe 40F48034 4 1 400023388/24000 @ CCSIP_TCP_SOCKET

&1Y48Cisco

|OSE, Y58 +8f 5,13, 85, ¢4, aRY & EAa@ —a @ | 3@, 3,<aftaf@a,na, @ ESIPASfaffa, »afua, d@®at | c@ta,
processes | include

S|P3, 38f 2838 %08, &oiC" 8@ ™a <3 @ "€ @afTaf € 3,13, 3@ ECY0'AR3IQ®e " aAB®SE,*af 23538 %0d @ ®:

Cisco Unified Border
Elementd, cafjafvaa, &, a€050”5,(Ié,%oé@@é,,’ré%iae@é@@é0T501256a50®éVzié\?&é,’é@—é@ﬁ

a®1/.8Cisco Unified Border Elementag®OY efY4s CUBE&E€@ 2@ —8¢8°Cisco Multiservice IP-to-IP
Gatewayi%%o03€ €@ Ciscoafzaf«af@a,pafinafa,a afhas a, ! a,8a,naf—afOaffaf af-a,0af%af a4
10S3,%af-af°4, ! &,83,¢3,08f;3f143, 3@ 83 Q™A€ 03261 3€ 9,3,/ ¥af a5, £3€ 3,23 1haF«d,¢af%0afY
of

Service(QoS)3€ @353, 33%3,8,°aF5555°4,°8,08°5,¢ af haf 3143,4F%4,°C" 3@ ®Af@affaf af aflhs

8, -8,18, LY @A 8¢ haf@i9—ae | 3,3« Cisco I0S §,%%af-af"a,!4,83,¢

afeafeasfaa,'a, e’ @I PMa I P«3Q aEQ@aftafea na,'a@«afs ca,naffa@9—ae | show

version &,3afzaf3af%.d,’ 2. a@£a€p | a€ea, a, aftaf

é.f@é.fgé.f%&'éi"gn°§0—50%§0“"§€,"l nternetwork Operating System Software"a4€€"Cisco

I0OS Software" 3€,5,<3€,3€@ a€"3,E3,%03@«€i28V1%3@™3a,3,-3,'aftaf

3f@arSafhae«d, 3Q£3@ | aftar€s,na,'3€8 Cisco I0S

a,%af+af"a,13,83,Ca@EC haf@PIO—3€ | 3€,5,<30"3€@ 3,'((°°QIQPBIQPQIOPNIG™E,
QOIORINES, @I@«a,nafiafd, Q@3 Ex-3A1IQPRE-"3@«e| (n°i@3, Ei€QPCY35€,5@ |
"Version" 3@ Cisco IOS §,%2af-af"a, a," a,¢

afeafeafag,' a @@ 3@ Ee| (r°i@3, EG@AIQ9™AE,a»-30®35,3,"3,3

3ftaf€d,na,'a¢83€ 3€@show version

8,%8f78f3Af %A@ EA"de " 3P —aQ3 P AQL£aHVA,SA€HIYaQBAIIESAQ ER| "¢r°a 3, EIQV?

>8P P®a%4a€@ FE@Cisco
10S3a,%%afaf"a, | 3,83,¢af25235%3,"15.0(1)M1 é,’é®VéiCEéQ—é€0§,ﬁéféféf“éf%éf«é@ﬁ,@é@ 13©
UNIVERSALKO-M3€@83€,3,<3,3,'3,°0£123" €8, (r°@—3@ | 53€,3 @343 Q9™3E,

<#root>
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09393€ E3%0%3,531:"5€ 13,%03, E3 @ | 3@, @A ™AE,

CSCHi48504(c™»EE2Af V4, T8°, ') 3«3, 8, S5€ @ afaFCafafaf 143, 3@ ECMCYIQ™E, & 39 59 Ta6
ID 5~ CVE ID CVE-2011-3275 59859 ™3€,
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ID 5 CVE ID CVE-2011-2072 5983 ™3€,

BVSE@"a@®e, &/ +a£83€ Cisco Unified Communications
Managerd€«3, 81:+6Y;3,4 739 3@%3Q@™5€,8 %43;023€™4,«Cisco Bug
ID3€ CSCtI86047(c™»EE2af 1af VA, 1&°,¢" ) a€p 83 @™a€,e©°’¢ °a@«i@Pri@, i€ | 3@ 3€@Cisco

Unified Communications Managera@«é-Ca@™a,a"¥a@®Cisco Security

Advisorya 3.c..550—i@ | 500 563,35
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SIPafea, 1af Af3a, °af @afraaf 3@ ®c, jaS'aCE-

SIPE,’ a0k SSI A «F Q™3 <8;...0 | QIO T35, AF15F 5,05, 59®3 5 3EQR0eES, 49 59555 e
10S4,%:af-35°3,!3,55,C59®4 €6f 5@ @3F @A, 35539559 3€H RO TRE. .50 2-aQ®4 a4

sip-ua

no transport udp

no transport tcp

no transport tcp tls

&& Siv.SAfiaf 14 £3 ¢4 287 Va4, '3 85, 08, 3af3af af Af VAf «&f —afaf 4, 38f «(MGCP)a@ %43 €@ Y3€ H.3233,35f12

show udp connectionsa€€ show tcp brief allZ€@3€S53,"3€3show processes | include
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10S3,%afaf"3,!38,83,Ca@®af@afd, 3f8afa@«d, i @Li@ | 3@ F€QSIPaQ TSI £35,»3f1haf-af«3 @«
ip

socketsd, 3af 7af 38 %A@ ®A1°8S 3@ «SIPAF @ af4af 3@ Eé-E 9,59 | 5€,5,309"3€ 3O E31% 39 Y33

*Jun 2 11:36:47.691: sip_udp_sock_process_xread: SIP UDP Listener is DISABLED

8, 3Af3Af AfAfYvaf« Af—Af-afvAf: Af @aFa, 388,°

SIPA, B VA48 0O @3 IO ™3 4,...0 | 93O EI,5,Gf1af O3, n3,'59559 5€93,aLaf aFaf1haf«af—
[0SAfaf55%3,112.055€€12.2SX5€€12.255€912.3T3€ 9 12.45€ 930 53,591 2.4T4 983, naf @ 3%
COPP 5,2 3@339—3@ | 5€Q(®icOTaf—af-3fuafae "5 °afaf afafuaf«
3f—af-3f%afa, 4, 0 3O —FEQr—C3 3O DA »3, 3 ¥EFAFTE £

5fQaf3, af K558, 59 AREIG AU FOLIQ | 5EQI nAFAf3f0S, 55 4fO3, AfQAFEIORAFLAF@A x

!-- The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
I-- Everything else is not trusted. The following access list is used
I-- to determine what traffic needs to be dropped by a control plane
I-- policy (the CoPP feature): if the access list matches (permit)
I-- then traffic will be dropped and if the access list does not

I-- match (deny) then traffic will be processed by the router.
access-list 100 deny udp 192.168.1.0 ©.0.0.255 any eq 5060
access-list 100 deny tcp 192.168.1.0 .0.255 any eq 5060
access-list 100 deny tcp 192.168.1.0 .0.255 any eq 5061
access-list 100 deny udp host 172.16. any eq 5060

access-list 100 deny tcp host 172.16. any eq 5060

access-list 100 deny tcp host 172.16.1.1 any eq 5061

access-list 100 permit udp any any eq 5060

access-list 100 permit tcp any any eq 5060

access-list 100 permit tcp any any eq 5061

PP PP OOS
Ll e I S N

I-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
I-- traffic in accordance with existing security policies and
I-- configurations for traffic that is authorized to be sent
I-- to infrastructure devices.
I-- Create a Class-Map for traffic to be policed by
I-- the CoPP feature.
class-map match-all drop-sip-class
match access-group 100

I-- Create a Policy-Map that will be applied to the
!-- Control-Plane of the device.
policy-map control-plane-policy
class drop-sip-class
drop



1-- Apply the Policy-Map to the Control-Plane of the
I-- device.

control-plane

service-policy input control-plane-policy
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12.2BY 8, T8/st £S5 @ —
12.2BZ 8, t&/caeE859 3 @ —
12.2CX 8, T8/ aeL859 3 @ —
12.2CY 8, t&/caeE859 3 @ —
12.2CZ 8, T8/ L8593 @ —
12.2DA 8, T8/st £S5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SB

12.2DD 8, T8/t oL@ 3 @ —
12.2DX 8, t&/aeE859 3 @ —
12.2EU 8, T&/ L8593 @ —
12.2EW 8, T8/st £S5 @ —
12.2EWA 8, T&/aec859 3 @ —
12.2EX 8, T8/st £S5 @ —
12.2EY 8, t&/to£83°3 @ —
12.2EZ 8, T8Y/at £S5 @ —
12.2FX 8, 1&/to£83 3 @ —
12.2FY 8, T8/st £S5 @ —
12.2FZ e, T/ +aeL88Q 3 @ —
12.2IRA 8, T8/ aeL859 3 @ —
12.2IRB 8, t&/caeE859 3 @ —
12.2IRC 8, T8/ L8593 @ —
12.2IRD 8, T8/st £S5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2EX
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes

12.2IRE 8, T8/t oL@ 3 @ —
12.2IRF 8, t&/aeE859 3 @ —
12.2IRG 8, T&/ L8593 @ —
12.21XA 8, T8/st £S5 @ —
12.21XB 8, T&/aec859 3 @ —
12.21XC 8, T8/st £S5 @ —
12.2I1XD 8, t&/to£83°3 @ —
12.2IXE 8, T8Y/at £S5 @ —
12.21XF 8, 1&/to£83 3 @ —
12.21XG 8, T8/st £S5 @ —
12.21XH e, T/ +aeL88Q 3 @ —
12.2JA 8, T8/ aeL859 3 @ —
12.2JK 8, t&/caeE859 3 @ —
12.2MB 8, T8/ L8593 @ —
12.2MC 8, T8/st £S5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4

12.2MRA 8, T8/t oL@ 3 @ —
12.2 MRB 8, t&/aeE859 3 @ —
12.2S 8, T&/ L8593 @ —
12.2SB &, t&/caeE859 3 @ —
12.2SBC 8, T8Y/at o853 @ —
12.2SCA 8, 1&/rto£83°3 @ —
12.2SCB 8, T8/st £S5 @ —
12.2SCC 8, t&/aec859 3 @ —
12.2SCD &, T8/ L8893 @ —
12.2SCE 8, t&/caec859 3 @ —
12.2SCF 8, T8/t oL@ 3 @ —
12.2SE 8, t&/caeE859 3 @ —
12.2SEA 8, T&/aeL859 3 @ —
12.2SEB 8, T8Y/st o853 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SRD
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SCC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SCC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SE

12.2SEC 8, T8/t oL@ 3 @ —
12.2SED 8, t&/aeE859 3 @ —
12.2SEE 8, T&/ L8593 @ —
12.2SEF 8, T8/st £S5 @ —
12.2SEG 8, T&/aec859 3 @ —
12.2SG 8, T8/st £S5 @ —
12.2SGA 8, t&/to£83°3 @ —
12.2SL 8, T8Y/at £S5 @ —
12.2SM 8, t&/aec8589 3 @ —
12.2S0 8, T8/st £S5 @ —
12.2SQ 8, T&V/taeE859 3 @ —
12.2SRA 8, T8/ aeL859 3 @ —
12.2SRB 8, t&/caeE859 3 @ —
12.2SRC 8, T8/ L8593 @ —
12.2SRD 8, T8/st £S5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2EX
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2EX
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SRD
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SRD
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SRD

12.2SRE 8, T8/t oL@ 3 @ —
12.2STE 8, t&/aeE859 3 @ —
12.2SU 8, T&/ L8593 @ —
12.28V 8, T8/st £S5 @ —
12.2SVA 8, T&/aec859 3 @ —
12.2SVC 8, T8/st £S5 @ —
12.2SVD 8, t&/to£83°3 @ —
12.2SVE 8, T8Y/at £S5 @ —
12.2SW 8, t&/aec8589 3 @ —
12.2SX 8, T8/st £S5 @ —
12.2SXA 8, t&/caeE859 3 @ —
12.2SXB 8, T8/ aeL859 3 @ —
12.2SXD 8, t&/caeE859 3 @ —
12.2SXE 8, T8/ L8593 @ —
12.2SXF 8, T8/st £S5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SXF

12.2SXH 8, T8/t oL@ 3 @ —
12.2SXI 8, t&/aeE859 3 @ —
12.2SXJ 8, T&/ L8593 @ —
12.2SY 8, T8/st £S5 @ —
12.2S87 8, T&/aec859 3 @ —
12.2T 8, T8/st £S5 @ —
12.2TPC 8, t&/to£83°3 @ —
12.2XA 8, T8Y/at £S5 @ —
12.2XB 8, 1&/to£83 3 @ —
12.2XC 8, T8/st £S5 @ —
12.2XD 8, t&/caeE859 3 @ —
12.2XE 8, T8/ aeL859 3 @ —
12.2XF 8, t&/caeE859 3 @ —
12.2XG 8, T8/ L8593 @ —
12.2XH 8, T8/st £S5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4

12.2XI 8, T8/t oL@ 3 @ —
12.2XJ 8, t&/aeE859 3 @ —
12.2XK 8, T&/ L8593 @ —
12.2XL 8, t&/aeE859 3 @ —
12.2XM 8, T&/aec859 3 @ —
12.2XN 8, T8/st £S5 @ —
12.2XNA BEECisco 10S XEA, Yoif-af 4, 14, 84 ¢a@®3,¢af™3,nafOaf afafta, L5 a
12.2XNB SEECisco |0S XEA, YAf+af 4,4, 84 ¢4@®4,¢3f™3,nafOaf"afa 13, £ 56
12.2XNC BEECisco |0S XEA, Yoif-af 4, 14, 84 ¢a@®3,¢af™3, nafOaf afafta, L5 a
12.2XND SEECisco |0S XEA, Yaf+af 4,14, 84 ¢4@®4,¢C3f™3, nafOaf"afa 13, £ 563
12.2XNE BEECisco |0S XEA Yoif-af 4 '3 84 ¢a@®3,¢af™3, nafOaf afafta,La€a
12.2XNF BEECisco |0S XEA, oaf-af 4, 14, 84 ¢a@®43,¢af™a, nafOaf afafta, L5 a
12.2X0 8, t&/caeE859 3 @ —
12.2XQ 8, T&/ceE859° 3 @ —
12.2XR 8, t&/aeE859 3 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#iosxe

12.2XS 8, T8/t oL@ 3 @ —
12.2XT 8, t&/aeE859 3 @ —
12.2XU 8, T&/ L8593 @ —
12.2XV 8, T8/st £S5 @ —
12.2XW 8, T&/aec859 3 @ —
12.2YA 8, T8/st £S5 @ —
12.2YB 8, t&/to£83°3 @ —
12.2YC 8, T8Y/at £S5 @ —
12.2YD 8, 1&/to£83 3 @ —
12.2YE 8, T8/st £S5 @ —
12.2YF e, T/ +aeL88Q 3 @ —
12.2YG 8, T8/ aeL859 3 @ —
12.2YH 8, t&/caeE859 3 @ —
12.2YJ 8, T8/ L8593 @ —
12.2YK 8, T8/st £S5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes

12.2YL 8, T8/t oL@ 3 @ —
12.2YM 8, t&/aeE859 3 @ —
12.2YN 8, T&/ L8593 @ —
12.2Y0 8, T8/st £S5 @ —
12.2YP 8, T&/aec859 3 @ —
12.2YQ 8, T8/st £S5 @ —
12.2YR 8, t&/to£83°3 @ —
12.2YS 8, T8Y/at £S5 @ —
12.2YT 8, 1&/to£83 3 @ —
12.2YU 8, T8/st £S5 @ —
12.2YV 8, t&/caeE859 3 @ —
12.2YW 8, T8/ aeL859 3 @ —
12.2Y X 8, t&/caeE859 3 @ —
12.2YY 8, T8/ L8593 @ —
12.2YZ 8, T8/st £S5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-sip#fixes
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