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Copyright (c) 1994-2009 by cisco Systems, Inc.

example uptime is 26 minutes
System image file is "disk@:c1l2k-os-mbi-3.9.1/mbiprp-rp.vm"

cisco 12404/PRP (7457) processor with 3145728K bytes of memory.
7457 processor at 1266Mhz, Revision 1.2

Cisco 12000 Series Performance Route Processor

Cisco 12000 Series SPA Interface Processor-601/501/401
Cisco 12000 4 Port Gigabit Ethernet Controller (4 GigabitEthernet)
Management Ethernet

PLIM_QOS

FastEthernet

4 GigabitEthernet/IEEE 802.3 interface(s)

1019k bytes of non-volatile configuration memory.
982304k bytes of disk@: (Sector size 512 bytes).

62420k bytes of diskl: (Sector size 512 bytes).

65536k bytes of Flash internal SIMM (Sector size 256k).
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CSCth44147: Netl O Process crashes when generating specific | P packet

Calculate the environmental scor e of

CVSS Base Score- 7.8

Access |Access | Authentication Confidentiaity || Integrity | Availability
Vector || Complexity Impact Impact | Impact

Network || Low None None None | Complete

CVSS Temporal Score - 6.4

Exploitability Remediation Level Report Confidence
Functional Official-Fix Confirmed
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M aj or
Release

Availability of Repaired Releases

Affected
32X
through
3.7.X - Based
Releases

SMU ID

SMU NAME

First Fixed
Release

There are no affected 3.2.X through 3.7.X - based releases

Affected . ;
38X Based |SMUID [SMUNAME Pl s
Release
Releases
3.8.0 Not Vulnerable.
381 Not Vulnerable.
382 Not Vulnerable.
CRS: hfr-base-
AA04566 |3.8.3.CSCth44147 )
No first
fixed release;
3.8.3 : migrate to
ASR9K Not Applicable 39X, 4.0.X,
or later.
XR12000 | Not Applicable
CRS: hfr-base-
AA04565 |[3.8.4.CSCth44147
No first
fixed release;
3.84 ASR9K Not Applicable migrate to
3.9.2,4X.0,
or later.
XR12000: |[c12k-base-
AA04567 |3.8.4.CSCth44147
Affected SMUID [SMUNAME First Fixed




3.9.X Based Release
Releases

3.9.0 Not Vulnerable.

CRS: hfr-base-
AA04564 |[3.9.1.CSCth44147

ASRIK: asr9k-base-
39.1 AA04563 |[3.9.1.CSCth44147 39.2

XR12000: |[c12k-base-
AA04530 |3.9.1.CSCth44147

392 Not Vulnerable.

Affected
4.0.X - based || There are no affected 4.0.X - based releases
Releases.

Affected
4.1.X Based [ There are no affected 4.1.X based releases.
Releases
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