Cisco |OSa, YLaf-af 4,14, 84, cafzaf«af @af—ad-
aFalaf«afoaf™Maf«a,'a,carfaf@asfia,casra,+ad

3, CAf %oaf @ 8,24, 9aF*aFID : cisco-sa- CVE-2010-
H |gh 20100324-1dp 0576

&@a...~é-c<e—Y¥ : 2010-03-24 00:00

ae0eECLBe se-"ae—¥ : 2012-09-21 19:10

af @afvaa, afsas 1.1: Find

CVSS3,14,33,¢: 7.8

726 ¢¢- : No Workarounds available

Cisco af@4a,° ID : CSCsz45567

Yo 7a«d, ", <ef...4 1a@ A€Pete7a9«a, a,«aZYR-13QPREGZA...ma11 a4
Al

%1 el@

Cisco 10S®3, Vxafaf 4, 14, 84 ¢aE€@ Cisco 10S XE3, 12333, 3,83, 3€ @39 %3€9 Y3 Cisco I0S

XR3,%af+af°3,!5,85,¢3, 4@V Fi@—3@ | 3€,3,af1af€3,13,'3€ aE@Multiprotocol Label

Switching(MPLS)a€@ Ee " a®33 @3, Ea€@Label Distribution

Protocol(LDP)a@ &3, paf@afuaf a@-3,Ea@ | 3€,3,<d 3@ d€@afiafcafnasf a@®Denial of
Service(DoS)cS9e...c39«8 %3O —3€ | &,13%+3H83Q™IE,

888 ™A@« °8-¥5€+3,EFQYLDP UDPAfE, +3ffaf 5€«3,°5,55€@Cisco

10S3,%4f+4f°3,! 3,583,539 %39Y3€ Cisco I0S

XE&,1af+5f 4,1 4,85,¢5,4QYe|Fa@—3@ | 5€,3,«0%3)"aftaf@4,n3, 3@ 851331435 %03 @ EC™C"YEQ
10S

XR3,%afaf"5,!5,83,¢5, 8@V E3Q—3@ | 3€,5,5f15f€4,13,'5983@ 3€9IQ"IQ®3, 3O T39%4fa,+

LDPa€%3€@Y3€ Tag Distribution

8,-8,%8%€@ J@"'dO®e,1a%+xrt8aQ«d %at|a@™a,a,%afaf4,)4,83,Ca, caffaf—aftafnas a,afasrasry

5O"3O®R, T31h+2E€8E, e YR Q™A D769 -39 TI9,3,559%IO™AE,

3@ 3@ ®3,Ca3f%05f@a,13,93f°3€ A€ https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20100324-Idp &€ 83...7é—3 @3, E3 @ | 5,3 @AAQ™AE,

a3 TY/,820108L 35806 24— ¥a€@ ®Cisco


%5B%5BPublication_URL%5D%5D
%5B%5BPublication_URL%5D%5D
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsz45567
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0576
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0576

10S3,1.48f-3f"3, ! 4,83,C3,»8,af¥af25f14,£3,Caf%0af @a,03, N3P 5f @8 %0af«4...~é— @« FEQTa»T
Cisco IOS

5,%af3f5,15,83,C3@®e,T81%+r€85 @ E3€-5,55,55€'3,%03, E3@ | 39,3 Q%IO™IE€,36,5,Caf%03f &
10S3,%%4f+8f°4,5,85,C3@®e, Ta+a€85,'8; ®efIQ—a@YaFaf 44,5, (@ — 3@ %IQ™IE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20100324-bundle

AE<EE... 3@ ®A...~6—3faf3, 4@ d€Q@r-id@®AIfFAfa, a@®AEECisco Event Response:
Semiannual Cisco IOS Software Security Advisory Bundled
Publication3€ €3 «3€,3,53@%3 ™3¢,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP mar10.html

€028 e£V23" @

Cisco |0S3, Y4Af3f 4, 5 83 ¢3€@ Cisco 10S XE3, 23354, 5,53, C3€@3€53,33Cisco 10S

XR3, %3358, 5,53, Caft3f 3,03, '59 3@ %e+3@ "3623,LDP

helloafiaffa, »af13, 3, afaff3, 339 ™4, 3 <3€QLDP
hellodf;affa,»af¥%3, 3, 5f°85%3, 5@™3,3, 30139« 305505, E5Q | 5€,3,4 89 5698, 13%+2€536

MPLSA "4 ff @35 %3f 3 ™3,<Cisco 1053, 1af-35°4, ! 5,55,C5€53,"5€3Cisco 10S
XE&,%3f-55°5,15,55,C50RIO™IQ'30 | 5ORIFQafUI, 35515 E311+EY;5, 30 —30'59%IO™IE,Ci
10S

XR3,1.55+3F°3,!5,53,C5€ 5€€3.5.23,°5,53%0 9 5@ ®AF 55143, 59581216V, 5,30 —3 Q' 5O UIO™AE,

&, &/t eE83 QP ®a@,a,<e£%23" @

Cisco |0S3, Vsaf+af "4, '8 88, ¢3€€ Cisco 10S XE3,1»af+af 5, 4,85,C3€ 93653, 3€°Cisco 10S
XR3,%2af-af"3, | a,83,ca@®a€ef” FORrOYefLI@83@ €@, ;afa,2affaf"LDP
helloafiaffa,»afsa, a, afaffa,'arfa@™a, 3 @«3€@LDP

helloafjaffa,»afsa, a, afPaf’a, a@™a,a;...e! Q3O T3,3,550%3Q™AE aftaf@a,n3,"5€ELDP
helloafjaffa,»afsa, a, afaffa,'affa@™ad," a@1a@«e a®sI@ 3, E3@ | 59,3, @ 3Q0IQ T3,

1. MPLS» (€@ 39 E2 %035 59«59 QLIQ 1 59,3, 303 Q0IQTIOE, ((°° QIO —TO%I€
MPL Saf & Oaf BfYAf 15 £4f%5, °a@ EC, 3539 «3 93 QL£30 | 5€,3,3f13f 95,153,530 ¢, 131139

Cisco | OS Software and Cisco | OS XE Software

Cisco |0S3, 4Af8f 4, 4, 85, ¢4 53,"3€°Cisco I10S

XE&,Y2af-af"a,,a,83,Ca @83 €@ 3E€E@CLIS,2af2aFaf%ompls
Ipd, 82" a


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100324-bundle
http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_mar10.html

©—3 | FEQMPLSASf3,04f afhafta £a533,°3@ Eaftaf+3,0af«3f 3@820e%035'4@«5 QPO F
mplsipa@ E3 @ «3@3a, Ea@313@™a€,Cisco

10S3,%%af-af"a,!4,83,Ca@®a "a€@ a€@show mpls

interfaced@ ®31°35>39 «3@ A€ QAf13f3,03,'398¢,j85'39«5QFQLI) | 59,539 AHO0FQ
1053, %:af+45°3, ! 5,83,Caftaf 4,038,335 @—3€ | 5€,39%IQ™3E,

<#root>

Router#

show npls interface

IP MPLS forwarding is globally disabled on this router

Individual interface configuration is as follows:

Interface IP Tunnel  Operational
Router#

Cisco |OS XE&, Y2af*&f "4, 3, 83, ¢a@®a ‘3@ 3€ a€€@show running-
Configéé®éi°é§>é,’éag§01é€0§,°§.fé.f%é.f0§f«é,3é.f2§.f3éf%ono
mpls3@E3"dce " d@™a 3@ 3@ 3,/ c(°°QIQP—3@ | € Qaftaf@a,nd, ' a€@ELDP
helloafjaffa,»afa, a,'at | c@Ta@—i@3€,30"3@ 3,/ QIQP—iQPHIQO™IE,x-a QB
I0S XE3,%af-af"a, | a,83,caffaf@a,na,'a, ' cn°a@—i@ 3,3 Q%I Q™AE,

<#root>

Router#

show running-config | include npls

no mpls ip
Router#

Cisco |OS XR &, Yeafeaf"4,'a 83, ¢

Cisco 10S
XR& VoAfaf 4,15 83, ¢a@83€@ €@MPLSASfa,0af éf%éfié,féﬁé,°€10_éfiéf-é,©éf«éf‘éQ§§"iéf

MPLS&»¢6€@ 3@ E2e%035'3@«3 Q3 QL£3Q | 3€,3,Af1afQA, 13,3985 3€HL AR3TQ«E,°
|dpa@ Ea@«3@3%43,EIQ | 3€,3@NIQ™€,2-dQBIIIQP IEQMPLSES3,0af aflhafia £af
I0S XRa,%afaf"3, | 4,83,caftaf€a,na,'a, ¢ a@—i@ | 3,3 Q%I O™AE,



RP/@/@/CPUQ:Router-XR#show running-config mpls
mpls 1ldp
!

RP/@/@/CPUQ:Router-XR#

28O BE%IQ FEQMPLSEf3,05f 5F%aft5,£3F5,°3€9 EC,i85'59«39°3QL59 | 53€,3,Cisco
I0S XR3, 145353, 5,53, CAFt5F 8,058, '3,/C°59—3€ | 50,59 %IQ™MIE,

RP/@/@/CPUQ:Router-XR#show running-config mpls
% No such configuration item(s)

RP/@/@/CPUQ:Router-XR#

MPLS3Q &G, i35 59«39 QLIQ | 59,3, 30 3€QIfI3fOE 15,56 ¢, 13159550 50°5€
. 3ft5f €3,15,"5€ ELDP

helloafiaffa, »a5%3, 3, 8@ —3:/30—i@ ' 56,3, 393Q05PTI0E, (C*QPIO—3QUIO™IE,

&f t4f ©3,03,'3@ ELDP

hellod§iaffa,»af143, 3,5f2a5f3, aP50@™3,3, 59 T5@« "3RI 3,30 ' 50,5,3 30 O3

Cisco | OS Softwar e and Cisco |OS XE Softwar e

aftaf€a,na,'a€@ELDP

helloafjaffa,»afsa, a, afaffa,'affa@™ad,"a@1a@« a®33@+3,E3€@ | 3€,3,<393Q903@13
ip socketZE€ show udpa€@ 393439 Ya€ show control-plane host open-

portsi@®3 €, 3933, E3@ A, (™| EFQ—aQ %I P™IE,81°353 9 «af @afhaf UDP
6463€83faffa,'affa@—a€@ | 3€,3,<P3,Caf%0af-3,'3€@ Ecu°a@ -3, 3@ | 5€,3,<3 AQ IEQ T
helloafjaffa,»afsa, a, afaffa,'affa@™ad,"a@ta@«e a®33@ 3, E3@ | 3€,3,<afFaf@a,n3," G

<#root>

Router#

show i p socket

Proto Remote Port Local Port In Out Stat TTY OutputIF
17  --listen-- 192.168.0.1 67 0 0 1 0
17  --listen-- 192.168.0.1 68 0 0 1 0
17  --listen-- 192.168.0.1 711 @ 0 1 0
17 --listen-- 192.168.0.1 646 0 O 1 0
17  --listen-- 192.168.0.1 3503 © 0 1 0

Router#



<#root>

Router#
show udp
Proto Remote Port Local Port In Out Stat TTY OutputIF
17 --listen-- 192.168.0.1 123 © © 1 0
17 --listen-- 192.168.0.1 711 @ 0 1 0
17 --listen-- 192.168.0.1 646 0 O 1 0
17 --listen-- 192.168.0.1 3503 © 0 1 0
Router#
<#root>
Router#

show control - pl ane host open-ports

Active internet connections (servers and established)

Prot Local Address Foreign Address Service State
tcp *:23 *:0 Telnet  LISTEN
udp *:123 *:0 NTP  LISTEN
udp *: 646 *:0 LDP Hel | o LI STEN
udp *:711 *:0 TDP Hello  LISTEN

Router#

Cisco |OS XR &, Y4afeaf"4,'a 83, ¢

aftaf€3,03,'5€ ELDP

helloaf;3ffa,»3f%3, 3, 4F55f3,aF5©™35,3, 39 150« 405563, E3€ ' 50,5, 39390313
udp brief CLIA 38 28738 %08, (™8| EAQ —3 @ %I O ™FE,31°85,3 @ «af @ af%3F UDP
6463€8355ff3, 359 —3€ ' 5€.5,AP3,C3f%0af3, 4@ ECi@+5,Ei@ ' 530,58 39 3€H 5
helloaf;affa,»afa, 3, aF5ff3,aff5€©™35,<3, 39 15@«2 405563, E3€ ' 53€,3,<3ftaf 3,03, e

<#root>

RP/@/0/CPUQ:Routexr-XR#

show udp bri ef

PCB Recv-Q Send-Q Local Address Foreign Address
0x482609e8 0 @ :::514 1110



0x482605f0 0 0 0.0.0.0:514 0.0.0.0:0

0x48260720 0 0 0.0.0.0:646 0.0.0.0:0

RP/@/@/CPUQ:Router-XR#

aftaf€a,ra,'a@EUDPIf@afuaf 6463,af3ff3,'affa@—a€@ | 3€,5€°39,3 3@ 3€QIQ"'3O
Reservation

Protocoli’a"RSVPiVaf23,:af%3,'3°" ¢, af—afaf a,3af «i%%o3 @ %39 Ya€ Border

Gateway

Protocoli%a”BGPis»afoedf4afeaf1aa, 2afuasf a, | &,8a,0af—afaf a,2af«i1%%0a @R €3, a%i ¢’ G€

8, -8,18, %Ly @A 8¢ haf@aO—ae | 3,3« Cisco I0S §,%%af-af"a,|4,83,¢

af*afeafaa,'a, e’ @I Q™Ma I P«3Q aEQPaftafea nd,'a@«afs ca,niffa@—aie ! show

version 8,38fZ8f38f %08, a3 QEaQ | a€@a,-a,'aftaf

é.f@éﬁé.f%é,'éi"gn°§0—50%50m§€,"| nternetwork Operating System Software" &€ " Cisco

I0S Software" 3€,3,<3€,3€9 3€"3,E3,%03@«Eiza%1a@™a,<3, 3, 'aftaf
Af@afSafua€«3, " 3QLa@  aftar€s,na,'a€8 Cisco I0S

a,%2af+af"a,13,83,Ca@EC haf@PIO—3€ 39,3, 30" "3€@ 3,'((°° QAP QPQIPNIG™E,

QO OIORINES, @I« nafiaf1d, 9 QIQErAUBIQPRE-"3@«8| ¢r°3 @3, ES€QcY35€,3© |
"Version" 3@~ Cisco IOS &,%af+af 3, a,"a,¢

afeafeafa,' @ @aeEe| (i@ 3, EaPAIQP™IE,a»-a9®3,°3,'4,°

3f15f€a,03,'3983€ 3€@show version

8,%8f78f38f %A@ EA"de " 3P —a9°a P AQL£aHYA,SA€HIYaQ BI85 3O ER| ¢r°aH+a,EIQY?

2 ia@P®aa@ a€@Cisco
1053, %af+afa,! 5,83,¢af35a5%3,"12.3(26)a, a®Ye|F3@—a€@a,nafa, af afhif«a€+3, E3@ | 5,2
IS-La@83€,3,3,:3,'3,°e£103"94, (r°i@—3@ | 3@,3 QHhIHY™AE,

<#root>

Router#

show versi on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright ) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@8 14:39 by dchih

<output truncated>



25O ®&%4a€¢ 3E@Cisco
1053, %af+afa,! 5,83,¢af3Faf143,"12.4(20)Ta, a®Ye|F3@ —a€@a,nafiaf1ka, 3 @ @39 EC1841-
ADVENTERPRISEK9-M3@®e£ 13" 3, cr°i@—3€@ | 5,3 @%AQ™AE,

<#root>

Router#

show ver si on

Cisco I0S Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc:
Technical Support: http://www.cisco.com/techsupport

Copyright ) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-08 20:25 by prod_rel_team

<output truncated>

Cisco

|OS3, YLaf-af "4, 13, 85, ¢afeafeaf .4, 4@ ®a':2 @ @ | ©3%0t3@®&; 78S *f...4 +3@ F€@http://www.cisco
ref.ntmla@ ®3a€EWhite Paper: Cisco I0S Reference

Guided€ @3 @8¢(°°Q@I QP3P OIPHIG™AE,

8, TaVrtee€8s, 40«4, 89 839,39°89,50"39 O EC°e* 95O+, EIQYeLa"§
« Cisco NX-OS3, Y54 *8f 4,15, 85, 05 e©’3%:"a@—3@%a€»a," a3k,
» Cisco 10S
XRE, YoAf+af "4, |4, 84 CAfafoaf Y, 13.5.280¥6™ Q3@ a1+EY:3,/'8@9—3€ 393363, 3€,
—a@®3, 5,313 Q3P «31953Q, 50 | I HPIQ TOB®E, Caf%af Q5,05 1539 ®Is+éY;E, 8@ —3
eO3¢ °
MPLS LDP3,’ /%" 4@ ™3,<3@ “3€@MPLSaf@affaf af afua, at..a€@®Peer Label Switch
Routeri% LSRi/»af"a,cafOaf™af«a,'a, naffaf @af«afad,;iv%%o3 @83€ @MPLSaf@affaf af afsa, at..a
Cisco |0S3, 5af+af "4, '3, 83, ¢a€€ Cisco 10S XE&, 1,af+af"3, ! 4,85,C3€ 9353, 3€3Cisco 10S
XR3,1%,4f3f°4,! 5,85,C 3«3 FE€QC%0'a"¥a@«3-83 ™MIQ«( °8-¥IQ+3,EIQYLDPASE, +affaf 3,3
hellodf;affa,»af%3, 3,81 c@TaO™E,3, 3@ 159« 4R339+3,E3) | 5€,5,8;..8 | 93OT3€,3,S
488 ™A@« °a-¥a@+ 3, EIQYLDPASE, +affaf 3@ A€QAS af3,af£3,'af 3Q%IQYI@ af7af«af@3,afES
6463839 —3;i3P8IQPOIONIG™MIE, EE36QZAf AfOFA £33, 3@ 3O IO ®E,T3Vite€85,'4% 3¢

& TYSTDPa@ Ee a®35€+3,Ea@Yaftaf€a,nd, 3@ 3€9a-83 ! ™Ma@«( °a-¥a@ 3, Ea@YLDPASfS, +affaf


http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html

MPLS4€53,"39°LDPI@ RO (3@ «39Pri@, i@ | 3@ I€Qx2-3QRIFEFS, 1€ «59,3, AETAFZaf«af

http://www.cisco.com/en/US/products/ps6557/products ios technology home.htmil

539" 3@ ®e,13%+€85€ a€@Cisco 1053, 1344, 5,85,¢5€55,"3€>Cisco I0S
XE&,2af+af"a,4,83,ca@®a 'a€@ 3@ Cisco Bug ID

CSCsz45567(¢™»éE%af! 4f143,94°,¢" " )a€€Cisco 10S

XR4,%:af+af"3,|8,84,Ca@®3 '4€ 3@ CSCsj25893((¢™»EE*af | af14a,94°,¢" " )a@«& " "€%%03 3, ES@ |
Vulnerabilities and Exposures(CVE)IDa@ “a@—a€  CVE-2010-

05763€ E3%0%3,5812"3€) | 5,%03, E3@ | 36,3 %HIO™EE,

H76€p¢C-
50"3Q®8, 141t RESIO@ENLEY;5, 2530 3, B OVE @IOFEOCOFEC-560OC 3O™3 GO 303,

5f13f ©3,03,'3QELDPIQES;...0 | 9395 9,8 39 39 3€Q3,°afafhaf@afa 2afaf3,£3, ®af¥af-af¥
mplsips,’ &4c 5@ —a€ | MPLSE»CE€94, 13559« 5 9559 QIO HIG™AE,

o /&L DPAf &, 18f BfY8f %39 %3 @V5@ MD54; @& 3955@ €O 3O®8, 18%t2E55«3 %IO™3,
EERQ AT 3fO5Fa,£aFf3, 5@ 39 3@ ®R, 1a%t2E€85,8 Q2L OC 3O —3PY%I3,"3E,5Q"3O®8, T
Bf @3ffaf 3 3f%3,”at...3@®Ciscodftaf@a,na, 5« QOC" 4@ efL39%»-39B 08 EC-5Q«5Qnd

10S3,%.af+af 4, | 4,83, a@®afzaf«af@af—afaf a af«afoas™asf«a, anaffaf@asra,cafa, raffaf a@®e,
amb-20100324-1dp) &€,

3, 0Af3af-af04,af afoa, af@afE a,¢a, a,»a,"' a,3afrar afafuaf« afa,'af”
& SO 3O ®e, T4%trE83QR2OYef L3 af af0aFa,'af@afkif 3@ 36— 'UDP3,'a%¢¢" 3@
Reverse Path

Forwardingi¥"af! 4f&,af£3, af RPFi1%4%03,, e€f.. . 3@ ™4,&;...8 | @I E3€,3,55Q%IG™3E,

Af @Aaffaf af afud, 3, 6€36@Z3Q™a, Af afOAf5,£55F5,” 4, 5f-afaff3,”A@™5, 39 "3@ 3@ H°SHL£32

l--- Feature: Label Distribution Protocol (LDP)

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES
WILDCARD INFRASTRUCTURE_ADDRESSES WILDCARD eq 646

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES


http://www.cisco.com/en/US/products/ps6557/products_ios_technology_home.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100324-ldp
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100324-ldp

WILDCARD host 224.0.0.2 eq 646

l--- Deny LDP traffic fromall other sources destined
l--- to infrastructure addresses, including multicast
I--- and broadcast addresses.

access-list 150 deny udp any 224.0.0.0 0.0.0.255 eq 646
access-list 150 deny udp any host 255.255.255.255 eq 646
access-list 150 deny udp any

INFRASTRUCTURE_ADDRESSES WILDCARD eq 646

| [

l--- Permt/deny all other Layer 3 and Layer 4 traffic in
l--- accordance with existing security policies and

l--- configurations. Permt all other traffic to transit the
1--- device.

access-list 150 permit ip any any

l--- Apply access-list to all interfaces (only one exanple

1--- shown)
1---

interface fastEthernet 2/0
ip access-group 150 in

af>af & vaf afSafv.af afv&EZProtecting Your Core: Infrastructure Protection Access Control
Lits3@ 3@ 83@ a€@a,0afaf-af03,'af af0a, af@afEa; €¢€-3,Ca, 3,»3,'af%3,'af 3@ ®3a,-8,23f%03fO?

8,°8fAf AfafyAf« Af—Aaf-afVAf: Af @aFa, 353,

88 SV3AQ A B, 1a%te€8aQ9RROYeS L@ af 3f0aFS, af@afhif 3¢ 3 —3€ | UDP3, a%sc" " a

5 3824 AfAfVAf «Bf—af ~AfVAf8f @&f3,-3f°3,°(COPP)3, 4% (" 3@ —3€ | 36 @aftaf@3,03,'50 3O ®E]
10S3,%:3f3F°3, ! §,85,C3F5aF1%3,'12.0S5€12.25X5€912.255€9 12.3T3€ 9 12.45€ 9353, 39312.41

l--- Feature: Label Distribution Protocol (LDP)


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml

access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES
WILDCARD any eq 646

l--- Deny LDP traffic fromall other sources destined
l--- to the device control plane

access-list 150 permit udp any any eq 646

l--- Permt (Police or Drop)/Deny (Allow) all other Layer3 and
1--- Layer4 traffic in accordance with existing security policies
I--- and configurations for traffic that is authorized to be sent
l--- to infrastructure devices

l--- Create a Cass-Map for traffic to be policed by

l--- the CoPP feature

class-map match-all drop-ldp-class
match access-group 150

l--- Create a Policy-Map that will be applied to the
1--- Control -Plane of the device.

policy-map control-plane-policy
class drop-1ldp-class
drop

l--- Apply the Policy-Map to the
l--- Control -Plane of the device

control-plane
service-policy input control-plane-policy
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policy-map control-plane-policy



class drop-udp-class
police 32000 1500 1500 conform-action drop exceed-action drop
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l--- Permt LDP traffic fromall trusted sources all owed

l--- to infrastructure addresses.
1---

access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 646

l--- Deny LDP traffic fromall other sources destined
l--- to infrastructure addresses.

access-list 150 deny udp any any eq 646

l--- Permt all other traffic to the RP
l--- according to security policy and configurations.

access-list 150 permit ip any any

l--- Apply this access list to the 'receive' path

ip receive access-1list 150
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