Ciscodfe4, ia, oa, ¢a,1a, ©Oafvaf«a afvaf: a,1afca, af¥a
Client Control
Protocola,=af3a,'afsa, a,-afsaffa@«a€@Sae‘a«

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2010-
Hi gh 20100217-fwsm 0151

& @a..~é-«xe—Y¥ : 2010-02-17 16:00

df @afvaa, afsasf 1.0 : Fina

CVS&4,14,%4,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco 4f€3,° ID :

B—Yore-e%3@«a, a ef..a ta@ A€H+e?739«a, 3,<aZYR-13HOPEQZA...~a11 A ¢
Al
£1 el@

Cisco Catalyst 65008, -af 4.4, %4, 18, odf faf @ 3€53,"3€3Cisco

76003,-af2af%a,°af«afa,;¢" " ae®Cisco Firewall Services
Module(FWSM)a@«3€¢ 3€@a, @xL£3€@Skinny Client Control

Protocol(SCCP)afiaffa,»afua, a,'at! (@13 —a@YauE3@«Cisco
FWSMa@®afafaf1hdf%od, 3% @ @eu-a @ "i@™i@ ef.x€8i@RIQ 5,8, Ta%+r€83@EI A 3Q—

&,-8183%6¢ @ 'a@®e,Tal+te€’a@«ad 3t a@™45,«4,%afaf4, ) 4,838,Ca, caffaf—astasnasa, asrarasy

5@ 3@ ®3,Caf%05f€@a,13,95f°5€ A€ https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20100217-fwsm &€ 83...-é—3€+3,E3Q | 3@, @HIQ™E,

e02aYs efvod" @
8, TaVateE8a@®a@,a,<e£%3" &

SCCP4, caf34, 14 83, 3 -af §af3a€ Eae0e%0dS' 4@ «3 93 QL3 | 5€,5,3 8@ 3€€Cisco
FWSM3,%af-af3,!3,83,C3@®a;Pxfx," 39398509 30,i0™iQ'3@ | 3@®L.XafQafS, 3f85fa€
SCCP4, caf34, 14 53, 3 - §af3a€ Ee0e%0dS' 4@ «3Q 3O FI€ | 59,3, 39GQOIQTIHE, 02 QIO™
service-policy | include

skinnya, 3af 78f38f %08, 8 Y & EA@ — € @ 81°853 @ T "33, F5,<5 Q"3 "3,/ (2 QIP—3QHIQP™2


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100217-fwsm
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100217-fwsm
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0151
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0151

<#root>
fwsm#
show service-policy | include skinny

Inspect: skinny , packet @, drop @, reset-drop @

AQ%IPYIQ 3€QSCCPA,nAfE, af33,”5,-4f83 5@ Eee%0dS 3@ «3Q 3 QLI@ | 5€,5,AfHaf@F, 13,

class-map inspection_default

match default-inspection-traffic
|

policy-map global_policy
class inspection_default

inspect skinny

!
service-policy global_policy global

aBY &jE4, 5@ ®Cisco
FWSM3,%af-af"a,!3,83,Ca@®af@afa, af8afa, cc°e’@9a@™a 3 @«3¢ a€@Cisco
1053, %af+af"a,! 5,83,¢59%3€Y3€ Cisco
Catalystd,2afsaf-afiuafta,£af’a,°a,-a,'aftaf a,%.af-af"a, | a,8a,¢a€+<3,%oshow

> 8@ ®53%4 3¢ €@ Cisco FWSM(WS-SVC-FWM-
1a@E3,'afaffaf 2@ «3,03°3,"af aflhaf«3€+3,E3@ ' 3€,4,<3,-3,'aftaf 3,/cr°i@—a@ | 3@,30%a

<#root>

switch>

show nodul e

Mod Ports Card Type Model Serial No.
1 16 SFM-capable 16 port 1000mb GBIC WS-X6516-GBIC SAL@6334NS9
2 6 Firewall Module WS-SVC-FWM-1 SAD10360485
3 8 Intrusion Detection System WS-SVC-IDSM-2 SAD@9320897
4 4 SLB Application Processor Complex WS-X6066-SLB-APC SAD@93004BD
5 2 Supervisor Engine 720 (Active) WS-SUP720-3B SAL0934888E
Mod MAC addresses Hw Fw Sw Status
1 0009.11e3.ade8 to 0009.11e3.adf7 5.1 6.3(1) 8.5(0.46)RFW Ok
2 0018.ba41.5092 to 0018.bad41.5099 4.0 7.2(1) 3.2(2)10 0k
3 0014.390c.9956 to @@14.a90c.995d 5.0 7.2(1) 5.1(6)E1 0k
4 0014.290c.66e6 to 0014.a90c.66ed 1.7 4.2(3) 0k



5 0013.c42e.7fed to 0013.c42e.7fe3 4.4 8.1(3) 12.2(18)SXF1 0Ok

[...]

HEIQ—3€,3,"afafFAF 3@ ®3 " 2%0€3, ¢(°°PIQP—3@YaAUEIEQshow module <slot number>
8 38 283 %o, CMOS EAP— 3@ | FEQ IOV E59+3,E3© | 50,3,3, 3533, 3,55,CO®F@IFAF, 2

<#root>

switch>

show nodul e 2

Mod Ports Card Type Model Serial No.
2 6 Firewall Module WS-SVC-FWM-1 5AD10360485
Mod MAC addresses Hw Fw Sw Status
2 0018.ba41.5092 to 0018.bad1.5099 4.0 7.2(1) 3202010 ok

[...]

4 559 ®E%EQ FEQFWSMaES, 135353, 5,83, Caf@afs, 5555F°3.2(2)105,3@Ye|E59—39 | 56

a8 1Y8Cisco |OSE, Vaf+af 5, 13 88 (a@ ®eeEe; 3@ RIf@afd, af8af5¢83@ d€@show
modulej, 3éf2éf3éf%oéé®éi°é§>é@«é0,,<§fCé,}éﬂé.f%é.f«é@@é,Vzé.f'éfé, | é,§é,¢éf®éf%é,,éf§§f3é®<
module <slot number>3, 3af 78f38f %08, ABY & EA@ ™3 ,<3;...8 | Q3@ 3€,3,53€%36>3,"3€,

a®aef3, 18, vaf faf @45°3,°4,-3,"af taf (VSS)a,'a%i¢" d@—a@ | 3€ @239 °3 @ ®c%oOceTCisco
Catalyst

65004, -af°af%a,°a,"3,paffaf@a,'1 3 @ra@®e«-c@ta»®axf3,'a,niffaf Q3@ 3@ —3€@ | dcaV2008@ 3
module switch

all3, 3af Zaf3af %od,’ &2’ "a@—a€p | 3€@3,'a,naffaf @136 "3,"a,naffaf @3 @«3+73 Q™33 O™ '3 O
module <slot

number>3@ ®31°8S>3@«a% %3 | 59,39 %IQO™IQEIEQVSSEt. .59B®E,5,"3, naffafQIQB®EFCS,

39 %3QPYIQ FE@show
versiond, 3af 28 38f %od, " d/ecC AP —a€ | SEQFWSME S, %00 a7 ¥af@aflha, Af8af ef..4 +3, 4@ -8%—

<#root>

FWSM>

show ver si on



FWSM Firewall Version 3.2(2)10

[...]

Cisco Adaptive Security Device

Manageris ASDM1Y%o8," d/2:C" 8€p—a€p | aftaf€d,0a,'a, (Ric@TaQ@—39 | 5€,5,<3 3@ 3@ A€QAS:
3,!3,£3F335%03, 3@ ®e| F€QPIQAUIGPYFQ ASDM

3,'8,£3F38f%03, @ ®3- | 8 Sa@«8,1af3f 5, 4,85,C5QRAFQAf14S, 385 TS| (53, EF Qs

FWSM Version: 3.2(2)10

&, 1al/coc€88, 49 «8,"8 9839, 80°80,30"59 "aQE(C°° QI Y 4, EGQVRELA"§

Cisco ASA
55003, -8f 2%5if V.8, %6 ©a,; 0edz<d,»3,af¥afaf13,£3,¢4f—af035,13,¢3f5,'3@ d€Q@i@ 3O ®3,Caf%0af @3
ASA

Security
Advisoryd@Ea...~é—3€+3,ES@ | 3@, dQNIG™MIE Q" "IQ®A,Caf%oaf@a,na f3f5€@ A€@https.//st
sa-20100217-asa5€p83...¥2 %3 @ 83 @ @ 3 @I @ ™3E,

Cisco ASA

55003, -Af24f .8, %€ ©a; 00a7<3,»8,af¥af25f13,£3,Caf—af04&,03,¢5%5,"3,€ M3 @ @ I€ Q3O 3@ ®E, TaY
Q0% °
Cisco FWSM &€ a€€Cisco Catalyst 65003,-3f23f%3,°3,'a,0affaf @ 3€S53,"3€3Cisco
76003, -3F°55143,°35«af1%3,i¢" " 3@ ®E«"EEYAQ LI 5F3,i8,03,CF, | §,Oafhaf«afCE, AF¥af1h3f«3Ea€
Cisco
FWSMa€ 3€€@SCCP3,rafa,'afsa,” a,-3f8335€ Exe%0dS'3€%3 ‘AQ AQ«I€QI, @RrLEIQSCCPASiASfS:
39 3Q®e,13%+2E85Q €L QAf af0Af5,£3ffa, 3«3, 5OFfiQ  5QORIP ;81 TP QLT a4,
dQ"aQRI @EEIQ a€@Cisco Bug ID CSCth60485
(c™»6E2af 184, 18°,¢" )4 a@—ai@ | 2-Te> AE-3@+3,EGEQCommon Vulnerabilities and

Exposures(CVE)IDa€@ "a@—a€ | CVE-2010-
01513€ E3%0%38,531:"5€ 13,%03, E3 @ | 3 €, @A ™AE,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100217-asa
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100217-asa
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtb60485
https://sec.cloudapps.cisco.comRPF/register/register.do

H76€p¢C-

SCCP3, 04f%, 165, 3, -4f 85750 F4 98 9303 30 30 Q10 500, 13%+2E53,C, 5 59«39 ™4
inspect

skinnya, 3af 28f38f %08, ' ¢T™™°& EA@ —3€ | 5€ @SCCPA, 05,4533, 5,-3f855°5,'¢, i85S4 @ «3 O ™33 5@ "5

R

d ®acfxa@¢a,2afaf " a,,a,8a,¢

8, CAf FAf—8, °Af ~af ViAf%03, anos 75 ™3 <& "3 3 F€@ http://www.cisco.com/go/psirt
56 " 3% EC33Q®3,C5f%0af@3,05,93F°5,3€,C.500—30 | €93 @6{FIO®EL2+°(S (2’93 "3®
3,%:3f2af¥af 13, 3f53%5, (000 QIO—I0 5O VIO 10°59,3€,

59,3933, FIQ®3 4€73,3€93,Caffaf—a,°3F a4 %03 @™3,«eOYa™ 3@ «3 Q@3 TIPaf;afCaf5¢
Technical Assistance

Centerila" TACi%%03@%3 @Y€ a¥'¢ 3, cuea, "a€83€,3,AafarartafS55,3,
f—afaf@3,nafE€afha@«3955: 939,30 303093 3630 ,3€,

e ja@«cr’a@™Cisco

FWSM3, 1235314, 15,83,CA@ @8 3@®3,e| 3 «3€ €4 »e! @3€2Cisco

FWSM3,%af-af4, ! 4,83,Caf af-5,03 5@ € QIO @IQBIf af-3,naf8T.. 398203 @IP«3€ &f)x3
1

3;®efe 3¢ aFaF5f%4,"3, 3,58 @ 3@, 1h%0af 3 a3, a@ EC haf @4 3@ RIfFIAf9E,03,'5@ €O
SfOEf™af«a»¥a Sita%o3@«a, Caffaf—3,°af-af1haf%oa @ —3@  3O™3,3;..8 | QIO TF3€,5,559%3Q™3

afia, af£afvs| First Fixed
afeafaafyaa, | ReleaseiVs 4;®xfap+a, EaQ@Yrw€d™ @9aQ®aFaFaf1a, 14%o0

3.1 Not affected
3.2 Not affected
4.0 4.0(8)

a®axfxr " 5€:a@®Cisco FWSM3, Y.af-af 3, | 38,83,¢a€ a€@Cisco.coma@®Software
Centerd€<3,%0af€3, | 33 afaf14af%0a €85 @ @ 3 €343 ™ 3€, http://www.cisco.com/cisco/web/downl oad/index
> [Cisco Catalyst 6500 Series Firewall Services Module] > [Firewall Services Module (FWSM)

Software] 4@ «(8»3«3@—3@ | QP IO 339 ,3€,



http://www.cisco.com/go/psirt
http://www.cisco.com/cisco/web/download/index.html

4 @@ES"OC"" 8%A¥EO " A...~ YO8 "

Cisco PSIRT
G833 €@ F€Q@r0e-3,Caf%af¢a,ra, affa@«e "e1%i¢a,EIQ | i€, d,,TaV+trE8aQRA, @rLd " OC

5Q"IQ®e, 1%t 2€53Q G€QIQSARC 2T IR, afKAfE, 58,78, 5, 8 AQ®EELRL8 AQ ™M | G
URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100217-fwsm

o 1, kYo

afeaf*&, afsafe

10 20108" 2506 17ee—¥ || & @ a>24...~é—<af*afaf1a,"

a'0¢" ele¢,,

aae-3, CAf %oBf 3,03, 5359 ¢, [8; 08 %hiO®3,IORIQ 190—i0 i9 2P PIHIO—ie 555 55
20e-a,caf%oaf€a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS,3,"3,°3€ 20e-df%0d,af¥af;afPaf d@®AT...8@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
-4, Caf%0af ©3,03, 35 @®e "8;°81.. 40 "5@«6-C 3O —3@ | &f..8 +é..94:/39® URL

3,/ CeQPCYIQ—ICQPIQ «IPB®e»(2Y%0d,, 2, 33, 2-1IQP—3QYa 49 F€QI ' (UIYP TR
3Q"aQP®af%oa,af¥afiafPaf d@®axf...d ta@ 3€@a,3,"'3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100217-fwsm
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD
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