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Cisco
|0S3, Y5af+8f 4,18, 85, CAf 187 ©3,13,'3€ FEQNTPVAE, 5, uaf @ 3Fhaf 5@ —IEONTPIO®ac5Ysced & (Ee
1053, %4353, 5,83,C3€83@ 3€QNTPIQ aftaf-5,0af«af 3983@ 200%0dS'4@«I QP THLIQ | A

aftaf€pa,nd,'a@ENTPv4a, '3, paf@afhif a@—i€@ | 39,339 3QO0IQP TIPS, (e QPIHYP™E A Q«a
peer 127.0.0.1 version

744, . ¥SEQ —3QUIQ™IE,31°8539«A3,25f—3,3f83F 5@ A9 —3@ | 39 45Q TIP3 9%, EF€
1053, %af+afa,! 5,83,¢afa5af%3,'3, a®Ye|Fa@—i€@ | 5€,3,<3,-3,'3,35f1af€3,13,'3, ' c(r°3@—3 € | 3¢

<#root>

Router#
configure ternina
Router(config)#

ntp peer 127.0.0.1 version ?

<2-4> NTP version number

& dQB®a%aQ IEQNTPV4S, 4 paf@afhaf a@—i@ | 3€,5€°3€,Cisco
10S4,%af-af"3, ! 4,83,¢afafaf1%a,"a, a®Ye|Fa@—a@ | 5€,3,<3,3,"3,25f1af€@a,03,"3, c°3 @ —3@ | &

<#root>

Router(config)#

ntp peer 127.0.0.1 version ?

<1-3> NTP version number

aftaf€3,03,'a@«NTPI@Ee aR33Q -3, Ei€@ | 89,3,<39«3Q0IQTIQ S, '((°°QIP™ME I QP«I@ a5
running-config | include
NtpaE, &1°8S 3€<3, %023 Q®3 €, 3933, E3Q 3O ®3 35735 %05 @ Te;"5+3, EIQYS 3@ 3€Q3€

ntp master <any following commands>
ntp peer <any following commands>
ntp server <any following commands>
ntp broadcast client

ntp multicast client



&A@ B®AN4AQ FEQNTP (" 3@« aR3GH3,E3€@ | 5€,5,<3,3,'3,°
aftaf€@a,pa,'d/ (i@ —i@ | 30,3 QNUIO™IE,

<#root>

router#

show runni ng-config | include ntp

ntp peer 192.168.0.12

E3QP®%AQ FEONTP (" 3@« ARSI @ 3,EiQ |30,50°5€,3,3,'3]°
aftaf€@a,pa,'d/ (i @—i@ | 30,3 QNUIG™IE,

<#root>

router#

show runni ng-config | include ntp

router#

8, -8,18, %Ly @A @ 8¢ haf@IO9—ae | 3,3« Cisco I0S §,%af-af"a,|4,83,¢

af*afeafaa,'a, ¢’ @I Q™Ma I P«3Q AEQPaftafea nd,'a@«afs ca,niffa@—aie ! show

version &,38fZ8f38f %08, d; AQEaQ | a€@a, a,'aFtaf

é.féé.fgé.f%é,'éi"gn°§0—50%50m§€,"| nternetwork Operating System Software"a€€"Cisco

I0S Software" 3€,3,<3€,3€9 3€"3,E3,%03@«Eiza%1%a@™a,3, 3, 'aftaf
Af@arSafna€«3, " 3QLa@  aftasr€s,na,'a€8 Cisco I0S

a,%af+af"a,13,83,Ca@EC haf@PiO—3€ 39,3, 39"3€@ 3,'((°°QPIQPLIQPQIPNIG™IE,

QO QIORINES, @I« nafiaf1d, 9 QIQExr3AUBIQPRE-"3@«8| ¢r°3@+3, ES€QcY35€,3© |
"Version" 3@ Cisco IOS §,%.af-af"a, a,"a,¢

afeafeafa,' c@@aeEe| (i@ 3, EaPAUIQP™IE,a»-a0®3,:3,'4,°

aftaf€¢a,nad,'a€@83€@ a€@show verson

8,%8f78f38f %A@ EA"dce " 3P —a9°a P AQL£AHYA,SACHIYaQ BI85 3@ ER| ¢r°aH+a,EIQY?

¥8 5@ B®a%aQ AEQCisco e£13"@i@P«aQ | 3€QI0Safafaraa," 12.3(26)
dQEC NI QP—I€QIOYIO®A nafiafhd, @ @a€E C2500-IS-L
d983€,34,30"30 3/(1°39—30 3€,50%Ie™

<#root>

Router#



show ver si on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright Ae) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@08 14:39 by dchih

<output truncated>

¥8 G@PB®a%3@ A€QCisco e£13"@a@«3@ | 3€QI0Safafaraa,” 12.4(20)T
O EC %I QP—CEQPIOQPIOB®I,pafiafhd, 3@ @@ E C1841-ADVENTERPRISEKI-M
d983€,3«309"39 3,/(r° 3@ —3¢ 39,39 IO™:

<#root>

Router#

show ver si on

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3
Technical Support: http://www.cisco.com/techsupport

Copyright Aeo) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-@08 20:25 by prod_rel_team

<output truncated>

Cisco |0S3, Y58f«4f 4, 13, 83, ¢a@ ®afafaf1a, a3 @ @ e | ©3%0t5Q®e;13S *f...4 +3€@ F€&htt
p://www .cisco.com/warp/public/620/1.html &€ ®3€EWhite Paper: Cisco IOS Reference
GUIded€ @ Q8PP QP QIPHIO™AE,

8, T&YeE8, 49 «a,"3983€,30%3€,30"30 39 ECC Qa9 3,EaQP VL@
¥ AQPREVI"QPIQNIQPYIQP ROVEfHIQP I "3Q®e,Ta1+eEEIPRIV+EY:3, P —3Q 5O
« NTPv44 4 fif @afhaf 3@ —a€23€,Cisco 105,343, ! 4,83, ¢Caftaf€a,nd,
« Simple NTP(SNTP)aOY ef /459 ®3€¢3,'a%2:C" 3@ —a3@ | & aR35 93, E3QYCisco
10S3,%.4f-af°4, ! &,83,¢aftaf€a,0a,"
« Cisco |OS XE & Y:8f4f"4,'a, 83, ¢
« Cisco |OS XR & Y-Af+8f 44,84, ¢
8@ ®3,°3,'3,3e£ 13" 99«39 S3Q,5Q | FEQIQ"TOPP®A, Caf%0af @3, 13, 1339 ®8V+EY:5,'8€9—3
eo3¢’°

af@affafaf afina, a,,3,naf af—afaf a af«(NTP)a€@ a€@afia, affa@®af@affaf af aflaa, a,'2a™,a™»
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ietf-ntp-ntpv4-proto-115@ 8ae-tae> AE-3€+3,E3Q | 39,3 9%HIQ™

NTPv43,’ & af @afsaf ae™a,«Cisco
10S3,%af+af"a,!4,83,Caftaf€a,03,"a€@ Ec%0' ARSI QB®NTPASE, +affaf "8, a@—a;ia@™a 3@ GEQNTP
[0Saftaf€a,nd,'a@ €@, 930 39— e, T1a1+3@83Q™€ NTPV4AES'S, C¢" d@«affafea, ng,

<#root>

Router#

show runni ng-config | include ntp

ntp peer 192.168.0.254 version 2
ntp peer 192.168.0.1 version 2
Router#

8, -4,14,38€«3," 3, NTPIQ®IBVYLL. . 3@ RO °iQ«IPrie,iQ | 3@ F€Px-idQBRIFAf], 39«3€,5
IOS and NX-OS Software - Performing Basic System

Managementa€€3a,'a€,c..88@9—3€ | 3@ Q3 3 €3 ,3€ http://www.cisco.com/en/US/docs/ios/n
etmgmt/configuration/quide/nm_basic_sys manage.html#wp1001170

G "a@®e,1aV+x€83€ a€@Cisco BugID

CSCsu24505(c™xezaf af vaa, 18°, ¢" ) a€pSa, 3@>CSCsv75948(cneaf 1Ef Vi, 18°, ¢ )49 " 39 —a € | ae-tae>,
Vulnerabilities and Exposures(CVE)IDa@ “a@—a€ | CVE-2009-

28693€ E8%0%3,5872"3€) | 5,%03, E3@ | 3€,5Q%IO™IE, 39 "3Q®, T3%+€83, 4R ES... 3«8, ®ef]
Bug IDd@ES,...6 | @3 @83 @™aAE,

DIEQ G-

aftaf€a,n3,'aes NTPé,’g,,ié§1é@«é@mé,<é»¥é U—éé«ééééég—éQ_éQ,éSéQ%éQé,“éﬁéQ“éo®é,,’r
o T/ANTPAf" 8, (@ 1%h3Q 27K i-a983Q A9 AP OEQ%OC, 130 50 —3€ |8, T3%+2E85H®:
NTP&, ¢4, 8, »3,3, *af «af Y& f—

8&' SiVAQ a9 ®e, Talte€839RROYefLIQ I€QIf AfOIFS, af@afkif 5@ 3@ —a€ UDPA, a1k

Reverse Path
Forwardingils"af! 4f<3,3f£3,'af RPFi%%03€ 3€€3,°3,56 @08 139208 (3, 1A af¥af k3, 38555, ¢

l--- Configure trusted peers for allowed access
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access-list 1 permit 171.70.173.55

1--- Apply ACE to the NTP configuration

ntp access-group peer 1

e&' SIANTP ACLA@®E " aR35@«a; 3@ 3@ | 3€@Cisco Bug ID CSCsw79186(c™»E2
af\af Va8 18°, ¢ )ae«e’ "2, 99 —39 3093 363,56 NTPVAS, pafhaf@ 3@ NTPv33, 3f05,n3,¢:

NTP3, ¢3, & »3, 18, 38f3af "af 8f V. «8, °af «8f VAf —a@®e©’¢ *a @« @ri@, i@ | 3@ I€Q9x-jaQ9®Ifafa,
Basic System

Managementa€ @ i@ 3€,3@13,:3,03f af«a@®af%oa,af¥afiafaf a, ' a€,c..809—i@ | iQ QIO 30
ttp://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_basic_sys manage.html#wp1034942

5, 0AfSaf+AfOA, 14 4f04 Af @AFE &,¢3, 3,73, 3,2aFaF afafnif« afa, af"

84 S&59"aP®e, Talktec8aHPRrOYefLi@ af af0aF), afQ@afkif i€ 50—3€ 'UDP3a,'a%¢¢""a
RPF &,45¢" 3@ ™3, 36 "4,395553, 930 —30%iQ™E,

Af @Aaffaf af afnd, 3, 6€36@Z3Q™3, Af 3fOf5,£5ff5, 3,6 QPRx-3O™5, 3O 3O 5@ 50—30°3¢
aftaf€a,nd,'a s, cafud,’affal a@ d@—a@Ye 3@ IQ™IQ'IQPIV8IQ 39°3€,af af0af5,£3f]

!___
l--- Feature: Network Tine Protocol (NTP)

access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 123

1--- Note: If the router is acting as a NTP broadcast client
l--- via the interface command "ntp broadcast client”

l--- then broadcast and directed broadcasts nust be

l--- filtered as well. The follow ng exanpl e covers

l--- an infrastructure address space of 192.168.0. X

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
host 192.168.0.255 eq ntp

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
host 255.255.255.255 eq ntp

I--- Note: If the router is acting as a NTP nulticast client
lew- via the interface command "ntp nulticast client"”
lo-- then multicast | P packets to the nutlicast group nust


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsw79186
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l--- be filtered as well. The foll owi ng exanpl e covers
l--- a NTP nmulticast group of 239.0.0.1 (Default is
b--- 224.0.1.1)

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
host 239.0.0.1 eq ntp

l--- Deny NTP traffic fromall other sources destined
l--- to infrastructure addresses.

access-list 150 deny udp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 123

- Permit/deny all other Layer 3 and Layer 4 traffic in

- accordance with existing security policies and

- configurations. Permt all other traffic to transit the
- device

access-list 150 permit ip any any

I--- Apply access-list to all interfaces (only one exanple
1--- shown)

interface fastEthernet 2/0@
ip access-group 150 in

Af>af & oaf af SAfvaaf  Afy-aEZProtecting Y our Core: Infrastructure Protection Access Control
Lits3@ 3@ 83@ a€@a,0afaf-af03,'af af0a, af@afEa; €¢-3,Ca, 3,»3,'3f3,"af 3@ ®3&,-8,23f%03fO:
ttp://www.cisco.com/en/U S/tech/tk648/tk361/technologies white paper09186a00801alabs.shtml

8,3af3A[ AfAfYAf« Af—Af-AfVAfs Af @afa, a5°8,°

83 SV 3O ®e, 131t E€55 QB2 OV L3 4f 3fOaFS,\af@af kil 36 3 —3€ | UDP3, d%ic" 34
RPF §,/4%pC"" 3Q™3, 39 "50 "3, 305583, @30 —30%3Q™3E,

8 38f [ Af A VAf Bf—af ~Bf VAfEf @ a5, 3F8,°(COPP)3, 41 (" 39 —3@ | 5€@af1af 95,03, FO®Es]
10S &,%3f3f°3,4,83,¢ afarafns,

12.0S5€€12.25X3€912.255€912.3T5€ 9 12.45€ 93953, 39° 12.4T 56 3€©CoPP
2OVef1La, '8, 3fQafUf 19 —3@  50,50%IQ™IE COPPIO I€Q2—Ca 50 ®E »3,3f¥a5f15,£55€

l--- Feature: Network Tine Protocol (NTP)
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access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 123

1--- Deny NTP traffic fromall other sources destined
l--- to the device control plane

access-list 150 permit udp any any eq 123

l--- Permt (Police or Drop)/Deny (Allow all other Layer3 and
1--- Layer4 traffic in accordance with existing security policies
I--- and configurations for traffic that is authorized to be sent
l--- to infrastructure devices

l--- Create a Uass-Map for traffic to be policed by

l--- the CoPP feature

class-map match-all drop-udp-class
match access-group 150

l--- Create a Policy-Map that will be applied to the
l--- Control -Plane of the device

policy-map drop-udp-traffic
class drop-udp-class
drop

l--- Apply the Policy-Map to the
I--- Control -Plane of the device

control-plane
service-policy input drop-udp-traffic

458759 ® CoPP 3@ ®a3ui@83€ €@ "permit"

3,03, 3,483 3€83€,3,<3,C3, a,»3,3,°afaf afafhasf«afa,'af a, afas ase (ACE)

3«0’ 3"aQ—3€Qx"»xfaQ83@,3,«3@ efrx€839B®IQ,3,<afa,+taffaf" a€@ a€@policy-

map a€@® "drop" ae©\"(éf1/zéé«é,“éSé».faeE,,éQ-é,CEéQ%éQ“"é0(E§€0é,€ae—1é€0"deny"

3,¢a, a,-af8af}(e""e%%0a @3, E3Q | 39,3933, )aQ«0*3V"3H™a «af 3, raffaf a€@ a€@policy-
map 3@® "drop" 20Yef3@®a%k+éY:3, @ —3€ 3@ %a€>3,"3€,policy-

mapd@PP®x8x-13€ 3€€12.253€  12.0S3€@®Cisco

10S3,%.af+af"a,!4,83,Caf"af-3,03 @839 (°a@3, 39" "3 i@« 2, 9i090—3i@ iQ0QIQ 39 3¢

policy-map drop-udp-traffic
class drop-udp-class
police 32000 1500 1500 conform-action drop exceed-action drop
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12.4 8, T8/t aec889 3 @ —
12.4GC e, T&Y/taeE88Q 3 @ —
12.4JA 8, &Y/t o853 @ —
12.4JDA e, TVt aeE88Q 3 @ —
12.4JDC &, T8Y/st o839 3 @ —
12.41DD e, TVt aeE88Q 3 @ —




12.4JK 8, t8/taec889 3 @ —

12.4L 8, 1&/c-ceE859°3 @ —

12.4IMA e, t8/tae£8589 3 @ —

12.4IMB e, Ta/aeL839°a @—

12.43X 8, t8/taec8a9 3 @ —

12.4MD 12.4(22)MD3,"8, S&%. @ 3 @ ®afafaf 143, 49«3 &,13%+2€83Q 39 3QQIEQL, Talzta

12.4MDA 6, T8/t o839 3 @ —

12.4MR 8, ta/ec859 3 @ —

12.4SW e, Ta/aeL839 3 @—
12.4(20)T4, "8, S3%. @ 3@ ®EFEf 143, 5«39 &,13%+2€839 3€,3,53€%3 63, 3€,
12.4(20)Ta€S3,"3€°12.4(20)T15@«3@ &,T8%+€83@ ES 40 3@ —3Q%IQ™AIE L, T

= 12.4(22)TE0 3¢, T8%:2€550 B 3ce " 50 —3QUTO™E, TAlite€55 9 12.422)T1
12.4(24)Ta@«3€ &,Ta%+e€85€ 3€,3,53€%36>3,"5€,

12.4XA e, Ta/aL83e°a @ —

12.4XB 6, T8/t o839 3 @ —

12.4XC 8, ta/aec859 3 @ —




12.4XD 8, t8/taec889 3 @ —
12.4XE 8, T&/to£859°3 @ —
12.4XF e, t8/tae£8589 3 @ —
12.4XG e, Ta/aeL839°a @—
12.4XJ &, T8/t o839 3 @ —
12.4XK e, Ta/aL83e 3 @—
12.4XL 6, T8/t o839 3 @ —
12.4XM 8, ta/ec859 3 @ —
12.4XN e, Ta/aeL839 3 @—
12.4XP 8, T8/taet889 3 @ —
12.4XQ e, TaVtaE88@ 3 @ —
12.4XR 8, T8/t aec859° 3 @ —
12.4XT 8, T&/to£859°3 @ —
12.4XV 8, t8/ataec8a9° 3 @ —
12.4XW e, Ta/aeL83e°a @ —




12.4XY 8, TaVa- L8595 @ —

12.4XZ &, T8/c+oE88€),8,5(e €8 93O ®E; ®ef 3@ 12.4T)
12.4YA 8, T8/ctoE8a€p,3,5(e €8 93O ®I; ®efI @ 12.4T)
12.4YB 8, &Y/ o855 @ —

12.4YD 12.4(22)YD1

12.4YE 12.4(22)YEL
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URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20090923-ntp
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